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UTFRAKEE SVM VS1 LEIZ— 1 AEESRIZAIZ A" home"lI%E /eng/home:!

clusterl::> volume create -vserver vsl -volume homed4d -aggregate aggrl
-size 1g -junction-path /eng/home
[Job 1642] Job succeeded: Successful

clusterl::> volume show -vserver vsl -volume home4 -junction

Junction Junction
Vserver Volume Active Junction Path Path Source
vsl home4 true /eng/home RW_volume
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1. FRUTHSEARATIEESRMNE:. volume create -vserver vserver name -volume
volume name -aggregate aggregate name -size {integer[KB|MB|GB|TB|PB]}
-security-style {ntfs|unix|mixed}
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clusterl::> volume create -vserver vsl -volume sales -aggregate aggr3
-size 20GB
[Job 3406] Job succeeded: Successful

clusterl::> volume show -vserver vsl -junction

Junction Junction
Vserver Volume Active Junction Path Path Source
vsl data true /data RW volume
vsl home4 true /eng/home RW_volume
vsl vsl root - / -
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i?ﬁ% volume mount -vserver svm_name -volume

volume name -junction-path
Jjunction path

HEHE volume unmount -vserver svm name
-volume volume name

volume offline -vserver svm name
-volume volume name


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP

2. WIFEREAFRBNEERE:

volume show -vserver svm name -volume volume name -fields state,junction-
path, junction-active

AN
UTFREBAIFSVM VST " LR A ales sHIEIEHEIES = "/sales™:

clusterl::> volume mount -vserver vsl -volume sales —-junction-path /sales

clusterl::> volume show -vserver vsl state,junction-path, junction-active

vserver volume state junction-path junction-active
vsl data online /data true
vsl home4 online /eng/home true
vsl sales online /sales true

T RAPFEEAIFSVM VST EHNE A" data " BIBFHEELRLAL:

clusterl::> volume unmount -vserver vsl -volume data

clusterl::> volume offline -vserver vsl -volume data

clusterl::> volume show -vserver vsl -fields state, junction-path, junction-

active

vserver volume state junction-path junction-active
vsl data offline = =

vsl home4 online /eng/home true

vsl sales online /sales true

ETREHEHNESRER

,‘dk_JLXEH_'ﬁ?é Storage Virtual Machine (SVM ) BIBEHEUNREEHIINIES =
_I‘:l_lL_:\O II_:\ \jLXEﬁEugﬂmb%ﬂE*iﬁkgu*%lﬂ/n\o ,.’_’REJL/MQJEEJJZM:.:LJ\T%'-F*DE&:EE SVM F'F'%
18],

pAL
1. BITFRRRVIRLIE:



BETHRE BN ...

BX SVM LEHEHMEBHEEMNEERERE volume show -vserver vserver name
-junction
BX SVM LEHEHMBHESEIEFHAEE volume show -vserver vserver name

-volume volume name -instance

BX SVM LEEHMENHENKERES a MERE. ERILETHEMFR -fields &

#: volume show -fields ?

b. FEHERAEEE -fields B%: volume
show -vserver vserver-name -fieldname. ...

AN
UTRHIERT SYMvs1 EEHEHNEHEHMNENIHE:

clusterl::> volume show -vserver vsl —-junction

Junction Junction
Vserver Volume Active Junction Path Path Source
vsl data true /data RW_volume
vsl home4 true /eng/home RW_volume
vsl vsl root - / -
vsl sales true /sales RW_volume

UTFRFIETRTHEX SVM vs2 EENIEEFRIER:



clusterl::> volume show -vserver vs2 -fields
vserver,volume,aggregate, size, state, type, security-style, junction-

path, junction-parent, node

vserver volume aggregate size state type security-style junction-path
junction-parent node

vs2 datal aggr3 2GB online RW unix = =
node3

vs2 data2 aggr3 1GB online RW ntfs /data?2

vs2 root node3

vs2 data2 1 aggr3 8GB online RW ntfs /data2/d2 1
data2 node3

vs2 data2 2 aggr3 8GB online RW ntfs /data2/d2 2
data? node3

vs2 pubs aggrl 1GB online RW unix /publications
vs2 root nodel

vs2 images aggr3 2TB online RW ntfs /images

vs2 root node3

vs2 logs aggrl 1GB online RW unix /1logs

vs2 root nodel

vs2 vs2 root aggr3 1GB online RW ntfs / =
node3

Fic & 2 PRBRAY

g B 2 MRARET TR

ONTAP ERZFME1IE CIFS {484 E] UNIX 519, J& Kerberos {7883 %] UNIX &
1ﬁ, FR UNIX B9BRETE CIFS B3, TILAFEM NFS EFImEEM CIFS B imid
%1%, TEHFEUIERERREE P EEHIRHEERBI X IARIIER.

BRTRABIIMES, ETEFEERZIRIRGS

* BEEERRA UNIX IFR, RITBEXMEMER CIFS ihia)ek NTFS 2R,
s BRI BB BFERNIGARF,

EXMIERT, FFEHTRMRE, FHAFREEFREESRGEIE—ZOARF, MARRISINEF R
o/

HAR, BREENAFERRMIRG, MAREXARERSBTRRN.

B2, ERILR—ARFPRNENERF. fi, ERILUFLL SALES FKE4ERERIFRA AD P BRI E
UNIX AFFfIRFRY UID .

10



R ARBRETRY TIRRIE

2 ONTAP /IR P RYEHERY, ©RE N EAMZ MR EHEZEH LDAP frs5254
EEFERERS, ERNE—TERRNNEXRE, URNEIRFEUAT SVM B3
MRS ECE

* SEAF Windows Z UNIX RYRRET
WRFKIKFIMES, ONTAP BFHE/NER Windows HFZR2EN UNIX IHFHNEMBEF 2. INRILRER
EER, WRERETEHIAUNIX BF, EMSERIIA UNIX BF. MRKEEEIA UNIX BF, #B
ONTAP W7 &8 X Fh 5 TUIRENBRES, MIBRGPIG LI IR EIE IR,

* UNIX E| Windows HYRgET
WNERKIHFIMES, ONTAP BEiXAEHS SMB igH A UNIX ZFRICEZRY Windows 1K, NSRS {ERERIE

F, WFEREIA SMB AF, BaiifeeBiB AR, MRKRAEEERIA CIFS BF, #H ONTAP %
WD It TIRENBRET, MBRETIG LM FH IR EIFE1R,

AIAMERT, BN BRIFEIFEERIRIA UNIX BB, IIRFKRIEEFIN UNIX AR, iHEAKF BRI R K,

* M ONTAP 9.5 718, ERILUSITEANKA BRI EIZIA UNIX B UMY
* 7£ ONTAP 9.4 RREF[RAH, EIERITENKARSEIEMAR.

BMEATEAIKFAEX T ZABRET, BSRBBRXLEmRET,

%1312 Z% UNIX FHFP E| Windows F P 2 BT

£ UNIX AP BREYE] Windows FAFBY, ONTAP LR, RAKEEMEELRN
MR EEEUERSERIRIVLE LA, HEELRELEER AL, 5E, WA LE
BEEEZEEEYIR, ZIIREABLMOZEEATIRER, HFRINFHTER, B2
R [ELERZER ALk,

S EINAIRZNE UNIX BB 2] Windows F3 R B iRBREHEZR

BETHZBAPZMSNTERE, S5 7 #REENRS ONTAP BB, 5 CIFS ARS5a8E1MAT Active

Directory SEXRAILIENEEE, LAIURRMEENEREEZ—, BIAGLEESHLEE. FEE SVM
B9 CIFS BRS325FRIB AV

* _XWEfEE _

WBIWEEE, MMIBEEE. R CIFS REBHFNEEFSS—MEEENAGEE, WEEAUNBEFR
EESRNARETEHIIENIRN, RZIFA.

UNIX A3 B Windows FIF & BREHE 2R R AETE F 1A 55 — M Z Bl BB WEEERE_E AT,
* HUAEME _

;ﬂ:tl:'.ﬁéi%&', EHEES— . AXMERT, EEAILUNETHISRESERBIAEF &7 HIIENER
Vo

11



17 UNIX B 2] Windows P ZBEHEREY, RAZRERSTEAR HLEENE,.

e Inbound trust

MFNEE, Z—MAEIE CIFS IRSFHEHIEL, AXMBRT, ERTENBETNGEREERBIAF#H
1TBHIIETHRAY,

EHIT UNIX AP El Windows FBF ZIRIHEREY, RAASZRRSTIHABNGEERE,

snfrIfERBECTRT (%) ECERRFHZSEEER

£ Windows AP R ER D EAEECTT BB T HIT SR MMIRGHER. TR T IAITER FRERGY 5% B HYIEED
DERBRNTRERSEHER:

Pattern Hif &

root o \BER UNIX B3P "root' " ZBE & K
"administrator’ " I, RHEK
IRFERFAEZEEE, BEIHRE
F—NE N "administrator’ " BT
oA ALk

¥ \ BB UNIX BB P ISBRES ZIAE N BY
Windows FiF. RIEIRINFIER
FrEREMEE, BEREIREZS
MREVE—MLEC AP ALk,

B\ SOERTM
@ UNIX | Windows
EWHBEQBL, mA =

MARITZERER
TR LOER LU mM 7 22 —RIBER T SRR ERNREEETIK:

* A ONTAP 4FixpI B s K AT @S E5 &
* ERERENEEREEETIR

YNSRI UNIX BB P MRESEE @R/ BT B P 2RI Windows AR, MISEFMBREEEHPERI
Windows A, S TFFR:

* IRECE 7TEEREEETIR, NRAREHERTIRPIZITFEHRETH Windows FF
* IRKEEEEREEITIR, NWSETHHPFIENEZEEHFERK Windows BF.
* IREECLENRAZEENE, NEEEHPERAF.

9N UNIX AP EIA R 898 EEE 78 Windows AR, MKEFEHEHKLL Windows A

12



A FRBR G A S

ONTAP Z2A=NE SVM RE—AHEZEN, SMMNEEEMED: pattern F
replacement . 53 MABRNFIRIF LG, HIBIEE—NLEFINHITEE, 22
UNIX BB ENRER, BRME—NFRIR. HEREESRAMEAPHNFREARENX
5. SUNIXRRBYER—FE sed 1Tl

Bl 2 FRBRET

e U#EA vserver name-mapping create ¥ LUBIERFRIRGY, &0 LAERRZFR
BREYfE Windows FAF BEfS1HIR) UNIX 2R NE, RZIFA.

EXFIES
FFE SVM, ONTAP Z#EFENAHEZEZ 12, 500 NRFRERET,

p

1. QBB FERES: vserver name-mapping create -vserver vserver name -direction {krb-
unix|win-unix|unix-win} -position integer -pattern text -replacement text

o -pattern M -replacement BAIB]UAREANIEMNFRE, Etho]LAERH
() -replacement AFEA=HRTHEMELRENALIET » » (SHEH), BER
vserver name-mapping create BXFHMERE. BENFMIT,

BIZ Windows Z| UNIX BRETES, 7ERIEFRIREIARTS ONTAP REEEIL T FHEIZER{ER SMB & g aR IR
AHEHENRER T EEE MRS,

Nl

UITFESRSEER N vs1 B9 SVM LRI ZFRMRES, LERET 2ISMARTIRPMIE 1 LM UNIX El Windows HIBR
5. BRETEIE UNIX FBF johnd BRETE] Windows B ENG\JohnDoe o

vsl::> vserver name-mapping create -vserver vsl -direction unix-win
-position 1 -pattern johnd
-replacement "ENG\\JohnDoe"

AT L RTERN vs1 BY SVM LRSS — P 2RBREY, RGBSR TIRFPUE 1 M Windows |
UNIX BYBRES,  LEALRVRRHANE I EEENZRER, IRG SR E ENG S CIFS AP IRETES SVM X
BXAY LDAP 1-RRYE .

vsl::> vserver name-mapping create -vserver vsl -direction win-unix
-position 1 -pattern "ENG\\ (.+)"
-replacement "\1"

UTFELRER N vs1 B9 SVM LRIES — 1 ZFRERET, LLAARIETURE " § " B XHY Windows FIF &
F—P TR, M2 Windows FF ENG\ john$ops BRETEI UNIX FBF john_ops o

13



vsl::> vserver name-mapping create -direction win-unix -position 1
-pattern ENG\\Jjohn\S$ops
-replacement john ops

ECERINAF:

BRILECE— 1 RIARR, LEEAFRIPTE RS I R IMEA R EETE UNIX
Windows Z [BIRET B NAFBIER. 2E, MREHFEXNRMRE ARSI HIIERK, N
ANECERIARF .

XFIES
3+F CIFS BAIRIE, MRARFEEE Windows AP RETEIE UNIX AP, WAL AIEEZRIA UNIX B

o

3FF NFS BR30E, MNRAFEREED UNIX BF IR EIE Windows BF, MBI AIEE—1ERIA
Windows FAF o

TR
1 BT g EZ—:

MREE ... HWALTFHS ...
BEEEA UNIX BB vserver cifs options modify -default

-unix-user user name

BEE 2RI Windows FBF vserver nfs modify -default-win-user
user name

AT EELHRSIHS
(I LU GEFBRETERY ONTAP SR EITA FRIRST.

MRIEE ... fEALta< ...

Bl E R FREREY vserver name-mapping create
EREMERNATRIRET vserver name-mapping insert
ERBTRIRGY vserver name-mapping show
RN B FRIRGT R B vserver name-mapping swap

@ NRFER IP FREMFFBEE 7 2RSS
» MR RIFRHR,

14



MREE ... eIt ...

1B L2 R ST vserver name-mapping modify
i) Bk 22 R B vserver name-mapping delete
BIERRBRET EE IEH vserver security file-directory show-

effective-permissions -vserver vsl -win
-user—-name userl -path / -share-name
shl

BXFAES, BERS B FMIT

o B Z I A MRARETIEER

ERRRA SR RIRITEER

TSR IBRAIEER, EECE UNIX ] Windows AP R RVBRESRY, &R]LATE
Windows & #RBVIEIER D EERB@ECTT (\*) o BIERMNEE D P ERSERSF (%)
ONTAP RILIERS B8 & CIFS AkS5251T BEAIKF BV A B WREERFEE,

XFIES
BRTIERFBEWNAZEEEZIN, EETUREEEZEEENTIR, BEEERREMEHTIRE, ONTAP FE
FAEEZEEEYIRMAR LMW EZEEERNIT S B TR E R,
s RINBERT, ZEATRGIERLTERRS.
* R AIE S RANPRR A T A,
p
1. BRREFNEBENER: set -privilege advanced
2. AT T REZ—:

ARG RV BN E MIANGRZ ...
enabled vserver cifs options modify -vserver

vserver name -is-trusted-domain-enum
-search-enabled true

S vserver cifs options modify -vserver
vserver name -is-trusted-domain-enum
-search-enabled false

3. REFIEENREFI: set -privilege admin

BXER

15



B AR SMB ARS5 8811

SENEMRUREESE

BRI LERRIEM A MPIEREEE. SREEERSERERMNEEERR L EELLET
, WWIEEIFEER. RAAMSEHEENEEENE, BIEE CIFS ikSFITENIKF
ipe

i
1. FRHEENEMRANSEMEE vserver cifs domain trusts rediscover ARSY:

vserver cifs domain trusts rediscover -vserver vsl

HXER
BREXERNNZEEANES
ETEXELAUNZEEINGESRS

EAIUEREX CIFS IRSH[BEVMELRUREEHNESR, ZIHZEE CIFS fRSSeE1T
EAIKP B, MREHZETRAI T BERE TR URIMAE L MR EEATIRFPH
XEEHTTHEE, NkIhEEIFE R A,

*FIES

NEMSEIHEEWNAEENE. BFEEAEESI2E ( Domain Controller , DC) % DC HaERIRFFIR([ES
Eﬁiﬁﬁlﬁ\%, FETEFUNIL 5 R PIEAIAF, @i BRI EEATIR, ErTUHHE 23 MRS ZRAE RN
Fo

T2 EEEE BT 5H0 Storage Virtual Machine (SVM ) 934H,

PIE
1. FREREXRELRUNZEEITENER vserver cifs domain trusts show 89

vserver cifs domain trusts show -vserver vsl
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Node: nodel
Vserver: vsl

Home Domain Trusted Domain

EXAMPLE .COM CIFS1.EXAMPLE.COM,
CIFS2.EXAMPLE.COM
EXAMPLE .COM

Node: node2

Vserver: vsl

Home Domain Trusted Domain

EXAMPLE .COM CIFS1.EXAMPLE.COM,
CIFS2.EXAMPLE.COM
EXAMPLE .COM

BXER
EEMNEMAMREED

FEEEREEATIRHBAN, HEFRERZEE

ERILIESMBARSS 23V ENER E IR FARMEMFFR EEE. Bl LUE =TT,
NREEETEEREEETIR, WERTSIHAMREHERE, KRFEERLYIR, ™
AR MBI B RS EE,

KTFUAESS

* IREBRIATIRFNZEEE, WHZIRESUETIREGH, AERERERFERAGRRZEEETIE
FERNIRFERXERE .

* NREEMNIBYIRPRIBFZEE, BRIEEVIR, WMPBRIERE Storage Virtual Machine (SVM) B
BAZEDEHTIE.

* IREIIEREEATIR, WHTRFESEAETIF.

BNAEBREREEAT RPN RNEREEN, BMEER LI EERTIR PN LGNS
i, EERTSEIMRIHERNAZERE]. ONTAP SRS BEENEZE, AR
KPP TR EZEE.

p
1 BT g EZ—:
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NRBXNEEREEHTIRRIITUTRE ... fERm< ...

BREERMEITIRS vserver cifs domain name-mapping-
search add -vserver vserver name
-trusted-domains FQDN,

MIIRARIPFRZSEE vserver cifs domain name-mapping-
search remove -vserver _vserver name

[-trusted-domains FQDN, ...]

BB y&R vserver cifs domain name-mapping-
search modify -vserver vserver name
-trusted-domains FQDN,

Nl

LTSRN ZEET (cifs1.example.com #1 cifs2.example.com ) 7 0%EI SVM vs1 FRMEEZSE
iR

clusterl::> vserver cifs domain name-mapping-search add -vserver vsl

-trusted-domains cifsl.example.com, cifs2.example.com

U an M SVM vs1 (EFRYFIRAPRIFRA NS EE:

clusterl::> vserver cifs domain name-mapping-search remove -vserver vsl

-trusted-domains cifsl.example.com, cifs2.example.com

IR e <8208 SVM vs1 ERZEEEYIR, MYIRFERRRTIR!

clusterl::> vserver cifs domain name-mapping-search modify -vserver wvsl
-trusted-domains cifs3.example.com

BXES
ETBEXEERETHTIRNER
EREXREEREEATIRNER

MREAT ZEBIMRFER, WAILEREXEEREEATIRPNREEH AT X LE
gm&%mfmmuoﬂjuﬁﬁﬁﬁmfﬁﬁﬂi,X%ﬁﬁ%ﬁﬂﬁﬂ%ﬁ%ﬁﬁﬂ

p
1 BT g EZ—:
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EZETUTRENEER ... fERAH< ...
¥& Storage Virtual Machine (SVM ) 734HBVEEfHR vserver cifs domain name-mapping-
HPFEEEREEE search show

8 SVM KRB B2 5 EE vserver cifs domain name-mapping-
search show -vserver vserver name

Fen< ERER LA EEREEENES

clusterl::> vserver cifs domain name-mapping-search show

Vserver Trusted Domains
vsl CIFS1.EXAMPLE.COM
HBXER

FERREERTIRPRM, BERRERZEEE

pIZEMECE SMB £=

SIEFEE SMB HEEHA

RPN AREREY SMB e CIFS AksS2: LRVEIEZ AT, EHIMEIZMECE SMB £

2, SMB ZZEREFN—TaRIFAR. ERILLBEEEHZSHNAZRIERBEX

:/H:Eo III_JRT L/(l-‘iﬁﬁj-ﬁﬁaﬁijbﬁ/ \?O

BIE SMB £=8f, ONTAP SAHZEGIE—EIAACL , H79 Everyone BIZ AR TRITHITNPRAY ACL .

SMB =5 Storage Virtual Machine ( SVM ) LB CIFS IR 2340%E. TNRMIPRT SVM M SVM iR T
52 REXEY CIFS ARS588, MSMIPR SMB £=, WIRAESVM EEHMCECIFSARSE. WA MEFREIZSMBH

?o

HXER
{5 SMB BB {4Eiin)

"Microsoft Hyper-V #1 SQL Server B SMB g &"

%5 LECE BT SMB X 4R IF A F1TIRGY

FARINEEHE

7£Storage Virtual Machine (SVM)_LRIZ2CIFSIRSZ 228, RASBMEIZRIAEERE,
&N 7 X ELERINEZ B AU RMAERE T,

6 CIFS BRSZ280Y, ONTAP &8I U TEIABEHE:
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() MONTAP 9.87HA. BUAER FABAIadmin$H=,

* ipc$
* admin$({XPRONTAP 9.7 BB R A7)
- C$

BTN $ FHLERNAZZREHRE, RLRAEERZE " ROBER " PAIR, BERUERAREAXE
=y (N

W{alfEF ipc$ A admin$ BIAHEE
ipc$ 1 admin$ = ONTAP £/, Windows BIERATEFERXLEHZHR)FEE SVM EVEE,

* ipc$ H=
ipc$ HER—MHEHZBEENER, XEEENTFEFZENBEEXEE, ipc$ HZATFREEEITE
MAEEHBENNHZR R, EFEENR ipc HENHZIRE, HERMHACL, G TEEEDANMIF

ipc$ H=,

* admin$HZ({XRONTAP 9.7 & B R i 4s)
(D MONTAP 987, BAER FABLIRadming £,

admin$ EEFFITEEIE SVM , B BENRRFBREE SVM BEVERIR, EARBEELN admin$ HEMHEZIE
B, HEEMACL, BHAREEEHEZ MR adming =,
WMl fsEA c$ BUAHRZE
c HEE2—NEIEHT, £35 SVM BRI LUERERIAEMEE SVM iR,
IR 2 c$ EE=BHFIE:
s IEHEHRRFBARZE SVM IBRENKRRR, TR EX.
° c$ HEMEIAACL NEER /| ZeiTHl,

LA A 9 BUILTIN\administrator o ZRIAER T, BUILTIN\administrator B] L PRETEIHE, HEE, 6IiE,
B MIBRIR ST AR B R ENXX 4R, BIEIB RPXENXX R, NiZE,

* PRI LARERY c$ HERYACL .

* IEAIIASERR o HEIGENHZEM,

* ISR BEMIER c$ H=,

* SVM BRI LB e 2 el a MIRETH c$ HFifiR SVM f & TEME RIS,
* BILAEA Microsoft EIRIEHI &R ¢$ H=,

HXER
{8 Windows &£ M iETREEES R NTFS XHR
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SMB EE=HRZEXNK
7T SMB AR5 28 L 6IZ ONTAP HEM, WEiZ SMB HEGZENR,
ONTAP WHEZEHRAES Windows #8[E, EFEFFEUTEX:

MHEMEZITTF SMB RS B/HNEM—H,
HEBMAX D KNG,
* RAHZEZMKERN 80 MFFT.
* % 1F Unicode £EZ &R,
* U FREENEZBNERBHIEE,

* S FONTAP 9.7 EEMA. RASBNEESNCIFSARS 28 LEIEadming. ipc$FcSEIEHEZ, XLEHE
ERBIHZRIR. MONTAP 9.8F15. FHBEEIEadmin$H=,

* BERHZR, FEEERHEZEFR ontap_admin$ .

* ZFREETHEHNAZEMN:

° FREFEATSHRIEARZEMPNE— N FRARE—1F/.
° MR EETRNHEZZTRA5ISIEER,

() essmmnssamn—us, THERS3IS.

* @7 % SMB HER, ZFLUTHHRFA!
'@#$%& _-o~ (0 {}
* @78 SMB HERARSZFF LU FHRFA

"INy <>, 7=

FEZHIEMEFREIEHAZRNERK DK NEEK

YNRIEE SVM FEIEHEE, HEM 8.3 B AERXDBMZEREANNEEFHNER
2, WHAMEREZRIZPMERA 8.3 B, UHEREF HERIIFIENBRRRZ.

FEUTRAIF, 7F Linux BPIEECIETRENEZ R “testdir " #] "testdir' " HIE R, B8XLEHRHNENIESK
27 /home, B—PMHFREA Linux T, £ MatikHE SMB i

ls -1
drwxrwxr-x 2 userl groupl

drwxrwxr-x 2 userl groupl

4096 Apr 17 11:23 testdir
4096 Apr 17 11:24 TESTDIR
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dir

Directory of Z:\

04/17/2015 11:23 AM testdir
04/17/2015 11:24 AM TESTDI~1
ERE_TERCEHRER, NIAEEZREPRFER 8.3 Bff. FIRFIFH. E— 1 ERHIHEEREFEN

/home/testdir BEZPMEHRMHEZERZEN /home/TESTDI~1o

5/ SMB E£ZE %

ﬁ% SMB /\; '&*ﬁ%fﬁ

BRI LIEENX SMB =2

AIANHEREMSNT:

HEREM

oplocks

browsable

showsnapshot

changenotify

attributecache

continuously-available

branchcache

22

Description

IRt IEEHZERNSH, WIFNEF RER,

__

B /23 Windows B iENlEHE,

tEBMEE R P inr] LLEBMIES Snapshot &%,

B EERZFHFELOENIER, ¥F SVM EpyH
=, XRIIARIBRE M,

‘I MEY, AJU7E SMB HE EEZEFXMHREM, MMM
IMREMEIAFIRE. FRINERT, BRRABMERE. R
BEERFIREE SMB 1.0 EEIHEN, ANEH
LEM. WMREFimEE SMB 2.x 3 SMB 3.0 EiZE!
HE, MEHZRERER,

tEMRFZRFERN SMB B IHMIFAT RITHX
fro UIXMAIFTHRIX AR SR SR FER BT
FRTSEFRIR .

tEMIEEEZ A TR It EEZE RIS HFiER
BranchCache M§#&. RE7E CIFS BranchCache BC&
th¥& "per-share™ " ?EE?U?ET%T’E*EKN, & A B
o



HEEMH Description

access-based-enumeration HEMIEEEEIEEZ FIEA  Access Based M
(ABE) . AFRILURIERAFIVILIRINEEE ABE
TR E A3, MMBALEERAFP TRGARIIX
R HMHZER,

namespace-caching ItE S IEEEZ I HEZR SMB ZEPimA] LUETF
CIFS fRE23REINERKELER, NiMiEs |“.-*Eﬁbo EoN
INERT, SMB1RPFIEAE %T?Ei*ﬂl*—é o H
?%ﬂ%&TSMszﬂsmsngﬁﬁ%ﬁaiw
LR, RtiEEFIIHEZEMNE SMB 1 BEFImE
EIRHEMREMEE,

encrypt-data ttEMIEE At =R AER SMB 1%, ihia
SMB #UEBI AZHFINZERY SMB B Imig T A 1hnlt

HE,

£IE sSMB H= FRMEiirHZE S

EeI BT ANSMBFEZRIERBEXIE SMB £, NREBENHZEELUFRRE
MERARBTTURER, IhReRIFEER,

a2z al
BENHBMENHZ R IFE.

KXFIAES
ANHZREMEREN

* BRI LUERES RYIRAI—T S I HER M.
* REENEAHZERENEX.

AN BIERMINEIMEHLZBMETIRF.
* IRNENATHENHZRIEHEERE, WiHsENERERRRE,

* BABEERMREZEM vserver cifs share properties add fp%:

AT LU vserver cifs share properties remove @< UMGRHEZERE 4,

MR = BB

* BRI LUERES IRYIRMF— T Z M HER .
* SRR ERMERAERHZRBENER.

p
T NENAYER L
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NREE BIAGRS ...

ANEZEM vserver cifs share properties add
-vserver vserver name -share-name
_share name -share-properties
_properties , ...

pFHE=E 4 vserver cifs share properties remove
-vserver _vserver name -share-name
_share name -share-properties
_properties , ...

L . .
2. IFHZEEMIGE: vserver cifs share show -vserver vserver name -share-name
share name

AN
LUITa2RE R showsnapshot FHEZEMDELASVM VS1 LR ' shre1 FIHE !

clusterl::> vserver cifs share properties add -vserver vsl -share-name

sharel -share-properties showsnapshot

clusterl::> vserver cifs share show -vserver vsl

Vserver Share Path Properties Comment ACL
vsl sharel /sharel oplocks = Everyone / Full
Control

browsable

changenotify

showsnapshot

LU TIPS browsable SVM VS1 EZ A shre2 WHEEFRHNHZE 4

clusterl::> vserver cifs share properties remove -vserver vsl -share-name

share?2 -share-properties browsable

clusterl::> vserver cifs share show -vserver vsl

Vserver Share Path Properties Comment ACL
vsl share2 /share?2 oplocks = Everyone / Full
Control
changenotify
EESES)

BFEIE SMB £E=1Hm S

24



fEARAIAHZIREL SMB B 78

7ZM ONTAP s 1TRIBHZ LIZEEE UNIX BREL2EMEIER, FrLUiEERIZE
=iy SMB AR SIZMFrIEXHE TR —1 4, FFA force-group , ZB70@E UNIX 4R
}%*f}ﬁfﬁqﬂﬂ’ﬁﬁﬁﬁ(éﬂo fERsRGA B UIF M RERE T ARARN SMB P 8] LAIAIRIX

OBFYUHEZNTF UNIX SRS gtree BT, ISERBFIEABENX. TEHN NTFS HE qtree HHIHZ IS EREIAH
, B =hpyscitifin B Windows HRMAIZ UNIX GID /RE,

NRNHZIEE ToREIE, NWHERUTABTFENA true !
* SREIAIARILHEZRY SMB AP K IR ECvsRHIAR GID o
@Ik GID , 1A LGt ZERTFEIEE GID 8¢ UID IEFE RIS Mo
* TIEXHFIEERE GID Wf], SMB AR IR IMEZHRIFEXXHEE T E— 1 52H4H,
2 SMB P ZiRi419) NFS GIZRIXHHES, SMB BFRIE GID FHE R RIR,

BHEILAR TN NFS AR ARILEHEZFNHNA. NFS IR MXHFREERE GID . A RAVH
EBRTF =X AR HR NFS AR UID A1 GID .

fEFsRGILE AT LI R HRE T AEIAMN SMB BFRRILUAIEX 4, i, MNMREEQIE—PHEREFHEAT
BIRBTIH A TIEMEHIBI INAFPIRFENFRNE, WA UEIE— M EEHIE R “webgroupt” " BY5EHILA
BFENIHIONE. BTFEARESE, SMB AREIEZEFHEIENFRE XYY “webgroupt " AFrE, Iksh
, EIFEHREZER, RASEMAAFHE “webgroupt” " 4HR GID ., Ht, FAERFEAUSALHEE, fEL
EEBTEMEHEII PR BHIRNER.

HBXER

£ force-group HE§E I SMB H=

&8 force-group £EIGERIE SMB H=

INRIEHEE ONTAP KipE] BB UNIX XHR2IEME gtree ERIEIER SMB AR LA
BFE— UNIX A, WAIUERRFIEHLZIRERIZE SMB H=,
p

1. BJESMBH=E: vserver cifs share create -vserver vserver name -share-name
share name -path path -force-group-for-create UNIX group name

MR AUNCEETR (\\servername\sharename\filepath)BEEBiL256 1 FFHAEIEE"\\"),
Mwindows/B MHEFAI*Security* IR AT B, XZE Windows & imal @R, MAE ONTAP [l
R, BRG] @iER, F7EREBE 256 M FRE UNC BRiFEIEHE,

MREFCIEEZSEMERESIA. WA ERMEIHZEHIEETF B ENNE -force-group-for
—create B, MNEBMIERIEZRMIBR force-group , ML HEMFRAIMAIEENIGERLINEEN
force-group fEAE GID

Nl
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MU T e eIE— " webpages "H=. IttHZ @I HHIWebi#{TiAR] /corp/companyinfo ESMBREF

ﬁUEE’JFﬁﬁS‘Iﬁ:ﬁEEéﬁwebgroum B R

vserver cifs share create -vserver vsl -share-name webpages -path

/corp/companyinfo -force-group-for-create webgroupl

BXER
fEARGFIALZIREMNIK SMB AP AR

£ MMC E&E X SMB £EHER

8] LAER Microsoft BIRITHIE ( MC) &A%E SVM B SMB £EEEHAITELE

B, FEEFEHZEZEI, BEEE MMC E#E| SVM,

KXFIAES
A LAGER MMC 3 SVM B ERHZHITUTES:

BEEHE
* BEEENRE
* BEITAHIXH
* MERFDPNSE, XHMRHERTIR
* KHAZRGHEFT I
* KEFTANZRIE
* Qi EEHE

LAY THNERSET B ANNE, TTRSETFERONE. Elt, FEER MVC &S
()  =isvBBRE®INS (B cifs01.domainlocal) BY, RARIRIE DNS 8BS AR E

FREYEEAS LIF

iEATF ONTAP By MMC R23F LU T IhRE

* QIEFBAHAR /A

- B EENMEAMAR /A
- EEEHIHMERT

* fFE

* RS BER

EARZIFIIZENE R T, BB XIS remote procedure call failed f&i%o

"= D0 AAEE . £ ONTAP #fEH Windows MMC"

p

1. 2R Windows ARS588 EITHITEANEIE MMC , 1B7E * ITHIEMR * PikiFE * BIET A > * TR EE

o
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2. JEER - 1RE > ERIE-8EN
AR Bt B EE,

3. %L)\Tﬁ%%»bﬁ’]%ﬂjz%fﬁ /SUJ”’_ * L/(*j&ﬁﬁ%%,mo
4. BE *HHE

MMC E#ZF SVM ,

}

o EFMERT, BE - HEXMFR>HE,
M ERNHZFEREEREANERERR.

6. ERTHENHZREMY, BWNEZHZLUITH * B * WEE,

7. NRIHER MMC EIZRFE RS, N UEFEERALERU TS Z— 3B RN
BUILTIN\Administrators 283 BUILTIN\Power Users 48 :

cifs users-and-groups local-groups add-members -vserver <vserver name>
-group-name BUILTIN\Administrators -member-names <domainuser>

cifs users-and-groups local-groups add-members -vserver <vserver name>
-group-name "BUILTIN\Power Users" -member-names <domainuser>

BT &1 SMB =<

eI LUIFER vserver cifs share #l vserver cifs share properties BTE
IESMBHEZME<S,

MREE AL ...

Bl SMB H= vserver cifs share create

B/R SMB #=E vserver cifs share show

& SMB = vserver cifs share modify

iR SMB H= vserver cifs share delete
EMEHRERIMEZEY vserver cifs share properties add
MOEHEZFRREZE S vserver cifs share properties remove

ERNEXHEEMNER vserver cifs share properties show



BEXFAGER, BELETGHFMIL

{£F SMB 1= ACL FREXHirRLE

EIE SMB =4k ACL RYEN

B ERHZLR ACL,, NEAFPETHHENTZ I/ DBVIERNIE, &l LAEER
Windows BB #12H3 UNIX BFRMAEEHZZR ACL,

AIMBRT, SIBHER, HERACL ZHEA Everyone RIFTAERRR FIREXIIEMNIR. ACL FRYIRERIAIRIAY
[REKERMAEREERPNFIERF XA ZEERIRBGRRR,

&R LUER Windows B Fiim_ERY Microsoft BIRiZHIE (MMC ) 3¢ ONTAP S 1TERHZELRFI ACL -
£/ MMC BY, i5EELAT AN :
s IBEERRA P BMERZ XN Windows B F1.

* 2 BEFEE Windows AR,
£/ ONTAP & <1T8Y, THEMELL T AN :
* FEEM AP FIAZFRETLUZE Windows B #REE UNIX & #R.
NSRRI EER ACL BIRIEE P MAERY, MEIAZEER Windows FIF 4,

s IR BEFSE Windows 1XBR,

B2 SMB HZi7rliEH5xR

wI 7 SMB H£EGIZiIpRIEHETIR (ACL) REEHZENR, FILUTEHIBRMANHEE
ESRIEIES S

XFIES
& LAfE A Zs3thEiis Windows AP s4A 2 7R3 UNIX FAP s 4A R FRREEEHZ=HK ACL -

ECIEEFACLZ BT, MMBREAIAHZACL Everyone / Full Control, XEwEREZENXE,
ELTEARERT, Rt®EH SMB RS 252 FF
T

1. MIBRERIAEZACL: vserver cifs share access-control delete -vserver vserver name
-share share name-user-or-group Everyone

2. BEgE#H ACL :
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MREFHAEE ACL , BEA ...
Windows FAF

Windows B

UNIX BBF

UNIX 3

3. FRAWIEN AFHEENACLESIEH vserver cifs

Nl

LI T Er<4R# change 7£" Svs1.example.coms™"SVM:

BIAGRS ...

vserver cifs share access-control
create -vserver vserver name -share
share name -user-group-type windows
-user-or-group

Windows domain name\user name
-permission access right

vserver cifs share access-control
create -vserver vserver name -share
share name -user—-group-type windows
-user-or-group

Windows domain name\group name
-permission access right

vserver cifs share access-control
create -vserver vserver name -share
share name -user-group-type unix-user
-user-or-group UNIX user name
-permission access right

vserver cifs share access-control
Ccreate -vserver vserver name -share
share name -user—-group-type unix-group
-user-or-group UNIX group name
-permission access right

A .
share access-control show 5<%
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clusterl::> vserver cifs share access-control create -vserver
vsl.example.com -share sales -user-or-group "DOMAIN\Sales Team"

-permission Change

clusterl::> vserver cifs share access-control show -vserver

vsl.example.com

Share User/Group User/Group Access
Vserver Name Name Type
Permission
vsl.example.com c$ BUILTIN\Administrators windows
Full Control
vsl.example.com sales DOMAIN\Sales Team windows Change

LU e SRt Read X" vs2.example.com ™ "SVM:

clusterl::> vserver cifs share access-control create -vserver
vs2.example.com -share eng -user—-group-type unix-group -user-or-group

engineering -permission Read

clusterl::> vserver cifs share access-control show -vserver

vs2.example.com

Share User/Group User/Group Access
Vserver Name Name Type
Permission
vs2.example.com c$ BUILTIN\Administrators windows
Full Control
vs2.example.com eng engineering unix-group Read

A TFéan<efHt change 379" Tiger Team "My AtWindowsZBAIANPR Full Control ¥f"Svs1d"SVM:
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clusterl::> vserver cifs share access-control create -vserver vsl -share
datavolb -user-group-type windows -user-or-group "Tiger Team" -permission
Change

clusterl::> vserver cifs share access-control create -vserver vsl -share
datavol5 -user-group-type windows -user-or-group "Sue Chang" -permission

Full Control

clusterl::> vserver cifs share access-control show -vserver vsl

Share User/Group User/Group Access
Vserver Name Name Type
Permission
vsl S BUILTIN\Administrators windows
Full Control
vsl datavolb Tiger Team windows Change
vsl datavol5 Sue Chang windows Full Control

FF &2 SMB £ZipaISHIFIRNAS

TERERETHRATEE SMB iAREHIFIR (ACL) M, HPaEGIE, B2, Bkl
BRI LR

MREE ... fERILLEHS ...

BIEEFACL vserver cifs share access-control
create

ERACL vserver cifs share access-control show

&2 ACL vserver cifs share access-control
modify

fiflB& ACL vserver cifs share access-control
delete

ERXHNRBERXFILRZE

£ Windows &2 %XT-RECE S NTFS XHR

EELUEA Windows BB O HH * Windows 244 * I -RELE SXEF LR E
NTFS 4N IR,
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FaZ Al
RITHAESHNERRM AR ISR NTFS AR GEEE 3128 E 3 RAVAXPR,

XFIAES

W MS NTFS KeiARFREXH NTFS BEHliflazH5Ik (DACL) AN E, FILAE Windows EA1 _EED
% NTFS XHIR. AlE, REWARFPRENAT NTFS XHMBR, XEESSH Windows B2 A SRE B
H,

TR
1. M Windows FIREIELER * TH * KB, % * BETRKZIRENEE * o
2. SEAk * BREYILRIRTHER * IIHE:
a. PEFE— * IKnhss * F i
b. 7 * X3k * 1, RABEENANRIEIENHZM CIFS RS[BIMURLEENZM,

WMERCIFSIRSZ 22 ZFF A" CIFS_SERVER™. MHZR& " shre1™. NIFEN
\\CIFS_ SERVER\sharel,

() &EH CIFS IRSSIEEIEEON IP tll, TIAR CIFS FRSHE,
C. Bt R

TEZRENIRMSREEHFESIE, WINEETR Windows HREEREN, HARERRHEZHRE XA
XHFE,

w

ERBRNHIGE NTFS XHRIXAEE R,
- ARBEXHHER, AREEBIE .

N

5. YEIE * oM * HTE,
© ek EHEEFEET NTFS ARMAPFIANFIR, * KR * EEF T MEENS M ERRAE
RHI SR LAUREZ,

6. Bt BR "o

Windows B & O2RE X7 L AR NANIE XA RIER.
7. B ERNR o

HERH T AR E o
8. PITPRTRAYIRIE:
INREE ... HITLUTHRIE ...
AP SRHIRESR NTFS IR a. B Ao
b. 7£ * MABEEERN RN * 1B, BAZHRIM
B e B R,

C. Bl *HATE * o
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MREE ... HITLATRME ...

FEAPSAENESR NTFS AR a. 7£ * NPRFZHE: * R, EEEELHSRENE
HIFE P 84,

b. BF * 44E * o

MR P EEBYE NTFS R ag*&@%ﬁ:*ﬁ¢,ﬁ%EW%WﬁFﬁ
b. & * kR * o
C. BkEFE 13,

MRENFAFPHERIMNZR NTFS IR, HEELENEAFARN NTFS SRR, NEITH < R >
BUR RS B 1E.

O. 7 AT * 1B, EEZNRZAL NTFS XHRRFZH.

NREBWENMAIZE NTFS XHR, W * AT * ERSATFEDRS. * AT * RERIAN * (U
R * o

10. 72 * R * 1B, NEWHNRIGENSRINRIERE * A9 * 5 * B4 * &
© BAVEERIAN, 1HER * AF - 1E
° BRAVFEERIAIE, HER * 54 * 1B, BRI TSLNRIRENR:
o * seeiThl ¢

MFEFUIBENR, NEEMEFFRAEMBENR (RIFSHELNR) -

° BN F  ATXXH *
° * FIH MK/ REVEE
*IREVE S ¢
° *IRENYRENE ¢
° *RIEXM I BABUE
° * SIS K / MIANEE
c* BB
c*BANTREL
° * MIBRF A RANSMF *
° * MR *
° * JREXAXBR *
° * BCANIR *
* BRSFREM
@ NRERBEARIERAE, MERERINIRR MR REEB,
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M. INRFBLBIIRAF XA RFA AR LR, 15 * (O X AR A F IS B PN RM / A28
* 1B

12. BFEHE "
13. 700, MIEREI4EESE NTFS IURE, AN RIEESFILE:

° 1R * BRI R RRBI AT AR * 1Eo

XZEINE.

° R * FRTA FRRNRE R A I RATA HAIR * 4o
NRBXBNMHKE NTFS XHR, MARRIEFRFELIZRE,

ERIGERES 0. INRERBRBRFIE FRRNFAENENIR, FEESHRAITR
HNPRIRE, EAIREsTRPRIFAFEERIFRAINIR, TERESRZREERE gtree FIRENIR

@ NALESEE, IRFHERER UNIX BREZLIER, MG NTFS S REHBEXLEFHERET
E ONTAP EXLEFFTR M UNIX REEXNEHR N NTFS 2B, HAXLEFWR LGS
UNIX B REE A NTFS R,

° X IME,
° RIEFEA—PE,
14. B~ #RE * KH * AR * 1o
15, B * HRE * LIXH * W] * WEhT2IREE.

BXIEAIREESR NTFS NREVIFAES, 35BS W Windows 344,
BXER
fERM<LITHREE NTFS XHMX X LEEEMNAXHR 2%
ETRNTFSE 2R E LNIXHREMER
EREGRERNE LHNXAHLREMEER
£ UNIX Z2BRXE LNIXHLREMEER

fiEF3 ONTAP a5 1T5REECE NTFS SXHAXR
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vserver security file-directory ntfs create -vserver svm name -ntfs-sd
ntfs security descriptor name -owner owner name —group primary group name
-control-flags-raw raw control flags

2. ¥DACLAIMEINTFSR &R
vserver security file-directory ntfs dacl add -vserver svm name -ntfs-sd
ntfs security descriptor name -access-type {denylallow} -account account name

-rights {no-access|full-control|modify|read-and-execute|read|write} -apply-to
{this-folder|sub-folders|files}

3. RN/ B RRLHRER,

vserver security file-directory policy create -vserver svm name -policy-name
policy name
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enabled vserver cifs options modify -vserver
vserver name -is-dac-enabled true

B2 vserver cifs options modify -vserver
vserver name -is-dac-enabled false

3. R[OFEERANBLRT: set -privilege admin

BXER
FeE R RIFIERIRLURIF CIFS fRS58 ENEIER S

BRmSIpEEREY, SRS hRES] ACE #Y ACL

MR G R RERTIZAIGIRIER] ACE A ACL , FHBETE Storage Virtual Machine  (
SVM) EZRThASERES, NWesBscbraiaSinmisEs] ACE , AR BEEEZEIR
EHYIEEHSIAIA)IES] ACE o

XFIES

ZHRSIHRESE, EREERMADEIERES] ACE 281, S EMBRINEIESIZAIARIES] ACE SR
EgEIEEblp\lﬁlﬂ$I$u ACE o

EELUERIEE AT E1E ACL WER T ARRITXLESIE,

p

1. HREFFIRRA T ML ahZih14EH] ACE o

2. MEIRFBIBRENZSIAE4ESH) ACE o

3. IRIEFRBERRPARINSMFRIERNZA14EH ACE o

FoE P Rip IR SR LUfRIF CIFS ARSS 28 LRVEHRER 2

EFER G0 RERIPS CIFS RSS28 EEUERIIAR), EBRTHITIIANTE, 8iFE
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TR
1. NR PR ERBRAAIARIES]. IBESVMEBRETE vserver cifs options modify fp%:

vserver cifs options modify -vserver vsl -is-dac-enabled true

2. NRERERBAHEEITR(GPO). 1B57ECIFSARZ2: EBREN] vserver cifs group-policy
modify Bp<:

vserver cifs group-policy modify -vserver vsl -status enabled

. 1E Active Directory _E 8l AR 525 Rl ¥ M A1 AP o135 0] 3B

. BUERLAREEITR (GPO) LATE Active Directory _EEFE A o) 5REE,

- ¥ GPO AT CIFS BRS581T BN K PRTEN S 28,

LR FIEFN AT CIFSARSS28HIGPO vserver cifs group-policy update BR<:

o o0 b~ W

vserver cifs group-policy update -vserver vsl

7. FAMIERE ERFGPOF RIS N KL FFCIFSARSE 28 LAEIR vserver cifs group-policy show-

applied %!
UTFRBIETRMINEREEER N AT CIFS ARS523AIRIARI SRS |

vserver cifs group-policy show-applied

Vserver: vsl
GPO Name: Default Domain Policy
Level: Domain
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: all-versions
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home

40


http://technet.microsoft.com/library/
http://technet.microsoft.com/library/
http://technet.microsoft.com/library/

/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:
Combined restriction for anonymous user: no-access

Restricted Groups:

gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?2

GPO Name: Resultant Set of Policy
Level: RSOP
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: all-versions
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:

/voll/home

/voll/dirl
Kerberos:

Max Clock Skew: 5

Max Ticket Age: 10

Max Renew Age: 7

true

41



Privilege Rights:
Take Ownership: usrl, usr2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false
Restrict anonymous access to shares and named pipes: true
Combined restriction for anonymous user: no-access
Restricted Groups:
gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?
2 entries were displayed.
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HERR vserver security file-directory show

-vserver vserver name -path path
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B2 ERMEERI WANUA T2 ...

TERTIEHAER vserver security file-directory show
-vserver vserver name -—-path path
-—expand-mask true

Hehimh B EGAMABAF SID vserver security file-directory show
-vserver vserver name -—-path path
-lookup-names false

FEFHHFIMBIE R AN SR ENBE R vserver security file-directory show
XHMERREH -vserver vserver name -path path
-textual-mask true

Nl

UTRAIERTBXBRENEISFIHEHREER /voll ESVM VS1H:
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clusterl::> vserver security file-directory show -vserver vsl -path /voll
Vserver: vsl
File Path: /voll
File Inode Number: 112
Security Style: mixed
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: —--—--D—---
Expanded Dos Attribute: -
Unix User Id: O
Unix Group Id: 1
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0xbfl4
Owner:CIFS1\Administrator
Group:CIFSI1\Domain Admins
SACL - ACEs
ALL-Everyone-0xf0lff-OI |CI|SA|FA
RESOURCE ATTRIBUTE-Everyone-0x0

("Department MS",TS,0x10020, "Finance")
POLICY ID-All resources - No Write-

0x0-0I|CI
DACL - ACEs
ALLOW-CIFS1\Administrator-0x1f01ff-
OI|CI
ALLOW-Everyone-0x1f01ff-OI|CI
ALLOW CALLBACK-DAC\userl-0x1200a9-
OI|CI

((@User.department==@Resource.Department MS&&@Resource.Impact MS>1000) &&E@D
evice.department==@Resource.Department MS)

HXER
BTEX GPO EENIEE

BREXF RGNS

BE X RIUBRA RSN B

SR REFI R FRE RS I

BN T AR IREI RS EEER] (DAC) BJ ONTAP WRAB A ERAER, UKL
[RENE PRI TR LR (Fo
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* BB B SRS LRV T EBRIZECE cap-staging (IEAMIEMHELE file-op FHXEL
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* MRERERE, WASMBRIMA SRS ACE ; B2, EXHIFERERIEZRXL ACE .
* BT ERERZEEAIEES ACE , HEILERSILIENES ACE B AR E XX AR,

XiF, AP RALORRARITT A RRRIS M, & T AR LART AT LAB RIS .
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ENELEDARWFUTAS:

* RYFIFRIFAE B P in S AR AV ER 52 B F i
* aiFEiE SMB #EH{TiA1A]
* VFER Kerberos 3¢ NTLM B4 (X FEE) #HITEHNRIEMNS A0

THEXER "EEENEES HERR",

SHEANB TIERE

SHANZSHRBEOINERR, SFUMNSRECSEENFESSRE P RN EHIR
BRHEITLES, LUAENAAES A iR R.

SHEBRPFAEDOS— I SHAN, AEEFREN . MRSHFHEOSS NN, WXERMSRREE
S HHRIEF N RIRFHTRIE, MR EMNRS RS RE. MR SE PR, WaERZan
AR, TIRBAEBEAMN, NIRRT, & HiSRIELHE.

ERTMER I TR AR E S HAN HES P iR

* RIXERIZ P IR AR Y, F1490 NFSv4 3¢ SMB .
* BFIRITIAAT, BIANENRE IP ik,
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MEAK/D -clientmatch FEEN4096 N FER,
* BRmATH#ITEMRIENT2EE, B3 Kerberos v5, NTLM 5 AUTH_SYS,
MBEMNANIEE T Z2NEMH, WEFPRBASERIERMTE, 8RN,

Nl
SURBRESZEGUTSHNSHAN:

* -protocol nfs3
* -clientmatch 10.1.16.0/255.255.255.0
* —-rorule any

* -rwrule any
EFImIFRNARER NFSv3 il kX, FEEFIHRY IP #itA 10.1.17.37

BIMfER P impE N IED, FPmEY IP ikt 5 S HANPEER IP iU FARBFMFR. Fit, T wT
FORI, HERINAER T I E F o

Nl

SHERLZEGUTSHHSHAN:

* —-protocol nfs
* —clientmatch 10.1.16.0/255.255.255.0
* -rorule any

* —rwrule any
B R IRIAINEREANFSVATYEIE. B IREYIPHIE/10.1.16.54,

FRAIHAEMINTEE, HEREFES P iU FEEFMNP. Eit, FRIKLRMRY, ERANFERTRILE
Pif. TILRERENM, FFIREBALEIAFIRE HRIRR,

Nl
SURBESZEGUTSHNSHAN:

* -protocol nfs3
* —clientmatch 10.1.16.0/255.255.255.0
®* —-rorule any

* —rwrule krb5,ntlm
FPim 1 89 1P #i3EA 10.1.16.207 , A NFSV3 W& XiBIRIER, FHER Kerberos v5 #1TH I,
EPuR 2 B9 IP #i4E 10.1.16.211 , R NFSv3 il &iXIAIRIERK, HEEMR AUTH_SYS #1THIIIE,
EXFANE P IRIE P iR NG 1P #ItICRe, RIFSBAFMAE R mtTRIEiAR, MABEEFikER

Wi eREFTEMIE. B, XM TEFRBFRESIRHRANR. B2, REF, K 1 RERE R
BIR, EAEERSIMENTEER Kerberos v5 HITHARINIE, Pk 2 FRRFIREIHENIR,
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PR&IEC /2 1F8E SMB #1735 18] Y T th SREE AL 751

XLLERFERTINEERZAT SMB ihRIFHEEE SVM 172 S H SREEFL NI EHIE /8
¥F@E SMB #H{TiAIR,

AIMBERT, SMBifEMISFEREEGTRERIRS. REETN SMB ihREAT FHERRE, &4 FREESH
ERBSALIN SR PR s 1F@d SMB #1751,

&M T SMB 7RI RS HALN
IUATFaLRERN "vs1' " B9 SVM LEIE—NSHIN, ZAMUEFUTEE:

* REERIR: cifs1

* R3S 1

* BPIHICAD: {NITAC 192.168.1.0/24 WL LHE %
* WYX XS A SMB i8]

« QiEAHE): A NTLM 3¢ Kerberos B4 30IERIE F s
* EBih): A8 Kerberos B 1IERNE F if

clusterl::> vserver export-policy rule create -vserver vsl -policyname
cifsl -ruleindex 1 -protocol cifs -clientmatch 192.168.1.0/255.255.255.0
-rorule krb5,ntlm -rwrule krbb

SMB F1 NFS i8] 8y S AN
TS RERN " vs1' " #Y SVM LEIR—PREMN, ZMNEELUTEE:

* ERBRRMR: cifsnfs1.

* RI|/S: 2

* BPIRLE: LEFREEF R

* thi¥: SMB #1 NFS ifia]

* Qi) MFREE I

* EE5iAia): {#F Kerberos (NFS #1 SMB)  NTLM B{$I8iF (SMB) MIE iR
* BT UNIX BF IDO () : BRETFIAF ID 65534 (EEMSTEIAF B nobody )
* SUID # sgid ifial: 2

clusterl::> vserver export-policy rule create -vserver vsl -policyname
cifsnfsl -ruleindex 2 -protocol cifs,nfs -clientmatch 0.0.0.0/0 -rorule
any -rwrule krb5,ntlm -anon 65534 -allow-suid true
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XA NTLM #1T SMB iAiRIH S H A0
UTHRSEERR "vs1 "B SVM EEIE—INSHAN, ZMNEB LU TERE:

* HRBERFR: ntim1
* RK5lS5: 1
* RPIRLE: TEFAERF i
* thil: {XEHF SMB i41d]
* QigigE): UERTFER NTLM B PG
* ZEEiR (UEA TR NTLM B9 i
INR PR NTLM B35 RIERE RBEM SR EiET, MpMER P imLEEmPERET P ity

() #9%E. BN, @EKE access denied #ig, XL2AY ONTAP AT EHEENH
BYiA R IRESfEFE Kerberos ARSSEARZIR (SPN) o NTLM SRIRIEFRZH SPN &,

clusterl::> vserver export-policy rule create -vserver vsl -policyname
ntlml -ruleindex 1 -protocol cifs -clientmatch 0.0.0.0/0 -rorule ntlm

-rwrule ntlm

[EFAENEE A SMB 1517 5 tH 56

1&B] LATE Storage Virtual Machine (SVM ) tiERAEA SMB ih0]SH R, BILOERE
fEF S HRESITH) SMB X & RRIIAIA,
FriaZ Al
T2 SMB BRI SHREIEK:
* EARFPIHEIZSEHANZE, FFIHEHHE DNS FAE "PTR "12R.
* SNR SVM X NFS ZFimRVIFIEIMNIR, HEZRAT NFS iplRIMENRZS CIFS RS BEMAR, WFE
ERENBIBIMEE—H"A " "PTR " 1ER,

XFIES
FINBERT, £ SVM LigE#HB CIFS RS20, A=FEASHEKRERFHTT SMB ihinl, MNREBRESHIIENH
WEEF G P #istsy F N2 EH)5R, Wl SMB ihRERASHER. Er] LIFER Y SMB ihiR B RS2 A
SFHHR,
T

1. BNRERFNIRENELR: set -privilege advanced

2 BRRASLES:

c BRSHEE:. vserver cifs options modify -vserver vserver name -1is
-—exportpolicy-enabled true

A& . . . . ,
c BMASHEE:. vserver cifs options modify -vserver vserver name -1is
-exportpolicy-enabled false
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3. R[OFEENRAKS: set -privilege admin
AN

MU RAIZHHER S W RRIES] SMB B Fimx SVM vs1 EZIRAYIAIRE]:

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options modify -vserver vsl -is-exportpolicy
—enabled true

clusterl::*> set -privilege admin

ERFREEALRGFRRXFhREE

fEREFEELS LEPPRARX LR R E

& T ERREXHRA UARFHMAZ 22 MERERIFHEZI, ST UEEFER
[EIBA1R, XZ ONTAP EERFINBRIE=ZERERIF. MFIE NAS N EIN A ERITFIE
M RITFER A ARG IFER TR,

{235 NTFS 5 R. EfE ONTAP 3 UNIX AP HITRERE, LUARINE T ZE&5hRRIFHE _LAYER
&, UNIX AP BRetEIE 1ZER SVM B Windows BB,

FHERAARBIRTTA
* FELFARFER R EFENRPRMEXHHAEER.
BT EFRAE XA B RBZFERH RGP ERIRE], EHAREEIEREHITHREA

* ERILUBEFERAARPEEE NN AT XM, XNATERIFRRNATERIXAHEER.
° XTHFMBERZ2MN

ERRFENRFHNENE RN, XEINRE.
° XrR2M
ERHEFERNRPNE N NALZREMFIFN B RIAIRHHEZ.
c BRZ2M
ERDERFERNRFHENER. NALREMFIEMMN AR EZ.
* FhERAARPIR A T RRHEIAR,
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ERZRHIAIMNYIARIAR,

* YIRIEM NFS 5 SMB EFIREEXHHERNL2IRE, WERETFHELHRBIFL 2.
ESTEFENRERINA, HEETRTHERBARITEHIET.

* BMER AL (Windows 3¢ UNIX ) BERMIENE R IREUEFERSIN T 2M,
ERBEREEEESHITIEN.

* BRI EFERAARPR N AT RA NTFS SRS R RIS,
* QABEEZEN SVMEET CIFS BR3583, ERIAILARA UNIX RERHEN BEFERSHR.

. %D%%E%ﬂ’f%i%éﬁ%ié'ﬁ HEZRRE L FEFERINARR, WP ASEREREHE AR E TR

 FHEERAIBAPAR AR BT SnapMiror SIESHIF SVM SHE#TEH,
| ERIEEFAGER
EPEETE ARSI R PIELAIRIN R, AR EARSS ST R R A EL A A B e
© MBETFEHERBIAEAGFTIELAE, NFRKE FPolicy B,
IR BRI
XA RAHEEAT SHBSEAUR, & LR BRI EAbIP IR R BT XM | B RNFE
ERRHABHER. RELHEFGRINELIE, UREXHRERAEBLEERRR. Z2HDRER
AR 317

1. SMB H=5; NFS SHRIIINR

2. 1ZERB RGP

3. NTFS X /| XEFipaizEs|5IZR (ACL) , NFSv4 ACL 5 UNIX {1
ERFEMERRAIRIBAIFEY A

FRERAH R R ER AR EIIMI R 2, XTEZFFIRAAR; Hit, ERAF
NEERFTEMERSEACHILIRE. EREERBRT, EFERIERITRNIIES
RER.

ItEThRERYEA R (S AR 1B Z BLE LA B -
* B EZAEEIRTE B P EEMERARY THRRAIP AR Y
* NERIRS ARRMEFME, BERITMZZHEN
* AEADE HR A BRI X EF BRI EATARSS
* RIPFFFEFE-RIKRF
RTFEEFMELRS A RIGIRRY TR

ECEFERIBEMER (SLAG) BIfFAERASEE NTFS XN IR B 1ZREREERY
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ONTAP srR{TREM T . BLFTIEEENRLEEXHFMERIAR, METEEN
Storage Virtual Machine (SVM ) & LHAZE SLAG

Create a security descriptor.

¥

Optional: Remove unwanted default DACL
entries.

4

Add new DACL entries to the security descriptor.

$

Add new SACL entries to the security descriptor.

4

Verify that DACL and SACL entries are correct.

4

Create a security policy.

4

Add a task to the security policy with the access-
control type set to SLAG and with the NTFS
security descriptor created above.

!

Apply the security policy.

$

Verify that the applied SLAG security settings are
correct.

BXES
ECEFERAARIBR
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=g Gl Vst ia

BHEE qtree LECEFERINBNRINIF, FE2RITSNTE, FHERSHRIIFAIRME
EFERA) %E’Jlﬁlﬂﬁzél&éﬁnuo ERILBRMATE NAS MR A T 2 MY BT8R
SKHTHFRR IR BT ER T REITEERP,

g
1. FERMNEZESIERT vserver security file-directory ntfs create md:

vserver security file-directory ntfs create -vserver vsl -ntfs-sd sdl vserver
security file-directory ntfs show -vserver vsl

Vserver: vsl

NTFS Security Owner Name
Descriptor Name

AGRERAUTENEIA DACL IFIEHEHISRE (ACE) SRR

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

BUILTIN\Administrators

allow full-control this-folder, sub-folders,
files
BUILTIN\Users allow full-control this-folder, sub-folders,
files
CREATOR OWNER allow full-control this-folder, sub-folders,
files
NT AUTHORITY\SYSTEM
allow full-control this-folder, sub-folders,
files

INRERBEEEFMERANARDHPRERRIARE, WA UELIZE R SR ACE HREFNEI R 2MIRTT
Z AR EER.

2. NR 2RI E BEEFERA AR PR £ RERIEIA DACLACE :

a. ﬁﬁﬁﬂﬂﬂ[@&ﬂ? SEMIDACLACLACL vserver security file-directory ntfs dacl

remove DF‘ 7 .
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3.

5.

54

FtRAIH, BMEZLEREPRIFR=2IA DACLACE : BUILTIN\Administrators , BUILTIN\Users
F0 Creator OWNER o

vserver security file-directory ntfs dacl remove -vserver vsl -ntfs-sd sdl
-access-type allow -account builtinl\users vserver security file-directory
ntfs dacl remove -vserver vsl -ntfs-sd sdl -access-type allow -account
builtin\administrators vserver security file-directory ntfs dacl remove
-vserver vsl -ntfs-sd sdl -access-type allow -account "creator owner"

b. FEAKIERE EMT LRI MIFFFE A FFEAANHEFZ 24 AIDACL ACLACLACL

vserver security file-directory ntfs dacl show B8 %:

FURAIF, SLRRERRIEREEMNREEARTTHHRIFR="2A DACLACE , M{XIRE NT
AUTHORITY\SYSTEM #XIA DACL ACE %8:

vserver security file-directory ntfs dacl show -vserver vsl

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights
NT AUTHORITY\SYSTEM
allow full-control this-folder, sub-folders,

files

%}@

BRZEEARTTRIN—1 3% "DACLEE vserver security file-directory ntfs dacl add
A\ .
=

L RFIH, S DACLACE FMFIR SRR

vserver security file-directory ntfs dacl add -vserver vsl -ntfs-sd sdl
—access-type allow -account example\engineering -rights full-control -apply-to
this-folder, sub-folders, files vserver security file-directory ntfs dacl add
-vserver vsl -ntfs-sd sdl -access-type allow -account "example\Domain Users"
-rights read -apply-to this-folder,sub-folders,files

ﬁﬁﬁnﬁ@*ﬂ REFRIM—1 3 Z1NSACLEE vserver security file-directory ntfs sacl add

me
EIREIF. BEFNSACL AcesTNEIR SRR :

vserver security file-directory ntfs sacl add -vserver vsl -ntfs-sd sdl
-access-type failure -account "example\Domain Users" -rights read -apply-to
this-folder, sub-folders, files vserver security file-directory ntfs sacl add
-vserver vsl -ntfs-sd sdl -access-type success -account examplel\engineering
-rights full-control -apply-to this-folder, sub-folders, files

FERWIEEREEMACEDACLMSACLACL vserver security file-directory ntfs dacl show



M vserver security file-directory ntfs sacl show BF%o
FEURBIFR, UTHSREREXL2ARTT " sp1 " B DACL ZBERIER:

vserver security file-directory ntfs dacl show -vserver vsl -ntfs-sd sdl

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

EXAMPLE\Domain Users

allow read this-folder, sub-folders,
files
EXAMPLE\engineering
allow full-control this-folder, sub-folders,
files
NT AUTHORITY\SYSTEM
allow full-control this-folder, sub-folders,
files

FURAIR. UTHLEREXREMAR " sd1 "HISACLFBER:

vserver security file-directory ntfs sacl show -vserver vsl -ntfs-sd sdl

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

EXAMPLE\Domain Users

failure read this-folder, sub-folders,
files
EXAMPLE\engineering
success full-control this-folder, sub-folders,
files

6. FABIELELEKE vserver security file-directory policy create <!
LURRAIR eI —1 =27 "policy1” " HIZRES:

vserver security file-directory policy create -vserver vsl -policy-name
policyl
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7.

10.

1.

56

FERWIEREEEMECE ISR vserver security file-directory policy show B

vserver security file-directory policy show

Vserver Policy Name

FERBEEXELZEERTHNES AN L LR vserver security file-directory policy

task add #3% -access-control BEIEEN slago

BMESREE A AR & S NEERAAIRBHRESS, BT ARG RBREENRR S & XM B RMEFERHR
P1ES. REUAESFIEFERAHRIMIFMESSAE X B RES.

FEUREIA, FESFIMERA “policy1” " BIKEEH, ZEEEHALLALLIEARRTT " sp1 " . EEDECLES
/datavoll IHEHEHIFEENGE /9 slag BIEK R,

vserver security file-directory policy task add -vserver vsl -policy-name
policyl -path /datavoll -access-control slag -security-type ntfs -ntfs-mode
propagate -ntfs-sd sdl

- (FREMIEREEIEMECBILES vserver security file-directory policy task show Bp<:

vserver security file-directory policy task show -vserver vsl -policy-name
policyl

Vserver: vsl

Policy: policyl

Index File/Folder Access Security NTFS NTFS
Security
Path Control Type Mode Descriptor
Name
1 /datavoll slag ntfs propagate sdl

ER N AFERIIFRHIFEZ 2R vserver security file-directory apply B5<.:
vserver security file-directory apply -vserver vsl -policy-name policyl
Eit XN AR 2 RBERIFL,

EREIERN BNEMERSFRIFIFRELIREREGIEM vserver security file-directory show Bn%¥

FIRAIP. SpLiEH ERENNTFSEN AEMERAIFRIMGIFLEM /datavolls BEMfEEAIA DACL 7



XM AR TREES, FHEENHRBIFREMERRE] (FIFR) WNEERAEPFIRERE X

£BRYIAIRl.

vserver security file-directory show -vserver vsl -path /datavoll

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

BXES

vsl

/datavoll

77

ntfs

ntfs

10

e D-——-

0

0

777

TWXYWXTWX

NTFS Security Descriptor

Control:0x8004

Owner:BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fQ0lff

FERAGSITREEIE SVM LB NTFS XHZE2M, NTFS HEiZRBEMFMERSHRIBAF
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1. EAFRFRINFAE R B RFERASEBIFREIRE:

EEREEHII
BMERI

TRTIFAER

Nl

BALLTEZ ...

vserver security file-directory show
-vserver vserver name -path path

vserver security file-directory show
-vserver vserver name -path path
-expand-mask true

TR ERBEANNTFSRERAENFERIFRIGIFL2EE /datavoll FESVM VS1H:
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cluster::> vserver security file-directory show -vserver vsl -path

/datavoll
Vserver: vsl
File Path: /datavoll
File Inode Number: 77
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: IrwxXrwxrwx

ACLs:

NTFS Security Descriptor
Control:0x8004
Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fQ0lff

(Applies to Files):

UTFRAERBEFRRERERAENEFERFILEMGIFAES /datavols ESVM VS1H, IWENTIEAES
UNIX B Z 2N, ItERBEERIHRBIFLE 2T,
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clusterl::> vserver security file-directory show -vserver vsl -path

/datavolb
Vserver: vsl
File Path: /datavol5
File Inode Number: 3374
Security Style: mixed
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 755

Unix Mode Bits in Text:
ACLs:

IWXr—Xr—xX

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

illiEe i el L

MREFBREBEFERNKENNR 2L, WaJLMERESK gtree LRIFMELRSAIRIE
1Po MEREFMELRSIA RGP A SIECEMEREM NTFS XM BRZ 2%,

PIE
1. FERWIEESqgtree BT BB BZEKFIFRIBAIF vserver security file-directory show #8%:

vserver security file-directory show -vserver vsl -path /datavol?2



Vserver: vsl
File Path: /datavol2
File Inode Number: 99
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D--—-
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0xbfl4
Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
SACL - ACEs
AUDIT-EXAMPLE\Domain Users-0xf0lff-OI|CI|FA
DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\Domain Users-0x1301bf-0OI|CI

Storage-Level Access Guard security

DACL (Applies to Directories):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0Ox1f01lff
ALLOW-EXAMPLE\Domain Admins-0x1f01ff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-NT AUTHORITY\SYSTEM-0x1fO0lff

DACL (Applies to Files):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0Ox1f01lff
ALLOW-EXAMPLE\Domain Admins-0x1f01ff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-NT AUTHORITY\SYSTEM-0x1fO0lff

2. ERMBRFEERIIAIRIFGIF vserver security file-directory remove-slag 89<:
vserver security file-directory remove-slag -vserver vsl -path /datavol2

3. FEAMIERE EMEHqtree P RIBRTFEMELR A RIBAIF vserver security file-directory show #p
A\ .
.

vserver security file-directory show -vserver vsl -path /datavol2
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Vserver: vsl
File Path: /datavol2
File Inode Number: 99
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D--—-
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0xbfl4
Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
SACL - ACEs
AUDIT-EXAMPLE\Domain Users-0xf0lff-OI|CI|FA
DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\Domain Users-0x1301bf-0OI|CI
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