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1. BRREFNIRENELR: set -privilege advanced
2. T IREZ—:

S Ip R R BRI E BN ...
enabled vserver cifs options modify -vserver

vserver name -is-dac-enabled true

B2 vserver cifs options modify -vserver
vserver name -is-dac-enabled false

3. REFNEERNERS): set -privilege admin

BXER
FoE R RiFIE) SRR LURIF CIFS fRS5 8B ENEIER S

ZRESIHREGE, BEES51ShRES] ACE BY ACL

MRIEHERREREIASIAIRIEEH] ACE RZF ACL , HHEETE Storage Virtual Machine  (
SVM) EZRTAIBEES], Wb bronsSininizs ACE , A REEERZRR
ERIEBHESIGIRIEH ACE o

KTFUILES

BRmSInRESE, EMFRIEMESIARES] ACE Zal, BT AMERILENVIERSIRER] ACE SR INHT
E’JEIEEjJIL,\u‘ﬂE.HI%IJ ACE o

IRAI MBS B FEIE ACL BT T AR TXLE S,
P$IE
1. HE N HRIRR R 7 WLErhZSinaizHl ACE o

2. MNEIRFRIFBRENZSAE4ESH] ACE o
3. IRIEFREERRPANINSMFRIERNZA14EH ACE o

ACE ARG 1A SRR LAfRIF CIFS ARS5 28 LRVEUHER 2

EFRAPRIFAREERIFX CIFS RS 28 LEUERVIAR, BRI ITIINTE, 81EF
CIFS fR532s L2 Anh& Az H] (DAC) , 7E Active Directory FRACE AR iR 5EEK,
BhRifRIHRERN AT BB GPO M Active Directory 28, F1f CIFS RS2 EEA
GPO .

FreaZ Al
WG Active Directory BCE 98 AR R i8] KR,

* {ETxs Active Directory =28 BB RBEHIIIANIR, A RECIEF RN, HEIZE GPO HIFHNA
FEE CIFS iRS5BHER.



* &AM Storage Virtual Machine (SVM ) BB EBBEMEIRIAONEA BERITHEMN G S,

XFIAES

oG R SRS B E X F M AT Active Directory FRVLHEREEXTR (GPO ) , BXECEHRIARZHKEM GPO BY
3B, 5201 Microsoft TechNet .

"Microsoft TechNet JZE"

P$IE
1. MNREKRERBRADSIAINITEE. B ESVMLEEBETE vserver cifs options modify f3%:

vserver cifs options modify -vserver vsl -is-dac-enabled true

2. NREKERBRAREITR(GPO). BIECIFSARSZ 2 EEBAE] vserver cifs group-policy
modify BB

vserver cifs group-policy modify -vserver vsl -status enabled

. 1E Active Directory 8172 A SRR N1 - 35 (0] SR B,

. BIEBASIRITR (GPO) LATE Active Directory &R i 5] 5.,

- ¥ GPO AT CIFS RSB 2TENMKF PRIEN A 28

- (FRFEhEHN AT CIFSIRSZ2MGPO vserver cifs group-policy update 855!

o o0 b~ W

vserver cifs group-policy update -vserver vsl

7. FERRIERE BRGPORRIA R RN A FCIFSARS 28 LMRIR vserver cifs group-policy show-

applied %!
UTFREERMINGREEER NN AT CIFS ARS8 RIARISRES

vserver cifs group-policy show-applied

GPO Name: Default Domain Policy

Level: Domain

Status: enabled
Advanced Audit Settings:

Object Access:

Central Access Policy Staging: failure

Registry Settings:

Refresh Time Interval: 22

Refresh Random Offset: 8

Hash Publication Mode for BranchCache: per-share

Hash Version Support for BranchCache: all-versions
Security Settings:

Event Audit and Event Log:


http://technet.microsoft.com/library/
http://technet.microsoft.com/library/
http://technet.microsoft.com/library/

Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:
Combined restriction for anonymous user: no-—-access

Restricted Groups:

gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?2

GPO Name: Resultant Set of Policy
Level: RSOP
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: all-versions
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:

true



/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false
Restrict anonymous access to shares and named pipes: true
Combined restriction for anonymous user: no-access
Restricted Groups:
gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?
2 entries were displayed.
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B2 ERMEERI WANUA T2 ...

HEER vserver security file-directory show
-vserver vserver name -—-path path

VRTFAER vserver security file-directory show
-vserver vserver name -path path
-—expand-mask true

HepigH 2 nEAMBF SID vserver security file-directory show
-vserver vserver name -path path
-lookup-names false

KT 7 ERINABIR A XA INEIX M B RE vserver security file-directory show
XHHNERZ2% -vserver vserver name -path path
-textual-mask true

Nl
UTRAIERTBXBEENEISFIHEHREER /voll ESVM VS1H:



clusterl::> vserver security file-directory show -vserver vsl -path /voll
Vserver: vsl
File Path: /voll
File Inode Number: 112
Security Style: mixed
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: —--—--D—---
Expanded Dos Attribute: -
Unix User Id: O
Unix Group Id: 1
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0xbfl4
Owner:CIFS1\Administrator
Group:CIFSI1\Domain Admins
SACL - ACEs
ALL-Everyone-0xf0lff-OI |CI|SA|FA
RESOURCE ATTRIBUTE-Everyone-0x0

("Department MS",TS,0x10020, "Finance")
POLICY ID-All resources - No Write-

0x0-0I|CI
DACL - ACEs
ALLOW-CIFS1\Administrator-0x1f01ff-
OI|CI
ALLOW-Everyone-0x1f01ff-OI|CI
ALLOW CALLBACK-DAC\userl-0x1200a9-
OI|CI

((@User.department==@Resource.Department MS&&@Resource.Impact MS>1000) &&E@D
evice.department==@Resource.Department MS)
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