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1. BDACLEZBRMEZLIRRT . vserver security file-directory ntfs dacl add -vserver
vserver name -ntfs-sd SD name -access-type {allow|deny} -account
name or SIDoptional parameters

vserver security file-directory ntfs dacl add -ntfs-sd sdl -access-type deny
—account domain\joe -rights full-control -apply-to this-folder -vserver vsl

2. ISIFDACLEZHRHIEM: vserver security file-directory ntfs dacl show -vserver
vserver name -ntfs-sd SD name -access-type {allow|deny} -account name or SID

vserver security file-directory ntfs dacl show -vserver vsl -ntfs-sd sdl
-access-type deny -account domain\joe

Vserver: vsl
Security Descriptor Name: sdl
Allow or Deny: deny
Account Name or SID: DOMAIN\joe
Access Rights: full-control
Advanced Access Rights: -
Apply To: this-folder
Access Rights: full-control
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1. QIBLR2HM: vserver security file-directory policy create -vserver
vserver name -policy-name policy name

vserver security file-directory policy create -policy-name policyl -vserver
vsl

2. BiFLLHK:. vserver security file-directory policy show

vserver security file-directory policy show
Vserver Policy Name
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1. BEAXRKZREHATHNES HNEIRZEERE:. vserver security file-directory policy task
add -vserver vserver name -policy-name policy name -path path -ntfs-sd
SD nameoptional parameters

file-directory BHIBRIAE -access-control &, EEEXHH B RIFIMESHEE hiRITHIZEE
Ak,

vserver security file-directory policy task add -vserver vsl -policy-name
policyl -path /home/dirl -security-type ntfs -ntfs-mode propagate -ntfs-sd sd2

-index-num 1 -access-control file-directory

2. IFRBRMESECE: vserver security file-directory policy task show -vserver
vserver name -policy-name policy name -path path

vserver security file-directory policy task show



Vserver: vsl

Policy: policyl

Index File/Folder Access Security NTFS NTFS
Security

Path Control Type Mode
Descriptor Name

1 /home/dirl file-directory ntfs propagate sd2

N &£ TR

R & 2EEWN AT SVM Z6IZ NTFSACL HRENAFXHHXHFNEE—D,

KXTFULES

TR REERAEXNRLIREN AT HSBTE FlexVol & (NTFS BREREIER) FHI NTFS XHFX
3,

C) N FAEZ RIS X BXHY SACL T, £{AIl%E DACL HislES. NALTSHRIRNEXBHDACL
. EAINEDACLESHER. TLIEMNAHTLREZE, BNEEINAERTEERK,

p

1. NARELHKE: vserver security file-directory apply -vserver vserver name
-policy-name policy name

vserver security file-directory apply -vserver vsl -policy-name policyl
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[Job 53322]Job is queued: Fsecurity Apply. Use the "Job show 53322 -id
53322" command to view the status of the operation
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1. IR eHEREI: vserver security file-directory job show -vserver vserver name

vserver security file-directory job show -vserver vsl

Job ID Name Vserver Node State
53322 Fsecurity Apply vsl nodel Success
Description: File Directory Security Apply Job

YIENV AR R 2%

T UBIEX R EIRE, L,(Eﬁlkf"ﬁﬁﬁté%lﬂ%m Storage Virtual Machine (SVM) E
XM EEBREILE

XFIAES

TR e & BRIE R IR E RIS BV EHEFMERIZRT SVM B, ERILUIERAIE -expand-mask
BTFETREXL2RENFAEENSH,

TR

1. BRXHENXGEFRLZLIEE . vserver security file-directory show -vserver
vserver name -path path [-expand-mask true]

vserver security file-directory show -vserver vsl -path /data/engineering
-—expand-mask true

Vserver: vsl
File Path: /data/engineering
File Inode Number: 5544
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D--—-
Expanded Dos Attributes: 0x10
0 ... ... ..., = 0Offline
.0. .... .... = Sparse
0... .... = Normal
.0. .... = Archive
.1 .... = Directory
.0.. = System
.0. = Hidden
eee eee. ...0 = Read Only
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777



Unix Mode Bits in Text: rwxXrwxrwx

Generic Read

Generic Write

Generic Execute

Generic All

System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

Write Attributes

ACLs: NTFS Security Descriptor
Control:0x8004

1... ... ... ... = Self

Relative

0., .... .... .... = RM Control Valid

o@o occoo cooco cooo = SACI
.0 ... ... ... = DACL
0... .... .... = SACL
o@oo cooo ocooo = DACI

0. .... .... = SACL

.0 .... .... = DACL

.0. .... = SACL

.0 .... = SACL

0... = DACL

.1.. = DACL

Protected
Protected
Inherited
Inherited
Inherit Required
Inherit Required
Defaulted
Present
Defaulted

Present

.0. = Group Defaulted
.0 = Owner Defaulted

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff
0...



Read Attributes

Delete Child

Execute

Write EA

Read EA

Append

Write

Read

Generic Read

Generic Write

Generic Execute

Generic All

System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

Execute

ALLOW-Everyone-0x10000000-0OI|CI|IO
0...
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