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XA B X HRHITIRERNER. TEMATTRIUEE U TRFHEER ACL :

° FEMsIEERIZIZ%R ( DACL)
° RgpinlizdlzIER (SACL)
* * FEMlipRERFIE (DACL) *

DACL B & AV SIELN M RHITIRIFRNA R, AMITEANIXNREY SID 5715R. DACL HEFITHZS
MaiEERFE (ACE) o

** RGHIEERSIR (SACL) *

SACL &5 1EEMINSAMEZEENARL, AFitENNRM SID 57K, SACL & HZNFEE
%8 (ACE) .

* cipmEEsIRE (ACE) *
ACE 2 DACL 8} SACL HHI&E1N&E:

° DACL ez BIEEAITIELKERF, ATt BN KREARINR,
° SACL iniRlizhl% BisEHEZNERF , AsutBEANRATHIEERIFNEIERIIMINEAKESF,
* % ANPREK A
IR ANT BN R 2R TT P EXBINEMRITRIEBEIN R FH RN ACTURARINR, FEXRF

RISENREY. &R LB Apply to "(RZAEI)RMEXHFHK. FXERMXGEEE I UHLETH] this-
folder, sub-folders M files '’

BXES
"SMB I NFS izl L £RE"

ERLITR EECEHAREEHRFENA T NTFS XM 3%k

£ SVM K3 E B £ RER A P s BB B RS
Ry
IR B REMIEER S AR DACL 3 SACL % BhERAt A/ 4, it

ID EFBCEF R Storage Virtual Machine (SVM ) K¥#VRE BisNBX 4 E REKZH
) LlZ\fﬁEiE—‘Eﬁfi)ﬁmuo

ERI LAy SVM ECBERMEMEACE, UMERERE LAVRE SVM BHIEMECE MR SVM EHIZ BAr&EEf LR BT
SVM o


https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html

EEI LS B LU RASE AR SVM RgERE 2 —:
* BHRE
FILLERES, SVM H CIFS BRSSHIRIRIGRE K,
* BEFREMD
FEULEER, F&RE SYM M CIFS RS #BNE M. EXMERT, BF SVM ERY SVM # CIFS ARS328
ZF5IR SYM £RY SVM 0 CIFS RS 22 ARE,
St EFEEEN
ESMEFLREYR, WTFEafxAR, AMAIRREN SVM IR, HNERAHMIENETR (4 CIFS fRSS23
BF) , FHS SVM BARERY CIFS BRSSZBFRILES, Hl40, SNRIRE SVM BFFA “vs1™ ", CIFS ARSS2Z BN

79 "CIFS1 ", MEAR SVM &FFA "vs1_dst ", CIFS BR$Z28BFA "CIFS1_dst ", MiZsith/ - Ayzsitis
% "CIFS1\usert” " = BBhER " BHF SIFS1\DST1" :

clusterl::> vserver cifs users-and-groups local-user show -vserver vsl dst

Vserver User Name Full Name Description
vsl CIFS1\Administrator Built-in
administrator account

vsl CIFS1\userl - -

clusterldst::> vserver cifs users-and-groups local-user show -vserver
vsl dst

Vserver User Name Full Name Description
vsl dst CIFS1 DST\Administrator Built-in
administrator account

vsl dst CIFS1 _DST\userl = =

BMEARMA R MAZIMEARA R MAIIEERBEEN. EXMBRHABMAEXHERRIREE(E
BEG<SITRALREENSEKRR)TENEN vserver security file-directory s AR5))s

FEn. JFFUVST NREIEPEE TDACLE B -account B E " CIFS1\user1™". NItIEEREER
RSVM EBIER. URMBIRMCIFSIRSS 282 o



clusterl::> vserver security file-directory ntfs dacl show -vserver vsl

Vserver: vsl
NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights
CIFSl\userl allow full-control this-folder

clusterl::> vserver security file-directory ntfs dacl show -vserver
vsl dst

Vserver: vsl dst
NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights
**CIFS1**\userl allow full-control this-folder

BAER vserver security file-directory modify FAFFahECIFSIRSS 28R M E NI BARCIFSAR
ZEAMBEL,

BEKFP SR H B RRIREEAH N
BN HERREEEHGTUERTE SR tERRANSERE:
© BEERRT
EA LA E R e MR THFEE UAREHATTAEENTH, NRLREEATHIEENFHZERF
BAAMmARHAE, WHEBRLEERTT, UEEKFZIFPERBEIR SVM . ErILUER vserver
security file-directory ntfs modify Bp< AR ZFRFHITERINERNEL,
* DACL %H
1 DACL £B#HME— MK EXEL, S IEcEER AP S AK P DACL , A eeERE
tx SVM &, BFETEEINE DACL FEMKFBHFR, FHItBTIMLEERTHRIFRERIEE DA
FE4AR DACL %8, FREIEENBEIRKF 2FREIE DACL %H, HIEXLEHMHH DACL £ B 5480
R EHFHRTTREL,
* SACL%H

FSACLFBEHUME — KA KEK. EoFUECMEAERAMA /AR, E SACL,, LIERBR SVM
B, BTELEENRINE SACL FEHKF B, EAMMZ AT HRERMERER4MA A SAHR
SACL %8, FREESNBEIRMKF ZEIEM SACL &8, HEXLHHN SACL {BSHEMNZ2ER
FFHEREXo



ENALEREEZ A, SN B RRBEEFERANAMAR AR TEMNSENENR, BN, MAFLE
KMo

ERATITHREE NTFS XHAMNX X LR EMNNAXHLEE M

B2 NTFS 2R

B3 NTFS R (XMHL£%KE8) EACE NTFS 175@?1%]75']%% (ACL) #’lé’rﬁf"
F3F Storage Virtual Machine (SVM ) HRINXHMXHENE—F, EAIUEREER
5 RS PRI T F R REREL,
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EAILAA NTFS REBRXEFHINAMXHRES LR E LR XHFX AR EIEZE NTFS L2k,

KINBERT, FELZSEARFTE, SRZTEEATRNENMEVIFRIEHFIFR (DACL) HEIEHEIZE (
ACE) o T ERIA ACE 80FFR/R:

TR IS TR IRIA PR N ANRAIE

BUILTIN\Administrators  4i%F SEiEHl ek, FXHx, X
(e

BUILTIN\Users RIF el %ﬁz{#é’é, FXHFE, X

Creator FRFE#& RIF SeeiEHl %S{#% FXHF, X

NT RIF SERIEH ek, FXHk, X

AUTHORITIC\SYSTEM (s

ERAILMERUTAES B EX REHWARFTECE
* ReWmRTRREE
* FREENEA
* RapiEhItRE

FRERAL RGP B EMANES RV E. BXFAEE, BENFMI.

¥ENTFS DACLIARIEHIZ BARINEINTFSZ 2R

[ NTFS ZeiA 570 DACL  (FENlipiRizHIFI&R) hiRizhlsE (ACE) RECE
NTFS ACL AR ENATXHHXHRNE D, SMFEHITRARITFIIEL RN R
» FHEXRA LU AEEXS ACE FTE X RIS A E X K 1THIIRE,

XFUAESS
EALE— RS PACLRNEI RS A RFHIDACLE,



NRL2WATTEERBIMA ACE BY DACL , NiZes< =K H ACE 7FNEI DACL . MIRLeHWATAEE
DACL , MIiZ#s< 58l DACL FHmEFIZRIHF ACE o

TR LUEFRET 5 E B A PISERIK A RIFSHELRNNRRBEXDACLEE -account B, IEENRIIAE
B=M, X=MAEEERF:

* PR

* BRR

* RIEIIR (FRAXER)

(D)  mBKISEDACLAEINR. MERIANBIRIZER Full Control,

Ay LU fe R dN Rl R4k &R B E X DACL % Ho
FHERR BRI BB EDESHHE, BXFAER, FELFMRIT
p

1. BDACLEZBRMELZLIRTT . vserver security file-directory ntfs dacl add -vserver
vserver name -ntfs-sd SD name -access-type {allow|deny} -account
name or SIDoptional parameters

vserver security file-directory ntfs dacl add -ntfs-sd sdl -access-type deny
—account domain\joe -rights full-control -apply-to this-folder -vserver vsl

2. ISIFDACLEZHRHIEM: vserver security file-directory ntfs dacl show -vserver
vserver name -ntfs-sd SD name -access-type {allow|deny} -account name or SID

vserver security file-directory ntfs dacl show -vserver vsl -ntfs-sd sdl
-access-type deny -account domain\joe

Vserver: vsl
Security Descriptor Name: sdl
Allow or Deny: deny
Account Name or SID: DOMAIN\joe
Access Rights: full-control
Advanced Access Rights: -
Apply To: this-folder
Access Rights: full-control

ellfE e o

7 SVM BIEX LR 2RISR E ACL HRENATXHIXHRNE=D, RETHR
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SVM (8% NTFS XeRAEHEREGRLERAE) BXEK.

p

1. QUL 2HME:. vserver security file-directory policy create -vserver
vserver name -policy-name policy name

vserver security file-directory policy create -policy-name policyl -vserver
vsl

2. WIFLLHE: vserver security file-directory policy show

vserver security file-directory policy show
Vserver Policy Name

vsl policyl

RESAINE R 2 REEH

BIERBMESH I ERMEI L 2R ZEE ACL HRENAT SVM RIS HE /Y
FOY, CIRRBRESE, ERERESSLREREEXEK, EIUK— S MES
FEANILZ2REHR,

KTFUAES

RERBEESHNER. ESEEUTRIREREIER NTFS SUEERERANXHEXHFE (NREETF
&R A IAEBR, MEAILUMNERR) HITHEMEE.

ESRBEERM:
* XHHMERES

BATFEERL AT AT EXHFMNXEEMNES, EIXEHNBFESNARN ACL AJLUEE SMB &
Pifay ONTAP e TR EHITEE,

* FERFARPPES

BT EEREFERF LRI AT N A THEEENES. BIFELIHRBIFESNAR ACL R
BEIEIT ONTAP e 2 1THREHITEE,

ESEEXH (FEXHR) H—EAXHE @EXHR) NREEEEN. REPNSMESEHREHE—ITIR. —
TREEFHNES N BEREET—MES. RETEESEENESFE,

RHES AN EISRBRATAEN -

s FNERBEZFUES 10, 000 MESEB.
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* SVM name

* Policy name
* BiF
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Sl
* BHEER
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AR R B R R BB M EDESHHE, BXFAER, FELFMIT

p

1. BEAEXBKZEERARTHNESAIMNINZLEE: vserver security file-directory policy task
add -vserver vserver name -policy-name policy name -path path -ntfs-sd
SD nameoptional parameters

file-directory BHIBRIAE -access-control B8, ERREXHNERIFRESIIIEEIHRITHIEE
= RIERY,

vserver security file-directory policy task add -vserver vsl -policy-name
policyl -path /home/dirl -security-type ntfs -ntfs-mode propagate -ntfs-sd sd2

-index-num 1 -access-control file-directory

2. WIFRBRESEE: vserver security file-directory policy task show -vserver
vserver name -policy-name policy name -path path

vserver security file-directory policy task show



Vserver: vsl

Policy: policyl

Index File/Folder Access Security NTFS NTFS
Security

Path Control Type Mode
Descriptor Name

1 /home/dirl file-directory ntfs propagate sd2
N %2R
X HREHERNETF SVM 28I NTFS ACL HREENBF XA ENRE—F,
KFULES

TR REERPEXNRLIREN AT HSBTE FlexVol & (NTFS BUREREIER) FHI NTFS XHFX
(E

(D [ A ERIZ SRBEAI R BXAY SACL f5, 1EfAIIA DACL #iaHEBR. NAR2RIEREKXEXRIDACL
& EAIMEDACLE K ER, EEIBMNAMRERBZA, ENEENERERK,

p

1. NAZREHEK: vserver security file-directory apply -vserver vserver name
-policy-name policy name

vserver security file-directory apply -vserver vsl -policy-name policyl

HEB R X SRBS N AR Rk, FHaR[E{RAL ID o

[Job 53322]Job is queued: Fsecurity Apply. Use the "Job show 53322 -id
53322" command to view the status of the operation

miIFR 2RI

EB L2 RN AT Storage Virtual Machine (SVM) B, EAILUEE BiER 2 5RE1E
WRISIFEESHE, NREFEHERLHRENNARDY, XFEEEH. NRENEL
EITHT AR, HFEENAKEXHFNXHRNAtEZ LMY, NLthEESREER.

X FLES
BETREXZEREENVIFMER. NEA -instance B,

p
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1. IR eHEREI: vserver security file-directory job show -vserver vserver name

vserver security file-directory job show -vserver vsl

Job ID Name Vserver Node State
53322 Fsecurity Apply vsl nodel Success
Description: File Directory Security Apply Job

WV AX fFRet

EoI IIE 2218 E, URIANER SRR Storage Virtual Machine (SVM) E
XM EEBFREIZE.

XFIAES

TR e & BRI R IR E RIS RVEIEFRIZRT SVM B, ERILUERRIE -expand-mask
BTFEREXR2RENFAEENSH.

TR

1. ERXHMXHERZLIZEE: vserver security file-directory show -vserver
vserver name -path path [-expand-mask true]

vserver security file-directory show -vserver vsl -path /data/engineering
-expand-mask true

Vserver: vsl
File Path: /data/engineering
File Inode Number: 5544
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: 0x10
0 ... ... .... = 0Offline
.0. .... .... = Sparse
0... .... = Normal
.0. .... = Archive
.1 .... = Directory
.0.. = System
.0. = Hidden
eeee eeee ...0 = Read Only
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777

Unix Mode Bits in Text: rwxXrwxrwx

11
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Generic Read

Generic Write

Generic Execute

Generic All

System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

Write Attributes

Read Attributes

ACLs: NTFS Security Descriptor
Control:0x8004

Lloco cooo cooo cooo = SRLE

Relative

0., ... .... .... = RM Control Valid

000 cocoo cooo cooo = SACK
20 coo0o ocooo oooo = DACI
O... .... .... = SACL
.0.. .... .... = DACL

206 co0o0o o0ooo = SACKL

.0 .... .... = DACL

.0. .... = SACL

.0 .... = SACL

0... = DACL

.1.. = DACL

Protected
Protected
Inherited
Inherited
Inherit Required
Inherit Required
Defaulted
Present
Defaulted
Present

.0. = Group Defaulted
.0 = Owner Defaulted

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff
0...



Delete Child

Execute

Write EA

Read EA

Append

Write

Read

Generic Read

Generic Write

Generic Execute

Generic All

System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

Execute

Write EA

ALLOW-Everyone-0x10000000-0I|CI|IO
0...

13



Read EA
Append
Write

Read

£A CLI B EC & A RIS F T E N AT NTFS XA 3%

£/ ONTAP &3 < 1T @A, E’l HAZ RSN T NTFS B‘dfFﬂJSdﬁl:?E, WIRRITILANE
12, B, B NTFS KR HIE SACL AMEIR R H, ETR, tIEReSE
BRHBIEERES. ARG, BltLE2HEEWNATF Storage Virtual Machine (SVM) o

KFUIES
NAZ2EREE, ErlnER2RREL, ARIIENBREZREIIZE,

@ R FA R AZ SRR A R BXHY SACL 5, EAILE DACL i ES. TLIEMNAHRTLKRIEZ A,
BNEENE LR,

BXER
EREFELR BRIBIFRIPX iR R E

ERARSITRmMRE XM HFRZ L ERIPRS
WA {E AL SRR N A G kL
"SMB 1 NFS BEiZflZ 2 RER"

fERBLITHRERE NTFS XHEMX R LR ENN AR 2t

BIEE NTFS 2T

BIZ NTFS ﬁ@?ﬁﬂl_?%fﬁp_%%mﬁaﬁ NTFS ifin)z %'J’i']%% (ACL) HHMNATF SVM

EI;EEI’D'(#F*DB'Z#FEEEI’J% To BRAERBESTRREERTTS XX REBIZHER

RFUIES
ERILLA NTFS REERXNEFHINHMXHRIES L ERANE LR XHFXAREIE NTFS L2k T,

RINERT, EeIRZ2HARE, SmZL2BRTTRMIENRETIFEESIFIR (DACL) HREHRIZE (
ACE) o TMERIA ACE #IFFR:
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R PGS VIR R ARV &

BUILTIN\Administrators  533F il #tqlzﬁd#%’é, FXMHX, X
BUILTIN\Users RAVF Tzl #ttl;SITfFE’%, FXMHX, X
Creator FiE& FVF il #tqlzﬁ(ﬁ:%’é, FXMHX, X
EETHORITIC\SYSTEM o e %Yﬁ:%’ T, X

ERILUER U T AES M B EX REWARTEE
* ReWRTHREE
* FREENEA
* RIgIERIRE

FELR R iP R 2R EAANESHHE. BXIFAER, BELFMIL

B
1. NREBFEASEBE. BESIRRINRENSRK: set -privilege advanced

2. QIRL SRR vserver security file-directory ntfs create -vserver vserver name
-ntfs-sd SD nameoptional parameters

vserver security file-directory ntfs create -ntfs-sd sdl -vserver vsl -owner
DOMAIN\7joe

3. WIS ERSTIEM: vserver security file-directory ntfs show -vserver
vserver name -ntfs-sd SD name

vserver security file-directory ntfs show -vserver vsl -ntfs-sd sdl

Vserver: vsl
Security Descriptor Name: sdl
Owner of the Security Descriptor: DOMAIN\joe

4. NREVDTFEEPRERS. HREIZIEENBELS): set -privilege admin

¥ NTFS SACL ifialiEhI5c B INEl NTFS 2R TF
[ NTFS AR SACL (RFEipRNEHITIR) hiEERISE (ACE) 24 SVM
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FREYSCIFE KA NTFS BZRESRIE D, BT FBEMRBEREZINAF
H, SACL FERTEXEEFRZMINNEZRMBYIARI =

XFIAES
TR LR —1N %1~ ACE ARINE| R £k FFHY SACL Ho

NMRLZLHEARTTEESEEIEAE ACE B9 SACL , MiZiei<=¥# ACE AINEl SACL ., MIRELZLERFTAES
SACL , MiZes< 35613 SACL FHI5# ACE FAhNEIE A,

ERILOEE AR EE RIIK P FE E B R AN B R IMEHF BIR PR RECESACLER B ~account B8, FEEMNIREIS
FEZM, X=MGEAEER:

* R
* BRR
* RIENIR (FRAXER)

()  mBKIEESACLEBMIR. MEIMEER Full Control,

Ea LOER T e E MR E AN A AR B EXSACLEE apply to B8, MRAREEIEE, NWEIAERT
Kk SACL ZFBENATUEXX M3, FXAFEMXH.

p

1. BSACLEZBHRMEILZ2HIARRT: vserver security file-directory ntfs sacl add -vserver
vserver name -ntfs-sd SD name -access-type {failure|success} -account
name or SIDoptional parameters

vserver security file-directory ntfs sacl add -ntfs-sd sdl -access-type
failure -account domain\joe -rights full-control -apply-to this-folder
-vserver vsl

2. IHIFSACLEZBREEM: vserver security file-directory ntfs sacl show -vserver
vserver name -ntfs-sd SD name -access-type {failure|success} -account
name or SID

vserver security file-directory ntfs sacl show -vserver vsl -ntfs-sd sdl
-access-type deny -account domain\joe

Vserver: vsl
Security Descriptor Name: sdl
Access type for Specified Access Rights: failure
Account Name or SID: DOMAIN\joe
Access Rights: full-control
Advanced Access Rights: -

Apply To: this-folder

Access Rights: full-control
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IR R LRI

79 Storage Virtual Machine (SVM) BIEREZRIEEACE ACL FHIGEMNAF X434t
KHNE=H, KRTHZMESHNEE, HPSMESBE—%E, INAFXHEX
¥k, EALHEEEESRIZRSEEH,

KTFULES

AINELLEENESEE NTFS KEWARATE XM R X GRBFEZEXE, Alth, BMNERLKRSESD
Storage Virtual Machine (SVM) (& NTFS ReEREH EALLERSE) HXEL

p

1. QIEEL2HBE:. vserver security file-directory policy create -vserver
vserver name -policy-name policy name

vserver security file-directory policy create -policy-name policyl -vserver
vsl

2. BiTLLHK:. vserver security file-directory policy show

vserver security file-directory policy show
Vserver Policy Name

RESAINE R 2 REEH

BIERBES HIGERMEIZ 2R ZEE ACL HEENAT SVM R4 a4/
BOL, SIERBRESN, EFRRLUESSLERBAEXE, EILE— RS MES
FEAMEI L2 REEH,

KTFUAES

LeRBEESHEE. ESRETBEIZLREWEASR NTFS EARERIANINXAEXHX (NREER
&R A IAEBR, MEAILUMNERR) HITHEMEE.

ESEEBERM.
* XHEMBRES

BFEERREEARTNATEEX X HRNES. BEXHNERESNAN ACL AJLUET SMB &
Fimgl ONTAP a3 1T REHITEE,

* FERFARBPES

BT REEREFERIARIFE AN A TFHEESHES. BIFERIARBIFESRAR ACL R
REIET ONTAP sy LT EHEITEE,

ESEEXH (FXfR) H—AXH (HXHKX) NLRSEEEN. REFHSMESHHARIHE—ITIR —
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PREFHNESTRIEREE—TMES. RETRESEENESFKE.
RHES AN E SRR AT AN :

* BTREEERZAUES 10, 000 MESFHE.

* = PREAUEE—IREZMES.

BIEERBEAILIBIE 2 MESS, BHETARRBEE RN EX B RMEFERIN ARG IFES. RO
BEMEEMEEAHRPESSHFMEX B RIES,

* FERFARPR A T IREIAR,
ERSRAEINYIIR,

ERILMER AN ANES M B EX REWARTEE !
* e
* FREIED

3 clli
AR

FHELR BRI IF R ZREEAANESHHE. BXIFAER, BELFMIT

p

1. BAEXBRKLZSERTNESTMIZILLEE:. vserver security file-directory policy task
add -vserver vserver name -policy-name policy name -path path -ntfs-sd
SD nameoptional parameters

file-directory HIBRIAE -access-control B, FEAEXHE RiFRMESEIEEISDIEHIZFEE
EPIIZERY,

vserver security file-directory policy task add -vserver vsl -policy-name
policyl -path /home/dirl -security-type ntfs -ntfs-mode propagate -ntfs-sd sd2

-index-num 1 -access-control file-directory

2. FRBRMESECE: vserver security file-directory policy task show -vserver
vserver name -policy-name policy name -path path

vserver security file-directory policy task show

18



Vserver: vsl

Policy: policyl

Index File/Folder Access Security NTFS NTFS
Security

Path Control Type Mode
Descriptor Name

1 /home/dirl file-directory ntfs propagate sd2
N %2R
REZRENATFSVMERIENTFS ACLH R ENAFXHHXHFNRE—F-
KFULES

TR REERAPEXNRLIREN AT HSBTE FlexVol & (NTFS BUREREER) FHI NTFS XHFX
(E

(D [ A ERIZ SRBEAI R BXAY SACL f5, 1EfAIIA DACL #iaHEBR. NAR2RIEREKXEXRIDACL
& EAIMEDACLE K ER, EEIBMNAMRERBZA, ENEENERERK,

p

1. NAZREHEK: vserver security file-directory apply -vserver vserver name
-policy-name policy name

vserver security file-directory apply -vserver vsl -policy-name policyl

HEB R X SRBS N AR Rk, FHaR[E{RAL ID o

[Job 53322]Job is queued: Fsecurity Apply. Use the "Job show 53322 -id
53322" command to view the status of the operation

miIFR 2RI

EB L2 RN AT Storage Virtual Machine (SVM) B, EAILUEE BiER 2 5RE1E
WRISIFEESHE, NREFEHERLHRENNARDY, XFEEEH. NRENEL
EITHT AR, HFEENAKEXHFNXHRNAtEZ LMY, NLthEESREER.

X FLES
BETREXZEREENVIFMER. NEA -instance B,

p
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1. IR eHEREI: vserver security file-directory job show -vserver vserver name

vserver security file-directory job show -vserver vsl

Job ID Name Vserver Node State

53322 Fsecurity Apply vsl nodel Success
Description: File Directory Security Apply Job

S IIEN FARY B IZ R AR

& UIIE R IZ RS, LUFIAN A It 2 £ 5RB&HY Storage Virtual Machine (SVM) ERY
XHHXHEFZEERMENEZLEEIRE

XFIbES
BRI LUER vserver security file-directory show Si S UEBTREIZERIEERE, BNTRHESER

TR X B R B ERBR (S B RVEIEFRTE SVM B9 FRLAROIZEHRERI R 120

ps

1. B REZERIEE: vserver security file-directory show -vserver vserver name
-path path

ANl

TS ERNMNATF SYM vs1 &R ™ /corp’ " BIBIZRIRIE B, IHERRRFEN AT BMINARTY / K SACL
%H:
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cluster::> vserver security file-directory show -vserver vsl -path /corp

Vserver: vsl
File Path: /corp
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwXrwxrwx

ACLs: NTFS Security Descriptor

Control:0x8014

Owner : DOMAIN\Administrator

Group:BUILTIN\Administrators

SACL - ACEs
ALL-DOMAIN\Administrator-0x100081-0OI|CI|SA|FA
SUCCESSFUL-DOMAIN\userl1-0x100116-0OI|CI|SA

DACL - ACEs
ALLOW-BUILTIN\Administrators-0x1f01ff-0I|CI
ALLOW-BUILTIN\Users-0x1f01ff-0OI|CI
ALLOW-CREATOR OWNER-0x1f01lff-OI|CI
ALLOW-NT AUTHORITY\SYSTEM-0x1f01lff-OI|CI

EER 2RI EESEM
MBIFAERSEBIENL, WESLERT, ERHERERLERANTALZHEIMNE

5o BN T FERT AR BEE ML SR ML 22k, LUBRINZIMECRILERRS . XIoREE

BUZCR ELIEANIN, MIPREER 5D Brsn SRESHIESS LU ERSIZ AR B,
MRFENREHEEEFLAZELSFUTRE, WEKERZRERIEA ZRENES:
" (R IEAEIEA TR IEAE A TR,

* ELEEE,

* (RS REFH B FEITIRES.

* (R EAE SRR I H T e

FEUTERT, MRENL2REEFEEL, WaIIMERIZR 2R DR LA ZRIEIES !

* REELERFLE.
* ERESEAL B RINTERL.
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FAFEIE NTFS ZLiERTTRIGRS

,dt_JLM%FHﬁEE’J ONTAP sr < REELR 2R, ErRILGIE, B, MFMNEREX
ZEHERTHER.

MREE ... fERALLHR< ...

B NTFS 2R vserver security file-directory ntfs
create

BRI E NTFS 2R RT vserver security file-directory ntfs
modify

ETREXINE NTFS Z2ERTHERS vserver security file-directory ntfs
show

MR NTFS R AR vserver security file-directory ntfs
delete

B2 FMEA vserver security file-directory ntfs BXEFMEE. BEERNHS,

FAFEIE NTFS DACL ifa)izHIZ B m6aE<

BRI LUE RIS ER ONTAP ;SR EE DACL FiEigEIEE (ACE) ., EolLIRERNE
ACE 7NZE] NTFS DACL A, iR r] LB Bk, MIFRF1E/RE % DACL F ACE HIER
SEEMA NTFS DACL .

MREE ... fERALLHR< ...

832 ACE FHIEERIMNE] NTFS DACL A vserver security file-directory ntfs
dacl add

{24 NTFS DACL HRYIIE ACE vserver security file-directory ntfs

dacl modify

BREX NTFS DACL HI1FH ACE M E vserver security file-directory ntfs

dacl show

M NTFS DACL HffiF#¥1%E ACE vserver security file-directory ntfs

dacl remove

BEENMFMEA vserver security file-directory ntfs dacl BXIFHAEE. BEWNHS,
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FATEIENTFS SACLIFIEIEHIZBM&G<S

&R LUERE ERONTAPRS S R EIESACLIFIR)E JzkE(ACCGSS Control entries.
ACE), &I LAKERYIE ACE #INZEI NTFS SACL , f&E R LUEIEER, MIBRFERE X
SACL A ACE IS EREIEIME NTFS SACL

MREE ... fERALHm< ...

B2 ACE HIGELRNEI NTFS SACL vserver security file-directory ntfs
sacl add

{BE% NTFS SACL #HYILE ACE vserver security file-directory ntfs

sacl modify

B REX NTFS SACL FIlEF ACE KI5 2 vserver security file-directory ntfs
sacl show

M NTFS SACL #|BRIE ACE vserver security file-directory ntfs

sacl remove

BB FME vserver security file-directory ntfs sacl BXFHEE. BENHS,

AT EER2RBHNM<L

TR LUAERYSERY ONTAP sp S REER 2HRIK, ERILUBTREXREIESR, AL
PR, TR L 2R,

INREE ... fERALba< ...

BlIER 2 IREE vserver security file-directory policy
create

ETEXLTLENER vserver security file-directory policy
show

PR = 2 2R B vserver security file-directory policy
delete

B2 FMEA vserver security file-directory policy BXIFHMEE. BENHS,

ATEERRERBESH®ML
{ERTLURER ONTAP SN, 162, MIMMETFAXRLEMRISMIEE,
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NREE
AR 2 ERERESS

B R 2 ERRRESS

ETREXLERBESHER

PR £ RB&{ESS

fERLLa< ...

vserver security file-directory policy
task add

vserver security file-directory policy
task modify

vserver security file-directory policy
task show

vserver security file-directory policy
task remove

B2 FMEA vserver security file-directory policy task BXIFEHMEE. BEEWNGHS,

AT EEREREFLGm<S

AT LAfEFE ONTAP eS8

MRIEE ..
e RREL

e e EREE (R

EREXT2RBELNER

FlE R 2R (R

=, ME, FLENETEXRRERBEELNER.

eItk <

vserver security file-directory job
pause -vserver vserver name -id integer

vserver security file-directory job
resume -vserver vserver name -id integer

vserver security file-directory job
show -vserver vserver name fERJLUEMALLEH<S

HE fELAYYEILID,

vserver security file-directory job
stop -vserver vserver name -id integer

BB HFMEA vserver security file-directory job BXRIEFMER. EBNHS,
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