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1. MRBFEASRSE. BENREINIRENSR: set -privilege advanced

2. BIBL R vserver security file-directory ntfs create -vserver vserver name
-ntfs-sd SD nameoptional parameters

vserver security file-directory ntfs create -ntfs-sd sdl -vserver vsl -owner
DOMAIN\joe

3 WIFREHARTEERSTIEM: vserver security file-directory ntfs show -vserver
vserver name -ntfs-sd SD name

vserver security file-directory ntfs show -vserver vsl -ntfs-sd sdl

Vserver: vsl
Security Descriptor Name: sdl
Owner of the Security Descriptor: DOMAIN\‘joe

4. NREDTFSRIRET. BREFIEENRELRT: set -privilege admin
& NTFS SACL ifpliZ % B INE] ONTAP SMB BR5528 _EAY
NTFS ZEIHIRRT

[ NTFS AR SACL (RFEipiRN#EHITIR) hiEliEHIsE (ACE) 254 SVM
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ERILUEE RS E RIIK P HE E BB IR R I E RN PR RECESACLE B -account 2. 1EENIREIA
EEDM, X=MEERERE:

* MR
* SRR
* RIENR (SRARER)

()  mBkiEESACLABMANR. WEIAZEA Full Control,

A LOER T e E MR AN A AR B E X SACLEE apply to B8, MRAXREELSE, WEAIAERT
WUt SACL BN ATk, FXXHFRM .

p

1. BSACLEZBRMEILZeHIART . vserver security file-directory ntfs sacl add -vserver
vserver name -ntfs-sd SD name -access-type {failure|success} -account
name or SIDoptional parameters

vserver security file-directory ntfs sacl add -ntfs-sd sdl -access-type
failure -account domain\joe -rights full-control -apply-to this-folder
-vserver vsl

2. IIFSACLEZBRGEIEM: vserver security file-directory ntfs sacl show -vserver
vserver name -ntfs-sd SD name -access-type {failure|success} -account
name or SID

vserver security file-directory ntfs sacl show -vserver vsl -ntfs-sd sdl
-access-type deny -account domain\joe

Vserver: vsl
Security Descriptor Name: sdl
Access type for Specified Access Rights: failure
Account Name or SID: DOMAIN\joe
Access Rights: full-control
Advanced Access Rights: -
Apply To: this-folder
Access Rights: full-control
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3%, TR LHERFES AR EREH,

KXTULES

AINFREHEENESEE NTFS ZeERTEXHHXHRBEFEZEINXEL, Hit, BEEReERSE
Storage Virtual Machine (SVM) (8% NTFS X2 BEXEHEALLERE) HXEL,

p

1. QIER2HEM: vserver security file-directory policy create -vserver
vserver name -policy-name policy name

vserver security file-directory policy create -policy-name policyl -vserver
vsl

2. BiFLLeHKE:. vserver security file-directory policy show

vserver security file-directory policy show
Vserver Policy Name

vsl policyl

BESZF01Z) ONTAP SMB Z 5B

BIERRESHBERNIZLHREZEE ACL FHRENATF SVM Y45 HRH
FOL, SIERBESHN, EFERLUESSLEREEXEK, EILE— RS NMES
FEAMEREREEH,

XFIAES

LZERREBESHNER, ES2EMEIRERENAE NTFS SRS R 2RI HH XK (NREEF
fERANARBAR, NWBEUNERR) HITHE MR,

ESXEEBERM.
* XHEMBRES

BT EERZEERTNATEEXHFMXHRNES. BIXAHMNERESNAN ACL AJLLET SMB &
Fimal ONTAP s 21T REEITEE,

* FHERAAIRIPAIPES

BTFeEBEERSHRPFPFR SR B TIEEEMES, @I EEEAFA B IPES AR ACL R
AEi@IT ONTAP s 1T REHITE I,

ESEEXH (EXHE) H—EAXH (BEXHEX) NRLEEEN . REFHNGMESEHRZE—ITIR. —
PREPHETBREREE—MES. RBETRESEENESFE.

RHESS RN SRBR AN |



s FNREEZFUES 10, 000 MESEB.
s —PNREAUEE— 1N HEZMES

BMfERIE A AR E S MES, EHELERRIEENENEE X4 ERMNFMERHRPES. RGN
BEMEFMEE I RPPESSPME XA B RIES,

* FhER AR RIRI R A T RREIAN R,
ERSRAERINYIIRR,

ERILER MU T ANES M B EX REWARITEE |
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* ERBIRT
* R5UE
* IpiRE RIS E

FHERS B RIA AR BB A ENESHHE, BXRILIEPFAAGLHNESER, BBI'ONTAP G<5E",

p

1. BEAEXBKZ RIS HTIMEIZLEE: vserver security file-directory policy task
add -vserver vserver name -policy-name policy name -path path -ntfs-sd
SD _nameoptional parameters

file-directory EBHIEIAE -access-control B, TEEREXHMEBE RIARMESEHEEIHDITHIZER
E ALk,

vserver security file-directory policy task add -vserver vsl -policy-name
policyl -path /home/dirl -security-type ntfs -ntfs-mode propagate -ntfs-sd sd2
-index-num 1 -access-control file-directory

2. IOUFERBRMESEECE : vserver security file-directory policy task show -vserver
vserver name -policy-name policy name -path path

vserver security file-directory policy task show

Vserver: vsl
Policy: policyl

Index File/Folder Access Security NTFS NTFE'S
Security

Path Control Type Mode
Descriptor Name

1 /home/dirl file-directory ntfs propagate sd2
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BXMEMEE vserver security file-directory policy task, IBEI'ONTAP @Gi$&E",

2 F ONTAP SMB Z £
B ERR R A TFSYMEAENTES ACLH S HNAF X R RHNEE—F.

KTFULES

O LB L ERPENNLLITENBTFHZRE FlexVol & (NTFS HRELL1E) I NTFS XIS
B,

C) N FAEZ RIS X BXRY SACL T, £l DACL HislES. NALTSHRIRREXBRDACL
. AN EDACLE S ER. TLIEMNAHRETELREZE, BNEEINAERTEER,

p

1. NARELHKE: vserver security file-directory apply -vserver vserver name
-policy-name policy name

vserver security file-directory apply -vserver vsl -policy-name policyl

HERT I R ERBE N AR Rk, FR[EIFEAL ID o

[Job 53322]Job is queued: Fsecurity Apply. Use the "Job show 53322 -id
53322" command to view the status of the operation

2= ONTAP SMB L& FR{E

R R 2RI AT Storage Virtual Machine ( SVM ) By, EeILUEE BT R 2 REE(E
APRESIEESHE, NREFEHRERERBAINAML, XRFIFEER. WREREL
BITHERK, HFEENAEXHNXARNARER S, NitIhEERRER.

RFUIES
BETEXZERBEVIIFMAEE. NEM -instance B,

p

1. BT eHBRE: vserver security file-directory job show -vserver vserver name

vserver security file-directory Jjob show -vserver wvsl

Job ID Name Vserver Node State

53322 Fsecurity Apply vsl nodel Success
Description: File Directory Security Apply Job
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f&O] DS EAZ SRS, LAFRIAN AR Itb 2 £ 5RB&AY Storage Virtual Machine (SVM) B
XHEXHEAEMENEZZSIRE,

X FIES

BRI LU vserver security file-directory show Si S UEBTREIZERIEERE, BNIRHESERE
TEXH X HFEIZRIEE SEIETTE SVM B2 RURIZEIRI R,

T

1. BEREIZRIRIGE:
-path path

vserver security file-directory show -vserver vserver name

Nl

TS ERMET SVM vs1 FREREE ™ /corp " BUERIZIRIZE B, ILERFRREITR A T BIHFATH / LK SACL
%8

cluster::> vserver security file-directory show -vserver vsl -path /corp

Vserver: vsl
File Path: /corp
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: IrwxXrwxrwx

ACLs:

NTFS Security Descriptor

Control:0x8014

Owner:DOMAIN\Administrator

Group:BUILTIN\Administrators

SACL - ACEs
ALL-DOMAIN\Administrator-0x100081-0OI|CI|SA|FA
SUCCESSFUL-DOMAIN\userl1-0x100116-0OI|CI|SA

DACL - ACEs
ALLOW-BUILTIN\Administrators-0x1f01ff-0I|CI
ALLOW-BUILTIN\Users-0x1f01ff-OI|CI
ALLOW-CREATOR OWNER-0x1f01ff-0OI|CI
ALLOW-NT AUTHORITY\SYSTEM-0x1f01ff-OI|CI
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