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Create a security descriptor.

¢

Optional: Remove unwanted default DACL
entries.

¢

Add new DACL entries to the security descriptor.

4

Add new SACL entries to the security descriptor.

4

Verify that DACL and SACL entries are correct.

!

Create a security policy.

¢

Add a task to the security policy with the access-
control type set to SLAG and with the NTFS
security descriptor created above.

4

Apply the security policy.

4

Verify that the applied SLAG security settings are
correct.
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7£ ONTAP SMB k=528 FECE Z0ELR A A R Bh 1R

BHEEH qtree LECEFERINNRINGIF, FE2RITZSNTE, FHEESHRIIFAIRME
"7 ﬁ%%%ﬂi’x‘%ﬁ’]iﬁl‘ﬂ?éI?Ei&%uo EEJLXEﬁﬁMFEﬁ NAS TR A T & Y IS
FKHTHFRE IR SESER T REITRERP,

p
1. FHRBRL SRR vserver security file-directory ntfs create B

vserver security file-directory ntfs create -vserver vsl -ntfs-sd sdl vserver
security file-directory ntfs show -vserver vsl

Vserver: vsl

NTFS Security Owner Name
Descriptor Name

RGRERUTHEANRIA DACL ipRizHIZ%E (ACE) SRR EART!

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

BUILTIN\Administrators

allow full-control this-folder, sub-folders,
files
BUILTIN\Users allow full-control this-folder, sub-folders,
files
CREATOR OWNER allow full-control this-folder, sub-folders,
files
NT AUTHORITY\SYSTEM
allow full-control this-folder, sub-folders,
files

INRENBEEBEFMERAA PP ERRIARE, NAJUELIZE B S ACE HRHEFINEI R 2MIATT
Z A E MR

2. NR R RRAR BECEFERAAEMIF R £ 4 8EMAEIN DACLACE :

a. ERMBREMAFEENDACLACLACL vserver security file-directory ntfs dacl

A .
remove ppY< .



FtRAIH, BMEZLEREPRIFR=2IA DACLACE : BUILTIN\Administrators , BUILTIN\Users
F0 Creator OWNER o

vserver security file-directory ntfs dacl remove -vserver vsl -ntfs-sd sdl
-access-type allow -account builtinl\users vserver security file-directory
ntfs dacl remove -vserver vsl -ntfs-sd sdl -access-type allow -account
builtin\administrators vserver security file-directory ntfs dacl remove
-vserver vsl -ntfs-sd sdl -access-type allow -account "creator owner"

b. FEAKIERE EMT LRI MIFFFE A FFEAANHEFZ 24 AIDACL ACLACLACL

vserver security file-directory ntfs dacl show B8 %:

FURAIF, SLRRERRIEREEMNREEARTTHHRIFR="2A DACLACE , M{XIRE NT
AUTHORITY\SYSTEM #XIA DACL ACE %8:

vserver security file-directory ntfs dacl show -vserver vsl

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights
NT AUTHORITY\SYSTEM
allow full-control this-folder, sub-folders,

files

3.

%}@

BRZEEARTTRIN—1 3% "DACLEE vserver security file-directory ntfs dacl add
A\ .
=

L RFIH, S DACLACE FMFIR SRR

vserver security file-directory ntfs dacl add -vserver vsl -ntfs-sd sdl
—access-type allow -account example\engineering -rights full-control -apply-to
this-folder, sub-folders, files vserver security file-directory ntfs dacl add
-vserver vsl -ntfs-sd sdl -access-type allow -account "example\Domain Users"
-rights read -apply-to this-folder,sub-folders,files

4. ﬁﬁﬁnﬁ@*ﬂ REFRIM—1 3 Z1NSACLEE vserver security file-directory ntfs sacl add
[T g

TELERBIAR. FFENSACL AcesRNEI L LERRTH

vserver security file-directory ntfs sacl add -vserver vsl -ntfs-sd sdl
-access-type failure -account "example\Domain Users" -rights read -apply-to
this-folder, sub-folders, files vserver security file-directory ntfs sacl add
-vserver vsl -ntfs-sd sdl -access-type success -account examplel\engineering
-rights full-control -apply-to this-folder, sub-folders, files

S. FARIIREEEMAECEDACLAMSACLACL vserver security file-directory ntfs dacl show



M vserver security file-directory ntfs sacl show BF%o
FEURBIFR, UTHSREREXL2ARTT " sp1 " B DACL ZBERIER:

vserver security file-directory ntfs dacl show -vserver vsl -ntfs-sd sdl

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

EXAMPLE\Domain Users

allow read this-folder, sub-folders,
files
EXAMPLE\engineering
allow full-control this-folder, sub-folders,
files
NT AUTHORITY\SYSTEM
allow full-control this-folder, sub-folders,
files

FURAIR. UTHLEREXREMAR " sd1 "HISACLFBER:

vserver security file-directory ntfs sacl show -vserver vsl -ntfs-sd sdl

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

EXAMPLE\Domain Users

failure read this-folder, sub-folders,
files
EXAMPLE\engineering
success full-control this-folder, sub-folders,
files

6. FABIELELEKE vserver security file-directory policy create <!
LURRAIR eI —1 =27 "policy1” " HIZRES:

vserver security file-directory policy create -vserver vsl -policy-name
policyl



7.

10.

1.

FERWIEREEEMECE ISR vserver security file-directory policy show B

vserver security file-directory policy show

Vserver Policy Name

FERBEEXELZEERTHNES AN L LR vserver security file-directory policy

task add #3% -access-control BEIEEN slago

BMESREE A AR & S NEERAAIRBHRESS, BT ARG RBREENRR S & XM B RMEFERHR
P1ES. REUAESFIEFERAHRIMIFMESSAE X B RES.

FEUREIA, FESFIMERA “policy1” " BIKEEH, ZEEEHALLALLIEARRTT " sp1 " . EEDECLES
/datavoll IHEHEHIFEENGE /9 slag BIEK R,

vserver security file-directory policy task add -vserver vsl -policy-name
policyl -path /datavoll -access-control slag -security-type ntfs -ntfs-mode
propagate -ntfs-sd sdl

- (FREMIEREEIEMECBILES vserver security file-directory policy task show Bp<:

vserver security file-directory policy task show -vserver vsl -policy-name
policyl

Vserver: vsl

Policy: policyl

Index File/Folder Access Security NTFS NTFS
Security
Path Control Type Mode Descriptor
Name
1 /datavoll slag ntfs propagate sdl

ER N AFERIIFRHIFEZ 2R vserver security file-directory apply B5<.:
vserver security file-directory apply -vserver vsl -policy-name policyl
Eit XN AR 2 RBERIFL,

EREIERN BNEMERSFRIFIFRELIREREGIEM vserver security file-directory show Bn%¥

FIRAIP. SpLiEH ERENNTFSEN AEMERAIFRIMGIFLEM /datavolls BEMfEEAIA DACL 7



XM AR TREES, FHEENHRBIFREMERRE] (FIFR) WNEERAEPFIRERE X

£BRYIAIRl.

vserver security file-directory show -vserver vsl -path /datavoll

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

BXES

vsl

/datavoll

77

ntfs

ntfs

10

e D-——-

0

0

777

TWXYWXTWX

NTFS Security Descriptor

Control:0x8004

Owner:BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fQ0lff

(Applies to Files):

* HFEE NTFS XH& £, NTFS SRR EELS AR &GS
* RSB 25 _ ETEMERSAIRIBAIFRVERE TIERAE
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B BRE R BWANLUTFEL ...
HEER vserver security file-directory show

-vserver vserver name —-path path

VRTFAER vserver security file-directory show
-vserver vserver name —-path path
-—expand-mask true

Nl

TR RAIEREBEABNTFSZR RN ENEEER AR L2ER /datavoll FESVM VS1H:

10



cluster::> vserver security file-directory show -vserver vsl -path

/datavoll

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

UTFRAERBEFRRERERAENEFERFILEMGIFAES /datavols ESVM VS1H, IWENTIEAES

vsl

/datavoll

77

ntfs

ntfs

10

D=

0

0

777

TWXTWXTWX

NTFS Security Descriptor

Control:0x8004

Owner :BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fQ0lff

(Applies to Files):

UNIX B Z 2N, ItERBEERIHRBIFLE 2T,



clusterl::> vserver security file-directory show -vserver vsl -path

/datavolb

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

vsl

/datavol5

3374

mixed

unix

10

____D___

0

0

755

IWXr—Xr—xX

Storage-Level Access Guard security

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

(Applies to Directories):

(Applies to Files):

fflBz ONTAP SMB ArZ5 28 LRV ER A AR fRIF

MREFBEBREFERNKENNR 2L, WaILMERER gtree LRIFMELRFAIRIE

P MIERFAELA AR IF A EEMIEREN NTFS X ERR 2,

TR

1. ERWIEE S gtree B B BB BEFMHELFIFIRIAIF vserver security file-directory show

vserver security file-directory show -vserver vsl -path /datavol?2

12



Vserver: vsl
File Path: /datavol2
File Inode Number: 99
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D--—-
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0xbfl4
Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
SACL - ACEs
AUDIT-EXAMPLE\Domain Users-0xf0lff-OI|CI|FA
DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\Domain Users-0x1301bf-0OI|CI

Storage-Level Access Guard security

DACL (Applies to Directories):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0Ox1f01lff
ALLOW-EXAMPLE\Domain Admins-0x1f01ff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-NT AUTHORITY\SYSTEM-0x1fO0lff

DACL (Applies to Files):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0Ox1f01lff
ALLOW-EXAMPLE\Domain Admins-0x1f01ff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-NT AUTHORITY\SYSTEM-0x1fO0lff

2. ERMBRFEERIIAIRIFGIF vserver security file-directory remove-slag 89<:

vserver security file-directory remove-slag -vserver vsl -path /datavol2

3. FEAMIERE EMEHqtree P RIBRTFEMELR A RIBAIF vserver security file-directory show #p
A\ .
.

vserver security file-directory show -vserver vsl -path /datavol2



Vserver: vsl
File Path: /datavol2
File Inode Number: 99
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D--—-
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0xbfl4
Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
SACL - ACEs
AUDIT-EXAMPLE\Domain Users-0xf0lff-OI|CI|FA
DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\Domain Users-0x1301bf-0OI|CI
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