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YNRBLVUE SVM EXXHANIHFKEY SMB B NFS hRR2IRE, NEBEIAEIENE, B LIBRERIN—Mmkas
LAE AR ER B

UTEREE T BEXL2RELFRENERER:

* ONTAP &7 SVM 45N B L £ IRER.
ARZWNBMENERH#ITINE, UEEBHRESNSTAERRALT2RENIHIEFRM,
RIS AR EB AT TER ERo
* BRERT] LURIE LA T R4 #1TIRE:
° BPFHRIP
° SMB 8{ NFS &%
° Windows &R
° UNIXZFR
* RARIIERHFITRIE, UEFE _allowedand _denied iR]MAREE
* EBARENS MERLEMEZHHFICRERERERAEF.
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7£ Storage Virtual Machine (SVM) LteIEZLEBERN, WFEIE/LMNERED, i,
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* IEHEETE SVM LRIEZR 2 RER
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B R L IRERIHIERS

BRI LB ER 2 IRERTHESS KN Storage Virtual Machine (SVM ) _EAJ SMB #1 NFS
EPImR(E, HERERSILHESRLENFAEIFNNE, B UERTSRERIERRIIE
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vserver security trace filter create S8 S EERNSEL:

FREE & Description

-vserver vserver name _SVM &R _

BEENARERIRHERII AR SVM BIR TR,

-index index number LRSS

BEWATIRESRNRSIFS. 51 SVM RS REEE 10 NMRERIHiE
2o ILBHARITRIEN 1 2 10,

TR RS ANETR SR SR B EX REREMESE, UERN\L2RREMERTEE:

filter %% Description

-client-ip IP Address bz as s E A R MARIATE] SVM A IP stttk

-path path b 2s e E B M A PRER BRI 28 HIBR R, BYME -path BTLUERALL
THEZz—:

* MAEHFHRRERFIBHTRREI
* AN THERBORE

VTR RZEPER NFS VB R UNIX RIUE RO PR

-windows-name win_user name fERJLUEEBREREGRIERKA Windows FAF &3 UNIX BF &, A
8 -unix FREEFRXDANE, EREER—THikEREIHEE Windows
-name’ ‘unix user name F &% UNIX AR &,

BME/EETIABRER SMB A NFS SHIaE, Ergas
() UNX REERMBRTHIES, TR
B9 UNIX AP FIBRESHY UNIX P 4R,

-trace-allow {yes no}



WNFRLRIRIHIESE, IBARSBAX -enabled{enabled
B EHIRER, e LUEFIREER

WEMH, BRELTFSENH. BERLILS

HIZE N yeso

disabled} BB AR ZERAR LRI, RMIANBRT, TLBREHiESsLT
F%Jk"—l\o

-time-enabled integer fEn] LU TRt e3 e EBAY At iE], B IRy B e H

TE

1. QIR IRERTHIEES

vserver security trace filter create -vserver vserver name -index
index numberfilter parameters

filter parameters f&PIZ&THIEZSHAITIR.
BXEFEAER, FENaTHFMIL
2. WIFRSIRERTHILRFE

vserver security trace filter show -vserver vserver name -index index number

Nl

TR AERHRERFZIHNXFNEAAF IR L £ RERTHites
\\server\sharel\dirl\dir2\file.txt MIP#I}E10.10.10.7, THik2SIFERTERR -path EDATF
HIREGENR A g P #ihkA 10.10.10.7 » TH%SETE 30 P EPEHEERT:

clusterl::> vserver security trace filter create -vserver vsl -index 1
-path /dirl/dir2/file.txt -time-enabled 30 -client-ip 10.10.10.7
clusterl::> vserver security trace filter show -index 1

Vserver Index Client-IP Path Trace-Allow
Windows-Name

vsl 1 10.10.10.7 /dirl/dir2/file.txt no —

T en S FERNEN R AERT S IRERTTLSS —-path ETILTFIESSSIREER A " Joe™ " BY Windows AP BYifiA]
NIR. JoelETFIHINEBHEZRFINM \\server\sharel\dirl\dir2\file.txto JhifteniRistiFFIE
“HE (.



clusterl::> vserver security trace filter create -vserver vsl -index 2
-path /dirl/dir2/file.txt -trace-allow yes -windows-name mydomain\joe

clusterl::> vserver security trace filter show -vserver vsl -index 2
Vserver: vsl
Filter Index: 2
Client IP Address to Match: -
Path: /dirl/dir2/file.txt
Windows User Name: mydomain\joe
UNIX User Name: -
Trace Allow Events: yes
Filter Enabled: enabled
Minutes Filter is Enabled: 60

ETREXZERRHIESENER

&E] LL2/RE K1E Storage Virtual Machine (SVM) LEEEEMLZLRERIHIZINE R,
XiF, B UERETHERREIILREFERE,

H B
1. FHEETREXTLREMIESRFZBNER vserver security trace filter show me:

BEXERLmLHIFAER, BEAFMIT

LTS ETRBEX SVMvs1 LB R L RIEMIEENER:

clusterl::> vserver security trace filter show -vserver vsl
Vserver Index Client-IP Path Trace-Allow
Windows—-Name

vsl 1 = /dirl/dir2/file.txt yes =
vsl 2 - /dir3/dird/ no
mydomain\joe

ETRERRER

ERIUE TN SR REMER LR X HEEERN LT RREER, ErILUIERERY
IEX iR R 2ECE, &I SMB # NFS X e el ddt 1T FEH R

BRENAR
VHEFEERANT2RIRHER, HEUMENS LT 2RIRTHIERILER SMB 5t NFS ZFIRHITIEME, 7



BEEM R EIREER,
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ERAILETHREREREERNEE, BrILUEIEENRSHREEXMERETHNER. NRT2RELE

BEAREIER, MNIRFEAIES

MRKIEEEMANESLE, WRERUTAS:

* Storage Virtual Machine (SVM) &R

* Node name

* REBRRSIRES
* T2 XE

* R

* reason

*BFR&

RIERERTR SRR ES N E AR A

NRFIEREEE ...
£/ UNIX BFR &

£/ Windows FBF &

RERF#A

BA ...
ZRREFLERIBEETR UNIX BF R,

ZLIRELERE ST Windows BF&o

ZLIREFRERFEE R Windows AR Zo

ERILMERRNESHMBEE X t. PTRATH/ e <Rt FiREIRERCRE N —ErNES M EE:

SR

-fields field name, ...

-instance

-node node name

—VsServer vserver name

-index integer

-client-ip IP address

Description
ETFMAFERNGELH, SR URREALLSE, hWrlllS5HEMRIIESEH
ZaER.

ETREXLEREEMHNFAEE. BItSHREEMIRSHESER
] B A R E SRS RAVIFAE S

XETEXEET R LBNEAFNER.

XETREXRIEE SVM EHNEHRIER.

ERBEXASEERS RSN UM mERMAENEHIES.

ETREXAMEER PG IP tiibhR X HmAERNEHRIER.



-path path ERAEXBIXREEREMAENSZHIES,

-user-name user name ETRBEXIEE Windows T UNIX FAFIARIX 4B & £EHEHHER.
-security-style ErREXFEREELZEEANNGRA L RENEHNER.

security style

BXASH{EAEANEMIESHNGER, BELFMIL
ps

1. FRETRLZLRIETHIERRLER vserver security trace trace-result show B%:

vserver security trace trace-result show -user-name domain\user

Vserver: vsl

Node Index Filter Details Reason

nodel 3 User:domain\user Access denied by explicit ACE
Security Style:mixed
Path:/dirl/dir2/

nodel 5 User:domain\user Access denied by explicit ACE
Security Style:unix
Path:/dirl/

BN R 2R ERTHIERS

%%EE&%?ﬁiﬁﬁ%%ﬁﬁ%#%ﬂﬁﬁﬁ%@ﬁ,ﬂuﬁﬁﬂﬁmféﬁﬁﬁﬁ

KTUAESS

W IHEE BEINR2RERTMESE, HASEENAILMELERN Storage Virtual Machine (SVM ) R&#FREIKR
idiprie T b e A IV o (I S b fivinrzo 4 88

ps
1. B R D IRERTHIEES |

vserver security trace filter modify -vserver vserver name -index
index numberfilter parameters

° vserver name 2N AR RERMESEIISVMAIET,
° index_number RENATIHERNRSIHS. WSEHAFREN 15110,

° filter parameters f&FRlIEiHiERSEBITIR,



2. WIFRLRIRTHILERE

vserver security trace filter show -vserver vserver name -index index number

Nl

UTanSHERERSIRS 1 BNLLIRIRIMESS, THikss i REMERAEZRFHRXEFNERBFRNEY
\\server\sharel\dirl\dir2\file.txt MIERIPHINL, THiEIGERNTERR -path T THiILESERE
ERAAVFANIELE SR

clusterl::> vserver security trace filter modify -vserver vsl -index 1
-path /dirl/dir2/file.txt -trace-allow yes

clusterl::> vserver security trace filter show -vserver vsl -index 1

Vserver: vsl
Filter Index: 1
Client IP Address to Match: -

Path: /dirl/dir2/file.txt

Windows User Name: -
UNIX User Name: -

Trace Allow Events: yes

Filter Enabled: enabled

Minutes Filter is Enabled: 60

bR % 2 IRER RS

NRAFBEELRLBERMIERZE, JLUGEMRPR. HFE1 Storage Virtual Machine (
SVM) &=ZAIUE 10 M RERERImEs, Fitb, MRERXFHEAE, WAILLESHERAR
T ETHEES R eI FTHIE S,

KFIAES
BM—IMREM RN R 2 RERTHESE, HIEEUTRS!

* NARERIERE SVM BIZ TR
* IRERTH IR TRIESRRE RS

p
1. #E 2R 2 IRERTHIER & BIMIERRSIHS

vserver security trace filter show -vserver vserver name

vserver security trace filter show -vserver vsl



Vserver Index Client-IP

Windows—-Name

vsl
mydomain\joe

Trace-Allow

/dirl/dir2/file.txt
/dir3/dir4d/

yes

2. fEA E— P HNTRIER RS RS E S MERTmESERE:

vserver security trace filter
vserver security trace filter
- WIFR S EMPRR 2RI RE

vserver security trace filter

vserver security trace filter

delete -vserver vserver name -index index number

delete -vserver vsl -index 1

show -vserver vserver name

show -vserver vsl

Vserver Index Client-IP Path Trace-Allow
Windows—-Name
vsl 2 - /dir3/dir4d/ no

mydomain\joe

MFR R £ IRERIER

EERTRIER RIS RIIEXHFIFRZ 243 SMB 2 NFS & i ia)ia) @l
BRIS, ,_\‘JL,LMz:zéEEETEI,D\EIJHHJB?&I:;:@EEE 1B=R,

XFIAES
EMFFLE 2 IRERICRZ A,

®
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1. HEZMRAIERNFTS

TTePE S

IR
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MBI RIFYS

1 Storage Virtual Machine (SVM ) RZE]1EfiE 128 2 EEE,Tlﬂio AR SVM EREIRAE
>, MRMFFERECRE, RENREICREBmMR. NREFRBFofiFRL SVM _ERIERERS

%, FILLLE ONTAP 7EiA% |JH—7QTE}:EE?JHH'JB?H—IEIE’JEEE?%%, UERFFERB LI,

vserver security trace trace-result show -vserver vserver name -instance

2. iR 2RERIER:



vserver security trace trace-result delete -node node name -vserver
vserver name -seqnum integer

vserver security trace trace-result delete -vserver vsl -node nodel -segnum
999

* -node node_name B& BRI E EAVERET SNET
XENBIB,

© —vserver vserver name B4 EMIIIIRIRISEAHAISVMAIE .
XENBIB,

© -seqnum integer EEMSHAEELHNFTIS,

XEOFENSH.

MIERFRE & 2 RERIC R

MREFBRBEMINEL2RIFCR, WRFEA— e <RIAIMEFT = ERIPRFEIE
Fo

p
1. BRI R 2RI R

vserver security trace trace-result delete -node node name -vserver
vserver name *

° —node node_ name R EENFRIIA RIRER SR T R AR T,
° —vserver vserver name =& EEMFRIARIREREFHIStorage Virtual Machine (SVM)BI& #F.

BT 2 IRIRER

LRRFERREHRT RIFTHELBERNRERE, BHRERE RN AIFSFELRIBIERE L
KGR ERZERAITFHIELIADNAUENASG, ErIUEREREEHAERITHAR
WFHITIRERIRE.

A XERLBIIRM TR FAEENESR
ERILENFMRIPHRE A BT L2 RS RPRERLENHESRFMAE B IR vserver security

AN .
trace trace-result show BIp< .

RYEIE R Reason FE& Allow E5REE

T2t Reason FRRFERBEHETRHFE Allow £5REH:
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Access 1s allowed because SMB implicit permission grants requested
access while opening existing file or directory.

Access 1is allowed because NFS implicit permission grants requested
access while opening existing file or directory.

HHIH R Reason FE Allow LARFER
U T2 RG] Reason FHREFER BERETRHIFE Deny % HRIEA:

Access is denied. The requested permissions are not granted by the
ACE while checking for child-delete access on the parent.

M RE) Filter details FE&

UTEMEERA Filter details BRERERBAEPNFER. HERFHTXHAFNERLZSEN. ZXHAR
FEE SR HILARI S H3k

Security Style: MIXED and ACL

MELREHIEMER

BIMiASMBE FigihinZE. &Rl IHITEHRSMBECE S ARINSANIAGR, BRI
NFS EFimiARGE, ST E%R NFS BEBEARIN SAN hiR), MR ME, &N
1F1P SVM B9 %,

SMBECE
eI LR LU e < #t—F ECE SMBiAR) .
* "SMBEIE"
MBI EASMBIMYEE BRI EE X HikIal,
* "NetApp EAIRE 4191 :  (EE#RI{ Data ONTAP 8.2 Windows X {ARSS Sx{ELERIEm) "
BEHHAR SMB LHEFRIE s Windows XHFARSTNAE, FHIRMAEX ONTAP HERINAIEAHIEHREBo
* "NetApp AR 3740 :  ( Data ONTAP HfJ SMB 2 F—1X CIFS ) "

A SMB 2 B9IhaE, BCEiIFM(EEMETE ONTAP HEYLHE,
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