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* BXHLIERIRES MY ( Online Certificate Status Protocol , OCSP ) R SSL #lfEiaiE% < ( Transport
Layer Security , TLS) E#ZI0IE ONTAP RS A HMEFIERIERIVRTES. FANBERT, tIge TR
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* ONTAP 2R+t T —HRIARRIERIE,.

- ZAEEH RN ( Key Management Interoperability Protocol , KMIP ) 2353858 KMIP AR
St THE ST,

£ OCSP WIS FIEPEST BN

M ONTAP 9.2 Ft4, BARBENIEFRESHIN ( Online Certificate Status Protocol ,
OCSP) Jg, fEAEMEZSL (Transport Layer Security , TLS ) @{SHI ONTAP FH
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ERBENNE
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OCSP Z#FUTNEER:

» AutoSupport

* BHEERS (EMS)

* EF TLS B LDAP

* BIAEEEIRFEEDIY (KMIP)
* BHiZAEIRR

 FabricPool
* SSH (MONTAP 9.13.1FF44)
g
1. BRREFNIRENSR: set -privilege advanceds
2. BRYE ONTAP R FRERF BN OCSP IEBRENE, BFEAENIGS.



LW FATZFHRY OCSP IEHIRESINE fEAm< ...

enabled security config ocsp enable -app app
name

BE2H security config ocsp disable -app app
name

LT #5<$8] 79 AutoSupport 1 EMS 2 OCSP Z#¥.

cluster::*> security config ocsp enable -app asup,ems

[5F8 OCSP fa, NARFFWEILA TN z—:

° RIF—EPEN, BIEHRHTT,
° BRESEBREMREBMANKAMARAE, BIETESL,
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° IERHERD OCSP ARSS 25 E—ULARSZB[/AIAER T OCSP —#¥, HA4LEHIT TLS &IE, BARAR#HIT
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° OCSP S35 28NN —N T2 oA 4k 4o
3. ExtfER TLS BIEMFMENAEFBANER OCSP IEPREINE, BFEABENNHS,

AEMBLNAZFE OCSP IEHIREIRENR ... fERAHL ...

enabled security config ocsp enable
-app all

BE2H security config ocsp disable
-app all

ERRE, FFENAERFHSWEIEZMN, RTEEMNLEPES, BREEIRA. MRIEBEREE, WK
RREFRIESS, NRNABIEFTEM OCSP RZEUEINN, NEMRSET AN, WNBREFRFE
Py ur=ds

4. {#H security config ocsp show SIS UERTIFOCSPHIFIE N AR MELIFRE,



cluster::*> security config ocsp show

Application OCSP Enabled?
autosupport false

audit log false
fabricpool false

ems false

kmip false

ldap ad true

ldap nis namemap true

ssh true

8 entries were displayed.
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M ONTAP 9.2 715, ONTAP AfEREREZRZZE ( Transport Layer Security , TLS) HY
ONTAP N AiERRig T —AHEIARISIRIER,

ERBHNE
RETEQREIE SVM HEIESEFRE) ONTAP 9.2 HiiE), A RREEIAES.
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YHIBER P i EEIFBIRIFMN B2 63E AutoSupport , EMS , LDAP , EiZB&EIE%®, FabricPool
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@ RIBREIAEP Al gE= SHEL ONTAP N AR AETEREIT (5190, AutoSupport MEEZH
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S
1. BT LAER security certificate show ¥ EEFEER SVM _EREMEIAIES:

security certificate show -vserver -type server-ca



fas2552-2n-abc-3::*> security certificate show -vserver fas2552-2n-abc-3
-type server-ca
Vserver Serial Number Common Name Type

fas2552-2n-abc-3
01 AAACertificateServices
server-ca
Certificate Authority: AAA Certificate Services
Expiration Date: Sun Dec 31 18:59:59 2028
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