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RIFIEHNS L2

EREFEELETE (FIPS) EEENERZEM

X FFrE SSL &, ONTAP BIFFSEFERAEIRE (FIPS) 140-2 BUEK, ERILEL
£ ONTAP F¥THMXHF SSL FIPS 1R, £FigE SSL Ml A KA RC4 FEEIFEEH
F3,

ZAERT, ONTAP LR SSLISENERA FIPS &3, HEM SSL Y, EFREIEUITREA:

* TLSv1.3 (MONTAP 9.11.17F48)
. TLSV1.2

« TLSV1.1

. TLSV1.

BF SSLFIPS #(/5, M ONTAP EJJMIBE Fimal ONTAP 4MERARSS 254A4-RY SSL @S5 EMA FIPS A M
SSL %,

NREHLEE K, ER SSH 2B EAMIE SVM , NTEEA SSLFIPS iR Z AT, “MHERENZRAEE
R32H o

A ONTAP 9. 11 A NEShRAN ENEREANSIFELEE L.

ONTAP hfgs SERE AR FFFHE AR

9. M. 1KRESERA ECDSA-SHA2-nistp256 RSA-SHA2-512
RSA-SHA2-256
SSS-ed25519 KBS

SSS-DSS

SSS-RSA

9.10.1 & EEhRA ECDSA-SHA2-nistp256 SSS-DSS
SSS-ed25519 SSS-RSA

EEA FIPS 2/, K AERXFNEAREENEENRARIFRARANIE SSH AFEMAKF, SN
EE RS NIIEFR W,

BXFMER, BB "B SSH AFEHAKA "

BXSSL FIPSIEREENIFMAERE. 15BN security config modify FMD.

B FIPS

BUFIEREAFERARENARBIUNFREREEE, B SSLFIPS ##3U/5, M ONTAP EI5MR%EF i
5% ONTAP FMEBARSS 284814 R SSLIBIEIEE FIPS AR SSL %,

() BRFPSE. BFMERERERSABKEH4096HIES.
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1. BAERRESF

set -privilege advanced

2. BFAFIPS:
security config modify -interface SSL -is-fips-enabled true

3. BRFIRTELEE, ANy

4. ﬁu%@i:’wﬂ’]m ONTAP 9.8 B R4S, IEZNFEIEFMBIEBETHNE N T =, M ONTAP 9.1.1 FiA,
EESHBM.

AN

WNRTIZITHIRE ONTAP 9.9.1 EEAA, NASBINEEEE.

security config modify -interface SSL -is-fips-enabled true

Warning: This command will enable FIPS compliance and can potentially
cause some non-compliant components to fail. MetroCluster and Vserver DR
require FIPS to be enabled on both sites in order to be compatible.

Do you want to continue? {yIn}: vy

Warning: When this command completes, reboot all nodes in the cluster.
This is necessary to prevent components from failing due to an
inconsistent security configuration state in the cluster. To avoid a
service outage, reboot one node at a time and wait for it to completely
initialize before rebooting the next node. Run "security config status
show" command to monitor the reboot status.

Do you want to continue? {yln}: vy

M FIPS
MBS TRIBNASES, HEEEN ONTAP BBAEEAY, NRAEZEMA FIPS BYA8TFF SSLv3

o

p
1. BAERRESF

set -privilege advanced
2. BIRALUT LM FIPS !
security config modify -interface SSL -is-fips-enabled false

3. HARSRIRTEHER. BN vo



4. NRFIBITHIZ ONTAP 9.8 HFERA, BFIEFHBNEEFHNE T =, M ONTAP9.1.1 8, A&
EBEHB.

Nl
NREIZITRIZE ONTAP 9.9.1 HESIRAS, NARBEESHR.

security config modify -interface SSL -supported-protocols SSLv3

Warning: Enabling the SSLv3 protocol may reduce the security of the
interface, and is not recommended.

Do you want to continue? {yln}: vy

Warning: When this command completes, reboot all nodes in the cluster.
This is necessary to prevent components from failing due to an
inconsistent security configuration state in the cluster. To avoid a
service outage, reboot one node at a time and wait for it to completely
initialize before rebooting the next node. Run "security config status
show" command to monitor the reboot status.

Do you want to continue? {yln}: vy

EE FIPS §URES
CH U EER MR E R TS ITY RS EILE,

TR
1. ZENEfBMEETNE IR,

BRI ENRBMAEERTR. ZERAREETFNFIENAREFHEITHNT2EE, H3 FIPS AXEX
, INFIERHITAAEEN, FEEHMEH,

2. BRELUFIEIRES:

security config show

security config show

Cluster Cluster
Security
Interface FIPS Mode Supported Protocols Supported Ciphers Config
Ready
SSL false TLSvl 2, TLSvl 1, TLSvl ALL:!LOW:!aNULL: yes

!EXP: !eNULL



BTG INZRERE IP 22 (IP security , IPsec)

ONTAPTEfZ A& N ER BB M Z 2 1% (Internet Protocol Security. IPsec)3Ha{REX
BT 2MME. BMEEFEIERNELt, IPsec AFFE IP RERMEHIENE, &
& NFS , iSCSI #1 SMB 1%

MONTAP 9.12.1FF84. MetroCluster IPFIMetroCluster Ye4FiEIEAC B L a1 MY IPsec,
MetroCluster £85I IPsecZiF N R FaiimEANAE. MetroCluster E£EBEBILIF A2,

M ONTAP 9.10.1 FFt4, ErILUMERAMEEZ$A ( PSK ) SIFH@ET IPsec HITE NI, LLAT, IPsec (X%
¥ PSK,

MONTAP 9.1. 1744, IPseclEAMNMBE B @IIFIPS 140-258iF, XLEZEZHONTAP FHINetApp I IEIR
E R, ZIERHITFIPS 140-2803F,

MONTAP 9.8F45. ONTAPXZHFE(EHRT FEMIPsec,

EEEE IPsec 5, & FixF ONTAP Z BRI ME R @I L HEF IR, UMLEERMPEA (MIM) K

3+F NetApp SnapMirror FIEBMFERENE, HARABINERERITEINMNE ( Cluster peering encryption ,
CPE) MfEH#EZ%L (Transport Layer Security , TLS) MIAR&ET IPsec #17, UEBITELHITLLE
i, XZ2FEN TLS BIMEERT IPsec o

TEE LEAT IPsec ThAERY, WAREEALRERBYUEE (SPD) FEXRLEEZEXRIFHRE, HIEERI
FAEE (PINEBREGMSMNIIESZE) , ARAERERERN. SMEFF KL EEEMRNE SPD B,

EEE FEH IPsec
e UEER FB A IPsec , LUIBREURIFS:Z2MME, BMEEEmEREm2unitt.

BB
1. XM 2T ERH IPsec :

security ipsec config show

INRELEREIE IPsec Enabled: false' F, #4:T—%,
2. A IPsec :

security ipsec config modify -is-enabled true
3. BRIB1T discovery @<

security ipsec config show

LRI EIE IPsec Enabled: trueo



EFFERIEREDIEIERIZEIPsec R

NREUEANHEZZIAPSK)EITHMRIIE. MAERIERSMHIIE. WA B L H R,

R EAIEBHITRAIIENIPsecERBE 2/, WIINIER T M FaitRSRH:
* ONTAPHIE Fik#l A ML F— A HICAIEH. LUFERALIA(ONTAPIE F if)IE ] XX 75 30 iE
* RAI NS5 IHEIRAY ONTAP LIF REEIEH
@ ONTAP LIF AIHZIER, ARETIERM LIF ZE#IT—X—BET.

p

1. B EMEE S MR EEARFTE CAIER(BIEONTAPIHFH & FIHCA) RESIONTAPIEREEF. RIFER
E(HISNIONTAPEE R IRCA).

AN

Gk

cluster::> security certificate install -vserver svm name -type server-ca
-cert-name my ca cert

2. EMRRENCAESHIIEIAEITIPsec CARIREZEA. HEMAKONTAPIEREECARINEIPsectsEiR

security ipsec ca-certificate add @<

A

in Ll

cluster::> security ipsec ca-certificate add -vserver svm name -ca-certs
my ca cert

3. BIEHZE—MEBLUE ONTAP LIF [/, HIFBMMAE CAXTMEREE| ONTAP HHRIME IPsec
=28

an <Ll

cluster::> security certificate install -vserver svm name -type server -cert
-name my nfs server cert

BXONTAPHIEPRIFAEE, 1HSIONTAP X4 fsecurity certificatesan <,

EXZEREHEE (SPD)

Efﬁ#iﬁ%ﬁlﬂéﬁtiﬁﬁbZﬁﬁ, IPsec FE SPD %H. LiLIEEANE PSk RZIEBHITRMIIE, #HEU

p

1. &/ security ipsec policy create <.
a. EESS ONTAP 1£HiRY IPsec IP #itikEY IP tthiitFK/,
b. WEAREEHET ONTAP IP HbhERYZ i IP ik,

()  ZPBuAERTHEER (psk) 23 Intenet BAZHIEE 2 (IKEV2)

C. ik, EERMUBIREDE. FIWILEMIN(UDP. TCP. ICMPE)). AMiimOSFAFRIFAERIT



EiHOS, BENBEA protocols, local-ports # remote-portso
BRItk P B BR3P ONTAP IP #itANE Fim IP it 7 [BJFrERE. RIANBERT, RIFFERE.

d. J NPSKE A HZREAEAZEH(PKI) auth-method FRRE SR IIE S EMNSEL
i. NRIMAPSK. FEEBEH. AGEHK<enter>ERIETR. WMAFHBIEFMHZZA,

(D local-identity # remote-identity IR ENFME P imIIfEMstrong. HEX
NENHE P EEFBEEATERER. WSHAEIESEH.

i NRIWAPKI. MIFFEEMAN cert-name, local-identity, remote-identity parameters
NRIZIEHIEBIRIARA, HEUWRFEZNEFPHITIR IBRANRFHRITIR ANYTHING,

security ipsec policy create -vserver vsl -name test34 -local-ip-subnets
192.168.134.34/32 -remote-ip-subnets 192.168.134.44/32
Enter the preshared key for IPsec Policy test34 on Vserver vsl

security ipsec policy create -vserver vsl -name test34 -local-ip-subnets
192.168.134.34/32 -remote—-ip-subnets 192.168.134.44/32 -local-ports 2049
-protocols tcp -auth-method PKI -cert-name my nfs server cert -local
-identity CN=netapp.ipsec.lifl.vsO0 -remote-identity ANYTHING

HBETEONTAPHIE P %‘Blz%?EEEE’JIPsec%%#ﬂ%fﬁhﬁ‘*?&(PSK"JZlE:H)T_'P"@' mEREIIZ G, IPREA
BEER P IRFIARSS Bz EiE. BXIFAER. BENEF iKIPsechit &,

fEH IPsec &1%

WNFRHZRAZ MW A, WRENME P IHEERstrong. HERAENTE A imEF@icrrsRig. N
ﬂiﬁﬂ *E*Tll\IETﬁE’]O

IFF PKI IEBERIIEG %, BMIAERESHEHEHNEN. XEHHBTFIEEEE—AIERRHITINEHE
WIES R FERANE D, MNRTEFDRANFAERZ IR RNEHR. BERSHRE Y ANYTHING,

XF IS

7 ONTAP H1, #RIB2@ITIERL SPD £ Bei7EtI2 SPD FREAIGIISER. SPD AILUE IP it F/FE&RH
FRRE HFo

T

BENIMESPDIFNIZE. BFEAUTHS

security ipsec policy modify
an Ll

security ipsec policy modify -vserver vsl -name test34 -local-identity
192.168.134.34 -remote-identity client.fooboo.com



IPsec Z R IRICE

MR EFPIHFEEFA IPsec , MABNEFIHER— SPD £XBMELUHEERK. BE, HHMEEEHT
NEFIHEEF A IPsec BF, NetApp BIN{EA IPsec X FIHECE.
XFIES
ONTAP X Z I MBI S NEFimiEZEBAT IPsec BB SVM IP #ilit, EaJLMERUTAEZ—5%
pAlig:JN

** FRECE *

BV EFR EMFTAEZ ik (f5190192.168.134.0/24)fE A BN SPD IR 5 B IEIER B SVM IPHLE, @4
THETE remote-ip-subnets FWAZo tLIb. SR AITIEE remote-identity BEHRFHREF IR
FE

EFNEEEDERABENEREZEN, ZFMPH IPsec R HIEHE IPsec BHMTREZERA (
@ PSk) o B2, WFEPHHIIE, BERHIEML. FERIERE, SN NEFiHEAUERBSH

W—IFRREZIEBHITEHIIE. ONTAP IPsec SIRIBRETHAMSEFME LA CAKREIE

PFHBEMRME, ONTAP BZFIEHHGETIE ( Certificate Revocation List, CRL) 17,

* RAFFIBEFIRECE *

B A RIE P i EIRIPHIE AN )EEZIE B ASVM IPsecHIPH#it, JEEMA 0.0.0.0/0 IEERE
FIBELRT remote-ip-subnets FE&o

tEoh. IEERTIEE remote-identity ABEEREFPIFERIRNFE. W FIEBSMBEIE. EnTiaA
ANYTHINGo

S B 0.0.0.0/0 MNREABECRT. NHSHEEZERAFERMEITZR S, HIE0: NFS port
2049

p
a. ERAUTHLZ—NZIMEFIRECEIPsec,

i. YNERfEMA*subnetconfiguration (FMECE )* 235 % NPsecE F i :

security ipsec policy create -vserver vserver name —name policy name
-local-ip-subnets IPsec IP address/32 -remote-ip-subnets
IP address/subnet -local-identity local id -remote-identity remote id

CEE@NG
security ipsec policy create -vserver vsl -name subnetl34 -local-ip-subnets

192.168.134.34/32 -remote-ip-subnets 192.168.134.0/24 -local-identity
ontap side identity -remote-identity client side identity

L R AVFTE R HERE 25 M PsecR P !

security ipsec policy create -vserver vserver name —-name policy name
-local-ip-subnets IPsec IP address/32 -remote-ip-subnets 0.0.0.0/0 -local
-ports port number -local-identity local id -remote-identity remote id



an <Ll

security ipsec policy create -vserver vsl -name test35 -local-ip-subnets
IPsec IP address/32 -remote-ip-subnets 0.0.0.0/0 -local-ports 2049 -local
-identity ontap side identity -remote-identity client side identity

IPsec &5t R

BEES, BILATE ONTAP SVM IP #ilitFiZ i IP ik > 87 31— MR "ike Z2XEE (SA) "M%\
8, IPsec SAS ZEER Nm= L, BFHRITERIEEEINZMAEZ T 1E,

EB] LI{E A statistics ep S FHE IPsec SAS ] ike SAS FIIRZS,

an <Ll

IKESA 5 2Rl
security ipsec show-ikesa -node hosting node name for svm ip
IPsec SA an < Hl4aH Rl

security ipsec show-ipsecsa -node hosting node name for svm ip

clusterl::> security ipsec show-ikesa -node clusterl-nodel

Policy Local Remote
Vserver Name Address Address Initator-SPI State
vsl test34

192.168.134.34 192.168.134.44 <c764£9%9ee020cec69
ESTABLISHED

IPsec SA #n<>F4aH

security ipsec show-ipsecsa -node hosting node name for svm ip

clusterl::> security ipsec show-ipsecsa -node clusterl-nodel

Policy Local Remote Inbound Outbound
Vserver Name Address Address SPI SPI
State
vsl test34
192.168.134.34 192.168.134.44 c4c5b3d6 c2515559
INSTALLED



79 LIF B2 E B A SRR

REMEIEREENT 2N, HAEMTHLERERNNREFERS. FAERT, 1k
HPMBECE N AVRZIZIIREGE, EEMEEHE LIF N—4A%TE IP RS

M ONTAP 9.10.1 FFi&:

* BMOERBEEF A, HHELIFARSSRERERR. AT, WREHAEZEAMAIEREHITEERN, WE, AL
fiEF LIF AR5 ERBE K SEILLTNRE,
* FREMERBEIINT, FARITARBHMEROEAREO. MIARER LIF IRSREITHPIEIRO.

* AREIN0ANNE ST TERITEMIRERIRI MBI AIEREET R EILIFARS RES. RASRIEL—
NONTAP hRZS R BB AIEREE B a2 LIFARSS 5RE8, MREFERAMAEMTAGIZEMEEBEXD
NIEEREE, MIA]REFE B ARX LRI LA B TE X AR S 2R

BETHREZEE, 1520 "ONTAP 9.6 MEShRASFH LIF F1IRSS FHEE",

By A IE SRR ] B 15603t SSH, HTTP, HTTPS, Telnet, NTP, NDMP, NDMPS, RSH, DNS &g
SNMP . 3£ NFS 5 SMB Z3IEi& B Bh A IS TR,

Ea LGB A N AN E R AIBARS M RS

* BRZARAIERS

* BRI AERSEE

* [EFATETE R ZERE B FRA1 AR AR 55 Bl AOBA A S SRR
* KB A ERBE N A F B i O

* IS MBS ST BRIV A S SRR

TR LAERLLETITER— SVM eI EANEHIERIRER, SERILRRERIZIEM SVM .
* BTRBEXBAEREIER
* ECARI AR ERBRAEFRRY IP HubA]4EHEh
* BB LIF RAERRIF AIGSRER

B KB SREEH] LIF

LIF B ASE SRR A FIRGIEI &1 LIF WL, EFE T HROAN AERESNARImEI SR LIF
HITHRGE, URIIABEEXAERELGET LIF RS RL 2,

FERECELIFES network interface create O network interface modify <. BIAIEERE
-firewall-policy BEATFHTE AVFIAIRILIFEIARSS MY FNIPHELL,

EHFZBERT, BoIEZROABAIEREE, TEMERT, EAEZERGIXEL IP it ELLEIRRS
MiNBYiER), I ENEIEREZ MY EIE SSH, HTTP, HTTPS, Telnet, NTP, NDMP, NDMPS,
RSH, DNS #1 SNMP,

PRAESEESIFsRIB MITRERERIATY " HETEEN.
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TRAATHELE LIF DRSS LIF WAGAG ISR, BEEURTHAR (ONTAP 9.5 RERhRZA)
HARSHEE ( ONTAP 9.6 MEShAS) :

[ A 3 SR B FRIABR S X ZRIAIHIA] N AT LIF

(gL DNS, http, https, fEErshit (0.0.0.0/0 ) EHEBIE, SVM BEIEM
NDMP , NDMPS, NTP THEEELIF
, SNMP, ssh

MGMT-NFS DNS, http, https, fEfErsst (0.0.0.0/0 ) % SVM BIRHRRY
NDMP , NDMPS, NTP UE LIF
, ImOBREY, SNMP,
ssh

=3 HTTPS , NDMP, fEErshit (0.0.0.0/0 ) FrE &) LIF
NDMPS

BUE DNS, NDMP, EmErsust (0.0.0.0/0 ) FRrEE3E LIF

NDMPS , portmap

portmap ARSZFECE
portmap ARSZS SR RPC ARSSMRETEI T Mt AYER .

portmap ARS5TE ONTAP 9.3 B RIRASH G2 nIiA(R], £ ONTAP 9.4 & ONTAP 9.6 FR[FCE, HM ONTAP
9.7 FHABEThHHITEIE,

* £ ONTAP 9.3 XEEhrAH, portmap BRSS (rpcbind ) AR EHEEMKRECE FHIHEO 111 3A418), %O
RFITARER ONTAP [HALE, MARE=HHNIE,
* M ONTAP 9.4 | ONTAP 9.6 , ErILUEEABANIEREE, LUTHIRE rl B 4F7E LIF i5in] portmap ARSS.

* M ONTAP 9.7 788, AEBfER portmap FAAIERSE. ME=B51A%EF NFS IRESBIFRE LIF ¥J7F portmap
%M,

* 7£ ONTAP 9.4 %l ONTAP 9.6* A1, B LATERAASE A EC B im MY ARSS

REFEREBIEITICINME I ONTAP 9.4 | ONTAP 9.6 hREZE portmap B ASEARSS

RIEEHNEE, B2 IbFEREM LIF (BE NS LIF EEE LIF) H0iRS. EREERZT, &
EEr] DI IEEEE LIF #1751,

1&B] LAFRERRY T

ONTAP 9.4 Z| ONTAP 9.6 BI{TASTEEARITLI LT B, NR portmap IRSE@SIFE LA LIF #1T
BiE), MTEdssmdXLRRM LIF #1758, SONTAP 9.3 FERARA—RE. (Ea] LUIERH A S SRR ALIF
KRG E R TERA A BRI R AIARSS o

BT HEN, EBTHRETSESIIEIT ONTAP 9.4 Z| ONTAP 9.6 » {XEMINILHE,

FrALEnT

* F4R%) 9.4 E/ 9.6 hrfS, ONTAP =35 portmap ARSSAINEIFAE MBI AEREES, BIASEE o

10



* TERIEIERBETH IP BT, ONTAP X2 portmap RS ARMEIBALURREES, MASFMIIEINE
ISR B IA) ERBE o

* WRILURIERZER portmap ARSSAMNEIFAINRBEH B E N RIER, FHRIEFZEMFRILARS.

Ml IN S Al BRportmapAR S
EF portmap BRSAMNEI SVM SRR AIBREER (FEAERAERIGR) , BN

system services firewall policy create -vserver SVM -policy
mgmt | intercluster|datalcustom -service portmap

EM SVM SERBERA AR HRBEHMIBR portmap ARSS (EEFTETERAAIERIAR) , BN

system services firewall policy delete -vserver SVM -policy
mgmt | intercluster|data|custom -service portmap

&R LUER network interface modify aa G AIE RSN A TFIE LIF . BXTEMNGIIEE, BEN
"ONTAP 9 &5 %",

BB ASE RIS G H D BCLA LIF

B LIF B, RASNE LIF DEEIAAIERER, EIFSHRT, RANBMERETITRY, BLEFTENRE
{ilo SNREELLAIIAIR LIF FIREARSSEL IP #thdik, RAILIGIERBE XP ARG HDELS LIF

KXFIES
* ERBEERRIEEAIESEBE policy name data, intercluster, cluster B “mgmto

XLE(E B A RATE X B A IE RERIRE R,
* IBARBENEERE LIF 1R E BB M IE R
SFEREIRS KR, £ LIF BIB5AEEREEITIZRES 0.0.0.0/0 o

* NRFEMRBEPMIBRARSS , WA IBRIL A B A S SR H 6 2 SR B
* WNREBLBAT IPv6 , MBTLUER IPv6 Hisit 6l FH AIEHRR,

BFRIPV6fS. data, intercluster, # mgmt PHFASESRERRY AR HINFIRFPEIE: © ¢ /0 (IPv6EAD
o

* 7EfEMA System Manager EEEEHECE HURRIFTNAERY, EUTBERAVFTIRFEEEEHE LIF IP ik, HE
FIFFESEEEE] LIF M QBRERBASE LER HTTPS ARSS.

FOANBRT. intercluster BHAIEREE A FMEFEIPHINE.0.0.0/08%: : : /0FRRIPVE)#HITIAR. HE
FEHTTPS. NDMPFINDMPARSS. SNSRIEERILLBRIAGRES, s¢&E NEEEHE LIF )2 E SRR ASERES, NAZm
BENERE LIF IP #ERINEI A EF5RBF B A HTTPS RS,

* M ONTAP 9.6 748, Az HTTPS #1 SSH B AIEARS

EONTAP 9.6/9. management-https #l management-ssh LIFARSZ A AFHTTPSHISSHEIRHIA,

p
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- (FAMIEE S BRI RS IEMARINEILIF network interface show -fields firewall-policy @B
A\ .

- BUEAIMHASE SVM ERY LIF ERRIM AIERES

system services firewall policy create -vserver vserver name -policy
policy name -service network service -allow-list ip address/mask

TR Z R ERA e < NP AR RSPV E MRS RN Z MNEEAR S A 1FRY 1P IsiEFIR,

- FERARITEE B EBRINIL R system services firewall policy show me:

- RIS RSN AT LIF

network interface modify -vserver vserver name -1if 1if name -firewall-policy
policy name

A

< .

B AIERBEFHF H N A T LIFEYRA

U er 4G I —1N 2 7 data_http BIBHAIEREE, AFM 10.10 FM_ERY IP kiRl HTTP #1 HTTPS thHiY
, HISZERN AT SVM vs1 £ datal B LIF , AEERER FFTERH NS
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system services firewall policy create -vserver vsl -policy data http
-service http - allow-list 10.10.0.0/16



system services firewall policy show

Vserver Policy Service

cluster-1
data
dns
ndmp
ndmps
cluster-1
intercluster
https
ndmp
ndmps
cluster-1
mgmt
dns
http
https
ndmp
ndmps
ntp
snmp
ssh
vsl
data http
http
https

Allowed

o O O

0.0/0
0.0/0
0.0/0

0.0/0
0.0/0
0.0/0

O O O O O O o O
O O O O O O o O
O O O O O O o O

10.10.
10.10.

network interface modify -vserver vsl

data http

.0/0
.0/0
.0/0
.0/0
.0/0
.0/0
.0/0
.0/0

0.0/16
0.0/16

-1if datal -firewall-policy

network interface show -fields firewall-policy

vserver 1if

firewall-policy

Cluster nodel clus 1
Cluster nodel clus 2
Cluster node2 clus 1
Cluster node2 clus 2
cluster-1 cluster mgmt
cluster-1 nodel mgmtl
cluster-1 nodeZ mgmtl
vsl datal

vs3 data2

mgmt
mgmt
mgmt

data http

data

13



AT EEGAEIRS MRS

BRI LUER system services firewall AT EIEAANIERSZMGS system
services firewall policy ATE EEBHM“Z%E%E’J::W\ LUK network

interface modify AFEIELIFSHIAAIZIZERNIRS,

MREE . fEALE< ..
BRXZARGAERS system services firewall
TSRS HEITECE system services firewall
BB A ISR T R I A I MG R BN AR SS system services firewall
KB NS SRBEN T LIF network interface modify

-firewall-policy

1EER S BA AR SRR K BXRY P b pRIZE #8ED system services firewall
EREXBHMEREHESR system services firewall
BIE— 5B REST BRI A SRR system services firewall

ER LIF SREERRIRA A G SRES system services firewall

BEXFAGEE. BEUNFMERT system services firewall, system services
, M network interface modify FHIEES "ONTAP 9 @55
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modify

show

policy create

-1if lifname

policy modify

policy show

policy clone

policy delete

firewall policy
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