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* CIFS BR532870 Hyper-V BRSS 28 FRE WIS A [FIRT 73 Kerberos F1 NTLMv2 S15383E,

FRINER T, Active Directory 3% /3 Kerberos B350, B2, AJUFERALTEEKIISENARKELL
NTLMv2 S35,

TR
1. BITUUTE, BWIEREERE SVM LRSS R
a. FIRERNIKENER:

set -privilege advanced
b. WIFRELE -is-exportpolicy-enabled CIFSARSZERIEINIEE N false:

vserver cifs options show -vserver vserver name -fields vserver, is-
exportpolicy-enabled

C. R[EF|EEN R
set -privilege admin
2. iNR SMB WS HEEKRER, BRAE(N]:

vserver cifs options modify -vserver vserver name -is-exportpolicy-enabled
false

3. WIHHAF RS iF NTLMv2 1 Kerberos B33,
BXRWERF AT ERNS MRS ENER, 550 Microsoft TechNet
4. NRIFAR A IFHIT NTMLV2 BRI8IE, 156EA Microsoft SIS HRFMARBI A2 — B A NTLMv2 B4383IE,
Nt
U TFHLWIEREEE SYM vs1 L2 SMB FIS HERER:

clusterl::> set -privilege advanced
Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options show -vserver vsl -fields vserver,is-

exportpolicy-enabled

vserver 1is-exportpolicy-enabled

clusterl::*> set -privilege admin



IDIEIEK P 2 SRS EIZAIA UNIX BB

Hyper-V #1 SQL Server fEREK A SR 51F4n] A HZR SMB &, ERINEIEER,
TRV ABEINMETE] UNIX BF. Altt, A ENAZEERFITENINFBRETRIZRIA
UNIX BB,

KXTFULES

Hyper-V 1 SQL Server fERAEITENKF SIEE SMB &E#, 1thsh, SQL Server iR EAEAF KA EAARSS MK
F, ZKFAESEI SMB &R,

Bl&Storage Virtual Machine (SVM)Bt. ONTAP= Bz=htl&®& /3" pcuser "(UIDA 65534) 18 79" pcuser "y
£H(GIDA 65534). HRERIABFPAINE" pcuser "B, WMREBTEIFERFHLEI Data ONTAP 8.2 ZHITEIERY
SVM LEEETF SMB RS EM Hyper-V , MEINBRMARIGERFT. BN, BAkeZEN], ARBE
& CIFS ARS333893KA UNIX BF,

p
1. MEBSFERIN UNIX R

vserver cifs options show -vserver vserver name
2. MRKIKEMIABFED, EHERSHFEIEENRIA UNIX FHFBI UNIX R
vserver services unix-user show -vserver vserver name

3. MNRFIKBEIANAFIED, HERBEHEENRIA UNIX P UNIX AP, JE0IZERIA UNIX AP FEGA
4H, ARBRIARPARMEIEF,

BE. RASABRIABPIREBEFEZ pcuser". HEMKTMAESEUID 65534, BRINHBEWISTE NEZFR
"pcuser ", ECLALBRIGIDIAINA 65534,

a. BIEAIAA:

vserver services unix-group create -vserver vserver name -name pcuser -id
65534

b. BIRBIAR R FHRERIARFARINEIRIALA:

vserver services unix-user create -vserver vserver name -user pcuser -id
65534 -primary-gid 65534

C. IFEREEMEERIANBFPFEALA:
vserver services unix-user show -vserver vserver name

vserver services unix-group show -vserver vserver name -members

4. INRKECE CIFS IRSBMBIARF, EHITUUTRE:
a. FIcERIARF:

vserver cifs options modify -vserver *vserver name -default-unix-user



S. BIOUIN R IRS [T EN K ST EHRMAEIZIABF. 5B RaesM et EIIEBESVM EMNHEE,
fafERFaIAWiIndows P EIUNIXFEB P HIRET vserver cifs session show A%y

pcuser*

b. ISP RS IEMECEERIA UNIX BB :

vserver cifs options show -vserver vserver name

BXEALGLHIFEER, BERFMIT

Nl

A

m

LTS HERIZE CIFS IRSEBHNEIAAF,, BHE "pcuser " AP "pcuser " A7E7E. 7£ SVMvs1 L,
¥ "pcuser " BP9 ECA CIFS ARSZ23M9EIAEF.

clusterl::> vserver cifs options show

Vserver: vsl

Client Session Timeout
Default Unix Group
Default Unix User
Guest Unix User

Read Grants Exec

Read Only Delete

WINS Servers

900

disabled
disabled

clusterl::> vserver services unix-user s

User
Vserver Name
vsl nobody
vsl pcuser
vsl root

clusterl::> vserver services unix-group show -members

Vserver Name
vsl daemon
Users: -
vsl nobody
Users: -
vsl pcuser
Users: -
vsl root

Users: -

User Group
ID ID

65535 65535

65534 65534
0 1

ID
1

65535

65534

how
Full
Name



clusterl::> vserver cifs options modify -vserver vsl -default-unix-user

pcuser
clusterl::> vserver cifs options show
Vserver: vsl

Client Session Timeout : 900
Default Unix Group 3 =

Default Unix User : pcuser
Guest Unix User 3 =

Read Grants Exec : disabled
Read Only Delete : disabled

WINS Servers : -

IOUF SVM IR ENZ RN ETIKE N NTFS

EHfa{R@d SMB BIHHIT Hyper-V #1 SQL Server THMIZIE, HFER NTFS £
N eliELE, ATREMNZELERBIAN A TE Storage Virtual Machine (SVM) LIz
1E, EIRENZEEXNIEEN NTFS o

XFIAES
* IEEI LR RN SVM BHEEREN L 2o

* WIRGESVMBIRFIREIREAINTFSE2EN. WA UHEEERERR LR volume modify 3<%

g
1. #E SVM REMNHFIR LR

volume show -vserver vserver name -fields vserver,volume, security-style
2. MRIVEFZE NTFS R2RAE, BRRZERAELN NTFS &

volume modify -vserver vserver name -volume root volume name -security-style
ntfs

3. IRIF SVM IREZEIRE N NTFS R :

volume show -vserver vserver name -fields vserver,volume,security-style

Nl
T an<IIE SVM vs1 EMVIRELZ 2ERNEE N NTFS -



clusterl::> volume show -vserver vsl -fields vserver,volume,security-style

vserver volume security-style

clusterl::> volume modify -vserver vsl -volume vsl root -security-style
ntfs

clusterl::> volume show -vserver vsl -fields vserver,volume,security-style

vserver volume security-style

vsl vsl root ntfs

IR S EACEPTFFERY CIFS A5 881N

BRISIF 28 BARHE Hyper-V 1 SQL Server i&@i¥ SMB THEZ{THERERAMEE
FREERY CIFS BRS3281EI,

XFUtES
* %FEFA SMB 2.x #1 SMB 3.0 .
© EEAMREIGRE RIS, MAEA ODX BIAHEH,
* YNRETF SMB B9 Hyper-V SR A RFEHRBAT VSS NIZZ&MIRSE (IXFE Hyper-V ) , MATEHAE VSS
B8RS
TB
1. IIER BB TE Storage Virtual Machine (SVM ) _EEFEFRER CIFS ARSS281EIN
a. BiREANIEENER:

set -privilege advanced

b. AU T&HL
vserver cifs options show -vserver vserver_ name
TR IEE N true:

" -smb2-enabled

" -smb3-enabled

* —copy-offload-enabled

* -shadowcopy-enabled ({XPEHyper-V)
2. NREMETRIZEN true, FITUUTIRIE:

a. BHIGE N true A vserver cifs options modify Bp<:



b. IIFXEEINERIEE N true FH vserver cifs options show e

3. RO FIEIENPRE A :

set -privilege admin

Nl

T e iiEREEE SYM vs1 EEAET SMB B Hyper-V ECEFTFENET, fELRAIR, HIEA ODX
BIASENF 7 5E 7 B IR Ko

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options show -vserver vsl -fields smb2-
enabled, smb3-enabled, copy-offload-enabled, shadowcopy-enabled
vserver smb2-enabled smb3-enabled copy-offload-enabled shadowcopy-enabled

cluster-1::*> vserver cifs options modify -vserver vsl -copy-offload

—-enabled true

cluster-1::*> vserver cifs options show -vserver vsl -fields copy-offload-
enabled
vserver copy-offload-enabled

clusterl::*> set -privilege admin

79 SMB Zi@EtcE e iR

M ONTAP 9.4 75, ErJLECE SMB Zi@iE, LUEEEA SMB SiEHiet ONTAP 5
EPIHRZENZNERE. XEME LIRS Hyper-V #1 SQL Server 7 SMB Bt & YA

SMNBTFEES o

TBEENHNE

RABEEEFIHL SMB 3.0 S EShRAHI TS, 7 8EFER SMB Zi@EINEE, EABR T, ONTAP SMB AR
228 4B A SMB 3.0 RESRA,

EFIES

WNERTE ONTAP 85 FHE T IEMAVECE , N SMB B ins B ot MiF# B Z N EE,

SMB ZiEFREIEZAVEEBUR T EERERY NIC !



ZFIHF ONTAP &8 /Y * 1G NIC *
BERIRAEN NIC B —1NEE, #FESIRHERMEEE,
ZFUEF ONTAP &8 EM * 10 G REABE NIC *

EZERiImAEN NIC REZETEONERE, AEIERERFMEEEZ. BERHEAIUEZN 106G REABTEN
NIC I iEE,

EERILUMESRL T2 (BHRIR) -

-max-connections-per-session
B ZWBEREATTNRAEE. FINMEN 32 MiER,

%%EE%%%&E%E%WEE,M%ﬁﬂEFﬁMEHﬁiwmﬁg,ﬁm%%%ﬂﬁ%ﬁmﬁ32

Mo
-max-lifs-per-session

BT ZBEIEATRIRAMBZIZON. BIAEN 256 MREED,

p

1.

R RESNIKENER:

set -privilege advanced

- 7£ SMB BR5588 /2 SMB Zi@iE

vserver cifs options modify -vserver vserver name -is-multichannel-enabled
true

JUIIE ONTAP 2EETEHRE SMB ZBERIE:

vserver cifs session options show

- IREIEIEIENRES!

set -privilege admin

Nl
UTFRBIERTHEXAE SMB RiENES, ERERTREIMRIENS NER!



clusterl::> vserver cifs session
Node:

Vserver:

nodel

vsl
Connection Session
Idle
IDs

ID Workstation

138683,
138684,
138685 1
4s

10.1.1.1

show

UTFREIZERT B X session-id 77 1 B SMB £iFHFHAE A :

clusterl::> vserver cifs session
Vserver: vsl

Node:

Session ID:

Connection IDs:

Connection Count:

Incoming Data LIF IP Address:

Workstation IP Address:

Authentication Mechanism:

User Authenticated as:

Windows User:

UNIX User:

Open Shares:

Open Files:

Open Other:

Connected Time:

Idle Time:

Protocol Version:

Continuously Available:

Is Session Signed:

NetBIOS Name:

B NTFS #iEL

v i)
&

Open
Windows User Files
DOMAIN\ 0
Administrator
show -session-id 1 -instance

nodel

1
138683,138684,138685
3

192.1.1.1

10.1.1.1

NTLMv1

domain-user
DOMAIN\administrator
root

2

5

0

5s

5s

SMB3

No

false

\J4CTE Storage Virtual Machine (SVM) LEBIE NTFS #iiE%, AEAriiERF4



B ANHE, DUEEE SMB NAEERFIRS 235 Hyper-V 8¢ SQL Server £51FH, &
FEEE TIEREIERIUES.

XFIAES
ERILMERESHBEE X HEE. BXBEXENFAER, BEZS xref./smb-hyper-v-sql/ ZiEFEEIE",

IRHIESN, TNAEESUTRENERERESR:

* ONTAP NEGIEEFEIERD Hyper-V X
* {#F SQL Server &7 SQL Server $UEE 4

MRLTEF BT FEARESLEERTE UNIX ZLiERHE, WEEEHEERN NTFS R21E
5, AREREALEEFETANHEZULMERINEIT. FRIFSEEFERNSGRIEN

(D NTFS Z2iEE, BTUWETF SMB B Hyper-V #l SQL Server WA BTRETEERIE T, Es
TBFEHER NTFS KB EWCIES, E, EHAILTE Windows FEN LIRSS, FHiz
FETNERY ACL , ARSI ACL ZHEEIBHRIFRE XXHM XK,

p
1. NS UCIE SRS

MRBAREREE WAGL ...

XA ... K SVM

FeIEE

NTFS volume create -vserver vserver name -volume volume name
-aggregate aggregate name -size integer[KB|MB|GB|TB|PB]
-junction-path path

JENTFS volume create -vserver vserver name -volume volume name

-aggregate aggregate name -size integer[KB|MB|GB|TB|PB]-
security-style ntfs -junction-path path

2. WITERERTIER:

volume show -vserver vserver_name -volume volume name

BlEF4 0] HEY SMB =
BIEMIESE, EE LRSS RNEE, MATER RS SR A X Z A Hyper-

\%/EJEL‘M‘JL ECE X SQL Server #iEEX . €32 SMB H£Z8Y, NERHZEET(F

pg
1. EREXRNEHIEEREESRENER:

volume show -vserver vserver name -junction

10
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2. BIERFEEA] FIRY SMB H=:

vserver cifs share create -vserver vserver name -share-name share name -path
path -share-properties oplocks,continuously-available -symlink "" [-comment
text]

o R LUAEMHZRERINERE,
° BINERT. BNXHHZERUERZLEE. HIEE N nanuale
° ONTAP{ERRIWindowsBAIAEZN R BIIEHZ Everyone / Full Controle
3. MHERBETERFNFMBEREEES AP R,
4. FERRKIIEHNEBRSIEM vserver cifs share show %

O. BTN IRG EI G N HEZHEM * Windows Bt * EOEEXHINIR, ERETANEZ LEE NTFS
X AHFARBRS

Nl

LU e3¢ A7 Storage Virtual Machine (SVM , LLEIFFA Vserver) vs1 E8IEERZA dataz BUFFLRTAL
2, BUIREZRATSHHE -symlink S¥IZER "
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clusterl::> volume show -vserver vsl —-junction

Junction Junction
Vserver Volume Active Junction Path Path Source
vsl data true /data RW_volume
vsl datal true /data/datal RW volume
vsl data?2 true /data/data?2 RW_volume
vsl vsl root = / -
clusterl::> vserver cifs share create -vserver vsl -share-name data? -path

/data/data2 -share-properties oplocks,continuously-available -symlink ""

clusterl::> vserver cifs share show -vserver vsl -share-name dataZ2
Vserver: vsl
Share: dataZ?
CIFS Server NetBIOS Name: VS1
Path: /data/data?2
Share Properties: oplocks

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

% SeSecurityPrivilege AX[ERMEIBFRKF (3FF SMB H=

B SQL Server )

MANBTE
CWSW%%LMT%%EW,

BEEMNRA
BT %3 SQL Server BIEK P AN E1EEo

XFIAES

ERBRURARINE SQL Server REZFHIMKF B,

continuously-available

Everyone / Full Control

manual

standard

® SQL frRZ23AE AP kP 9 8C SeSecurityPrivilege %M, A &E
XLEREE

BENIAB R TR ECLRE A P BIRR,

ONTAP T fE

ONTAP ARS8 R, Mitsr<LAIBERRK,

TR

12
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1. 7800 " SeSecurityPrivilege "1XfR:

vserver cifs users-and-groups privilege add-privilege -vserver vserver_name
-user-or-group-name account name -privileges SeSecurityPrivilege

BY{E -user-or-group-name B EATFLIEESQL Serverf¥iZ AP ik BIZ R,
2. IR B BRI PR A F I

vserver cifs users-and-groups privilege show -vserver vserver name -user-or-
group-name account name

Nl

LIRS a¥ " sesecurityPrivilege " MPRZAINE] Storage Virtual Machine (SVM) vs1 BYRfIEAHY

SQL Server ZEZFIKF

clusterl::> vserver cifs users-and-groups privilege add-privilege -vserver
vsl -user-or-group-name EXAMPLE\SQLinstaller -privileges
SeSecurityPrivilege

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges

vsl EXAMPLE\SQLinstaller SeSecurityPrivilege

5@3% VSS £ EFIBRAFE (WFETF SMB HE=H) Hyper-V

T A L7E SMB HEG R ERTEIBZESREIAHNBERNRERNRE. NRBFITH
ONTAP W H ERIBER RIS FERNEAL, WSHIAFERR,

BEENAS

WIEFA VSS EREHITNEE.

XFIAES
RINMBERT, RENANTFEREBEREIE, WRIEIREN 0, ONTAPKAFIE FEREIBEZEIT.

REAFALUSESVEIFEE FRERS AN ENFESRFFETESR, 18 Microsoft BRUA
() 6o mrEmBRERENR, NELAIMANERSHEISENR, NRKY, L5
BB B IS R AL IR A% A BT i R,

p
1. BIPRERAIRENER:

set -privilege advanced

13



2. ¥ vSS HERERIBRRERENFAFERF:

vserver cifs options modify -vserver vserver name -shadowcopy-dir-depth
integer

vserver cifs options modify -vserver vsl -shadowcopy-dir-depth 6
3. REIZIEIENRES!

set -privilege admin

14
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