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* CIFS BR532870 Hyper-V BRSS 28 FRE WIS A [FIRT 73 Kerberos F1 NTLMv2 S15383E,

FRINER T, Active Directory 3% /3 Kerberos B350, B2, AJUFERALTEEKIISENARKELL
NTLMv2 S35,

TR
1. BITUUTE, BWIEREERE SVM LRSS R
a. FIRERNIKENER:

set -privilege advanced
b. WIFRELE -is-exportpolicy-enabled CIFSARSZERIEINIEE N false:

vserver cifs options show -vserver vserver name -fields vserver, is-
exportpolicy-enabled

C. R[EF|EEN R
set -privilege admin
2. iNR SMB WS HEEKRER, BRAE(N]:

vserver cifs options modify -vserver vserver name -is-exportpolicy-enabled
false

3. WIHHAF RS iF NTLMv2 1 Kerberos B33,
BXRWERF AT ERNS MRS ENER, 550 Microsoft TechNet
4. NRIFAR A IFHIT NTMLV2 BRI8IE, 156EA Microsoft SIS HRFMARBI A2 — B A NTLMv2 B4383IE,
Nt
U TFHLWIEREEE SYM vs1 L2 SMB FIS HERER:

clusterl::> set -privilege advanced
Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options show -vserver vsl -fields vserver,is-

exportpolicy-enabled

vserver 1is-exportpolicy-enabled

clusterl::*> set -privilege admin



ISIEIEK P 2 AT ZIONTAPH I ERIAUNIX B

Hyper-V #1 SQL Server fEREKF SR 51F4n] A HZR SMB &, ERINEIEER,
TRV ABEINMETE] UNIX BF. Altt, A ENAEEFITENINFBRETRIZRIA
UNIX BB,

KXTULES

Hyper-V #1 SQL Server fEAIF TSN 612 SMB E#E, LbSh, SQL Server IREREA MK EARRS MK
P, ZKFESEIL SMB &,

BUIERIZAEEIUN (SVM) BF, ONTAP £BEI8IERE N pcuser (UID 7 65534 ) 1R N pcuser (GID K
65534 ) , HFHEFRIABFARME peuser FfF, WMNREBIEFGEEFAHKEI Data ONTAP 8.2 ZHITFTER SVM LAZ
BEET SMB IR F R Hyper-V , MECABFPHARTEREE. T, BALLEREN], ASHEEE CIFS iR
ZESHIBRIA UNIX BB P,
T

1. HERTFEEEIA UNIX BF:

vserver cifs options show -vserver <vserver name>

2. IRKGERINBFED, BHERBFTAIEENFIA UNIX BFPR UNIX BF:

vserver services unix-user show -vserver <vserver_name>

3. NRKIGBEERINAFIED, HEGERMEEARIA UNIX AP UNIX AR, TeBEBALAFZRIA UNIX B
P, FRBEGAR P ARINEZAE.

BE, RMIANBFRNERZEpcuser’, HEMNMSE UID 65534 . ZRIAA—RGHEME F4HR “pcuser’s D ECLAE
BIGIDIAZI A 655340

a. QlIERIAA:

vserver services unix-group create -vserver <vserver name> -name
pcuser -id 65534

b. SIZBIAR P FRERIARFARINEIRALE:

vserver services unix-user create -vserver <vserver name> -user
pcuser -id 65534 -primary-gid 65534

C. WIERREEHRECERIARFPFEINA:



vserver services unix-user show -vserver <Vserver_name>

vserver services unix-group show -vserver <vserver name> -members

4. INRKECE CIFS IRSSEBBMIBIARBF, BEHITUUTRIE:
a. EcERIARF:

vserver cifs options modify -vserver <vserver name> -default-unix

—user pcuser

b. IR S IEMEIEZIA UNIX AF:

vserver cifs options show -vserver <vserver name>

S. BIGIIN TR RS 2BAITEN K P S S IEMRMAEIZNAB P 15EIRa2sMETE |9$m?_SVMJ:E|'] t=, A
BER#IAWIndows HFP EIUNIXFE P BYBRET vserver cifs session show BR&y:

BXMEMEE vserver cifs options, JEEMWN'ONTAP GS$EE",

AN
o ‘pcuser AF#IEEN SVM vs1 B CIFS IRSEZ2BMIZNARF.

clusterl::> vserver cifs options show
Vserver: vsl

Client Session Timeout : 900
Default Unix Group 3 =
Default Unix User 3 =

Guest Unix User 3 =

Read Grants Exec : disabled
Read Only Delete : disabled
WINS Servers 3 =

clusterl::> vserver services unix-user show

User User Group Full
Vserver Name ID ID Name
vsl nobody 65535 65535 -
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vsl pcuser 65534 65534 -
vsl root 0 1 =

clusterl::> vserver services unix-group show -members

Vserver Name ID

vsl daemon 1
Users: -

vsl nobody 65535
Users: -

vsl pcuser 65534
Users: -

vsl root 0
Users: -

clusterl::> vserver cifs options modify -vserver vsl -default-unix-user

pcuser
clusterl::> vserver cifs options show
Vserver: vsl

Client Session Timeout : 900
Default Unix Group 3 =
Default Unix User : pcuser
Guest Unix User 3 =

Read Grants Exec : disabled
Read Only Delete : disabled
WINS Servers 3 =

IZIE SVM IR EMNZ LR 2RIE N NTFS

ERfRET SMB RLINHIT Hyper-V 1 SQL Server THUTIR(E, HAEA NTFS Z21&
ReEE, HTFRENZEEXBIANEFE Storage Virtual Machine (SVM) Ll
1E, ERBENZEERMIZEN NTFS

XFIAES
* TR LITERIR SVM IS EREN L 2R
* WIRGESVMBTRFIREIRENINTFSL RN WA UEEERERLZ LRI volume modify 3<%

p
1. % SVM IREN LRI R 2R

volume show -vserver vserver name -fields vserver,volume,security-style

2. NRIBEFRZE NTFS 22BN E, BHELRSERNER N NTFS :



volume modify -vserver vserver name -volume root volume name -security-style
ntfs

3. BIE SVM IREZBIREN NTFS 2R
volume show -vserver vserver name -fields vserver,volume,security-style

AN
UTa<SIIE SVM vs1 ERIRELZ 2R EE N NTFS ¢

clusterl::> volume show -vserver vsl -fields vserver,volume,security-style

vserver volume security-style

clusterl::> volume modify -vserver vsl -volume vsl root -security-style
ntfs

clusterl::> volume show -vserver vsl -fields vserver,volume,security-style

vserver volume security-style

vsl vsl root ntfs

WiIF R EEEFIFR CIFS ArS5281%EMN

AR S E4RYE Hyper-V #1 SQL Server i&id SMB THEHZITHNERE AMNEE
FREEEY CIFS ARS5281E10,

XFUES
* B F SMB 2.x #1 SMB 3.0 6
c BFAMREILRBEAREE, OB H ODX BIAEE,

* NREF SMB E’J Hyper-V fER A RERABET VSS BIZE&DARSS (XFRE Hyper-V) , MAGEA VSS
R EHIRS

g
1. IIFR BB TE Storage Virtual Machine (SVM ) _EERFIER CIFS fRSS 285k
a. BRPREFNGENEK:

set -privilege advanced
A A
b. AU TS
vserver cifs options show -vserver vserver name

UTFENIEEAN true:



" —smb2-enabled
" -smb3-enabled
" —copy-offload-enabled
* -shadowcopy-enabled ({XPEHyper-V)
2. NBEANETRIZE N true, HWITUUTIRME:
a BFHIGE N true [ vserver cifs options modify #p<:
b. X EEINERIEE N true H vserver cifs options show e

3. REIZIBIENRES!

set -privilege admin

Nl

UTaLHIEREEE SVM vs1 _EFAET SMB B Hyper-V EEBPFFFRHNED, EULLRGIF, #9USHH ODX
BIZENE 7 BE i B TN E Ko

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options show -vserver vsl -fields smb2-
enabled, smb3-enabled, copy-offload-enabled, shadowcopy-enabled
vserver smb2-enabled smb3-enabled copy-offload-enabled shadowcopy-enabled

cluster-1::*> vserver cifs options modify -vserver vsl -copy-offload

—enabled true

cluster-1::*> vserver cifs options show -vserver vsl -fields copy-offload-
enabled
vserver copy-offload-enabled

clusterl::*> set -privilege admin

79 SMB Zi@EtcE e iR

M ONTAP 9.4 75, ErJLIECE SMB Zi@iE, UEEEAN SMB SiEHiet ONTAP 5
P mZ B Z N EE XEME LIRS Hyper-V #1 SQL Server £ SMB Bi& _FREMT

EMNAFEET.



FFHaz Al
QEEZEF L SMB 3.0 X EShRAHITHER, A 8EFER SMB Zi@i&EIhEE, EINERT, ONTAP SMB Ak
228 4B A SMB 3.0 RESRA,

KFIES
SNSR7E ONTAP &8 LI 7 IEMRIECE, N SMB & ins BahtilIHER 2 MMEEE,

SMB &iEFEI EEN M EBUR FIEEIZERY NIC :
* B imA ONTAP 585 £ * 1G NIC *
ERmAED NIC B —NEE, HESEHEIIFEERE,
* B IHA ONTAP S£8£ ERY * 10 G REARBE NIC*

FRmEAEN NIC RZETNNERE, ARIIEHEZFMEERE. FREIUESZN 106 NEATEN
NIC EZIEH,

TR LUMERA TS (GHRIR) -
* -max-connections-per-session
BNZBERIEATTHNRAEER. FINMEN 32 MiEE,

%%%EFEI:IS%H}\EEE%E’\JE%, AT % P IRECE #1TRIMBIBEE, ZECERRIANERS LA 32

"o

* -max-lifs-per-session

BN ZBEREATHRAMKIZON. FRIAMEN 256 MHKZED,

p
1. BREFIRENSR:

set -privilege advanced

2. 7 SMB RS2 L2 SMB Zi@iE:

vserver cifs options modify -vserver <vserver name> -is-multichannel

—-enabled true

3. I8iF ONTAP 2B IEEIRE SMB ZLiBESIE:

vserver cifs session show

4. REIFIEBERRRS:



set -privilege admin

Nl
UTFRBIERTHEXAE SMB 2iENES, ERERTEIMRIENS NER!

clusterl::> vserver cifs session show

Node: nodel

Vserver: vsl

Connection Session Open
Idle

IDs D Workstation Windows User Files

138683,

138684,

138685 1 10.1.1.1 DOMAIN\
4s

Administrator

UTRBIETRTBX session-id /7 1 B SMB RIERVIFAER



clusterl::> vserver cifs session

show -session-id 1 -instance

Vserver: vsl

Node: nodel

Session ID: 1

Connection IDs: 138683,138684,138685
Connection Count: 3
Incoming Data LIF IP Address: 192.1.1.1
Workstation IP Address: 10.1.1.1

Authentication Mechanism: NTLMvl

User Authenticated as:
Windows User:

domain-user
DOMAIN\administrator

UNIX User: root
Open Shares: 2
Open Files: 5
Open Other: 0
Connected Time: 5s
Idle Time: 5s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: false

NetBIOS Name:

B3 NTFS #iRE%E

& MFETE Storage Virtual Machine (SVM ) _E8IEE NTFS #iR%E, RE7ERERE

A ANHE, DUEE" SMB NAERFIRS 285 Hyper-V 8% SQL Server &&EH. £
EILE TIEREIBEIIES.
X FIES

ERILMERFLESHBEEXBIEE. BXEEXENFAEER, 5

S0 ZEEEEE

IBHIESN, TNAEESUTRENERERESR:

* ONTAP N HBIBREFEIZAR Hyper-V X{#

* {#F SQL Server &7 SQL Server $UEE 4

MREEFCIRTERRESREEAT UNIX Z2RKNE, NTERLILEENN NTFS Z21&
&, AREERERLELIERFSTTANAZ UL HENGT. FRIFSEEPERNECIEN
NTFS Z2iR\%E, TMNET SMB BY Hyper-V #] SQL Server BILHETRIELIZEREEIT. Eid
FMEREHER NTFS Z2RAEMLES, ;E, EWAILITE Windows EH ERESE, FHN
FRETNERRY ACL , AE% ACL ZIBEISRBIFRE SIS,

®

pg
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IRBAREREE WAGL ...

XA ... B9 SVM

PelEE

NTFS volume create -vserver vserver name -volume volume name
-aggregate aggregate name -size integer[KB|MB|GB|TB|PB]
-junction-path path

JENTFS volume create -vserver vserver name -volume volume name

-aggregate aggregate name -size integer[KB|MB|GB|TB|PB]-
security-style ntfs -junction-path path

2. WITERERTIER:

volume show -vserver vserver_name -volume volume name

Sli2FFLE ] FHEY SMB H =

BIZMIEERE, ERILEESSRARNER, NARFRSHAIEAXEHZIR Hyper-
\%/E(JEL‘WL ECEXHH SQL Server #iEEXfF, €32 SMB £E8, NERHZEET(F

pg
1. EREXRNEHIEEREESRENER:

volume show -vserver vserver name -junction
2. QIEEFFSLPIARY SMB H=:

vserver cifs share create -vserver vserver name -share-name share name -path

path -share-properties oplocks,continuously-available -symlink "" [-comment
text]

o R LUAEMHZRERINERE,

° BINBERT. BVXHHZERUERZLEE. HIEE N nanuale

° ONTAPEfERBIWindowsBRIAHZAREIEH=Z Everyone / Full Controls
3. MHERBETERFNFIEHREZEEES AP R,
4. FRWIEEHNERE TR vserver cifs share show B¥:

O. BTN IRGT EI G N HZHER * Windows Bt * EOEEXHINR, EREEATANHEEZ LERE NTFS
XA ARBRo

Nl

U8 =1E Storage Virtual Machine (SVM , LIEI#FEAI Vserver) vs1 EGIIERH data2 BIRFEERI A
2, BEIGEZARTSEE -synlink BHIRER "

11



clusterl::> volume show -vserver vsl —-junction

Junction Junction
Vserver Volume Active Junction Path Path Source
vsl data true /data RW_volume
vsl datal true /data/datal RW volume
vsl data?2 true /data/data?2 RW_volume
vsl vsl root = / -
clusterl::> vserver cifs share create -vserver vsl -share-name data? -path

/data/data2 -share-properties oplocks,continuously-available -symlink ""

clusterl::> vserver cifs share show -vserver vsl -share-name dataZ2
Vserver: vsl
Share: dataZ?
CIFS Server NetBIOS Name: VS1
Path: /data/data?2
Share Properties: oplocks

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

% SeSecurityPrivilege AX[ERMEIBFRKF (3FF SMB H=

B SQL Server )

MANBTE
CWSW%%LMT%%EW,

Feaz i
BT %3 SQL Server BIEK P AN E1EEo

XFIAES

ERBRURARINE SQL Server REZFHIMKF B,

continuously-available

Everyone / Full Control

manual

standard

® SQL frRZ23AE AP kP 9 8C SeSecurityPrivilege %M, A &E
XLEREE

BENIAB R TR ECLRE A P BIRR,

ONTAP TJgE&

ONTAP ARS8 R, Mitsr<LAIBERRK,

TR

12
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1. 7800 " SeSecurityPrivilege "1XfR:

vserver cifs users-and-groups privilege add-privilege -vserver vserver_name
-user-or-group-name account name -privileges SeSecurityPrivilege

BY{E -user-or-group-name B EATFLIEESQL Serverf¥iZ AP ik BIZ R,
2. IR B BRI PR A F I

vserver cifs users-and-groups privilege show -vserver vserver name -user-or-
group-name account name

Nl

LIRS a¥ " sesecurityPrivilege " MPRZAINE] Storage Virtual Machine (SVM) vs1 BYRfIEAHY

SQL Server ZEZFIKF

clusterl::> vserver cifs users-and-groups privilege add-privilege -vserver
vsl -user-or-group-name EXAMPLE\SQLinstaller -privileges
SeSecurityPrivilege

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges

vsl EXAMPLE\SQLinstaller SeSecurityPrivilege

5@3% VSS £ EFIBRAFE (WFETF SMB HE=H) Hyper-V

T A L7E SMB HEG R ERTEIBZESREIAHNBERNRERNRE. NRBFITH
ONTAP W H ERIBER RIS FERNEAL, WSHIAFERR,

ez Al

WIEFA VSS EREHITNEE.

XFIAES
RINMBERT, RENANTFEREBEREIE, WRIEIREN 0, ONTAPKAFIE FEREIBEZEIT.

REAFALUSESVEIFEE FRERS AN ENFESRFFETESR, 18 Microsoft BRUA
() 6o mrEmBRERENR, NELAIMANERSHEISENR, NRKY, L5
BB B IS R AL IR A% A BT i R,

p
1. BIPRERAIRENER:

set -privilege advanced

13



2. ¥ vSS HERERIBRRERENFAFERF:

vserver cifs options modify -vserver vserver name -shadowcopy-dir-depth
integer

vserver cifs options modify -vserver vsl -shadowcopy-dir-depth 6
3. REIZIEIENRES!

set -privilege admin
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