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1. BTFEES EEREAINED:
vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions

-principal user and group names -resource object store resources [-sid
text] [-index integer]
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-action EEILUERE » RFTE1RE. AFE AU T —IMEZHATIK:
GetObject, PutObject, DeleteObject, ListBucket,
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clusterl::> vserver object-store-server bucket policy statement create
-vserver svml.example.com -bucket bucketl -effect allow -action
GetObject, PutObject,DeleteObject, ListBucket -principal userl -resource
bucketl/readme/* -sid "fullAccessToReadmeForUserl"
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YRR R1ZMEARSS 25 4Hgroup 1FIFR A X K.

clusterl::> vserver object-store-server bucket policy statement create
-vserver svml.example.com -bucket bucketl -effect allow -action
GetObject, PutObject, DeleteObject, ListBucket -principal group/groupl
-resource bucketl/* -sid "fullAccessForGroupl"
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clusterl::> object-store-server bucket policy statement create -vserver
svml -bucket bucketl -effect allow -action * -principal - -resource
bucketl, bucketl/S${aws:username}/*##
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vserver object-store-server policy create -vserver svm name -policy
policy name [-comment text]

2. REEEIEIED:
vserver object-store-server policy statement create -vserver svm name

-policy policy name -effect {allow|deny} -action object store actions
-resource object store resources [-sid text]
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ns-switch modify -vserver <vserver-name> -database group -sources
files, ldap

ns-switch modify -vserver <vserver-name> -database passwd -sources
files, ldap

BxIHSIIFMER. BB M "vserver services name-service ns-switch modify" #3<:

2. FRIENREMEDERRIEIBA principal IRBNERFIHIRINERILDAPA

object-store-server bucket policy statement create -bucket <bucket-name>

-effect allow -principal nasgroup/<ldap-group-name> -resource <bucket-
name>, <bucket-name>/*

D LURRBNE eI FME D B ERBRIE ) buckle IEERBEARVFMLDAPLA#TTIAIR groupl FR(FHEDER
&EX—J%) bucklo

vserver object-store-server bucket policy add-statement -bucket buckl
-effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAcl, Li
stBucketMultipartUploads,ListMultipartUploadParts,
ListBucketVersions, GetObjectTagging, PutObjectTagging, DeleteObjectTagging
, GetBucketVersioning, PutBucketVersioning -principal nasgroup/groupl
-resource buckl, buckl/*

3. WIFLDAPLHARIARF groupl AESMS3E P imHITS3i2(E,

fEFALDAPIRESERIVH TR NIRIUE

1. $8ELDAPENLEAISVMEY_name service database . FHIGZFLIEELALDAP:

ns-switch modify -vserver <vserver-name> -database group -sources
files, ldap

ns-switch modify -vserver <vserver-name> -database passwd -sources
files, ldap

AXIHSHIFAREE. 1EE M "vserver services name-service ns-switch modify" 88%:

2. WIRIFIRIS3TFE D BRMILDAPR R BB FE D BRI E X BB, BXIFMER, BN "BLUFHEDE
ERB&",

3. IOIFLDAPARRHI P @S AT A T L T IEE:
a. ES3F P iH LU THENEE AR :

"NTAPFASTBIND" + base64-encode (user-name:password)
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ff) "NTAPFASTBIND" + base64-encode (LDAPUser: password). XS H IR
NTAPFASTBINDbGRhcHVZZXI6CGFzc3dvemQ=

@ S P iRA e R T RNER R, MRLKENEEHR. WA EAELES161
FIIRERD.

b. M FBENIRAIS3E P im TR A S31&1E,

SAVFLDAPEI A A £ R B 2RYS31h IR &

MONTAP 9.14. 1788, fEAONTAPEIEG. ERILIGIEEE X AEHRFHEE A
ZA 2 B 5 Rih1a Y (Lightweight-Directory Access Protocol. LDAP)4H. LAf@/EFiXLt
(AR AR P R LA AR B SRV RIS R FIA 2 2 EA SR H# 1T S3R F ik iA Alo

Tt Storage VM EHIT—EERES R, FaetIZBEXBRARKRHESERLBAAPIER G ZRIIAF.

FFea 2z mi
MR HEUTEK:
1. BRIE— 1 EE&S3kERE BB AS3MStorage VM, BB "7 S3 ElliE SVM',
2. @1fltkStorage VM BIIEZEDER. 1BS W "RIEFMHE DL
3. B1EStorage VM_EEZEDNS, EE0 "ELE DNS RS
4

. tkStorage VM_E% % 7 LDAPIRSE 21 B E A RIEPMA N (CAER, EEN "7 SVM EZEHERIR
CAIiEP",

LDAPE FixBEEStorage VM LECE ABATLS, iEE N "6 LDAP EF IR E" Mo

6. BEPIHEE SVserveriBXE, 12N & LDAP ZEFIHEIE S SVM *E£" # "vserver services name-
service |ldap create"s

7. R EEANEEIEStorage VM, FETELLVM_EBIEEIRMAKEO(LIF)F. HALLIFRIE— RS KRR, 1E
B0 "BIEMLLIEO" M "network interface service-policy create” 3%

o

ECE R LUERIA R H

1. $8ELDAP{ENLEAIStorage VMAY_name service database . FHHLDAPIREZHT:

ns-switch modify -vserver <vserver-name> -database group -sources
files, ldap
ns-switch modify -vserver <vserver-name> -database passwd -sources
files, ldap

BxXIHLHIFMER. 1EBM "vserver services name-service ns-switch modify" 5% :

2. QEEARIS3AFREST APl B EX At:
security login rest-role create -vserver <vserver-name> -role <custom-role-
name> —-api "/api/protocols/s3/services/*/users" -access <access-type>

ELRBIR. FETR s3-role lbFABENStorage VM LR AR ERD svm-1, EFFAEIHIENE, GER
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BN, I EFINR,

security login rest-role create -vserver svm-1 -role s3role -api
"/api/protocols/s3/services/*/users" -access all

BXIHSHIEMAEE. 15BN "security login rest-role create" @< :

3. fEfsecurity loginda L 8IE—LDAPEFA. AERNATFIHRSIAFREST APIGRIHEBEX AR, B
XItmSHIFMAER. BB EZEER" !

security login create -user-or-group-name <ldap-group-name> -application
http -authentication-method nsswitch -role <custom-role-name> -is-ns
-switch-group yes

EURGIF. ALDAPL 1dap-group-1 EHEIE svm-1 " MBEXHEE “s3role RMNEIEHAF. BFIH
AAPlIG R HEPRHEERN T B HELDAPIEIR,

security login create -user-or-group-name ldap-group-1 -application http
—authentication-method nsswitch -role s3role -is-ns-switch-group yes
-second-authentication-method none -vserver svm-1 -is-ldap-fastbind yes

BEXFAEER, BEN FHELDAPIRIELIE #HiTnsswitch 19 I0IE"

BEEXABRINEBAFLDAPARE. ZAFIEF T UXFONTAPHITAERAVIAIA
/apl/protocols/s3/serv1ces/{svm uuid}/users lmo. BT IEFEAPI. HELDAPAHBF AR B
CHIERIN R ZE Z AR ARSI Fin. MI1REENBE SEMETR. MAENEMBEF E£RER,

fE}S3THLDAPAF . EEE RIS EH

MONTAP 9.14. 178, MNREEAERFEERBECERANAE. ErIER B SRR RAVIZZ KA
RIS3E i, EIEEFEALITFONTAP REST APl S EH £ E A,

HTTP 5 £ iR =
IWREST APHARERUT A ZENRR. EXIEANEMSEZNER. BEIESE "APISE",

HTTP 5% BRZ
b L] /api/protocols. s3/services/ {svm.unid} /AP
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curl 7=f3

curl

--request POST \

--location "https://SFQDN IP /api/protocols/s3/services/{svm.uuid}/users "
\

—-—include \

—-—header "Accept: */x" \

--header "Authorization: Basic $BASIC AUTH"

-—-data '{"name":" name "}'

JSON ZHitH 7l

"records": [
{
"access key":
"Pz3SB54G2B_ 6dsXQPrASHrTPcf478qoAW6 Xx6qyqz948AgZ 7YECE 9n087YoZmskxx3cqg4dl
U2JAH2M3 £s321B4rkzS3a oC5 8u7D8j 45N80OsBCBPWGD 1d ccfq",

" links": {
"next": {
"href": "/api/resourcelink”
b
"self": {
"href": "/api/resourcelink”
}
b
"name": "user-1",

"secret key":
"A20 tDhC cux2C2BmtL45bXB a Q65c 96FsAc0dol4Az8V31jBKDTcOuCL62Bh559gPB8s9r
rn0868QrF38 1dsV2ul 9H2tSf3gQ5xpI9NT259C6z GizZQ883Q0n63X1"
}
1,

"num records": "1"
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