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ZAE * ; bucketname * 1 * ; bucketname/* ; FTFIEFM1EME D ELFFRE N RV R,
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1. BTFEES EEREAINED:
vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions

-principal user and group names -resource object store resources [-sid
text] [-index integer]

TSR TELENIR:
-effect ZIBH B RE SR ISR TSI

-action EEILUERE » RFTE1RE. AFE AU T —IMEZHATIK:
GetObject, PutObject, DeleteObject, ListBucket,
GetBucketAcl,GetObjectAcl, ListBucketMultipartUploads,
M ListMultipartUploadPartse

-principal — M HE1 S3 AR AR,
* RZALIEE 10 NP4,
* WNRIEE T S3H. MR group/group name.
* x ALIEE AR AHIGR. BIRERIARZE PNV ZZRIEIR.
s WMRKIEETIA. ML HStorage VMAWIFRA S3A F 2% iA1RIA R,



-resource DERHEBENEANR, BEN * M > BT EARTIEERRAIEN
®ixilo MFHR. EAUERBPIEETE, XERRTEZEITMHRE
B A T SUEEHRAY S I

ERILUERERIEE XA F AT R IFNER -sid BEM

Nl

LT3 59 Storage VM svm1.example.com#Ibucket1 BlIZE 3 R 1F(EAR S 25 0 R RIRIBA). FBEARTFNR
1F6EBRSS 288 F P user13fin] B IR ST 3043,

clusterl::> vserver object-store-server bucket policy statement create
-vserver svml.example.com -bucket bucketl -effect allow -action
GetObject, PutObject,DeleteObject, ListBucket -principal userl -resource
bucketl/readme/* -sid "fullAccessToReadmeForUserl"

LR R 7 Storage VM svm1.example.com#lbucket1 QI R1Z(EARSZ 28 7 ERRIKIBA). ZIBAIEER
YRR R1ZMEARSS 25 4Hgroup 1FIFR A X K.

clusterl::> vserver object-store-server bucket policy statement create
-vserver svml.example.com -bucket bucketl -effect allow -action
GetObject, PutObject, DeleteObject, ListBucket -principal group/groupl
-resource bucketl/* -sid "fullAccessForGroupl"
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svml M bucketl HIERE " ${aws:username} FARBARNTE, LRI, RETSRKERA
BRETXHEFZ. HEATLURBAZAFEEN S NHITERERIZME. Fl0. TG T REIEa.,
${aws:username} FEAMITSIHEENIAF . WREAF userl HITIHIRIER. ZAFBHIRTIHIA
PR bucketl EH bucketl/userl/*o

clusterl::> object-store-server bucket policy statement create -vserver
svml -bucket bucketl -effect allow -action * -principal - -resource
bucketl, bucketl/S${aws:username}/*##
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vserver object-store-server policy create -vserver svm name -policy
policy name [-comment text]

2. JERBEOIEIEG:
vserver object-store-server policy statement create -vserver svm name

-policy policy name -effect {allow|deny} -action object store actions
-resource object store resources [-sid text]
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ns-switch modify -vserver <vserver-name> -database group -sources
files, ldap

ns-switch modify -vserver <vserver-name> -database passwd -sources
files, ldap

BX§EE. https://docs NetApp. ONTAP—CLI/vserver-services-name-service-ns-switch-modify.htmI* 895
%{=8, 15[ vserver services name-service ns-switch modify' 2[ZONTAPS$ 5%,

2. ERACIENREFEMDEEEISIES principal KB NERFIARIMNRAILDAPLA

object-store-server bucket policy statement create -bucket <bucket-name>
-effect allow -principal nasgroup/<ldap-group-name> -resource <bucket-
name>, <bucket-name>/*

Tl R R BEE D EREREEIED buckl. IHEERBE AFIFLDAPEBITIAIR groupl RIR(TEESDER
REMR) bucklo

vserver object-store-server bucket policy add-statement -bucket buckl
-effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAcl, Li
stBucketMultipartUploads,ListMultipartUploadParts,
ListBucketVersions, GetObjectTagging, PutObjectTagging, DeleteObjectTagging
, GetBucketVersioning, PutBucketVersioning -principal nasgroup/groupl
-resource buckl, buckl/*

3. BIELDAPEFMIAF groupl REFEMS3E FikHITSIEIE,

fEFALDAPIRESERIVH TR NINIUE

1. ${5ELDAPENERISVMAEY _name service database . HIGZIBIEELALDAP:

ns-switch modify -vserver <vserver-name> -database group -sources
files, ldap

ns-switch modify -vserver <vserver-name> -database passwd -sources
files, ldap

BXHEE . https://docs NetApp. ONTAP—CLl/vserver-services-name-service-ns-switch-modify.htmI*#Y &
Z{= 8, 15[ vserver services name-service ns-switch modify' 2% ONTAPE < &%,

2. WIRIFIRIS3TEE D BRMILDAPRI P BB FE D BRI E X BIR, BXIFAER, BN "BLiFfED K
ERER"S

3. ISJFLDAPAREI AP BT AT LUIIT U IE(E:



a. BUTHEAESIZFFR I LEEEIHINZRA:
"NTAPFASTBIND" + base64-encode (user-name:password) ffI#1: "NTAPFASTBIND"+
base64-encode (LDAPUser: password). &R 7H
NTAPFASTBINDbGRhcHVZZXI6cGFzc3dvemQ=

@ S3EFIRA e R MANER R, WRLENEER. WellmANEREDEs161
FIIERD.

b. M FRBENRAIS3E F it iTEAS3#2F,

Base64 ZiE

ONTAP S3MERNECBEAREIEHTTP. MEEAHTTPSHEMEL £ (Transport Layer Security. TLS)i%E

. ONTAPOI AR BEZIEH. BENNRELREFERE=ZHIEPMEND(CAREINER. FERACAILES
. EEERFHNARFNONTAPHREFMERS S 2 EtIEZEEXR.

EAE. FFBaseb4 RN ERER AN, FERHTTPSA LA LEFEASIEE LI B HERILEE,

BIRFERURLEY, 1E77EALDAPRESERNHITEMNIIE, FHEIENETHERURLFEERIBase641]
A& 3H. K mAESBase64in R AR ERIA R RA R | ME,

e, B{HIES EAnsswitch. BE/EFELDAP

$curl -siku <user>:<user password> -X POST
https://<LIF IP Address>/api/protocols/s3/services/<SVM UUID>/users -d
{"comment":"<S3 user name>", "name":<user>,"key time to live":"PT6H3M"}

@ BAPIEBRIEHEIELIF. MARBSVMBIEIELIF, MIREAFHAFERECHNEH. NKHE
HABRNHTTPARA BEFRACURL, LAPRZEXTS3 APIRPRAYANFE,

79 Active Directory = SMB R 23ECE S3 if5ir]

WMRELS BEREIBAPIEENRATETRANAFRIZEVIDMGID. MIERIKEIXLEREMEN. EHRER

Mo, Active DirectoryfEfSID. MAEUID. dNIESIDFKELEZMETEIUID. NEERKHERNIIRRMELS

ONTAP,

Ak, BER"Vserver active-directory create”. LIESVME] LLBActive Directoryi# 1T B {230 H FREXFR FHY A
FHARE S

&, #EA"0)EVserver CIFS"#EActive DirectorylfH 8 SMBARSS 28
MR B MRS BB ITREEEBRERRE, NrTERBRERKIMBIE . HBRERKK, NetAppEilfE

F8 UPN RS EEE#HTEREIN:. nasgroup/group@trusted_domain.com' Z{S{EE2IEE #1%I SMB
IRBEBZEMATIRFIVNH, THEMOME RN, MIPRFEEEE T E SMB RS 25IFRA,

Y B HIIE A % I domain E7EActive Directory P ERE 7 2= F1HAY. E£MEA

FFLAUPNAEIEE IR/ s3/services/<svm_uuid>/users lfimo nfl:
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$curl -siku FQDN\\user:<user password> -X POST

https://<LIF IP Address>/api/protocols/s3/services/<SVM UUID>/users -d
{"comment":"<S3 user name>",

"name" :<user@fqgdn>, "key time to live":"PT6H3M"}

@ BAPIEMEIEEHEIELIF. MAESVMEVEIELIF, MNREAITHFRERECSHNER. Wpidm
HABRIHTTPARA BEEACURL, EAREXTS3 APIRRRIF 72,

LB MPIRIE A Adomain B R FER S EEE . S MEHA
YR T LDAPZIEPOSIXE F RECEUIDAIGID. MR LA T IR E, =M.

$curl -siku FQDN\\user:<user password> -X POST

https://<LIF IP Address>/api/protocols/s3/services/<SVM UUID>/users -d
{"comment":"<S3 user name>",

"name" :<user[@fgdn]>,"key time to live":"PT6H3M"}

BAPIEREIEHEELIF. MABSVMAEIELIF, MREAVFAFERBEDHEH. WK
()  EAERMHTTPAIRASEMEFAECURL, HATREHSS APHRIRIHTS, QAT ISR
BRT. 4 BEARAE RN AEE@FQDN).

AIFLDAPEIE - £ 5B S HFIONTAP S315iR]%55H

MONTAP 9.14 1788, fEAONTAPEIEG. ERLISIEEE X ABHRFHEE A
2A 4R A B Rihi8] Y (Lightweight-Directory Access Protocol. LDAP)4H. LUEREFiXLt
(AR AR P R LA AR B SRV RIS PR A2 2 E AR H#H 1T S3R P ik iA Ao

s FHEStorage VM ERIT—ERBS B, 7 AR EE XA EHFERABRAP LUERBNBENAA.
(D) 0% LDAPWERM, EEILHONTAP S3 JAIEE SN B SRS A AP RIS,

FHaZ Bl
HRHEUTER:

1. BRIE— 1B A S35 E BB AS3MIStorage VM, 155 "7 S3 ¢l SVM",
2. BiElttStorage VMR EIBREFED K. BB "CIEFEDEL
3. B7EStorage VM EEZEDNS, 15E8@, "HZE DNS 5"
4

. ItkStorage VM _E&4& T LDAPRRS 23 B E R IRIEPMANIM(CA)EH. BB, "1 SVM LLEGTAIR
CA IEH"

LDAPE FixEEStorage VM EECEABATLS, 1B5&1@, "7 ONTAP NFS hal6#E LDAP EF iHAlE"
6. BEFIRECE SVservertBxEt, 1515, "I§ LDAP EFIREIES ONTAP NFS SVM XEX"BXxBiFHAER

vserver services name-service ldap create, IBEW'ONTAP Gi$E&ZE",
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7. RIEERNEEIEStorage VM. 1BTELEVM EEEEIEMLZIZO(LIF)F. FHALLIFEIZE—MIRSHERE. B
XM network interface service-policy create JF4{EE 'network interface create
, TEBI"ONTAP S8 ZE",

FCE AP LLERIAIRIZA
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Nl

1. TF

LDAP FF
1. $EELDAP{ENLEAIStorage VMBI _name service database . FHLDAPIZEZ:

ns-switch modify -vserver <vserver-name> -database group -sources
files, ldap
ns-switch modify -vserver <vserver-name> -database passwd -sources
files, ldap

ESEE’JW#QEH{:.U vserver services name-service ns-switch modify, JEEI"ONTAP i<

SIEAIARS3AFPREST APl S BEENX AR :

security login rest-role create -vserver <vserver-name> -role <custom-role-
name> -api "/api/protocols/s3/services/*/users" -access <access-type>

LR BIF. BER s3-role lLATBENStorage VM ERAFR LR svm-1, #FAABEIHIENR,
BEIREN. BIEMEHIUR,

security login rest-role create -vserver svm-1 -role s3role -api

"/api/protocols/s3/services/*/users" -access all

BXMEMEE security login rest-role create, IBEM'ONTAP S & E",

ERLUT A EIEE LDAP AP 4R “security login™ &5 7#,4\\7]DFH:_|:17'5@ S3 AP RESTAPI i 2T EE
XA, F47T#E security login create TE'ONTAP e &E"

security login create -user-or-group-name <ldap-group-name>
-application http -authentication-method nsswitch -role <custom-
role-name> -is-ns-switch-group yes

el [==N ?]LDAPQH ldap-group-1 FEHEIE svm-1 " FIBEXAE “s3role AMEIEA. A
FiREAPIER R HERERSER T BALDAPIAIE,

security login create -user-or-group-name ldap-group-1 -application
http —-authentication-method nsswitch -role s3role -is-ns-switch
-group yes -second-authentication-method none -vserver svm-1 -is
-ldap-fastbind yes

BEXFAEE, 1BE2N FH LDAP REHEX ONTAP NFS SVM i#1T nsswitch S1434IE",

BXMEMEE security login create, BEI'ONTAP i S$&ZE",

KBEEXBERNE LDAP AR 1FZAFR8AEF XONTAP#HITAIRAVIAIE]
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*Japilprotocols/s3/services/{svm.uuid}/users it =, WL APl, LDAP AR F I LA B 2ipnZ
FARNZEAKIAIE] S3 B Fim, i 1ReE B 2EMEH, MARRAEMAR EREH,

agzzh
1. QIEERTLLif{R] S3 AP RESTAPI i BEEN AR

security login rest-role create -vserver <vserver-name> -role <custom-
role-name> -api "/api/protocols/s3/services/*/users" -access <access-

type>

FMTRAEIF, s3-role NTFEEIMIEMNARERAR svm-1, EFAABHENE, BNRE. 8
EiHo

security login rest-role create -vserver svm-1 -role s3role -api
"/api/protocols/s3/services/*/users" -access all
BXMEHMEE security login rest-role create, IBEM'ONTAP GiS&ZE",

1. ERAUTAREIREAF A security login' sr < HARMATF 4R S3 AAF REST AP| IR iHTBENX A
B, ¥4 TR security login create' fE"ONTAP @S5 E"

security login create -vserver <vserver-name> -user-or-group-name
domain\<group-name> -application http -authentication-method domain

-role <custom-role-name>

7EUERBI, 1348 "domain\group1 BT "svm-1" UK BEX AT "s3role AINEIE A L8] API i

/TN O

security login create -user-or-group-name domain\groupl -application
http -authentication-method domain -role s3role -vserver svm-1

BXMEHMEE security login create, BEI'ONTAP i $&E",

FBEEXABRNEIHA R T ZAFHI AP IFONTAPHEHITERAYIAIN
*/api/protocols/s3/services/{svm.uuid}/users iR BT IEE API, 154 F v LUERL B S iFRIZ AZ
FARIAIR] S3 B IR, MI1REENECEMET, MARAEMBRPEREH.

fE}S3THLDAPA . £ SR EH

MONTAP 9.14 1718, MNREBEGERFEERBECHHANAE. BRI LUAR B SRR ZZ KA
AIS3Z s, EREEFERLL TONTAP REST APl S E 24K E R,

B2 83 AP HEMEA
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It RESTAPIBRERAUTHENRR. BXLIHERNESER, BEEEE "APIXE" .

HTTP 757% BZ
b -Zis /api/protocols. s3/services/ {svm.unid} /FF

WFIEAF, EEAUTERIEN S3 P& userlfqgdn , EME fqdn BIEMNTLEEEZ.
curl =5l

curl

-—-request POST \

--location "https://$FQDN IP /api/protocols/s3/services/{svm.uuid}/users "
\

-—include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

--data '{"name":"userl@example.com"}'

JSON ZgitH 45

"records": [
{
"access_key": "4KXO07KF7ML8YNWYOI1JWG",
" links": {
"next": {
"href": "/api/resourcelink"
by
"self": {
"href": "/api/resourcelink"
}
by
"name": "userl@example.com",
"secret key": "<secret key value>"
}
I
"num records": "1"
}
79 83 AR EMERNER

YN3R S3 AR EBHEE, ERIUEMEMHEIARERMNER, Ltk REST AP IERER U T AR,

HTTP 753% iz e
(EZN /api/protocols/s3/services/{svm.uuid}/FA P {Z K}
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curl 7=f3

curl

--request PATCH \

--location "https://S$SFQDN IP
/api/protocols/s3/services/{svm.uuid}/users/{name}
--include \

--header "Authorization: Basic $BASIC AUTH" \
-—data '{"regenerate keys":"True"}'

JSON HitHRfl

"records": [
{
"access key": "DX12U609DMRVD8U30Z1M",
" links": {
"self": {
"href": "/api/resourcelink”
}
by
"name": "userl@example.com",
"secret key": "<secret key value>"
}
I
"num records": "1"
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