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adminl -application ssh -authmethod password -role backup
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clusterl::>security login create -vserver engDatal -user-or-group-name
svmadminl -application ssh —-authmethod publickey -role vsadmin-volume
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1. EFASSHARZ AT AP B EAMAF K LB AMFA:

security login create -vserver <svm name> -user-or-group-name
<user name> -application ssh -authentication-method <password|publickey>
-role admin -second-authentication-method <password|publickey>

LX—Fﬁ/v\Eﬁﬁ-ﬁgSVM IEAMKF admin2 FIFIENXH admin AFEREISVMEI A BengDatal EFASSHAR
AN AP

cluster-1::> security login create -vserver engDatal -user-or-group-name
admin2?2 -application ssh -authentication-method publickey -role admin
-second-authentication-method password

Please enter a password for user 'admin2':

Please enter it again:

Warning: To use public-key authentication, you must create a public key
for user "admin2".

fEFATOTPEEMFA

MLONTAP 9,13 13748, (BTLUBIER At B/ R (EASSHAS BB B LR AT EN ki
B(TOTP) ERE ERANMIBSVMRIEER 2. EATOTPAKFSBRAMFAR. RHAFARERE T2

O

TOTPR—ItEANEE. A HFIREIER—REEE, WRERTOTP. NERLRBUSSHAHZRAHF
B2 ENE B HIEIER .

a2 Al

BN EFEEER T RERITXEES

p
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ERAFPZEMTOTPEAMFA
1. EEARPZEMNTOTP AP KPR BRZREAZ BN,

HAF KA

security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
password -second-authentication-method totp -role <role> -comment

<comment>

BTFIERFKA

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
password -second-authentication-method totp -role <role> -comment

<comment>

2. BiIFREEREBEABTOTPHIMFA:

security login show

EFASSHAHRZ M TOTPEEMFA
1. EESSHAEZIAMTOTP NAF K ERAZEEZ S DRI,

HAF KA

security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
publickey -second-authentication-method totp -role <role> -comment

<comment>

BTFIERFKA

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
publickey -second-authentication-method totp -role <role> -comment

<comment>

2. BiIFREEREBEABTOTPHIMFA:



security login show

SeRl/E
* MREHEARBLEERSEERIKP XEK, WATFRRBEXIEK, AFZIKP 28R SVM .

"B ABEERS AP X"
s AMBRRNERA BEERTOTPREMMFARCE.
“EATOTPEEMFARIZS B ik "

BxER
THEEZ(SE "ONTAP O Z AR B HIIE(TR-4647)"

fEFATOTPECEMFARYZSHt A F K

MONTAP 9.13.1FF%8. Al LUMERETFHEIN—XIEZ(TOTP) AP KFPEEE ZRES
PISIE(MFA)o

FIaZ Al
* FREEER G IRITIGEIE LA TOTPEAMFA" fERR P IKFRYSE Z S 5385 %o
* BHERAF K, B IIES AN AP B A SSHEA.
* BUTRBTOTPR AIEFRENSERFIESER. HEIBTOTPHEER.

BEME IR R N ATERF (1Google B A IIERZF I TOTP,

S8
1. FRYFI BRI ZEERIENAPK
SUFIN BRI AN N AP B SSHA R ZH,
2. BRI ERIETOTPERE

security login totp create -vserver "<svm name>" -username

"<account username >"

3. WIFEREEEMIKF ERBTOTPEE:

security login totp show -vserver "<svm name>" -username

"<account username>"
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S FADEF:

ONTAP kA F BRI
90.13.1KEE LHZEA
hiRZs

9.13.1&¥5 domain
higZs

9.0%EFhr domain
VN

MNFI 54

—REHIIE
T

/A/ \QFIJ.Z:I{%H

x

A
Ap

A
>

security login create -vserver

<svm_ name> -user-or-group-name

<user name> -application ssh
—authentication-method publickey -role
<role>

WA

security login create -vserver

<svm name> -user-or-group-name

<user name> -application ssh
-authentication-method domain -second
—authentication-method publickey -role
<role>

NFIMERF

security login modify -vserver

<svm_ name> -user-or-group-name

<user name> -application ssh
-authentication-method domain -second
—authentication-method publickey -role
<role>

security login create -vserver

<svm_ name> -user—-or-group-name

<user name> -application <application>
—authentication-method domain -role
<role> -comment <comment> [-is-ldap-
fastbind true]



ONTAP kA FEMRIIE —REHIIE &<
9.0%EFZhr domain %

VN security login create -vserver
<svm_name> -user-or-group-name
<user name> -application <application>
—authentication-method domain -role
<role> -comment <comment> [-is-ldap-
fastbind true]

BXRTENGSIEL, HEN "BTEERSMEIEARBACEER TIER"
SiE
WMREERECEXERE T SVM B9 AD 13z HI2811R], N EELLIARNIR, SAGHKF A eI SVM o

BCE Active Directory 133z 5281517

[ LDAP 5§ NIS &~ i17]

& LAERE security login create SR LAELDAPEINISHFIKF RERS LN EIER T
#HIESVM, TNRERECEX SVM By LDAP B¢ NIS ARZS28741R], WA STECE Lt i Rl iX PR
, SARIKF A BEIRIEILE SVM .

EFUES
* RZIFAMKF,
s BT ECE X SVM B9 LDAP B NIS A2 281hi0], SRS A BEiAIE SVM .

ACE LDAP 3 NIS ARSZ2815iA]
&R U E R A IR Z 51k Z EHAT I ESS.

C NREARHEED AT RIKFRARIERIA®. SJLUER security login modify s AMEERMILL
B,

BROERAESIERNAR

* M ONTAP 9.4 FF44, =2 E@:d LDAP 5§ NIS IRE 2 FI1HFLZEEZHIIE ( Multifactor
Authentication , MFA)

* MONTAP 9.11. 1788, ERILUER " Fnsswitch S {9 5IFHILDAP RS E" SNRLDAPARSS 28 2 #51thIh

BEo
* BFLDAPRIEIEAREH. FEIEEANER ' (ES)FRF (B, gecos, ‘userPassword %), &M, %H
PEIESIRER LK,

FaZ Al
B R REFEE R REITIESS
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ps
1. [5F LDAP =X NIS F3F S4Btk LA IE] SVM

security login create -vserver SVM name -user-or-group-name user name
—application application -authmethod nsswitch -role role -comment comment -is
-ns-switch-group yes|no [-is-ldap-fastbind true]
BXTENGLEE, B5WN "TIERS
"BIERIE LB RIKF"
TGS FALDAPENISEREIE RN, guest2 FMFMENM backup AFIARIEESVMEI A

fBengClustero

clusterl::>security login create -vserver engCluster -user-or-group-name
guest?2 -application ssh -authmethod nsswitch -role backup

2. J3 LDAP 5§ NIS FIF B MFA &R :
security login modify -user-or-group-name rem usrl -application ssh

—authentication-method nsswitch -role admin -is-ns-switch-group no -second
—authentication-method publickey

BRIt ERI LIFERE N publickey B _MBHIQIESEN nsswitcho

UTRAIERTIERRBRAR MFA SHI0IE:

cluster-1::*> security login modify -user-or-group-name rem usr2
-application ssh -authentication-method nsswitch -vserver
cluster-1 -second-authentication-method publickey"

FERRIE
SNRFAKRECEX SVM B LDAP 8¢ NIS ARS3283510), MBSCECELLARINIR, FAIGHKA 7 8EIRILE SVM o

E2E LDAP  NIS fRS328171R)
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