HA = BRI & (DRI
ONTAP 9

NetApp
February 12, 2026

This PDF was generated from https://docs.netapp.com/zh-cn/ontap/s3-snapmirror/requirements-cloud-
targets-concept.html on February 12, 2026. Always check docs.netapp.com for the latest.



H=x

F B BIrL & RP
ONTAP SnapMirror S3=BirxARER
JIFTHIONTAP SITFEED R BIEREMN X R
7B ONTAP SIFEEDRLIERFMNRR
MZBEHRIRRONTAP S37E{E 5 ER

0o A A Ao



MR BRI & i RIF

ONTAP SnapMirror S3=HITXRZRBNERX
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BHAMESER, EUREEN R RS NERIKS TR,
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X F StorageGRID Bir, BHEETHRUTER:

- IRSRAH, URSRESS (FODN) & IP ik HR
F FENBEH; FESBRUAEEE

- HIRE

© M

b5k, FAFEE StorageGRID ARSBZEFIEPHI CAIEPFEMEA "security certificate install' 85, B XIFH(E
B. BB N"%L% CAIEF"If you use StorageGRID,

3F AWS S3 Bif, BEETHRUTEE:
* IRSEZER2IR, USELMREHZ (FQDN) T IP iiitRR
* FEEDERBN; FHEIEBRMINBEE
* ihiRlER4A
* =
ONTAPE B EIEStorage VMBIDNSARSS 23 MEEEEFQDN (YN EB AR 9 1PHIAL,

GESEE
CRSIFRRE

JUFTEYONTAP S3FED ERBIZE &I KRR

ST S3 FFhEEAY, BRI LIIZEMEElTFHEIN REMIRMEE LY SnapMirror S3 B
ITTEENS, ZIREEATLLRE StorageGRID R4i5X Amazon S3 ZfE,
FreaZ 8l

* BB N REFHEEREFNERKFA EIENEEES.

* BERARSZ LEEESHBINEIZOM IP =8l

* «JRStorage VMBIDNSHC & &4 BE T f# AT B #REIFQDN,
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System Manager
1. 4548 Storage VM LURINAR, FH#§HEFRMEIA,
a. B#H*77f%> Storage VM*, HiStorage VM, BEHE-RE*, AFHRH*SI* 4 TH.

BEE0 ARI S3 AFMA" BXFMAES ..

2. WRAFLARMEH RIFAE:
a. B RIP > B+, AERE  zHREME
b. g * 7N+, AE%EE * Amazon S3* 5} * StorageGRID *
c. WALTNE:
" ANREEER
* URL R (BEHEIMEE)
* Storage VM (79 S3 BF)
* WRFMEARSSEEFR (FQDN )
* MREFEIUED
" A
* NEZE
" B (D) &R
3. NREZKEUMEH SnapMirror S3 KEEFH B ARBERIIAKEE, EEIE— SnapMirror S3 ZKE&:
a. B #+*Protection > Overview*, SAfF& #i*Local Policy Settings*s
b. & - Protection Policies*3=i#), SAG&E H*Add,
- BNRER BN R A,
* REHRERSEE, B SVM
* JJSnapMirror S3% RIEFE*IELE",
* N * BRI < A0 - mE SR B * B
4. Bl BA SnapMirror {RIPHITEMEDER:
a BEHFE> B, ARRET RN,
b. B NZHR, 1%E$F Storage VM , FAKA/N, ARG8T * L% *,
C.IE*IPR* T, BE *HM* . WINRERER, BENGXEFM.
* Principal*fl*effect: EEFESENAFPAIGEXNNHERIZZIIAE,
" 1RME BARERUTE:

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetOb
jectAcl, ListBucketMultipartUploads,ListMultipartUploadParts

* RR: FERAREMBIA _ (bucketname, bucketname/*) {EELE fth{E,
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BB "EEAPNEFEDENIAENRE BRXXEFENFAER, TS,

d £ * R4 * T, &R * BA SnapMirror (ONTAP B =) *, &8 * =iFtE *, AFRE * ZHER
2fiE o

BE - RE * B, K7EIR Storage VM FEIZ—NEHEDER, HBEEENHE TN RFHE,

P

2]

8
1

L1T5R|E

MR X ZULSVMEYE—SnapMirror S3X &, 1BIIEE BIRSVME L& FEroot AR &ZH. WERR
EZEN

vserver object-store-server user show JBEMEMXLEZIR. +HiArcot BRERE AN
ZiH, REE. BRI

‘vserver object-store-server user regenerate-keys -vserver Svm _name -user

root+MIRBEFEER. BNENEMREH.
EIRSVMA I FME D ER

vserver object-store-server bucket create -vserver svm name -bucket
bucket name [-size integer[KB|MB|GB|TB|PB]] [-comment text]
[additional options]

R mIFR NN BRI 57 B R «
vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions

-principal user and group names -resource object store resources [-sid
text] [-index integer]
Tl

clusterA::> vserver object-store-server bucket policy add-statement
-bucket test-bucket -effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAc
1,ListBucketMultipartUploads,ListMultipartUploadParts -principal -
-resource test-bucket, test-bucket /*

MRELE B SnapMirror S3 FRE&FH B REEAIIAKRE, B6IE— SnapMirror S3 HE&:
snapmirror policy create -vserver svm name -policy policy name -type
continuous [-rpo integer] [-throttle throttle type] [-comment text]
[additional options]

2% * type continuous—SnapMirror S3XkRMIME—IREEER (WNE), * -rpo—iEEME = B
BYTEI(AFD F9 BRI )(R]iE)o * -throttle—tBEAM R/ A ERIATFFT/AD R BAL)(FTE).

Nl

clusterA::> snapmirror policy create -vserver vsO -type continuous

-rpo 0 -policy test-policy

R BirEStorageGRIDRA L. BERERNEESVM L% StorageGRID CARRSZ28IEH:
security certificate install -type server-ca -vserver src_admin svm -cert
-name storage grid server certificate
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BXIEMEE security certificate install, IBZER'ONTAP Gi$&ZE",

6. X SnapMirror S3EAFII R IFfE:
snapmirror object-store config create -vserver svm name -object-store-name
target store name -usage data -provider-type {AWS S3|SGWS} -server
target FQDN -container-name remote bucket name -is-ssl-enabled true -port
port number -access—-key target access key -secret-password
target secret key

parameters: * -object-store-name—ZAMIONTAPAS AT RIFEBIFHIRZFR, * -usage—
data  AFILI{ERM. * " -provider-type— AWS S3 ZHfM °scGws(StorageGRID)BE R, *
-server—BIrIRZ 28HIFQDNELIPHIE, * -is-ssl-enabled—/BASSLEREN. BEINER, +
ET7HEZ(SE snapmirror object-store config create, 1EIHA'ONTAP mS$E&E",

Nl

src cluster::> snapmirror object-store config create -vserver vsO
-object-store-name sgws-store -usage data -provider-type SGWS
-server sgws.example.com -container-name target-test-bucket -is-ssl
-enabled true -port 443 -access-key abcl23 -secret-password xyz890

7. #l# SnapMirror S3 X%:

snapmirror create -source-path svm name:/bucket/bucket name -destination
-path object store name:/objstore -policy policy name

Parameters

* ~destination-path -f&E E—FHEIENFNREFERIRMEEE objstoreo
@] LAGE A IR AU SRBR SR BUA B,
ANt

src_cluster::> snapmirror create -source-path vsO:/bucket/test-
bucket -destination-path sgws-store:/objstore -policy test-policy

8. WIEREER A FENRE:

snapmirror show -policy-type continuous -fields status

BXER
* "SnapMirror glJ2"
* "snapmirror policy create"

* "snapmirror show"

HINEONTAP S3EFMEDERRIESHFDXEA
Re] PR R R I B /Y S3 FE0ER; a0, WNRM ONTAP 9.10.1 ZEIBIARAFHLR
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System Manager

1. BWIIREEEREXAFPMA: 2E 775> Storage VM*. BEHEFFEVM, RHHEE* RAERESIT
e 4

BEE0 AR S3 AFMA" BXRIFMESR ...

2. NRIEZEWMABER SnapMirror S3 RKB&H B R 1EFEHAIIASKES, 1EGI1E— SnapMirror S3 KB
a. BE*RIF > BhR *, AFRE * AHERISE
b. & - Protection Policies*3=if), SAGE H*Add,
C. BINRBRE MR a) EHE IR
d. EIRHBEEE, £ SVM
€. JySnapMirror S3k RIEIFIEL,
f. 38N * BRI * 0 * IRE S BARE * o
3. HRAZK LARMBNRIEE:
a. B RIP > B *, AFIRE  ZHREMR
b. g * 7N * , SAIFH StorageGRID Webscale 1#%4#% * Amazon S3* 5§ * Hfth *
C. HBMAMUTFE:
" THRFMEEIT
* URLRT (BBEHEIEE)
* Storage VM (J S3 BR)
* WRFHERSEE (FQDN )
* MREFEUED
" AR
- NEEH
* AR (D) B
4. WIENBFHED ENFEDEHNRRES A ENFENR:
a BEHEFE >R, AERERERIFNIE.
b. IR AR, BE p* HiE, ARRENR TR
s EAE M B SERESENAPAIRENNHNEREZIRIAE,

* Actions-TRERLUTE:
GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAcl
,ListBucketMultipartUploads,ListMultipartUploadParts

* Resaults-EFAEAIAE (bucketname, bucketname/*) IEEBEMEM(E,
B2 "EERPNEESERIAENRE BRXLEFERNIFMES, BEEW,

5. {§FSnapMirror S3EHTEHEN EL :
a B EE > DR, RAEERERDHTE.
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b. BF * RIF *, HEE* BIF* T * oFfE*, AREE * aUREHE .

B RE N, IEEEIREENEIZHREF .

7]

8
1.

amLTTRE

FIERRIATFiE D B R BE R AVIH R FE N 2 &5 Ef -
vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions

-principal user and group names -resource object store resources [-sid
text] [-index integer]
]l

clusterA::> vserver object-store-server bucket policy add-statement
-bucket test-bucket -effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAc
1,ListBucketMultipartUploads, ListMultipartUploadParts -principal -
-resource test-bucket, test-bucket /*

WNRIEZEBIMAER SnapMirror S3 HKEEH B AEERZRIAZKEE, 158IE—1 SnapMirror S3 ZRE&:
snapmirror policy create -vserver svm name -policy policy name -type
continuous [-rpo integer] [-throttle throttle type] [-comment text]
[additional options]

2. * type continuous—SnapMirror S3k RV —FREZKERI(WMTE), * ~rpo—feEME S BIrHY
BYBI(AFP M BAL)(AIE). * -throttle—f8E B E/F R LR(UATFT/F R BEAL)(A]E).

Nl

clusterA::> snapmirror policy create -vserver vs0 -type continuous
-rpo 0 -policy test-policy

R B1REStorageGRIDA . IBEIREEFHIEIESVM L& StorageGRID CAIEF:
security certificate install -type server-ca -vserver src _admin svm -cert
-name storage grid server certificate

BXBEMEE security certificate install, BBI'ONTAP Gi$E&E",

TE X SnapMirror S3EIRXWRTEE:

snapmirror object-store config create -vserver svm name -object-store-name
target store name -usage data -provider-type {AWS S3|SGWS} -server

target FQDN -container—-name remote bucket name -is-ssl-enabled true -port
port number -access—-key target access key -secret-password

target secret key

parameters: * -object-store-name—zAMIONTAPRAS FAI T RIFEB IR, * —~usage—
data  AFILITEM. * " -provider-type— AWS S3 ZHM °scws(StorageGRID)E T, *
-server—B RS 28BIFQDNZIPHIE, * -is-ssl-enabled-BASSLER %M. BEINEFER, +
BTHEZ(SE snapmirror object-store config create, 1BIHIA'ONTAP Gi$&E",
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Nl

src_cluster:

:> snapmirror object-store config create -vserver vs0

-object-store-name sgws-store -usage data -provider-type SGWS

-server sgws.example.com -container-name target-test-bucket -is-ssl

—enabled true -port 443 -access-key abcl23 -secret-password xyz890

5. BlZ SnapMirror S3 XA

snapmirror create -source-path svm name:/bucket/bucket name -destination

-path object store name:/objstore -policy policy name

Parameters

* —destination-path -BIEE—T BN RIFERVANEEE objstoreo

R LAfE A R A SRBR B R AIA B,

src_cluster:

:> snapmirror create -source-path vs0:/bucket/buck-evp

-destination-path sgws-store:/objstore -policy test-policy

6' 9JIIE%R{%IEE La:lﬁﬁj])lkn_.\

snapmirror show -policy-type continuous -fields status

BXER

* "SnapMirror

eilfe
* "snapmirror policy create"

* "snapmirror show"

M =B I7ARONTAP S37Z2(E9ER
WIBRTEAES) RSB E L R IRITRY . (S E] LU

XFIAES
TR LU BN D BRIEREII B FE D RS FiE D . &
BER=xIE,

MREERMBEFEI R, WEBERIEEN, EFEDERBINT

ZRfERKRBNABTER — I Z=FED Ko

I M BRFME D BRI R R EFIR AR,

CRIE(ERYBIRMFAE D RO K T BIRFE D ERATE

EREAER " MR " E0EEDR, 2
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System Manager

EREREHRIE:

1. BHRRIP>X R, ARIERE* SnapMirror S3%
2. B ¢, AEiEE Restore*,
S EFRT, EECUESE Y BUAME) H IR,
° BIXFEE * 1 Bucket* (ZRIAE) , BT TIRIE:
" YRR Storage VM LUERINBFHE D B
L EEMEEED .
* SHIFKENL  destination_S3 ARS8 CAIEBHINA.
° BRIRE * MiFEfESE Y, BRALUTE:
* BFIEEMEME D ERVEEEEA] Storage VM ,

* MBS ERRM, BEMMERS RS
BB FHERS R BXREFAER ...

* BT S3 fk3528 CAMEBHIRE
4. 72+ BIR* T, EHIHMM source S3 fRS328 CAIERHINA,
S B *RIF > KR LUEIRIRRHE,
RYITRERESE
1. QIR BIREFESBRUHITER, BXFAER, BB "AEFEEDE (BEWR) CIESEHXAR"
2. NEFED BRIB A RIRIE:

snapmirror restore -source-path object store name:/objstore -destination
-path svm name:/bucket/bucket name

Nl
TR BiREiE D R R A 7 o

clusterA::> snapmirror restore -source-path sgws.store:/objstore
-destination-path vs0:/bucket/test-bucket

BXIEHMEE snapmirror restore, JEEMW'ONTAP Gi$E&ZE",
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