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MR BRI & i RIF

ZBImKRIER
RRIFEF EARIFIEREM S3 SnapMirror E4RIPEI = BRI ER,
BB, A ARER R R RFNE R EIE,

AERBERICNEREFMEZR, NESE LERESFENSEZOM IP <6, ENES MR ELIZBNERN
g0, UERHIEMSEETECRE TN REE,

X F StorageGRID Bir, BHEETHRUTER:

* IRSE[E, URLREHZ (FQDN) B IP #tkRR
* FREDEREN, FHEIBRSAEEE
* IR Z A
* MZZEA
ttoh. EEFHATEONTAP SIEE R EEStorage VM EREA T E E StorageGRIDARSS 28I BAICAIEP

security certificate install command. BXFMEER, FBN "L CAIER" NNRFEH
StorageGRID ,

3HF AWS S3 B, ERETRUTEE:
- IRSBEM, UELRTHE (FQDN) o IP Hiat &R
- BIEDBREN; EHRSBUADEE

.+ BRI

- HEES

ONTAP £8¥HYEIE Storage VM HY DNS ARS52344REDSIE FQDN  (JISRGER) f#HRT70 IP #idik,

NmEFEDER (ZER) IESHXA

SIRFBISIFME D ELA. B LI B EF D I RIFMEIEHIZR (R LIEStorageGRID &
i Amazon S3ZPE)_ERIS3 SnapMirror B 4557 &
Fazai

* WIRBANREFHEREEFNE KA SIENREE S

* BERASZ LRESEEIMNEIZOM IP =8,

* «JRStorage VMBYDNSHZ & w4 JNEE I #E M B #REYFQDN,
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System Manager
1. 4%%E Storage VM LURIDAEF, FHEBFAINEIZAH,
a. B * 7% > Storage VM* , Btk Storage VM, BE *&E >, AFRE H T *S3 T

BB AR S3 AFMA" BXIFMAES ..

2. WRAFLARMEH RIFAE:
a. B RIP > B+, AERE  zHREME
b. g * 7N+, AE%EE * Amazon S3* 5} * StorageGRID *
C. WANLTE:
" TR RFMEZIT
* URL R (BEHEIMEE)
* Storage VM (79 S3 BF)
* WREFERSSEEZH (FQDN )
* MREFEIUED
" A
 NZEEH
* Bk (DE) BIF
3. WRIEEE S3 SnapMirror FB&, HEARIEFERIRIASRE, 50EZER.
a. BRI >8R *, AFRE * AMERIRE
b. BB 3 7F * (RIPEKREE * i, B£E*HM*,
* Ba N\ SRS 2 FRAN Rl R R
L EEREREGEE, £EW SVM
* 79 S3 SnapMirror K ZRIEF * #FEL *,
* BN * BRI < 0 - mE SR B * B
4. Bl BEA SnapMirror {RIPHITEMEDER:
a BEHFE> R, ARRET AN
b. B NZHR, 1%E$F Storage VM , AKA/N, ARG8T * L% *,
C.1E*IPR* T, BE *HM* . BINREFNER, (BENGXEFM.
* R R —SERSENAFPAIRER NN EFIEZBRIAE,
* Actions-fifR2RATE:

‘GetObject, PutObject, DeleteObject, ListBucket,GetBucketAcl, GetO
bjectAcl, ListBucketMultipartUploads,ListMultipartUploadParts"

" Resaults-@ﬁﬁ%ﬁi}\fﬁ_(bucketname, bucketname/*) BEEENEME,
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BB "EEAPNEFEDENIAENRE BRXXEFENFAER, TS,

d £ * R4 * T, &R * BA SnapMirror (ONTAP B =) *, &8 * =iFtE *, AFRE * ZHER
2fiE o

BE - RE * B, K7EIR Storage VM FEIZ—NEHEDER, HBEEENHE TN RFHE,

AL AN
GIEicg

1.

S1TRmE
WERXZ I SVM B9 — S3 SnapMirror X%, BIRIERFM B4R SVM @G EERAF R, MR
BH, BEMERXLERIA:

vserver object-store-server user show

HiAE R EFTrootAFIARER, MRKH, B

vserver object-store-server user regenerate-keys -vserver svm name -user
root

NREFEEHR, BNENREMZER.
EIRSVMAAEIBFMEDER

vserver object-store-server bucket create -vserver svm name -bucket
bucket name [-size integer[KB|MB|GB|TB|PB]] [-comment text]
[additional options]

R RFR N AN BRIA 57 B SRR ©
vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions

-principal user and group names -resource object store resources [-sid
text] [-index integer]
Tl

clusterA::> vserver object-store-server bucket policy add-statement
-bucket test-bucket -effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAc
1,ListBucketMultipartUploads, ListMultipartUploadParts -principal -
-resource test-bucket, test-bucket /*

WNREZHE S3 SnapMirror K&, HEABFERAKIARE, 1562 IZREE:

snapmirror policy create -vserver svm name -policy policy name -type
continuous [-rpo integer] [-throttle throttle type] [-comment text]
[additional options]

Parameters

* type continuous —S3 SnapMirrork R ME—IREEEE (WMEE),
* —rpo BEME = BAra9eg 8] (LR 9 BAI)(AT ),
* —throttle JEE BT E/F m _ ER(AFTFF/F B (ATE).
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Nl

clusterA::> snapmirror policy create -vserver vs0 —-type continuous
-rpo 0 -policy test-policy

- R B15ZEStorageGRIDASE. IFEREFHNEIESVM LR & StorageGRID CARRSS 28 IEH:
security certificate install -type server-ca -vserver src admin svm —cert
-name storage grid server certificate

1520 security certificate install BXIFHMEE. BHENFMIL

. X S3 SnapMirror BT R1Zf&:

snapmirror object-store config create -vserver svm name -object-store-name
target store name -usage data -provider-type {AWS S3|SGWS} -server

target FQDN -container—-name remote bucket name -is-ssl-enabled true -port
port number -access—-key target access key -secret-password

target secret key

Parameters

* —object-store-name ZAHMONTAPR L I R1E(E BRI 1o
* —usage —f#f datao

* —-provider-type — AWS_S3 M sGws (StorageGRID)B#r&% 32 #F,
* —server BAFARS2ZHIFQDNILIPHHLE,

* —-is-ssl-enabled -BFSSLERIER, BENFER,

1520 snapmirror object-store config create BXFMER. BESRNFMI,
5l

src _cluster::> snapmirror object-store config create -vserver vsO
-object-store-name sgws-store -usage data -provider-type SGWS
—-server sgws.example.com -container-name target-test-bucket -is-ssl

-enabled true -port 443 -access-key abcl23 -secret-password xyz890

. BlI#S3 SnapMirrorx % :
snapmirror create -source-path svm name:/bucket/bucket name -destination
-path object store name:/objstore -policy policy name

Parameters

* —~destination-path - E—FHHEENMREMERBIFEEE objstoreo
el LUER SRR HIEZ BIAES
ANl

src_cluster::> snapmirror create -source-path vs0:/bucket/test-
bucket -destination-path sgws-store:/objstore -policy test-policy



8. WIEREET A FENRE:

snapmirror show -policy-type continuous -fields status

ROEEEDE (ZBIR) SIEEMHXA

SR LARERY FHA S INERY S3 EMEDEL; a0, WRM ONTAP 9.10.1 ZHIRVARZASFH4K
T S3 L&,

Froa 2 B

- ERE R EEIR IR RN A N SRR S,

- BIERAS LB EHEMAEON IP =6,

* J& Storage VM BY DNS EC & MEETEAET B ARHY FQDN .



System Manager

1. RIrREEEREXBFTA:
B * 7% > Storage VM* , Bl Storage VM , 2 ¥ B+, RERE S ES3 To

BEE ARI S3 AFMA" BXRIFMESR ..

2. MNREEH S3 SnapMirror HRE&, HERBFERARIARE, HERIZRK:
a. BERIP > BhR *, AFRE * AHEKIRE
b. g 3 7F * (RIFEREE * B8, B£E*HM*,
C. BINRBRE MR a) Bt IR
d. ERHBEEE, £ SVM
€. 79 S3 SnapMirror ZZEF * #54E
f. 38N * BRI * 0 * IRE S BARE * o
3. HRAZK LARMENRIENE:
a. B RIP > B *, AFRE  ZHREME
b. g * 7N *, FAIFH StorageGRID Webscale 1%#% * Amazon S3* 5§ * Hfth *
C. HBMAMUTFE:
" AWREFEER
* URLRH (BBEHEIEE)
* Storage VM (} S3 BR)
* WRFERSEE (FQDN )
* MREFEUED
" IhREER
- NEEH
" AR (D) B
4. WIENEFHED ENFEDEHNRRES A ENFENR:
a BEHEFE >R, AERERERIFNIE.
b. 7 * AR * EWRH, RE p* *4HiE*, AGRE R T *HFmM*.
s B SEERSENAFPAIRENNHNEREZRIAE,

* Actions-TRERLUTE:
GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAcl
,ListBucketMultipartUploads,ListMultipartUploadParts

* Resaults-EFAEAIAE (bucketname, bucketname/*) IEEBEMEM(E,
B2 "EERPNEESERIAENRE BRXLEFERNIFMES, BEEW,

5. {$5F S3 SnapMirror E TSR
a B EE > DR, RAEERERDHTE.
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b. BF * RIF *, HEE* BIF* T * oFfE*, AREE * aUREHE .

B RE N, IEEEIREENEIZHREF .

AN

7]

4
1.

L1TRmE
IIERRIATENE 5 B SR AR AV ISR M @ T IEHA

vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions

-principal user and group names -resource object store resources [-sid
text] [-index integer]
]l

clusterA::> vserver object-store-server bucket policy add-statement
-bucket test-bucket -effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAc
1,ListBucketMultipartUploads, ListMultipartUploadParts -principal -
-resource test-bucket, test-bucket /*

- WNRE&H S3 SnapMirror KB, FERBFERAZIALKE, FEIEIZRE:

snapmirror policy create -vserver sSvm name —pollcy policy name -type
continuous [-rpo integer] [-throttle throttle type] [-comment text]
[additional options]

Parameters
* type continuous —S3 SnapMirrork R HIME—IREEIEE (WEE).
* —rpo EEME = BARAIETE] (LAFD 9 8L ) (RT3,

* —throttle 45 EBME/F RN ER(UAFFT/F A LA (AE).

Nl

clusterA::> snapmirror policy create -vserver vsO -type continuous
-rpo 0 -policy test-policy

R BREStorageGRIDAS. IFEREEHIEIESVM L L4 StorageGRID CAIEF:
security certificate install -type server-ca -vserver src_admin svm -cert
-name storage grid server certificate

1520 security certificate install BXFHEE. BENFMR

TE X S3 SnapMirror BRI R1Z &

snapmirror object-store config create -vserver svm name -object-store-—name
target store name -usage data -provider-type {AWS S3|SGWS} -server

target FQDN -container—-name remote bucket name -is-ssl-enabled true -port
port number -access-key target access key —-secret-password

target secret key

Parameters

* —object-store-name AMONTAPRZ LRI RTEFMEBIRBIRB TR,



* —usage —f#f data o

* —provider-type — AWS_S3 # scws (StorageGRID)B 1% 21,
* —server BIrARSS2ZIHIFQDNIL P,

* —-is-ssl-enabled -BFSSLERER, BENFER,

15280 snapmirror object-store config create BXEFMER. ESNFMI,
Tl

src cluster::> snapmirror object-store config create -vserver vsO
-object-store-name sgws-store -usage data -provider-type SGWS
-server sgws.example.com -container-name target-test-bucket -is-ssl
—enabled true -port 443 -access-key abcl23 -secret-password xyz890

5. $lI7#£S3 SnapMirrorX< % :
snapmirror create -source-path svm name:/bucket/bucket name -destination
-path object store name:/objstore -policy policy name

Parameters

* ~destination-path -f&E_E—FHEIEMMNREMERZITFEEE objstoreo
&R LAE AR B R SRR B i R BB

src_cluster::> snapmirror create -source-path vsO:/bucket/buck-evp
-destination-path sgws-store:/objstore -policy test-policy

6. WIFRREDRRTENRES:

snapmirror show -policy-type continuous -fields status

M= BIRERFED R
LRIF A5 ER PV EIBE S SURIRRY . (AT LUEI M B A7 453 BB R R E ST A,

KFIES
TR LR BAnEE D R RN B FE 0 EREGT R E D B R RIRERI BARFE D BRI A T B RZ g7 ERAVIE
EER=IE,

NREERMBEFMEDER, WEBMERIZEN, WEFEIBRBINT, ERFE"ER"EIEEIER, M2
ZfERKIBNABTER— =7 ED Ko



System Manager

EREREHRIE:

1. BEH R > XK *, AFIEE * S3 SnapMirror*
2. B AEEEERE
S EFRT, EECUESE Y BUAME) H IR,
° BRFEE * B Bucket* (FRIAE) , BETERLLTIRIE:
" YRR Storage VM LUERINBEFHE Do
L EERMBEED .
* SHIFKENL  destination_S3 ARS8 CA IEPHINA.
° BRIRE * MiFfESE Y, BRALUTE:
* BTFHRENEESERBEEFH Storage VM .

* MBS ERRM, BEMMERS RS
BB FHERS R BXREFAER ...

* BIt% S3 ARS588 CAIEBRIAR
4. 72+ BIR* T, EHIHMM source S3 fRS328 CAIERHINA,
S B *RIF > KR LUEIRIRRHE,

==CLHRIES &

o BIEHBBIRMEEDERLUHITIER,. BXFAER, BN "AFEIE (ZEWR) RIEEHXA"

o NBREMED BB hERIZIE:

snapmirror restore -source-path object store name:/objstore -destination-path
svm_name: /bucket/bucket name

+
RN ll

+

LU BinFiE 0 R R EIIMA FhE D B
clusterA::> snapmirror restore -source-path sgws.store:/objstore -destination
-path vsO0:/bucket/test-bucket
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HER, SN NetApp AABREAASHEFR i~ EERRESRX S, ERNMER~mARTIREG
NetApp BYERIZFIMN. BIRNEEREMAIRFRIFA,

AFMRPRANTMAIEER I ZHEE T, SNEZTFHIEFERIBRIZ BRI,

BRNFIHEE: BFER. E5IsiATFANESS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) P FEARIENF] — IEFWA"EFE (b)(3) FMEBRBIFZHIILIR,

AXAEFFES RSB =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEEE. RIE
ISR HBIFRE NetApp FARBIBMITEVRGEEELER, HE2HMAREFL, EEBREX XL
ENERNAEI RS, 23k, SRERAEENGTE, ZFBERaEL, WAREFE, BMRESR
FHIRFARIBIN EE BT ERABE X EZEaRZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BEHETXLELHIE, ZEBRXERIPENYIET DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].

BIHER

NetApp. NetApp #RiRF1 hitp://www.netapp.com/TM _EFRFIBIETRE NetApp, Inc. BIETR. EMATM~RA
il ge = HE BB & BIET.
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