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ftp://anonymous@ftpserver

1. % BFRONTAPER {4 BRIGIN H B S B R (4 BT -

cluster image package get -url location

clusterl::> cluster image package get -url
http://www.example.com/software/9.15.1/image.tgz

Package download completed.
Package processing completed.

2. WIEEHRG EFEEPESFEREE:

cluster image package show-repository

clusterl::> cluster image package show-repository

Package Version Package Build Time

9.15.1 MM/DD/YYYY 10:32:15

3. FITETIALRFINE

cluster image validate -version <package version number> -show
-validation-details true

clusterl::> cluster image validate -version 9.15.1 -show-validation
-details true

It can take several minutes to complete validation...
Validation checks started successfully. Run the "cluster image

show-update-progress" command to check validation status.

4 *ﬁ q_L 1]-.E '{k II_,\

cluster image show-update-progress

() mE & Hin-Progress (7). BEFHBRET AL, BIFMAL,



clusterl::*> cluster image show-update-

Update Phase Status
Duration

Pre-update checks completed
00:01:03

Details:

Pre-update Check Status
AMPQ Router and OK
Broker Config

Cleanup

Aggregate online OK
status and parity

check

Aggregate plex OK
resync status check
Application OK
Provisioning Cleanup
Autoboot Bootargs OK
Status

Backend OK
Volume Conversion OK

In Progress Check

Volume move OK
progress status

check

Volume online OK
status check

iSCSI target portal OK
groups status check

Overall Status Warning
75 entries were displayed.

progress

Duration

00:10:00

Error-Action

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Warning

LB B R— P BB AR ETIR. UREFBARIEZ 51N REREIR

HES.
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clusterl::*> cluster image validate -version 9.14.1 -show-validation
-details true
It can take several minutes to complete validation...

WARNING: There are additional manual upgrade validation checks that
must be performed after these automated validation checks have
completed successfully.

Refer to the Upgrade Advisor Plan or the "What should I verify before I
upgrade with or without Upgrade Advisor" section in the "Upgrade ONTAP"
documentation for the remaining manual validation checks that need to
be performed before update.

Upgrade ONTAP documentation available at: https://docs.netapp.com/us-
en/ontap/upgrade/index.html

The list of checks are available at: https://docs.netapp.com/us-—
en/ontap/upgrade/task what to check before upgrade.html

Failing to do so can result in an update failure or an I/0 disruption.
Use the Interoperability Matrix Tool (IMT
http://mysupport.netapp.com/matrix) to verify host system
supportability configuration information.

Validation checks started successfully. Run the "cluster image show-
update-progress" command to check validation status.

fas2820-2n-wic-1::*> cluster image show-update-progress

Estimated Elapsed
Update Phase Status Duration Duration
Pre-update checks  im-progress  00:10:00  00:00:42
Details:
Pre-update Check Status Error-Action

fas2820-2n-wic-1::*> cluster image show-update-progress

Estimated Elapsed
Update Phase Status Duration Duration
Pre-update checks completed 00:10:00 00:01:03



Details:

Pre-update Check Status Error-Action
AMPQ Router and OK N/A

Broker Config

Cleanup

Aggregate online OK N/A

status and parity

check

Aggregate plex OK N/A

resync status check

Application OK N/A
Provisioning Cleanup

Autoboot Bootargs OK N/A

Status

Backend OK N/A
Configuration Status

Boot Menu Status Warning Warning: bootarg.init.bootmenu
is

enabled on nodes: fas2820-wic-
la,

fas2820-wic-1b. The boot process
of

the nodes will be delayed.

Action: Set the
bootarg.init.bootmenu

bootarg to false before
proceeding

with the upgrade.
Broadcast Domain OK N/A
availability and
uniqueness for HA
pair status

CIFS compatibility OK N/A
status check

CLAM quorum online OK N/A
status check

CPU Utilization OK N/A
Status

Capacity licenses OK N/A

install status check

Check For SP/BMC OK N/A
Connectivity To

Nodes
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Check LDAP fastbind
users using
unsecure connection.
Check for unsecure
kex algorithm
configurations.
Check for unsecure
mac configurations.
Cloud keymanager
connectivity check
Cluster health and
eligibility status
Cluster quorum
status check
Cluster/management
switch check
Compatible New
Image Check

Current system
version check if it
is susceptible to
possible outage
during NDU

Data ONTAP Version
and Previous
Upgrade Status

Data aggregates HA
policy check

Disk status check
for failed, broken
or non-compatibility
Duplicate Initiator
Check

Encryption key
migration status
check

External
key-manager with
legacy KMIP client
check

External keymanager
key server status
check

Fabricpool Object
Store Availability
High Availability

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A



configuration

status check

Infinite Volume OK
availibility check

LIF failover OK
capability status

check

LIF health check OK

LIF load balancing OK
status check

LIFs is on home OK
node status

Logically over OK
allocated DP

volumes check
MetroCluster OK
configuration

status check for
compatibility

Minimum number of OK
aggregate disks

check

NAE Aggregate and OK
NVE Volume

Encryption Check

NDMP sessions check OK
NFS mounts status Warning
NF'S

check

used,

frequent

that

during

running

Name Service OK
Configuration DNS

Check

Name Service OK

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Warning: This cluster is serving
clients. If NFS soft mounts are

there is a possibility of

NFS timeouts and race conditions
can lead to data corruption

the upgrade.

Action: Use NFS hard mounts, if

possible. To list Vservers

NFS, run the following command:

vserver nfs show
N/A

N/A

11
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Configuration LDAP
Check

Node to SP/BMC
connectivity check
OKM/KMIP enabled
systems - Missing
keys check

ONTAP API to REST
been

transition warning
data

last 30

approaching

automation

REST

https://mysupport.netapp.com/info/

ONTAP Image
Capability Status
OpenSSL 3.0.x
upgrade validation
check

Openssh 7.2 upgrade
validation check
Platform Health
Monitor check
Pre-Update
Configuration
Verification

RDB Replica Health
Check

Replicated database
schema consistency
check

Running Jobs Status
SAN LIF association
status check

OK

OK

Warning

OK

OK

OK

OK

OK

OK

OK

OK
OK

N/A

N/A

Warning: NetApp ONTAP API has

used on this cluster for ONTAP

storage management within the

days. NetApp ONTAP API is

end of availability.

Action: Transition your
tools from ONTAP API to ONTAP
API. For more details, refer to

CPC-00410 - End of availability:
ONTAPI

communications/ECMLP2880232.html

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A
N/A



SAN compatibility
for manual
configurability
check

SAN kernel agent
status check

Secure Purge
operation Check
Shelves and Sensors
check

SnapLock Version
Check

SnapMirror
Synchronous
relationship status
check

SnapMirror
compatibility
status check
Supported platform
check

Target ONTAP
release support for
FiberBridge 6500N
check

Upgrade Version
Compatibility Status
Verify all bgp
peer—-groups are in
the up state

Verify if a cluster
management LIF
exists

Verify that eOM is
home to no LIFs
with high speed
services.

Volume Conversion
In Progress Check
Volume move
progress status
check

Volume online
status check

1SCSI target portal
groups status check

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A
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Overall Status Warning Warning
75 entries were displayed.
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* EEBEGRETR

* "system node image show"

TEFRZ RIS IEONTAPSEBELIFIE 35 AL B
EFERONTAPZ |, EAMIIEEE BIEHECE SEFRESIER B RSB E A,
Eﬁﬁﬁ&¢,Hﬁﬁﬂﬂﬁﬁﬁ%UFomﬁﬁﬁﬁﬁ,ﬂ%%ﬁ%UFmE%%%%,@ﬂ%KE%ﬁ%

WMRERBDPE 8 M HEZT R, NSFERAMMIBSERITEIASR. MEARFESELEEN D HZIHEK
AR, ARE—HAEBERHN—AT S, ARESTAY (HA) TR, AENERMESIIERE, £
ONTAP 9.7 XEEhrAH, MNREARAIESE, N LIF 2B REARMNT 2/ HA BEExt T 5. EONTAP
9.8NEEhRAH. MREAHMIESE. NLIFRTFHES— ML IEE,

NREBRFHTREDT 8 1, WREARSFANITHEIAR. RhALGABENHAN TS M T REBE
WIERTSIRE. BEMEHTHERBHNT R, BaiiE. AEMNEHTHNEMHAMES TR, WNRERRD
7375, W LIF RiEig 2l LIF SFE4%75 SR8 R X BV R 1% B AR T R0
p

1. RENUE LIF RS EERS

WNRIEET ONTAP hRZASS ... EALLER< ...
9.634 ¥ = hiv s network interface show -service-policy

*data* -failover

958 R i network interface show -role data
-failover

IRFIERT BERNEIE LIF BT R B R RIA MR E |
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clusterl::> network interface show -role data -failover

Logical Home Failover Failover
Vserver Interface Node:Port Policy Group
vs0
1if0 node0:e0b nextavail system-
defined
Failover Targets: node0O:e0Ob, node0O:e0c,
node0:e0d, nodeO:ele,
node0:e0f, nodel:e0lb,
nodel:e0c, nodel:e0d,
nodel:ele, nodel:eOf
vsl
1if1l nodel:e0b nextavail system-
defined

Failover Targets: nodel:eOb, nodel:eOc,
nodel:e0d, nodel:ele,
nodel:e0f, nodeO:e0b,
node0:e0c, node0:e0d,
node0:e0e, nodelO:e0f

" WPEEZ B " FERETREA LIF (PEEZ BRItk IR Hla0. gnsR"ifo" ME F %O (node0
AeOb)HITHIERETE. NESE LS EFE % EInode0 LMK Oe0c, WMRIfOTEKIEIET5Ele0c. NMESE
PR TE EInode0 ERYIK e0d. fKILISHE,

BXMFEMEE network interface show, JBEM'ONTAP G5 S$E&ZE",

2. WIRSAN LIFASMYEfRILIFBIEPERE TS RIS E N R*. 15 network interface modify SR LA
B RS,

BXMEMSE network interface modify, BEI'ONTAP i $&E",

3. WFE/ALIF , FRIE * HEREEN * FRESEETET RIEIERD, XLHIEROBEAR LIF 89
FTREMFRFERET.

AT LA network interface failover-groups modify R EtERET B RINEREETZ
2H,

Nt
network interface failover-groups modify -vserver vs0 -failover-group

fgl -targets sti8-vsim-ucs572g:e0d,sti8-vsim-ucs572r:e0d

EXER
* "WZH LIF EIE"
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* "RgEO"

* "network interface failover-groups modify"
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ZONTAP 9.11.1. MATUSIZ{TONTAP 9.151HT S N B S RASRS. FEESIE1T9.11.1 9.11.1F1ONTAP
9. 161N R B FERRAIRES. MONTAP 9.11.15&%2&? %1%9.16.1 9.1610

ONTAP# T 2% (P) lRAITEShRAEBMNWEA M SER M, Hil, NREBITHEONTAP

@ 9.11.1P6, MYRIATF BEMRAEHFDTEMNONTAPIRZAZONTAP 9.11.1, 5#&, WMREE1T
RYZEONTAP 9.12.1, HHBEEFHLEIONTAP 9.15.1P2, NIBF EShRAERFAEME
FRONTAPHRZSZONTAP 9.15.1,

BMYFIRAAR AR ZIFEIZFRAIONTAPAR A, EATHITZMEFA R EZMEAERP. BELIHN
BERARE. RS EEMNEFIREAARZIFNRSRE. THRARG. ST REALRE Bk, 5

. MNREHNREHEARZA9.10.1 9.10.1. MEEAHRKZFIONTAP 9.161. BEEHNEESRISRSEFRET 2F
HEIONTAP 9.14.1; SAGEINMO.14.1 9.14 1FHRKZEIONTAP 9.161, IFH TR Z M EEFHR " F" S50 AR ERZ

o

— NEERAHEE DEEE SN EEMONTAPRRES, B30, &TJM@%E‘:@H&ZW\J%E? Heh¥His
179.13.1 9.13.1%09.15.1. HE T =i15179.13.1 9.13.1719.16.1, EREEG EEMRAEES5IEITONTAP 9.131
9.15.1%119.1618’9%’;&%@@%0

YIRIERIZIRT ONTAP ZHYBE % ONTAP BTFALENREERRAIRTA. ..
RS ... AR A ...
9.17.1 9.18.1 supported
9.16.1 9.18.1 supported
9.17.1 supported
9.15.1. 9.18.1 supported
9.17 1 supported
9.16.1 supported
9.14.1. 9.18.1 supported
9.17 1 supported
9.16.1 supported
9.15.1. supported
9.13.1. 9.18.1 R
9.17.1 supported
9.16.1 supported
9.15.1. supported
9.14.1. supported
9.12.1. 9.17.1 HEBHRA F S
9.16.1 supported
9.15.1. supported
9.14.1. supported
9.13.1. supported
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iscsi initiator show -fields igroup,initiator-name, tpgroup

° FIHFCRmNER:

fcp initiator show -fields igroup,wwpn,lif
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o ONTAP Q12 A NESREAFALZHFDPEE XA, EAJLIEMMIZINE DP KB X Rt
79 XDP , LUFABRRZSREB SnapMirror o

EAREIONTAP 9.12. 12271, DAFIFIBDPRE X RILIMAXDP. AET BEFAREIONTAP 9.12. 1 X EShk
S

XFUIES
* SnapMirror A= BohiEIER DP KB X REMA XDP ., EFMILXR, BREEFHHBIRNEXR, ¢
B#8 XDP XZHEMED LK R

* ENIRUERHRAY, N T fZ XDP SnapMirror X &K fG & EEMNBUECEM A EFERKAE, ERKA—
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il
1. TEEtREEER. HfRSnapMirrork REEVADP. FREIRE ASnapMirrored. XRZRE Hldle B X RIBITIRR
RiF:

snapmirror show -destination-path <SVM:volume>

UTRAIERT Y snapmirror show 85
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cluster dst::>snapmirror show -destination-path svm backup:volA dst

Source Path: svml:volA

Destination Path: svm backup:volA dst

Relationship Type: DP

SnapMirror Schedule: -

Tries Limit: -

Throttle (KB/sec): unlimited

Mirror State: Snapmirrored

Relationship Status: Idle

Transfer Snapshot: -

Snapshot Progress: -

Total Progress: -

Snapshot Checkpoint: -

Newest Snapshot: snapmirror.l0af643c-32dl1-11e3-954b-
123478563412 2147484682.2014-06-27 100026

Newest Snapshot Timestamp: 06/27 10:00:55

Exported Snapshot: snapmirror.l10af643c-32d1-11e3-954b-
123478563412 2147484682.2014-06-27 100026

Exported Snapshot Timestamp: 06/27 10:00:55

Healthy: true

@ T A MERE— e SRR A UBRERENEXRAIRESRERE snapmirror shows
BXMEMEE snapmirror show, IBEH'ONTAP Gi$&ZE",

2. NREMBRER. BEBRNESHAT—MERRE:

volume snapshot show -vserver <SVM> -volume <volume>

UTRBIERT volume snapshot show IBEMBIRENMHWL:
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cluster src:> volume snapshot show -vserver vsml -volume volA
-—--Blocks---

Vserver Volume Snapshot State Size Total$% Used$%

svml volA

weekly.2014-06-09 0736 valid 76KB 0% 28%
weekly.2014-06-16 1305 valid 80KB 0% 29%
daily.2014-06-26 0842 valid 76KB 0% 28%
hourly.2014-06-26_ 1205 valid 72KB 0% 27%

hourly.2014-06-26 1305 valid 72KB 0% 27%
hourly.2014-06-26_ 1405 valid 76KB 0% 28%
hourly.2014-06-26_ 1505 valid 72KB 0% 27%
hourly.2014-06-26 1605 valid 72KB 0% 27%

daily.2014-06-27 0921 valid 60KB 0% 24%

hourly.2014-06-27 0921 valid 76KB 0% 28%
snapmirror.10af643c-32d1-11e3-954b-123478563412 2147484682.2014-06-
27 100026

valid 44KB 0% 19%

11 entries were displayed.

cluster dest:> volume snapshot show -vserver svm backup -volume volA dst
-—-Blocks—---
Vserver Volume Snapshot State Size Total% Used%

svm backup volA dst
weekly.2014-06-09 0736 valid 76KB 0% 30%
weekly.2014-06-16 1305 valid 80KB 0% 31%
daily.2014-06-26 0842 valid 76KB 0% 30%
hourly.2014-06-26_ 1205 valid 72KB 0% 29%
hourly.2014-06-26_ 1305 valid 72KB 29%
hourly.2014-06-26 1405 valid 76KB 30%
hourly.2014-06-26_ 1505 valid 72KB 29%
hourly.2014-06-26_ 1605 valid 72KB 29%
daily.2014-06-27 0921 valid 60KB 0% 25%
hourly.2014-06-27 0921 valid 76KB 0% 30%
snapmirror.l0af643c-32d1-11e3-954b-123478563412 2147484682.2014-06—
27 100026

O
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snapmirror gquiesce -source-path <SVM:volume> -destination-path
<SVM:volume>

() EWAMET SVM HEREBSETIH S,

UTFREIBFEREZENXALTFHERS vola FIE svml FM1BI5%E vola dst FFE svm _backup:

cluster dst::> snapmirror quiesce -destination-path svm backup:volA dst

BXMEHMEE snapmirror quiesce, JEEM'ONTAP (i $E&ZE",

4. HBTIAR DP KEIX A
snapmirror break -destination-path <SVM:volume>
() EWAMET SVM HEREBSETIH S,
TG HETEE Z BHX R vola F/E svml MBH5E vola dst FF/E svm _backup:

cluster dst::> snapmirror break -destination-path svm backup:volA dst

BXMEHMSE snapmirror break, BEW'ONTAP GiS$E&E",

o MREBE LBATREEMF. BREREA:

volume snapshot autodelete modify -vserver SVM -volume volume
-enabled false

TR E Bt L2 ASnapshot B aiflBR vola dst:

cluster dst::> volume snapshot autodelete modify -vserver svm backup
-volume volA dst -enabled false

6. MFRILAE DP KEX A

snapmirror delete -destination-path <SVM:volume>

BXMEMEE snapmirror-delete, BEEWN'ONTAP S$EE",
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()  EuAMER SWM SIBRIEBSETHA L.

T REIRRIERRES ZBNXR vola FFE svml MBS vola dst F/E svm_backup:
cluster dst::> snapmirror delete -destination-path svm backup:volA dst
- BRUR EBHESVMREIME X A

snapmirror release -destination-path <SVM:volume> -relationship-info
-only true

U TFREIEBERSVMRERE XA

cluster src::> snapmirror release -destination-path svm backup:volA dst

-relationship-info-only true

BXMEMEE snapmirror release, JBEM'ONTAP G5 $E&ZE",

- AT UERPREREE snapmirror show FATFEIEMXDPEE X R

snapmirror create -source-path <SVM:volume> -destination-path
<SVM:volume> -type XDP -schedule <schedule> -policy <policy>

X AUTERARNFSNES, SXULRPFARSNTSES, BBNONTAP HOEE
() EWAMET SVM HEREBSETIH S,

T RO RS Z B2 SnapMirrorRIERE X R vola FH/E svml MBEHRE vola dst AR
svm_backup EHAZIAE MirrorAllSnapshots HREE:

cluster dst::> snapmirror create -source-path svml:volA -destination
-path svm backup:volA dst
-type XDP -schedule my daily -policy MirrorAllSnapshots

- ENEL RENBEIRE:

snapmirror resync -source-path <SVM:volume> -destination-path
<SVM:volume>

AT GEFEERRSEE, EeILUERA -quick-resync i, BIENIZEIRFFEEEDEATERIER.
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@ BRABM BT SVM BRSBTS, BRAENRTATERLLH, BEAEIEREH
B, ZrRRERBEIFRIENRIEITERRY,

UTTRAREMRBL REZEIRNXR vola B svml MBS vola dst FFE svm _backup:
cluster dst::> snapmirror resync -source-path svml:volA -destination
-path svm backup:volA dst

E4RT 2 “snapmirror resync fE'ONTAP G $&E"

10. INREZATREBEMER. BFEREHAE:

volume snapshot autodelete modify -vserver <SVM> -volume <volume>
—-enabled true

SERkfE
1. £ snapmirror show MY UBRIERE EEIESnapMirrorx o

BXRHFEMER snapmirror show, BB W'ONTAP S$E&E",

2. SnapMirror XDP Bir& Fia1Z B SnapMirror RS E X BHIRIBG. EARERFMG S “snapmirror
list-destinations™ £ ~#HTHISnapMirror XDPX %,
BXDPEEXRMHMES
MONTAP 9.3F 88, XDPEXNAFINER. ERSITH AT I A i 24 iE B B9ERIDPE LA IS B ohik it
JIXDPHER,

MEXRAZEN, MNRENXANEREEEZZE DP, NEiEdah DP L8, MONTAP 9.5715. MNRKIEE
BIRFRIPERNIEXDPIERIEE N X R L., NEAREABENEE. TRET 7 TR,

IEEM ety I ZOAEBE (WRKISTERER) 1.

iR XDP MirrorAllSnapshots ( SnapMirror
KRIMEME)

x XDP MirrorAndVault (Z—E )

XDP XDP MirrorAndVault (i—E!)

NRFIR. EARIBR T OECAXDPRIEUARES AT RIS RS SRR B BIHRES M. HPA, ERILURERE
ERRERRE, SEATR—ERIARRES:

BRET REEZE ... HRE ...

HE MirrorAllSnapshots SnapMirror KRS
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XDPDefault SnapVault MirrorAndVault

H—EH XDP MirrorAllSnapshots

SnapMirror KRS XDPDefault SnapVault

e rE—RISMER T
* 72 ONTAP 9.3 REEIRAER, SVM HUBRRIPXANEIAN DP &R,
M ONTAP 9.4 FF4, SVM EIERIFXREINS XDP R3o

* REAHHZHIERIPFXRTIEINS DP B
* 7£ ONTAP 9.4 KEERAH, SnaplLock HIBFRIFXARNEIAN DP &,

M ONTAP 9.5 FF#4, Snaplock #iR{FIFXREIAA XDP &R,
* WNRIGE T UTEESCEED, WEXAR DP =21\ DP = :

options replication.create data protection rels.enable on

NRAEEAR DP , NEZBRIEED,

HEXES
* "SnapMirror BlJZ&"
* "SnapMirrorflF&"
* "SnapMirror g2ZX"
* "SnapMirror £%5"

* "snapmirror resync"

TEONTAPH A 2 B2 K HAR L 1RER

EREXEHIXRAR, ONTAP 9 BIFRE RA (N ST FFER BRI SnapMirror B 5E LR E
KRR, ARBEENHEAPESE LERRKBRERRSFHEMHMRIEER.

AT R KHERREE IRER
NREERKNVEAPEE LERAT KAFRERR, BEBEFARXSN, BHRARAIFHSE LT
https://kb.netapp.com/on-prem/ontap/DP/SnapMirror/SnapMirror-KBs/Cascading_a_volume_with_Long-

Term_Retention_ (long-term retention)_snapshots_enabled_is_not_supported[ NetAppXliRE: AZiFEAK
HARER (LTR) IRERHIBLREXN] LAFRENES B,

LU FONTAPHRAEAR A IFEERBFHNEAE BB KIPFRERE, BREZMISnapMirrorBirERIMN
* 9.15.1 RESHRZAE
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https://kb.netapp.com/on-prem/ontap/DP/SnapMirror/SnapMirror-KBs/Cascading_a_volume_with_Long-Term_Retention_

* 9.14.1P2 M1 P4 E P14
* 9.13.1P9EP17
*9.12.1 P12 E P19

* 9.11.1P15ZEP20

* 9.10.1P18EP20
9.9.1P20

TEMAIFETERELRIEE LB A KRB IRIEA ONTAPRRZAARFIPE LEZTNEERY ONTAPRRAZ A, BHRER
FRKEREBRER, LUBERET&HMIRE,

FUTERT. EREERIUER:

* KEAREIREBECE T A > B > C” SnapMirrordkBxFHY‘B"E L, HEELBEEEANREKFHNSE—
iglSnapMirrorB 15 Lo

* KEMREIRIREAN A T SnapMirror SREEFHMEVITRIE N . MM AZNFEEERIRR, MEEREEREL
Bl IRIR,

@ BXI1TXIFISnapMirrorfRBEMIE ZE R, 1ESIRA"NetAppFIIRE: ONTAP 9 SnapMirror&iig
N hAY“schedule” SN TE? "

p
1. MRBX R a1 %Y SnapMirror SR BE FRF% BRI HA R BE RN -

Secondary: :> snapmirror policy remove-rule -vserver <> -policy <>
-snapmirror-label <>

JF4A7T 2 “snapmirror policy remove-rule’ TE'ONTAP G $&ZE"

2. BRAISnapMirrorfR B ARANFAN, BRIGE KHEAREBHAMR :

Secondary: :> snapmirror policy add-rule -vserver <> -policy <>
-snapmirror-label <> -keep <>

@ MSnapMirrorZEB& AR NI Ao il BRA< HA R B8 IR BB B Bk & SnapMirrorig MRS IREN A B LA EMRE R
REB, AR ZEERESHNRBREPRRMFEHRITR], UEIRERITZHIIRE,

BXMEMEE snapmirror policy add-rule, IBEI'ONTAP fi$&ZE",

S WNAXE. EMER(SHENE)FERMER LAIHRI. LU IFEMASnapMirrorti &SI R

Primary::> volume snapshot policy modify-schedule -vserver <> -policy <>
-schedule <> -snapmirror-label <>
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Primary::> volume snapshot policy add-schedule -vserver <> -policy <>
-schedule <> -snapmirror-label <> -count <>

(D) ESnapMirmorkBERE R, (HATTLIERLRSnapMiror 474 AR KHRBIRRA,

I23ESnapMirror S3EZEAIONTAPIFR]

TEFRONTAPZ R, SNREERAIZESnapMirror S3. FEEHKEIONTAP 9. 12.15(FE
ShRA. NNISIEE RS BB EFBISnapMirroriF el ik,

FHRONTAP/S. SARTEONTAP 9 M ANERIRASSONTAP 9 12 ANESRAZEILZEFIER. WAESS
K SnapMirror S3x A%k,

ONTAP 9. 111 R ERfRZ

* T2 HIZINetAppILE R B AR1Z1E 57 ER(ONTAP S3TStorageGRID)BY. SnapMirror S3RTE#HEH "ONTAP
One"RHEHZ i EHIBERIPEHREE E & SnapMirrorBF Al

* EEHI2IENetApp BFR1EE D ERES. SnapMirror S32ESnapMirror=iFaliE. iFrIEES1THE
H"ONTAP One"MMGEH 2 giiRBEIVES =IRG8,

ONTAP 9.12.1 BSR4

* £ EHIZINetAppIL E M B AR1Z1E 7 ER(ONTAP S35 StorageGRID)BY. SnapMirror S3&14Z SnapMirror S3
WAENE. FRHEESIER L "ONTAP One" M E4 2 aTiR A EIRFIFE R,

* TE#IZE)ENetApp BIRTFEED EERY, SnapMirror S321ZSnapMirror S35MEBIFANIE, ZIFRIEESTERE
=IRGEH, ZIRGPEIEHELH "ONTAP One"RHEHZ BTIRMH"ONTAP Oneiz A&,

1A SnapMirror S3x %

MONTAP 9. 11 AHERREFALLKEIONTAP 9. 121 EShRASE, IBEBISnapMirror S3X RN KLEFRY, BD
fERFEE IS BBV F ATt 2 anitt.

WREBFRZEIFHIVFRE. NeEFHEISnapMirror S3Kk A RFK K,
EFLRONTAPZ Bi. EMIFRIIE NP AEIRIRS &R

HLONTAPZ Hi. INRIETITHIZE R FANtApp/ZiEINZE(NSE)HIONTAP 9.2 E 2 hRZx.
HALLEIONTAP 9.3k EShrA. NAERG<SITRE(CL)RFRMEAIMBRIIINEZRIAE
IB(KMIP)BRSS 28 1E

TR
1. B8F NSE REp2R 2R MRS, FIAHRERNRIANFIERE ID 0x0 :

storage encryption disk show -disk *
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BXBEMEE storage encryption disk show, BEI'ONTAP Gi$E&ZE",

HENSHRARIER

set -privilege advanced

EXHEMER set, BEN'ONTAP (s S&E",

BRRIANGIELZ 21D Ox0RFIPSE A7 Bth B INEHERR (SED):

storage encryption disk modify -fips-key-id 0x0 -disk *

BXBEMEE storage encryption disk modify, IBEMW'ONTAP @m<$&E",

WIE RS B NPT S ECFIPSE R .

storage encryption disk show-status

BXBEMSE storage encryption disk show-status, BBH'ONTAP @Gi$E&ZE",

. BIFFRE M mode* 2 &I & Ndata

storage encryption disk show

BXIEMSE storage encryption disk show, IBER'ONTAP Gi$&E",

BEECRENKMIPARSS 2 :

security key-manager keystore show

AT R “security key-manager keystore show fE"ONTAP @ $&E",

b EECERIKMIPARSS 28 :

security key-manager delete -address <kmip ip address>

BXMEHMEE security key-manager delete, IBESI'ONTAP fi$&E",

MFRIMN R SR E RS ACE

security key-manager external disable
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F4A T R “security key-manager external disable’ 7"ONTAP g5 & &%,

(D) SBRAMIE NSE IEH.

T—F178h
FHRSERE. ERRITIIRIE EMECEKMIPARSS 255,

TEONTAPHR ZHI. JIEFFET R LR EFEMSBAEN

TEFRONTAPZ A, SNREIEMLELENNE EIStorage Virtual Machine (SVM)A., NIAZRLS
BN TR EBREEFEEMSEAX Y. NRTR LR VREALAHE. WLEFRRALTGES
KM

TR
1. BIPREKAIRENER:

set -privilege advanced
2. ETREISVMHIMBHRES
vserver services netgroup status

3. WIEMFE/NSVM. BT TREBETHENNEAXHIRAHE:

vserver services name-service netgroup status

MRBXMIER, TIPS T—%, BEARHER. BN, BEHEHITT—F,

4. EEBENE—T R L. FEIMEMKAEH:

vserver services netgroup load -vserver vserver name -source uri

e LR THAET R EHMBAX . IRTNRELEFEMNSREXXMS, NEXHERRES.

BXER
" AP ZR 4R

TEONTAPHE ZHiI. JIv4.2-xattsiE 7 EC 2B

NREERARNENFSVA2E F i, MIEMNFSV.12.1 R EShR AN K LR AN EMEFF LR
Z Al EFEBENONTAP 9 4.2 REMETIRMEINE. UFLLEEALR/SHIINFSIN 5

®o
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INRIEGONTAPHR N Z EMBIRRA Z BIM KB ALE v . 2-xattrs IEWMIEE. MNFsv4 . 2BFPBARU
FpRSS R REMNETEERMEN, HTFEFPHMRSSEALE. XSBUFE A BINEsIE IR

‘xattrso

ez Al
NRHEUATHRME. WEEANFSVA 2 BREMENSICEH(E:

* EIETEBNFSVA.25FEANFSY. 1. 15 B RhRAIZEAIONTAP 94 &5
* BEMUTE—Z MR AFEMEFEFRONTAP:

> 9.12.1RC1 9.12.1P11

> 9.13.1RC19.13.1P8

> 9.14.1RC1 9.14.1P1

XFIES
BRI RPN SIKEIE. HBIUEITONTAP 9. 12 1HEShRES,
MR v4.2-xattrs BFIREN “enabled, MIMMEEBHIZEE N, enabled’ LUBRIERALEFMT, WNE
®’E "v4.2-xattrs Hdisabled. MINFsv4.2Z P ima] UKE "SR WY, BEIEFREST1]ZIEE
TNEEN “enabled ALk “v4.2-xattrse
PSIE

 NEMPDEENE v4.2-xattrs:

nfs modify -v4.2-xattrs <enabled/disabled> -vserver <vserver name>

BXER
"FRfE. NFS v4.2-xattsF B & ERNEE"

ZONTAPHE Z 8. JSLDAPR FinEiE N ATLS

EFHRONTAPZ B, A NERSSLVIECELDAPE Fif. MEERTLSSLDAPIRS 28
TELBIE. ALE, SSLEARH,

AIAMERT, BEFIRFMARSS BN AIERF 2B LDAP BIEFRINE, SR IE(ER SSL H=HIER TLS o

p
1. BIEEIFRAH LDAP ARS8 EEXHF TLS o

BN, BMBTIRIE, ERLE LDAP RS 2EFAKEIZF:F TLS BIRRZ.

2. KVEMLEONTAP LDAPE FinfitE B B AR FSSL/TLSEILDAP:

vserver services name-service ldap client show

mR=E, WALBEHEHRP R, B2, hTREREMN, BNEEERET TLS B LDAP,
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3. WFEFNLDAPEFIRECE. 2ZIESSLIEFERTLS:

vserver services name-service ldap client modify -vserver <vserver name>

-client-config <ldap client config name> -allow-ssl false

4. BIEREABAFEALDAPEFinfEASSL:

vserver services name-service ldap client show

HXER
"NFS Eig"

T f# ONTAP FARHAIEE R =IE Y BIRF] R0

SENERIEY A e R ER LS BB EREIRI/OARSS ) 3 & P im il N RE R+~
ERERARHF M,

MREERERERIENNIN, BEEERUT/LA:
- SMB
AR @S SMBVIIRIHIFLEATA(CA)EEZ. Ne]UERBERNL
T BT AR5 5% (EASystem Managers s $1TRE). AER BT
B P&,

WMREFER SMBv1 8 SMBv2 1RHHE=, &R SMBv3 121H3F CAHE, NIEHLIEEMNERE e
HAlal, BERIm=iEET, BNIERBEREARZEIERERIE,

ETF SMB Y Hyper-V #1 SQL Server Z#FEXHUIETT (NDO) » SNREET SMB fi#RAEEET
Hyper-V 5% SQL Server , NINAEZFIRS 2 UK EE RIS ERERFRERNRE, H7E ONTAP #H
RERIRIR TSR A,

* NFSv4.x

NFSv4.x B IREERIEER NFSv4.x IRE T2 B MFA LRI A EREEERLRPME, FIIESR, [V
BIEF e REBEIGET 1/0 IER,

- NDMP
RESEEKR, BEFIRAFPUREIRIRE,
* EHER
RSEBEER, BFIRAPUREIRE
@ BIEARREHARZAILNBHENTER, XFMAIESSBEEER.

* AR (5140 Oracle 5 Exchange )
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TIBUR TN AEF. MTFETEBRINARER, EaLUFEBIISEE L ONTAP EiEshEY EHKHIAY
8], LESRAREREDARIRNE,

EFARONTAPZHI. JBEHIESSHENZ AR A

EFRONTAPZ Hi. MREEERMFFERESSHARZIAHITE NI ERE B A
TSSL FIPSIEZ. MIAZNHa{R B RONTAPRRZAS 2151tk EHNZHE £

TRETTONTAP SSHEEXFRENBARBERE, XERARBERNERATFERESSHAK S KNI,

ONTAP s FIPSIRT N ZFRVZ EHEEY EFIPSIE 209 % A
9.1 1% EEARA ECDSA-SHA2-nistp256 ECDSA-SHA2-nistp256

RSA-SHA2-512
RSA-SHA2-256
SSS-ed25519F 5
SSS-DSS

SSS-RSA

9.10. 1 EEhRA ECDSA-SHA2-nistp256 ECDSA-SHA2-nistp256
SSS-ed25519 SSS-ed25519 & E5
SSS-DSS
SSS-RSA

@ MONTAP 9.11. 1748, FEBEZFssh-ed25519F N E AR £,

BXEFAESE, BB EA FIPS EEEMSZ 21"

TEARZAT. BIRRERAFE AR LN ESSHARZIAKA EMRENZTZIFNTALE. SNEERT
(uETNREE S

"THREXBRASSHAR BAKPHESZER.
TEONTAPFR 2 R R B 5 = - RIP(ARP) R RVENE &

EAHLREIARPA6.1HESRASZHI. ERNX BEIONTAP 9fRIF(ARP)IR SR Z & &)

ZEMEMmEN, £ARP.16.18, ONTAP OB AE TSR F I/ ALTEEANNERE, AF

B, ALRS. ONTAP ORIl EARPE E RhR A A R ARV EN E HEIG E K.

S

1. SHRSMEAR 5 SR E S ML ARP H AR RE B E Rl R,

2. EFRZE, R B ER AR RE LU R AT H IS E S MARPIAR, MTHAX L R
FRRIE

EFBSISPEBMC. LUEFEONTAPH&ER B EEE G EH

EONTAP FHEkzml. BEFFNEMEIF. SEFBVEFFREONTAP FHRRMFE—iEHEH.
HEFZESI T RNEHRE. AR, EARIEFRENE
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INREBPHIEHhRAFE T ONTAP AR ELRGRRVEH, W= BREH A TAMHRIES

* BIOS/IN&EER

* RS AMIEER(SP)HEIREIRITHIZZ(BMC)
© TFhE%E

« Disk

* Flash Cache

BRHFEREMMFES. ENEAELFIRZ FIEHBSPIBMC,
fEFHONTAP CLI. SPE{BMCEE.

HLTRA

8]
1. EESPEBMC:

system service-processor reboot-sp -node <node name>

SP
1. EFSP:

sp reboot

BMC
1. EEBMC:

bmc reboot

—RRBEEFBE—SPHBMC, FREHMBHISPHBMCTELEIW. AEBEMBHT—1

A L Foh EFESG " TERRXONTAPH SR 2 Bli##1T. WREHDigital Advisor, MBILL"EZONTAP MREHH
A B S B ATIK",

BB ARSI AR

* "R EH(BIOS. BMC. SP)"
. 'EZZHHDIE”/_-F
* "BEEFFlash Cache[E 4"
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il 2. TR

System Manager
1. BSIFONTAP BARR%RA :

(D)  n=RSASMetoCluster®iE. NEIEERA, AR ERBESIRIFIR

a. HRIEEIZITHY ONTAP hRZA, HITUTHEZ—!

MRIEIEEIET ... PATICIRME ...

ONTAP 9.8E{ E = hia~ B EB SR,

ONTAP 9.5, 9.6%19.7 BHREEE > EB > EHM*,
ONTAP 9.4 SR E R kg7~ BEEE > EHEH

b. fE*Overview* BHRMIAERA, #iFE i,
c. # * ONTAP Update*
d. fE*Cluster Update*IEIN-EH, FRINFTARMER S IEE AT B BR (&,

MRIEE ... BA ...

MZSHY S SEARNNHT BIRR 4 BR R L AT ARIRMFRRG TR, B MASARN",
. o e i i S BRI BMEIO IR, SR,
%?ﬁegl#ﬁﬁ? E',—F%ZHQM% iuzlgiﬁ‘!%)j %E%EE * *T;:F * o

MHTTPELFTPHRSS S8 ARMNHT HYAR{HFBRIR L B MARSSERANN o

ii. FE* A INFTRVERAFBRE IIEER, FA
MNetApp ZH5h5 FEHONTAPERFER{R
FIHTTPERFTPARSS 28AIURL.

MNFER FTP , HEFIEE URL
ftp://anonymous@ftpserver #&3to

il. BT * N0 * o

PEFE—r] ARG M BYBRIR BRI —

e. E#H*Validation:E{THEFIRIF AT,

NRFIEREAMAMERNES. NEETRXEHRNE S UREIERIETIR, ERRTR
FREEIR. ARTEBREFAR. RIFFEIFERE SR,

2. BET—5
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ftp://anonymous@ftpserver

3. BEEH

LR BRAITIE. RIRFEREARRERNES UNBIERFIIR, BILBIEHIR. ART
REMEFA R, MRWIETHEHIMES, BFEEESHER ERNES"

BABRT. ONTAPRER it BFI 72 FRAHE/\ P B S5 RAER. MONTAP
() 91017, MBEE. EAILGEE—REH—MHATLUEEBOAE. HERRMFA
S R R —RFHR— P HA

I F T mEEBId 28MetroClusterfit . N ihmBIHAN = EBY/EEIONTAPH LS 2, 3 F NS
mMetroClusterfit&. BERERBIIARMNE S FBREIAR. F—MARTLTRE. BB ERIL
HHITHR,

4. MBRARRBIZMEE. BRGTHIFHEUEEFMEE. AREIEHIRM "HEFAL,

SERl/E

BINFER ARG %)ﬁi—ri%ﬁ)’é‘uﬁb\ B EEME|System ManagerSR®iiH, MRTREMBHEERK
BfiE]. U Rl S

TR E
1. I8IFONTAP B ARIR 14 BR IR

@ ﬁDi%ﬂ'é&MetroClusterEEE\ MR FEERFHALRITUTS R, RAEESEEB EHITHE
EIRYP B

a. fIBRSCHIRY ONTAP 3146
cluster image package delete -version <previous ONTAP Version>

b. & BARONTAPIR RGN BB LB N LT il

cluster image package get -url location

clusterl::> cluster image package get -url
http://www.example.com/software/9.13.1/image.tgz

Package download completed.
Package processing completed.

MRERIT EZZHAL", REEMHARFRENONTAPHERRASHGE, Fli. NRE
MO.8FKFN9.13.1. MEENEHEHTFONTAP 9.12. 1848, AREERR—mSMEER
F9.13.1. 89546,

C. MIESEBMAEEEETESFENRMAE:
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cluster image package show-repository

clusterl::> cluster image package show-repository
Package Version Package Build Time

9.13.1 MM/DD/YYYY 10:32:15

d. FITEHARIEE:

cluster image validate -version <package version number>

MREBRIT ERZBAR", WRAFERBIRONTAPREEHITIVIE, EXFERMICIERIEIFRER
Bo BIE0. SNREMI.8HALRE.13.1. EEMA. 131G EHITIIE, EAFTERINIIF.12.15K
e

clusterl::> cluster image validate -version 9.13.1

WARNING: There are additional manual upgrade validation checks that
must be performed after these automated validation checks have

completed...

a. WITIIEHE

cluster image show-update-progress

b. SERLISIEHEEBIFRE X BIR1E,
C. iNREAKMetroClusterfic B, 1B ERBEE iR B
2. R EHRGITHE:

cluster image update -version <package version number> -estimate

-only

(D NREFHLKMetroClusterfic . MR UATEEEFARERB LIz TGRS EBARFEEM N E
B EEIBTTE,

REARLHZEREXEERNS MAGIIFAES. URETTEIA RS E,
3. PITIMEFAR:
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cluster image update -version <package version number>

 NBBRIT EIZZ A", iEERApackue_version_numberfI B RONTAPKRZS, i, SNRE
MONTAP 9.8F4%£9.13.1. 1EfEF9.13.1{Epacking_version_number,

° BRINE T ONTAPER "t EAL TR ARBE/\IMRESTRIER. NRER. EAJLUE
F -force-rolling ZHUBRIMINIE. HERRIARIZEEE —RAL— T TR0
© RAEEENREE, ARRKEER 8 O, UEEF RN AIEFESMEENEHERE A ER

/0 EERmE, NRENHIEEEELHE/ VAT ERILMEFiniaE. ] LUEH
-stabilize-minutes A TFIEEAFARRBENBZEHSE,

° WFEE4TLULT RBMetroClusterfic &, BEIARZENERMERBHAN EEE), XFWT
mMetroClusterfR B ARFERBINARNILER EFIR. E— T HARTETHE. BABENESR
IR TR

clusterl::> cluster image update -version 9.13.1

Starting validation for this update. Please wait..

It can take several minutes to complete validation...

WARNING: There are additional manual upgrade validation checks...

Pre-update Check Status Error-Action

20 entries were displayed

Would you like to proceed with update ? {yln}: y
Starting update...

cluster-1::>

i

- BREEENMHE:

cluster image show-update-progress
WREBALRAT RFH8TI=MetroClusterfitE. 18 cluster image show-update-progress
command{X B REITaR LT RAEE, BONES MR LEBETHLAREER TN RINER,

- WIERBEAES T R ERThTEmFA R,

cluster image show-update-progress
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clusterl::> cluster image show-update-progress

Estimated
Elapsed
Update Phase Status Duration
Duration
Pre-update checks completed 00:10:00
00:02:07
Data ONTAP updates completed 01:31:00
01:39:00
Post-update checks completed 00:10:00
00:02:00

3 entries were displayed.

Updated nodes: nodeO, nodel.

6. fih’& AutoSupport JEBH:

autosupport invoke -node * -type all -message "Finishing NDU"

WREBERAIE K% AutoSupport SEE, NIEFMEIZAISRIFIEA M,
7. NRBHLLNT aMetroCluster FCERE. BRITEEE T E BB BAMITRIIMIIR,

@ MNREALENEIRERE. MetroCluster IPEEE S MetroCluster FCEZ B 8122 .
MFEERITIEF B,

a. BT ERBABNTRIIMIR:

metrocluster show

IRBAT BrpitRsi, MNe<LhtFEERUTED:

AUSO Failure Domain auso-on-cluster-disaster

a. MRWMEPARERZED, BEABENHRIIMIR:

metrocluster modify -auto-switchover-failure-domain auso-on-

cluster-disaster

114



b. WIFR R ER B RIIMIR:

metrocluster show

EEEIARIEHIEIRGRE ONTAPIR I FH

SNRONTAPHR M Bt AR EEIRME R, NNARRILEIR, ARSEAR, BREIRE. GRS ER
FRIRHFohTTRFA RS TR, WREERREBTIAR. BNFhRITEAARSE,
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System Manager

1. RIEEZITHI ONTAP A, HITUATHEZ

MNREEEZIT ...
ONTAP 9.8E{E S k4~

ONTAP 9.7, 9.65%9.5

ONTAP 9.4 S{E R hRZ

2. AR, SEBUE B A RF TR,

NREE ..
E BEhFH4R

BH B ah AR Fohak 4

HTRE
1. EEFHEHIZ:

cluster image show-update-progress

2. fRIRILEEIR,
3. YLEFHR:

INREE ..
RE BEhFH4R

BCH B ohA 4ot Fohdr s

FERRIE
"MATHRERE",
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Ba ...

g FE*Cluster*>*Overview*
BE B> EB > T,
c EBE B > EEEM

* &£ Overview* BRI ERA, RE=1EBEH
=, AFEEONTAP Update*,

B4 ..
BEHEME,

BE*EUH ",

BMALLTE< ...

cluster image resume-update

cluster image cancel-update
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» "autosupport invoke"

"MetroCluster"

FrhFR

RIEONTAPH I EIAF AT

THATFHARBONTAPRHAEEE. BOMERMZEZRGE. ARTEHBAR.

-
1. BIPREFNIRBENEER, EEAFRTERENBN'Y*: set -privilege advanced

BRI (*>)o

2. REMZ,
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3.
4.
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fcE EALLSHS ...
* JEMetroCluster

system node image update -node *
* ¥F3 s=MetroCluster

-package <location> -replace
-package true -setdefault true
-background true

<location> AJLIWebfRSZ e H At bk, B
(AEURTFONTAPHR A, BXEVFHAEE system
node image update, IBEN'ONTAP fi$&%E

n
o

S 2R ERE T R L RERGEMEG, BE—KRIT
BN R LERE MG, B7IEE -background
S,

* 475 = MetroCluster

e —— system node image update -node *
* 8 = MetroCluster

-package <location> -replace
-package true -background true
-setdefault false

WA FTEM NS B ERTTIban < R) R
tben L ERY REWHREA BRI FIRE:, ZBREIF
NERAREREAS T TR L.

WIN ...y HIERRESAREE,
PIEREREAS I T R LRERHRE,

system node image show-update-progress -node *

e LR BRI IRE R E’J HAPRT. BNHEETIen<, BEMETRRE * BITKRE Y 7 * BiRY
Y, MIRHRE N AT

system node image update SR LA RERRAMHETRBIZTHESTHE. BRAMEMERHNESRE, EAIUBERE
1Ttk a %,

HRAERT BERDT R LA RER A IREREIINT R R
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clusterl::*> system node image show-update-progress -node *
There is no update/install in progress
Status of most recent operation:

Run Status: Exited

Exit Status: Success

Phase: Run Script

Exit Message: After a clean shutdown, image2 will be set as

the default boot image on nodeO.
There is no update/install in progress
Status of most recent operation:

Run Status: Exited

Exit Status: Success

Phase: Run Script

Exit Message: After a clean shutdown, image2 will be set as

the default boot image on nodel.
2 entries were acted on.

RS LITREFHRITEHETONTAPAHR(IREEE)

BRFR TG L2 EASystem ManagerBoif k. MR AFAEIEBALZIFENRE. &q]
LIEAONTAPS SITRE(CLVRITF I EH A R. EBFERAFHITHE A EAREESH
NREZTRREE, B3 HA WS T R B ohilfEEZIR(E, TH "Failed "
TR, BEIRE, REMNEEFTHEN HA WEE i 1E,

a2z Al
BRI FHREEHE EE" BXR.
EH HA WHFHE IR

TR LUBE BT REVEEN T RIZEREN HARPHNE— T TR, AARE IR, EXNTRERETR
i €72

MREBHIITEAAR, WEARNE—ITNROASENINEEZECE 7 EHIE LIF HLET E—1 ONTAP AR
BT RAER,

ARE—ITRE, BENRRARREN TR, BZFRE I TNREBEFR "ESRAE" AR EE K.

p
1. @2 A AutoSupportid B BB E— M =

autosupport invoke -node * -type all -message "Starting NDU"

Itk AutoSupport B EEEHFINRFERSIER. WREHIRZLIEE, E2REFEBIBEHFES.
NREBFARACE N RIX AutoSupport JHE., NMEXBYEIZRE RIFIEAN M,
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2.

3.

4.

5.

6
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RRERNIRBENELR, ERGHRTEHEEN Y

set -privilege advanced

BRI (*>)o

RERTRIONTAPER RIS B N BIABRER |

system image modify {-node nodenameA -iscurrent false} -isdefault true

system image modify S {ERYT BEIEFHTE ONTAP BHFIE ((FAEAIGEE) EHATSMEIA
B,

BT ERTHE

system node upgrade-revert show

IIEHTEIONTAPIR M IRIG B R IR E N ERINBRIR -

system image show

FELURRBIF, image2 ZHTHY ONTAP higZds, HIZE 7 node0 ERYERINBRE

clusterl::*> system image show

Is Is Install
Node Image Default Current Version Date
node0
imagel false true X.X.X MM/DD/YYYY TIME
image2 true false Y.Y.Y MM/DD/YYYY TIME
nodel
imagel true true X.X.X MM/DD/YYYY TIME
image2 false false Yo W ¥ MM/DD/YYYY TIME

4 entries were displayed.

RN TR EEREMEIRERR):

storage failover modify -node nodenameB -auto-giveback false

MREBHENTRER, WRET—FER, E5EEAAMNXERAILEEERRSEREIEHEE
Mo BN ...y LIHFEL

[



7. WIFRREANTRNENT RERBERE:

storage failover show -node nodenameB -fields auto-giveback

clusterl::> storage failover show -node nodel -fields auto-giveback

node auto-giveback

nodel false
1 entry was displayed.

BITUTHLRR. UHEBEEHRNTRYRES EENERAEFRRERS

system node run -node nodenameA -command uptime

uptime B SAIE R T 2B EXRBEIUEX NFS, SMB, FC #iSCSI EFHHITHIRIELSS

o WFED

i, & \'Jﬁﬁﬁﬂﬁﬁ(fn%L,(TJ%EB%{’ETI';&% STEE. SORENAEIEM, WFRFTRHREEAEMN

M P ImER AR SS . SIRAEM, W RLFARRNIZNINEIE P IRR RS,

/

(D)  CHRTEFBERRENNSHNY UEEENTAERIES BRERTEME.

UTRAIETRTABNFS, SMB. FCHMISCSHEENTI R 1BE, bR EFI{N NFS # iSCSI & F inte

HARSS

clusterl::> system node run -node nodeO -command uptime
2:58pm up 7 days, 19:16 800000260 NFS ops, 1017333 CIFS ops,
ops, 40395 FCP ops, 32810 iSCSI ops

clusterl::> system node run -node node0 -command uptime
2:58pm up 7 days, 19:17 800001573 NFS ops, 1017333 CIFS ops,
ops, 40395 FCP ops, 32815 iSCSI ops

O. KAEHIEEmAMIFH TR

network interface migrate-all -node nodenameA

10. IIF B FEAVEISIFs:

network interface show

ERTHREXTRETRIELIFPRSHMSHEZEE network interface show "ONTAP &5

0 HTTP

0 HTTP

LEE
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1.

12.
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LU RAIER node0 BYEIE LIF BRINER. MTFE LIF, ERILUERIRAIFESHFERRIIE LIF
METRMHO, LIF TR ERHETT M0 MUK LIF BEiTHEERS.

clusterl::> network interface show -data-protocol nfs|cifs -role data
-home-node node0 -fields home-node, curr-node, curr-port, home-port, status-
admin, status-oper

vserver 1if home-node home-port curr-node curr-port status-oper
status-admin

vsO0 data00l nodeO ela nodel ela up up
vsO0 data002 nodeO eOb nodel eOb up up
vsO0 data003 nodeO eOb nodel eOb up up
vsO0 data004 nodeO ela nodel ela up up

4 entries were displayed.

BERE:

storage failover takeover -ofnode nodenameA

1B7I487E -option immediate £, RABZRENT RBEERERES ERBMEIFRARER. WRERFH
¥ LIF M EBE, N LIF BB ET R HABXTIR, MUBERASKERS FE.

FE—NTEIEBEIE Waiting for giveback K7

@ WRE AT AutoSupport. MIE& % iEAutoSupportE 8. 8T it BERhEX R, BRI
TR It B AN H AR

WIHEERTAIN:

storage failover show

TR e B SRR AR LECH BRFEAR VRN EIRE S . XEMIITH, ERTEALTHEHARFIIET
RS, AEMHERM,

UTFTAIEREEER. Tma node0 &4 F Waiting for giveback IR, HEWT =L TF In takeover K.



13.

14.

15.

16.

17.

b.

clusterl::> storage failover show

Takeover
Node Partner Possible State Description
node0 nodel = Waiting for giveback
mailboxes)
nodel node0 false In takeover

2 entries were displayed.

EOERFIN\DH, UEUTREER:

* BERIRZRE (WREHE) ERE.
° BEFIRRMEERBLZERN /0 BIFHERME,

MENBERETE i, ARFEED/\D%, BEBRTEFiRNAEFE.

RESREFE TR

storage failover giveback -ofnode nodenameA

WIEREBAEFBERE:

storage failover show-giveback

MRFERBREEFARE, BRITUTEE:
a. EETRIGFRRRURELREMAR " vedl " RHEREZ LT R,
MBRE, BRAMEREERIMAR " M veBl " i, HIRERENEHEIFYESLL,

C. EFfiETT “storage failover giveback #%,

MREAEEE " vell " £, 15 -override-vetoes BEIEE /I true -

EVERF/I\DH, UEUTREER:

© BERIRZRE (WREHE) ERE.
° BFIRKEMRIEHRE R ER /0 1RFEERIME.

MERERETE K, ARFTEEBD/\2H, BEEUATER KNAREFISE.

(HA

REERFREGEREZEN TR, AREZTRTHEHGE, ROFFRREUNKISEN B R REER
LIF . —BREIREG, MEMNTRMSFIBMNETRERE A iRl R,

R Giveback Status FERIERNEBEERIENRS, WRRFAERSHYERE], MRRIFWE R, NiZir<
BERREHEURERT RIEHNF RS,
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18. IO EE EMThST T mAYEEHT:

a. HESRNRERH:

set -privilege advanced

b. I R EFTIRE RS Jcomplete:

system node upgrade-revert show -node nodenameA

RS 5 A B 5Ehko
RIS HRTTER. BERRBEASH o

a. IR[E|F)EIEN R A :

set -privilege admin

19. B mNiROREERE:

network port show -node nodenameA

A TFEFHREI B ARASH) ONTAP 9 BOF5 8 BSEAT IR 2,

UTFRAIERT RRFrEROSERR:

clusterl::> network port show -node node0

(Mbps)

Node Port IPspace Broadcast Domain Link

node0
eOM Default = up
ela Default = up
elb Default = up
ela Cluster Cluster up
elb Cluster Cluster up

5 entries were displayed.

20. FXEERFAAMERITIR:

124

1500
1500
1500
9000
9000

Speed

Admin/Oper

auto/100
auto/1000
auto/1000
auto/10000
auto/10000



network interface revert *

Itean SRR EIE MTI REBHY LIF o

clusterl::> network interface revert *

8 entries were acted on.

21. W R NSEEHARRSERIERET R, HAE(RSERE:

network interface show

UTFRAIERET RtERFEHE LIF HEMRINEREIRT =, FEEGITRSHERSH:

clusterl::> network interface show

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
vs0

data001 up/up 192.0.2.120/24 node0 ela
true

data002 up/up 192.0.2.121/24 node0 e0b
true

data003 up/up 192.0.2.122/24 node0 e0lb
true

data004 up/up 192.0.2.123/24 node0 ela
true

4 entries were displayed.

22. IREFREREL T R AP IHRMRS. BRIILT RS EEAEEFRMNE MIIURMERS:

system node run -node nodenameA -command uptime

EHTHAIE, BEHEEERS,

UTRAIEREMENTREMENE NFS 7 iSCSI FF inte fitiRSS
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clusterl::> system node run -node node0 -command uptime
3:15pm up O days, 0:16 129 NFS ops, 0 CIFS ops, 0 HTTP ops, 0O FCP
ops, 2 1iSCSI ops

23. NRFEAMERARN TR, FEHE LEMBERABTRE:

7

storage failover modify -node nodenameB -auto-giveback true

NV RERREF T AN HA BN T R, RHFEARERXNEFEEINTIE, N HA XHHNHENT SNIETTHE
8 ONTAP ks,

BT HA X HRRIECH T =

EH HANFNE—INRE, ERBINESMEERERRENTR. ARENTRE, F—MTRRRE
HECH T RAVERIE.

1. BRRERIRENSR, ERARTELSEIHN Y

set -privilege advanced

SEIRTIT ()

2. FEHEIONTAPE4BRIRI B I BRIABR{E .

system image modify {-node nodenameB -iscurrent false} -isdefault true

system image modify S8 S ERYT BEIIIGHAY ONTAP BHME (EAZRIERLRE) BT amEIA
IR0
3. ITEIHE:
system node upgrade-revert show

4. IIEAIONTAPIR ARG B R IR B N IAME

system image show

FELUTFRBIF. image2 RONTAPHIHThRZAS. BIRE AT R EAEAIARRER:
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clusterl::*> system image show

Is Is Install
Node Image Default Current Version Date
node0
imagel false false X.X.X MM/DD/YYYY TIME
image2 true true Y.Y.Y MM/DD/YYYY TIME
nodel
imagel false true X.X.X MM/DD/YYYY TIME
image2 true false Y.Y.Y MM/DD/YYYY TIME

4 entries were displayed.

S. i T R EREABMREENIRERA):

storage failover modify -node nodenameA -auto-giveback false

IRERENTRERH, WSET—FERE, EEEEAEMNRKESHILIEREERSEREIEHREIE
*ﬂ:o Eﬁ)\ e Y L,{él_/ Ko

6. Wt RS ERABMIE:

storage failover show -node nodenameA -fields auto-giveback

clusterl::> storage failover show —-node node0 -fields auto-giveback
node auto-giveback

node0 false
1 entry was displayed.

BTSSR, UAEEEMIT R SRS EEAEAE A inRHERSS

system node run -node nodenameB -command uptime

uptime YA RERTRE ERBELEI NFS, SMB, FC #1iSCSI EFIRHITHRIERE. WFED
i, BRIBTTRRES S URERIETRESEE M. NReIIREEM, lﬂJi%Tn,ﬁéﬁuEfmzwwx
NEFIGE MRS, RFIEM, NFHAHFARRAZIMNIE P inie RS

()  CRETERBRMERRENNSHINY. UEEENRT RN IS BREREEME.
UFRGIETRTABNFS, SMB. FCHISCSHEERNTIR. B2, ILTHRZHEIA NFS Ml iSCSI B infe

HARSS.
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8.

9.

10.

128

clusterl::> system node run -node nodel -command uptime
2:58pm up 7 days, 19:16 800000260 NFS ops, 1017333 CIFS ops, 0 HTTP
ops, 40395 FCP ops, 32810 iSCSI ops

clusterl::> system node run -node nodel -command uptime
2:58pm up 7 days, 19:17 800001573 NFS ops, 1017333 CIFS ops, 0O HTTP
ops, 40395 FCP ops, 32815 iSCSI ops

RFrBSiEEmARIFE LT R

network interface migrate-all -node nodenameB

BTSRRI L en E ER RIS -

network interface show

ERT#EE XA BTFRIELIFPRSHASHMIE ZEE network interface show "ONTAP s S$&E",

UTRAIZRnode 1 NEIEE s AEAE AN T, XTFELIF, EaIUUERLILRAIRE S FESRIGIE
LIF WETRMiRO, LIF ISR RMEO UKL LIF BT EERS.

clusterl::> network interface show -data-protocol nfs|cifs -role data
-home-node nodel -fields home-node, curr-node, curr-port,home-port,status-
admin, status-oper

vserver 1if home-node home-port curr-node curr-port status-oper
status-admin

vsO0 data001l nodel ela node0 ela up up
vs0 data002 nodel elb nodeO elb up up
vsO0 data003 nodel eOb node0 eOb up up
vsO0 data004 nodel ela node0 ela up up

4 entries were displayed.

BiEE:

storage failover takeover -ofnode nodenameB -option allow-version-
mismatch

TB7D4ERE -option immediate 8, RABRENT REREBERET SRBIEIMIRAMRE, WRERFE)
¥ LIF M EBE, N LIF 2BEBET R HABCX TR, LUBSRARSS Shif.


https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html

1.

12.

13.

14.

IR ETRES. BTN v AR,

BIZERT R BB EFRIERZ.

@ MR B AT AutoSupport. N&%&iXAutoSupportE 8. fERT it BER NI X R, EAILL

RSB A F SR BT,

WIHEERTAIN:

storage failover show

L/(—F/—_l_ﬁIJJJ_TE‘f =) EIEEIon T3 IEn()de‘] LH:J—.E?_%F'T#;; = '{kll_a\\ ﬁ@ﬂ?ﬁf 5&3:;; = ’H(ll_,\o

clusterl::> storage failover show

Takeover
Node Partner Possible State Description
node0 nodel = In takeover
nodel node0 false Waiting for giveback (HA

mailboxes)
2 entries were displayed.

EOEFN\DH, UEUTREER:

+
FERIRZRE (WREHE) ERE.
iR MZERRE R ER 110 EFRIRE.

+

mENBERETE i, ARFEED/\D%, BEBRTEFiRNAEF4E.
RREEROFEC TR

storage failover giveback -ofnode nodenameB

REREEARRBESROZEN TR, AREETRTKEE, REFMREEUKIREN Bt
fILF ., —BEEES, HRHDNSSHEFENE MRS MR B HIE.
WIERREROFAERE!

storage failover show-giveback

9N Giveback Status FERIERRBBERENR S, WROFAAERE, MRZERTR, Mixdn

ERAVE

YR ETR
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RIEHEZ ARE R BRI F R S

15 NRKREERRES, FHRITUTIE:
a. BRI FRRUABE LR B R " vl " FUTEREBHEILE R,

b. MNBUE, BRERIEIRESFFRR " M veBl " M4, HIREHENETARIFIEERE

c. EHTITTT “storage failover giveback &%
MNREREBE " vedl " £H, 151 -override-vetoes SEHIZE N true -

16. = DERF/N\DH, MBI THREER:
* BEFIRZRE (WREHEB) ERE.
° BRI MITIERERIE AR ERY /O 1BRFEFEHIRE,

MERERETEF K, ARFEED/\2H, BEERTERHNAREFIE.
17. IR E EMThT T mAYEHT:
a. HE|SRMNRE7:

set -privilege advanced

b. IUIET R EHTKRZZE S Scomplete:

system node upgrade-revert show -node nodenameB

ARSI 5 A B Fe o

MBREARTE, BEMTREBITHS, “system node upgrade-revert upgrade SR &

BRARZF o
a. RO F|EERNPRKA:

set -privilege admin

18. WIF P = MiEOR T ERE:

network port show -node nodenameB

AT EFAREI ONTAP 9.4 BT = HisfTib a4,

UTFRAIETRT REFME SRR CIIERE:

130
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LARFTHEH, BE



clusterl::> network port show —-node nodel

Speed
(Mbps)
Node Port IPspace Broadcast Domain Link MTU Admin/Oper
nodel
e0M Default - up 1500 auto/100
ela Default = up 1500 auto/1000
e0lb Default - up 1500 auto/1000
ela Cluster Cluster up 9000 auto/10000
elb Cluster Cluster up 9000 auto/10000

5 entries were displayed.

BXBEMEE network port show, IBB'ONTAP GiS$E&E",

\

19. XL amEARmERTR:

network interface revert *

s L RREIEM T RERBRY LIF o

clusterl::> network interface revert *

8 entries were acted on.

20. WP RVSIEERARERSERIERET R, HAE(IRSERE:

network interface show

UTRAIERTREERAASIE LIF HEMNERET R, HEEEBITRESNER:):
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clusterl::> network interface show

Current

Node

nodel

nodel

nodel

nodel

Port

ela

e0b

e0b

ela

Logical Status Network
Current Is
Vserver Interface Admin/Oper Address/Mask
Home
vsO0

data001 up/up 192.0.2.120/24
true

data002 up/up 192.0.2.121/24
true

data003 up/up 192.0.2.122/24
true

data004 up/up 192.0.2.123/24
true

4 entries were displayed.

21. IREFREREL T R AR IHRMRS. BRI T R @S EEAEEFRMNE MIURMERS:

system node run -node nodenameB -command uptime

BRI, BEHEEENS,

UTRAIEREMENTREMENE NFS 7 iSCSI FF inte fitARSS

clusterl::> system node run -node nodel -command uptime

3:15pm up O days, 0:16 129 NFS ops,

ops, 2 1iSCSI ops

0 CIFS ops,

2 NRXZEBPEFHNRE—T R, NSfit&AutoSupporti@Hl:

23. HRIAFTHIONTAPIRF IETEHAX BIF N3 s LT T:

132

0 HTTP ops,

autosupport invoke -node * -type all -message "Finishing NDU"

Itt AutoSupport SBHI EEEFMBINARRTIER. NREHIIZHIAA,

WNREEFRALE K% AutoSupport SEE, MBI EIZAISRIFIT A,

set -privilege advanced

0 FCP

ESRTFEBRSIERRE S,



24,

25.

26. R[E]

27.

system node image show

ELUTRAEIF, image2 & ONTAP BIEFTHRA, MM R LB IARES:

clusterl::*> system node image show

Is Is Install
Node Image Default Current Version Date
node0
imagel false false X.X.X MM/DD/YYYY TIME
image2 true true Y.Y.Y MM/DD/YYYY TIME
nodel
imagel false false X.X.X MM/DD/YYYY TIME
image2 true true Y.Y.Y MM/DD/YYYY TIME

4 entries were displayed.

MRFTAERAEMNT R, BEELERBABIRE:

storage failover modify -node nodenameA -auto-giveback true

FEAKIERBEEE RTINS, UKIRS BEIETIEIT cluster show Ml cluster ring show (Fk

PRZEA)EF <o
EAREREM HA 3281, HARITIHSE,
BXHMB cluster ring show HHMEE “cluster show, BBI'ONTAP <& E",

I EENRE S

set -privilege admin

FHRAERE M HA X,

BXER

"autosupport invoke
"RYGTIRER"
"RETIR"
"B
PO
"network port show"

"set -privilege advanced"
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FEABSITREFHIET S5/ \ T s MetroClusterfit B i# TP BTONTAPF K

FopFARIET =3/ \ T mMetroClusterfc &5 S EE EH. RN EH— M HFNDRA+E
MDORM LAKITH R G1ES.
* WESKXUTREH#HITIERHRLIE:
° J&1T ONTAP 9.2 St E RhRAHIE T = MetroCluster FC 3¢ IP Bt &
° J\Ti &= MetroCluster FC EC&, 5 ONTAP hRATX
* MREERBIRNT = MetroCluster BtE, BB LHRIES B,
* LUIFESS X ONTAP BYIBARZA<F0 3 AR s
° FHREY, |IBARZSZE ONTAP FYRHRhRAS, HhAS{ETFHARAEY ONTAP .
° FRREY, |HARZSZE ONTAP RYESMRAS, HhRAS ST HRZASEY ONTAP .
* ESFERUTEAIIER:
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Download the new

Prepare for the Send AutoSupport: 3 wersion of ONTAP to all o | Confirm default and
upgrade. “Starting MOU" nodes in the MetroCluster 71 current images.
conflguration.
=
¥

Upgrade first DR
pair.

Take aver node_8_1:
storage failover

Take awver node B 1:
storage failover

Give back node_ A 1

L.
takeowver -bynode Tl takeover -bynode mif_-l::lgkw“
node_A_1 node_B_1 E
2
Ghve back node_B_1 Canflerm OMTAP

storage fallover — version on both
giveback

nodes,

¥

Upgrade second DR
pair.

Perform post-
upgrade tasks,

)\ T 5T saMetroClusterfd & _FEFTONTAPIFEIYE R

MetroClusterfi A F I IESBIARE. BIEEUATFMetroClusterBe BT =2/ \"NMEEE 1,

Take over node_A_2: Take over node B 2:
storage failaver ; storage failaver GM: back r;n:lle_.ﬂ-._z;
takeover -bynode takeover -bynode - ura!a:h:t:wr
node_A_2 node B_2 BV
A ]
Give back node B_2: Canfirm QONTAP
storage fallover s version on both
Eiveback nodes,
Send AutoSupport:
"MDU complete”

— MetroCluster BB B &—1 s DR H, &1 DR ABEMWm HA ¥, &1 MetroCluster E£&8—1 HA
3t — N\ & MetroCluster B3E7 > DR 4H:
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cluster_A cluster B

DR Group One
DR pair
node_4_1 [ ety e e ] r node_B 1
Hi pair HA pair
DR pair
node_ & 2 —_— — — — — — ro— node B 2
DR Group Twao
DR pair
node_& 3 _— — — — — — - — node B 3
HA pair HA pair
DR pair
node_A 4 —_— = — — — — — —_ node B 4

—RFAHK—1 DR,

T F 9% &5 MetroCluster fCE

1. A4KDR%H1:
a. #H4ENODE_A_1HINODE_B_1,
b. ##4XNODE_A 2#INODE_B_2,

3T )\ T =MetroClusterfdE. HITDRAFALIZIELBIRA
1. F+4%DR%H1:

a. #4ENODE_A_1FINODE_B_1,
b. #14XNODE_A_2fINODE_B_2,
2. F4EDRA2:
a. #4RNODE_A_3FINODE_B_3,
b. #1#XNODE_A_4FINODE_B_4,

HEZF4EMetroCluster DRZH

AT R EALRONTAPE G Z Bl ERAIHET R ZERDRXFR. &KiX—FAutoSupportiH 2 LR BRI IEE B 5D
Fk. HBINE DT R LEEBITRIONTAPhRES,
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B URE "ETE M "ELE" R A,

HAES DR A EEEHITIES. 1R MetroCluster IEBE B E/\ M=, MEFERD DR 4H, EHlt, %40
81 DR A LEEHITILES

LSRN TAIER TERARHZ MR ERN TR

cluster_A cluster_B
DR Group One
DR pair
node_A4_ 1 ot —— e — — I — node_B 1
HA pair HA pair
DR pair
node_A 2 —_— — — — — — F— node B 2
[R Group Two
DR pair
node_A 3 _—_ — — — — — - — node B 3
HA pair HA pair
DR pair
node_A 4 _— = — — — — — — node B 4

1. HERCEHFRIDRY

metrocluster node show -fields dr-partner

137



cluster A::> metrocluster node show -fields dr-partner
(metrocluster node show)

dr-group-id cluster node dr-partner

1 cluster A node A 1 node B 1
1 cluster A node A 2 node B 2
1 cluster B node B 1 node A 1
1 cluster B node B 2 node A 2
4 entries were displayed.

cluster A::>

2. BRUPRZR S Madmini& B Fadvance, £ R SR (G 42 B4 N\ *y*

set -privilege advanced

BRI (*>)o

3. Hfailcluster-A_EFIONTAPHRZS :

system image show

cluster A::*> system image show

Is Is Install
Node Image Default Current Version Date
node A 1
imagel true true X.X.X MM/DD/YYYY TIME
image2 false false Yo Yo Y MM/DD/YYYY TIME
node A 2
imagel true true X.X.X MM/DD/YYYY TIME
image2 false false Yo Yo MM/DD/YYYY TIME

4 entries were displayed.

cluster A::>

4. Haikcluster-B_EHIRRZS :

system image show
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cluster B::*> system image show

Is Is

Node Image Default Current Version
node B 1

imagel true true X.X.X

image2 false false YooY
node B 2

imagel true true X.X.X

image2 false false Yo¥o¥

4 entries were displayed.

cluster B::>

S. fi’& AutoSupport @40 :

Install
Date

MM/DD/YYYY TIME
MM/DD/YYYY TIME

MM/DD/YYYY TIME
MM/DD/YYYY TIME

autosupport invoke -node * -type all -message "Starting NDU"

IttAutoSupporti@ M ELEARFINAFREIER. MREARIRZLIRR. EXRFEBIKERRESR,

INIREEFARECE N A% AutoSupport JHE, NEHBIRI A RIFED M,

6. WFE—AFNEN TR, FEIRONTAPIRHFIREIZE S ERINBRE |

system image modify {-node nodename -iscurrent false} -isdefault true

tben L fERY BEWISFA SRR REN BRI BREE SN T R BIEOARR SR,

7. I EARONTAPI 4 ERIG B B 1R B Hcluster-A_EBIBRIABRER |

system image show

EUTRAIFR, image2 ZHEY ONTAP hrzs, HIREAFE—AFEN TR EBRIARE:
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cluster A::*> system image show

Is Is Install
Node Image Default Current Version Date
node A 1
imagel false true X.X.X MM/DD/YYYY TIME
image2 true false Y.Y.Y MM/DD/YYYY TIME
node A 2
imagel false true X.X.X MM/DD/YYYY TIME

image2 true false Y.Y.Y MM/DD/YYYY TIME

2 entries were displayed.

a. ISIFEFRONTAPIR A IRG Z IR B Fcluster-B_ERIERINBR(R :

system image show

UTRAIERETRABIRENE—AFEINT R ERIRGARE:

cluster B::*> system image show

Is Is Install
Node Image Default Current Version Date
node A 1
imagel false true X.X.X MM/DD/YYYY TIME
image2 true false Y.Y.Y MM/YY/YYYY TIME
node A 2
imagel false true X.X.X MM/DD/YYYY TIME
image2 true false Y.Y.Y MM/DD/YYYY TIME

2 entries were displayed.

8. MEEARNTRIFMEENENT RNEREF iR HERIRS

system node run -node target-node -command uptime

uptime <L BT TR B LRBELLEI NFS, CIFS, FC #iSCSI EFIHHITANRELS . WFE M
W, BRBDTRRGLSRAERFITRESEEM. WRENREEM, MNFRTRTRIARETRZDING
FFIRREARSS. WRAEM, KRR AIZMINE P IRRHRS,

()  CRRTEFBRERRENNSHNY UEEAET RN BRERTEME.
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LRFIERTERB NFS, CIFS, FC M iSCSI&ENT =,

iR AR S5

cluster x::> system node run -node node(
2:58pm up 7 days, 19:16 800000260 NFS

ops, 40395 FCP ops, 32810 iSCSI ops

cluster x::> system node run -node nodeO
2:58pm up 7 days, 19:17 800001573 NFS

ops, 40395 FCP ops, 32815 iSCSI ops

&3 MetroCluster DR A% — DR ¥

BR, T =ZRIXJ NFS M iSCSI FF

-command uptime
ops, 1017333 CIFS ops,

—-command uptime
ops, 1017333 CIFS ops,

TR IEFRIRFRAT T RIREMRE, LERTARZSA) ONTAP BT = BY HAThR 4.

PRE T3 RER IS TTIRARZSHY ONTAP 6

EESS. BEHLENODE_A_1FINODE_B_ 1o

0 HTTP

0 HTTP

NRIEEALRE—1DRA LFIONTAPE . HAIMEEAR/\TImMetroClusterFEEFHYE —MDRA. NFELE

S, EFEEEFHNODE_A_3FHINODE_B_3,

1. MNERB AT MetroCluster Tiebreaker 4, HIEHEZR
2. WFHAMFHENT R, BREDRE

storage failover modify -node target-node -auto-giveback false

R HA RSN T REERITIE SR,

S WitRABEEABMRIE:

storage failover show -fields auto-giveback

/

IRHIEREER TR EREABMNE

cluster x::> storage failover show -fields auto-giveback

node auto-giveback
node x 1 false

node x 2 false

2 entries were displayed.

4. HRENMTHIZEI/OREBIL sy #asrmnzscrunmzrz50%0
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5. BTHXT cluster A FBir T mAERE
1B7I487E -option immediate £, RABERENT RFEEEKET LR MEIFIFBRE,

a. ##&cluster-A (NODE_A_1) FHIDREZIT TS

storage failover takeover -ofnode node A 1

TRBHE " EEF/HTE " K.

(D NRBAT AutoSupport , & &iX—% AutoSupport JHE, 18T milB R,
ERI LB BB L@ R H AR

b. IIFEEETMIN:
storage failover show
UTFREIEREZEEEM. node A 1 &TF " IEEFERFRIE "IRE, node A 2 &F " IEERE " KE.

clusterl::> storage failover show

Takeover
Node Partner Possible State Description
node A 1 node A 2 = Waiting for giveback (HA
mallboxes)
node A 2 node A 1 false In takeover

2 entries were displayed.

6. ##% cluster B LAY DR Eg3tTis& (node B 1) :

1B7I487E -option immediate £, RANBERENT RFTEEEEES BRI ABRE,

a. #ENODE_B_1:
storage failover takeover -ofnode node B 1

TREMNE " EEFEHRE " R

@ MR B AT AutoSupport , M&%kiX—5% AutoSupport JHE, 67T 2B HEEE TE.
&/ LI Z BRI B RN FH AR FH R

b. IS B E RN
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storage failover show

UTFRAIEREZEEERIN. node B 1 &F " IEFEFER[FRIE "IRE, node B 2 &F " IEFERE " KT

clusterl::> storage failover show

Takeover
Node Partner Possible State Description
node B 1 node B 2 = Waiting for giveback (HA
mallboxes)
node B 2 node B 1 false In takeover

2 entries were displayed.

7. ELER)\DH, UAREEUTERYE:
* BEFIRZRE (WNREHE) ERE.
° BERIREMERERELZERN /0 HERIRE,

MERENFETE iR, RIBEFIHNAREFIE, FAIREREET/\ 2.
8. B¥ER&REIFIBIRTR:
& MetroCluster IP FEEFH4LE] ONTAP 9.5 AEEMRASE, BEREENERNATRERS, ASBEHRR
SHIREIFIHREIRTS,
a. B¥ERERX XA cluster A LRFIDREZIS T &
storage failover giveback -ofnode node A 1

b. ¥EBE&TELcluster BLERIDREZAT T & :

storage failover giveback -ofnode node B 1

RERFERFREGREZT R, ARETRTKEINGE, REFMRES.

9. ERNMEE LAHUTHS. URIIREEREMERS:!
storage failover show-giveback

9N2R Giveback Status FERIETREBBERZENRS, WRTHAERGIIEBRE, MRERER, Wizem<
R BRI HE UREIRT LRI F R

143



10. NREFREEERRS, BFRITUTIRE:
a. ERETRIGRFRRURELREMAR " vedl " RHEREBR LT R,
b. INBHUE, BRRIBIRES PR " M vedl " M, HREHENEFRIEIEELLE,

c. EHfta\ storage failover giveback &%,
MNREREBE " vel " £H, 1515 -override-vetoes SEHIZE N true -

M. 2 DEF)\ D8, UHEREEUTHRE:
* BEFIRZRE (WREHE) ERE.
° BEFIREMRIEHAE R ER /0 EFRIME,

mENERETE i, RIEFFRNAREFIIE, AJFEED/\ 0.

12. EARLR S Madmini& & Jyadvance, 1T R IR R IR BT I N *y* :

set -privilege advanced

BRI (*>)o

13. Haikcluster-A_EHIRRZS :

system image show

IR RBIER System image2 29 node_A_1 EBIBRIAFI HETHRES :

cluster A::*> system image show

Is Is Install
Node Image Default Current Version Date
node A 1
imagel false false X.X.X MM/DD/YYYY TIME
image2 true true Y.Y.Y MM/DD/YYYY TIME
node A 2
imagel false true X.X.X MM/DD/YYYY TIME
image2 true false Y.Y.Y MM/DD/YYYY TIME

4 entries were displayed.

cluster A::>

14. Haikcluster-B_EHIRRZS :
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system image show

MUTFTAIETREAS image2 (ONTAP 9.0.0) = node A 1 FHIZRIAFN Y ATARAS :

cluster A::*> system image show

Is Is

Node Image Default Current Version
node B 1

imagel false false X.X.X

image2 true true Y.Y.Y
node B 2

imagel false true X.X.X

image2 true false Y.Y.Y

4 entries were displayed.

cluster A::>

E#T MetroCluster DR AHHI%E — - DR Xt

Install
Date

MM/DD/YYYY

MM/DD/YYYY

MM/DD/YYYY
MM/DD/YYYY

BRTHR ERIRF IR EMIETI R, UEHhRZASE ONTAP a7 B SRk,

BNEAHEE—NDR X (node A 1M node B 1) o

EIESS. BEHLENODE_A 2FINODE_B_2,

TIME
TIME

TIME
TIME

NREEARE—TDRALAONTAPI M. HEIMEIEEEH/\TI=MetroClusterFc EFRIE _MDRA. MTE

tES S, EREEFHNODE_A_4HINODE_B_4,

1. BRrE R S RIS T A

network interface migrate-all -node nodenameA

2. [BEht cluster A FBART SiEE:

1B7I487E -option immediate £, RABEKENT RFEEEEEES R MEIFIBRE,

a. ¥% cluster A LH9 DR Eexd s

storage failover takeover -ofnode node A 2 -option allow-version-—

mismatch
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(D o allow-version-mismatch MONTAP 9.0 ZIONTAP 9.18{E{E{E4MEFHLED
REBEIEIN,

TREBHE " EEFHXE " RS

MEREAT AutoSupport , MEKE—5% AutoSupport SHE., IET T SBHER M. TAIUZKRILE
HHBEHR,

b. IIHEERTRMIN:
storage failover show

UTRAIZBTREEEM. node A 2 &F " IEFEFRIE "IRE, node A_1&F " EEEE "KE.

clusterl::> storage failover show

Takeover
Node Partner Possible State Description
node A 1 node A 2 false In takeover
node A 2 node A 1 = Waiting for giveback (HA

mailboxes)
2 entries were displayed.

3. BEh¥t cluster B E BT mAYIEE
JBINIERE -option immediate 2%, AABZRENT REEIEBRE T 8B EIF G,

a. #% cluster B (node B 2) LAY DR ExtTies:

FROIE AL ...

ONTAP 9.2 5% ONTAP 9.1
storage failover takeover

-ofnode node B 2
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FRUE HWNLLERS ...

ONTAP 9.0 8¢ Data ONTAP 8.3.x
storage failover takeover
-ofnode node B 2 -option allow-

version-mismatch

o allow-version-mismatch
@ MONTAP 9.0FH4%EIONTAP 9.18%

%ﬁ@ﬂ‘ﬁl—?ﬂé&ﬁpﬁﬁﬁ%gﬁtiﬁ
I,

TREMNE " EEFERE " R

(D MR B AT AutoSupport. M &iXAutoSupportE 8. fERT mii BERMEHXR, &5

U R e BRI @ N H A SR

b. IIHEE BB

storage failover show

UTRHEREEER. node B_2 &F " IEFEFRFRRIE " KA, node_B_14TF " EFEE " K7

clusterl::> storage failover show

Takeover
Node Partner Possible State Description
node B 1 node B 2 false In takeover
node B 2 node B 1 - Waiting for giveback (HA

mailboxes)
2 entries were displayed.

4. BOEF/N\ D8, UBFREEUTEMS:
© BEFIRZRE (WREHE) ERE.
° BERIREMERERELZERN /0 HEHIRE,

mERERETE R, RIEFFPIKNBREFIE, FIEREEED/\ 2.
o BRAREIZIBIRTR:

¥ MetroCluster IP EEEHZKEI ONTAP 9.5 [5, BEBERNEIRNLFEERE, AGRBEHRRTHIR
BERRS.

=

[A%Ye)

EIE]
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10.

148

a. WERERFRLAcluster AL HIDREE T &=

storage failover giveback -ofnode node A 2
b. EEB & XX LAcluster BEAIDREN T

storage failover giveback -ofnode node B 2

RIEBRFELABRESREITNR, ARETRTHRENG, REFRES
ERINEELREUTHS. UWRIIREEREFAERS:
storage failover show-giveback
YNR Giveback Status FRIETSBERENRE, NRTFABEREHERE, NRIZEHER,
RETRRIEHEURERT RIENF RS,
NREFRREUEFIRES, FHRITUUTRE:
a. BEEGRIGERRRUBEESEMAR " ved " FHEEEBZUIE R,
b. NBEME, BRRREIRESFTR " M veRl " &4, HREHENEMIRIEHESZL,
c. EFffE storage failover giveback @<,
MREREEBS " vel " F, 1EF -override-vetoes SEILE N true -

EDFEF/N\D8, URERAHEUATFG:

* BEFIRZRE (REHE) ERE.
° BPIREMIEHREIAR £/ 110 HEHIRE,

B

MENENFETEF IR, RIEFFIHNAREFRIEE, JaeFEBL/\D#H.
RZR 5! Madmini& & Aadvance, (T R SR R B LR BTt N "y

set -privilege advanced

SEIRTIT ()

s

D

jAcluster-A_EBIRRZS :

system image show

TRAIETRES image2 (B+F ONTAP B%) = node A 2 ERIZRIAFIHATRRZS :

iz



cluster B::*> system image show

Is Is Install
Node Image Default Current Version Date
node A 1
imagel false false X.X.X MM/DD/YYYY TIME
image2 true true Yo Yo Y MM/DD/YYYY TIME
node A 2
imagel false false X.X.X MM/DD/YYYY TIME
image2 true true Yo Yo Y MM/DD/YYYY TIME

4 entries were displayed.

cluster A::>

1. Haikcluster-B_EHIRR S :

system image show

LT RAIEREAESimage2 (EFRONTAPIRMER)ENODE_B_2 FHIBRIAFI HAiThR s :

cluster B::*> system image show

Is Is Install
Node Image Default Current Version Date
node B 1
imagel false false X.X.X MM/DD/YYYY TIME
image2 true true Y.Y.Y MM/DD/YYYY TIME
node B 2
imagel false false X.X.X MM/DD/YYYY TIME
image2 true true Y.Y.Y MM/DD/YYYY TIME

4 entries were displayed.

cluster A::>

12. WFHAWHHEIM TR, BRABHRE:

storage failover modify -node target-node -auto-giveback true

I HA JRB SN RESERITIER <,

13. BWiFREERABMIE:
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storage failover show -fields auto-giveback

ITRFETREERIT TR LEREHMRE:

cluster x::> storage failover show -fields auto-giveback
node auto-giveback

node x 1 true
node x 2 true
2 entries were displayed.

BXER
« "storage failover giveback"

* EFERER S
* EFERERE ER-RE"

+ "storage failover takeover"

7ZONTAP 9.25f F RhR A FEH T AKX T s=MetroClusterfi &

I HMetroClusterfid B BIFAR 5 XEONTAPIR AT S. INREEITHZEONTAP 928 F
BhrZA. NINERIHRES BRITFI TP MAR. EFREESohEii. &
- failed "ihm EAVERE. Bl REEF—IhaMER FEE TR,

RGN T smMetroClusterBd BiZ{TONTAP 9.3 EE A A, FHIT FHSystem Manager H &4,

p
1. BIPRRAIRENER, ERFRTEHREIEN Y

set -privilege advanced

SEIRTIT ()

2. TEFRIER £ EHRIONTAPIRHF MR R F BRIABRR :

system node image update -package package location -setdefault true
-replace-package true

cluster B::*> system node image update -package
http://www.example.com/NewImage.tgz -setdefault true -replace-package

true
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3. Wk BRI IRE R B IRENFIARE:

system node image show

UTFRFIERTX—R NewImage KB RRINER:

cluster B::*> system node image show

Is Is Install
Node Image Default Current Version Date
node B 1
OldImage false true X.X.X MM/DD/YYYY TIME
NewImage true false Y.Y.Y MM/DD/YYYY TIME

2 entries were displayed.

4. MR BRI RSRIRE NEIARG. BEHITEN:

system image modify {-node * -iscurrent false} -isdefault true

S. WIEFREEBSVMES A F TR :

metrocluster vserver show

6. TEREMAVER L. BEihEsiRk:

metrocluster switchover

IS ERTRERE 19 $hEd(E], & RILAEA MetroCluster operation show S8 S IIFYIE S B 5o

EUTRAIFR, EzigEss ("cluster A'") ERITHETIR, XSSEAMER ("cluster B'") HF
, LUMEEA LA E# TEH
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cluster A::> metrocluster switchover
Warning: negotiated switchover is about to start. It will stop all the
data

Vservers on cluster "cluster B" and

automatically re-start them on cluster

"cluster A"™. It will finally gracefully shutdown

cluster "cluster B".
Do you want to continue? {y|n}: vy

7. WIEFREEBSVMES R FEITIRR:

metrocluster vserver show

8. "s"IETEETT "B LIRS

metrocluster heal -phase aggregates

& MetroCluster IP EEEF4RE| ONTAP 9.5 Sk ESIRAS, REBERNEARLFRERES, AEBEME
i# ﬁ@?”%ﬂf?&b{uo

cluster A::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

9. WIHEERIER T EMINTH

metrocluster operation show

cluster A::> metrocluster operation show
Operation: heal-aggregates

State: successful

Start Time: MM/DD/YYYY TIME

End Time: MM/DD/YYYY TIME

Errors: -

10. "s"IETEIGTT "SE8F LRUIRR S

metrocluster heal -phase root-aggregates
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cluster A::> metrocluster heal -phase root-aggregates
[Job 131] Job succeeded: Heal Root Aggregates is successful.

. BIHEERFREEMTIITMK:

metrocluster operation show

cluster A::> metrocluster operation show
Operation: heal-root-aggregates

State: successful

Start Time: MM/DD/YYYY TIME

End Time: MM/DD/YYYY TIME

Errors: -

12. THENER L. MIHREFRTFRIITR:

boot ontap

13. FFEohdiETm. AREIEFEERSVMERIIAFEITIRR:

metrocluster vserver show

14. s " EEBFRITHIE!:

metrocluster switchback

15. IIEYIER S EMThTERL :

metrocluster operation show

cluster A::> metrocluster operation show
Operation: switchback

State: successful

Start Time: MM/DD/YYYY TIME

End Time: MM/DD/YYYY TIME

Errors: -
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16. IFFTEEBSVMES A FEITRR:

17. B —NEHEE FIRFIESE,
18. I&3F MetroCluster BLBE 25

154

metrocluster vserver show

a. WERE:

s==

B1TIES:

et

metrocluster check run

cluster A::> metrocluster check run

Last Checked On:

Component

nodes
lifs

config-replication

aggregates

MM/DD/YYYY TIME

Result

ok
ok
ok

4 entries were displayed.

Command completed. Use the "metrocluster check show -instance"

command or sub-commands in "metrocluster check" directory for

detailed results.

To check if the nodes are ready to do a switchover or switchback

operation, run

"metrocluster switchover -simulate" or

switchback -simulate", respectively.

b. INREBEEFFIFMAVER. 1EFERAMetroCluster check runtn < :

metrocluster

metrocluster

metrocluster

metrocluster

check

check

check

check

aggregate show

config-replication show

1if show

node show

"metrocluster



C. BREAIRENER:

set -privilege advanced

d. 1RIAIHRAE

metrocluster switchover -simulate

e. BERUMEINAIER

metrocluster operation show

cluster A::*> metrocluster operation show
Operation: switchover
State: successful
Start time: MM/DD/YYYY TIME
End time: MM/DD/YYYY TIME

Errors: -

f. RO FIEIENPRER

set -privilege admin

g EEF—EELEEXETFIE,

SeRE

WITER "HREES
HXEE

"MetroCluster KR E"

FERATLITREFIRITHETONTAPFH LK

SNIRIE AT AEER B AR AN LAF R ZIFTEY ONTAP higas, MIRJLAERFBIAR S E. thHEE
BIANTER. AN HAWNRRAEERERTS, EMEMERTNE IR, AREHMB
FFhERSIER S,

© I R M R R R
* NRETE SAN RHIETT, MBTXHANEIFFIE SAN ZFin, BHEFALRTTH.

NREPEARZBIRKANEF SAN TR, NWEFEXGRENNARFZLKEHEIR, AJEFEEA
RSEREFHIME.
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EREALRT, FEEFEN, FASD HAWERERT FHERERS, AES I TREZEN. RRAFERERS
&, BT TNRERIETRESR, WMER, RBRRATEENRL, 5T RXENARRSMS .

TE
1. BRI Madmini& & JJadvance, fE R SRR EE BTN *y*

set -privilege advanced

SRR (*>)o

2. JEHTRIONTAPIRFIRRIZ B SO BRINBRER ©

system image modify {-node * -iscurrent false} -isdefault true

e fERY BREWIFEIR ONTAP BAME (FAERAMRGRE) BEiNES I REEIARE,
3. IIEHTAIONTAPIR ARG B B IRE NFIARA

system image show

FELLTRGIF, R 2 AT ONTAP HRZs, FHigERR TR EARAIARRE

clusterl::*> system image show

Is Is Install
Node Image Default Current Version Date
node0
imagel false true X.X.X MM/DD/YYYY TIME
image2 true false Y.Y.Y MM/DD/YYYY TIME
nodel
imagel false true X.X.X MM/DD/YYYY TIME
image2 true false Y.Y.Y MM/DD/YYYY TIME

4 entries were displayed.

4 BITUTERZ—!

ERETES .. HATIERIE ..
— TR BERIT Do
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ERETES .. HATIEIRIE ...
MR a. ZESESTAL:

cluster ha modify -configured
false

BN ...y HIETRETARLGE,

b. JFHAFSEE AT EHRESETS

storage failover modify -node
* —enabled false

MU ET R NEBPHNS MHAN R BEFAERIERTS !

storage failover modify -node *
-enabled false

o. BMTBRTHERFITR:

system node reboot -node nodename -ignore-quorum-warnings

()  wr—rEFEDsIER
RIS EEIITE ONTAP BfR. IAHS BN ONTAP BRIET, EREMBIIRESRH,

6. EAHFMIONTAP MEEFH B TR —ATRGE. BINREINEENEE:

set -privilege advanced

RGBT EHEES, A"

7. WA ETEBTT

system node image show

LTI, imagel ZHTEY ONTAP hRZS, HiIRE /I node0 LRYZHATARAS:
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clusterl::*> system node image show

Node Image
node0
imagel
image?2
nodel
imagel
image?2

Is Is Install

Default Current Version Date

true true X.X.X MM/DD/YYYY TIME
false false Y.Y.Y MM/DD/YYYY TIME
true false X.X.X MM/DD/YYYY TIME
false true Y.Y.Y MM/DD/YYYY TIME

4 entries were displayed.

8. WIFARESEMIhTTA:

a. FIREHNIRENER:

set -privilege advanced

b. IFENT RARREEE Hcomplete:

system node upgrade-revert show —-node nodename

ARSI 57 B 5ELo
WNRIRES R Zcomplete.

a. RO F|EIENPRKA

TE"BEXRNetApp 520 1" 1LED,

set -privilege admin

0. WHMB M REESRSFS,

10. MREHEERINES

TR FAERPNEINHAN B REERERT .

storage failover modify -node * -enabled true

N MREBHNEEWIN A, FRAEHSUEN:

cluster ha modify -configured true

BXER
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* "EFERERRB R

ONTAPHE GEHITHIIRE

ONTAPFHR/EEHITHIIRIE

FHRONTAPIS. ENHATIES RIIE R B B M,
(i

FHRONTAP/G. fENITIEERARA. SEEITIRANFEBITIRE. MNREEEARIZE MetroCluster FC ECE
, WEFBREIEEEEEER A BT IIMIR,

2. "BEFREMSIFsE B AL F A L",

AEMECHHRE, R LIF JREIBIEDENSEERBRO. ALEEE, BOABBHERFERE
i LRI LIF o

3. I S E SN E TIEREEL
WRER FEERERE. BriEEEEALRERITEMIE,
4. "EFHEEIMEE(DQP)"

£ ONTAP ALdiEH, REEH DQP,

HBEONTAPEIIEERS

FHRONTAPS. BIOIEERFNRAS. EBHEITIVAMEMEZEITINN. XFFMetroCluster FC
ALE. BNV E T B R BBt RIIMIiE,

Umgha=ssicd e
FRFTBEHAMG. E7fERversiondn SIIEFIE T R B EEETT B inhik4s,
iﬁ#&zt%’éﬁﬁqﬂﬁﬁ*ﬁﬁbéﬁﬂ’ﬂ%ﬁ ONTAP higZs, SNSREBFhRATZEBEHF ONTAP hRZAs, MRTAARE
1. BB RIIRRS!:
set -privilege advanced

2. IIFEBERRASE T N BAR ONTAP hivas:

system node image show -version

3. WNREEFhRATZEBIRONTAPARZS. NIRZISIERPRE T3 mEVARARE |
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system node upgrade-revert show

FAESEEETTION

FRERE, BNRIEXETREREITER AFSMAERNRN, URERRELTHEIRTS.

1. EIFERPHN TN R ES B B SNSRI R4

cluster show

clusterl::> cluster show

Node Health Eligibility
node0 true true
nodel true true

MREATREITRARNEERAAFERM, 1FNE EMS BEHFRHEHIRARINE EHE.
2. IS RDB #Z2HNEEIFAES.

° N EMXAEIERE epoch MEIERE epochs M ITED,
° FiE T RSN R ENE AR,

HAR, STFAIRERBERERPEER,

Z R It RDB #7E ... PN

BIEN ARER cluster ring show -unitname
SETIEE cluster ring show -unitname
EIMEOEIESS cluster ring show -unitname
SAN BEIBFIFHIZ cluster ring show -unitname

BXBFEMIEER cluster ring show, IBBI'ONTAP GiS$E&E",

HRFIERT S ESIERFIE:
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clusterl::*> cluster ring show -unitname vldb

Node UnitName Epoch DB Epoch DB Trnxs Master Online
node0 v1db 154 154 14847 node0 master
nodel v1db 154 154 14847 node0 secondary
node?2 v1db 154 154 14847 node0 secondary
node3 v1db 154 154 14847 node0 secondary
4 entries were displayed.
3. WNRETE SAN ERIETT, BRIEEITNTARE T SAN EHIRE:

cluster kernel-service show
clusterl::*> cluster kernel-service show
Master Cluster Quorum Availability
Operational
Node Node Status Status Status
clusterl-01 clusterl-01 in-quorum true
operational

clusterl-02 in-quorum true
operational

2 entries were displayed.

4. BIRURA S IRELS EIR

pa

set -privilege admin

BXES
"RSTEE"

WIER R E R B atRIIMIIR({XPEMetroCluster FCEZE)

SNRE&EX AMetroCluster FCECE. NINMTEFALRONTAPRILIER & BE A BahitI5MI#R,

NREEABNZ MetroCluster IP iEE, BBRIIHRIEDER .

p
1. B REERABaMITIIMIR:
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metrocluster show

IRBAT BpitRISMIR, MesLHb R ERUATED:

AUSO Failure Domain auso-on-cluster-disaster

2. NRKETUIER, EEAEITRIIMIIR:

metrocluster modify -auto-switchover-failure-domain auso-on-cluster-
disaster

3. WIFREEREABEEITRISMIHR:

metrocluster show

HXEER
"HENREEIE"

FHRONTAP[S. WIEFAERILUNZSERI T EiwO L

EONTAPA LI Iz #TEMSoHEAE. RELUNAIRES ME Fim :F 12 2 N E 73 BCRYE
[EBiR0. ARE. BREEERAATRAEZIRO EBERSIfs,

]
1. B RFAELIFAPRE:

network interface show -fields home-port,curr-port

XFAEILIF, ¥N5R*Status Admin*/3"down (BXH])"Ek*is home */y"false (38iR)", BHEHRITF—F,
2. ERIELaALA:

network interface modify {-role data} -status-admin up
3. RLIFEREIEEIHO:

network interface revert *
4. BIEFMEMSIFsEEEATFHEROP:
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network interface show

HERBIER SVM vs0 BIFRE LIF U FEE IO L

clusterl::> network interface show -vserver vs0

Logical Status Network Current Current Is
Vserver Interface Admin/Oper Address/Mask Node Port Home
vsO0
data001 up/up 192.0.2.120/24 node0 ele true
data002 up/up 192.0.2.121/24 node0 e0f true
data003 up/up 192.0.2.122/24 nodeO0 e2a true
data004 up/up 192.0.2.123/24 node0 e2b true
data005 up/up 192.0.2.124/24 nodel ele true
data006 up/up 192.0.2.125/24 nodel e0f true
data007 up/up 192.0.2.126/24 nodel e2a true
data008 up/up 192.0.2.127/24 nodel e2b true

8 entries were displayed.

BXES
* ggEO"

SR E
AEEICESFENONTAPEE

NREHEEFACE T AT E[ITIEE. MIEARONTAPIG/E. ErIEERENITHMPE,

mas ... MRERERE R * B %, BRITIHRE ...
FEMONTAP 9.7 ERhRASFHREIONTAP 9.8TE IIEMLLEIE MATRME EMS BEFRel iR 4pIMLEARSS 5

ShRA? B& AR EMS LIF BRSS

RHEEZE S X AMetroClusterfit &? ISR EZ M EZ RS

HE2EEH SAN iLE? ISiF SAN BRE

HESEMONTAP O3 ERRAFHL. HEEEME EHELE KMIP fRSE25EE

FANetApp EiENNZ?

KETEEMEHREHERK? EMEMBINAEREZHREGREE

HELIETEONTAP 9.9 17 BiIZRIARSS A IEEZ(SP) JUIER]1/71a] AR5 A IR AT K B EE X
BRI FKA?

HRGIIEONTAPMEER B

MONTAP 9.7xZE RIRAFHLZEIONTAP 9.8 EShRAG. EBNICIENEEE. FHR/E,
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ONTAP = BmhS1E % 2 ErIHa14%,

p
1. I NI O R BRI R ELFREA #8E :

network port reachability show -detail

BXMEHMSE network port reachability show, IBZR'ONTAP <& ZE",

b S AEMER, ERAUTRRNNRTEAIARMEER FEHRERS) , FRE T —FSERITH
1B (MRA) o
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reachability-status =
ok?

e Unexpected ports?

Wait a

reachability-status = minute, and
unknown? then try

again

Unreachable ports?

reachability-status =

misconfigured?
Run repair Consider
command splitting
broadcast
domains
reachability-status =
no-reachability? Nothing to
repair
v
Consider
reachability-status = A Y L merging
multi-domain broadcast
reachability? r domains

aiF R MRS Description
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thE iR rEd 5 2 EiAREDERI 5.

SIRFPIAEMERE A " IER ", BEFE " BINEH ", BEREH TSI #E. &
KIFRER, B2 "GH #EE

WMRAFEMERES K " EE ", BEFE " TEAHRNGED ", BEERIRD—IHEZINT &
ijo ﬁ*ﬁém'fnu’ 'lﬁ%Ju *ﬁﬁj\}_‘_%tj o

%%Tﬁﬂﬁﬁut“Eﬁ“,#E&ﬁ%%ﬁ%%ﬁﬁmﬁﬂ,mﬁﬁﬁwmﬁE

EEEARYBANARY O EEIE 2 BinRESEN &, B2, WiROHSERILEESE 2 RihEE
ftbr %15,

TR LEEROAIFENE, BITUTHSH, RESEIIEODERLERTHRIMRTEN
[R5

network port reachability repair -node -port
BXFMAER, BEN "EERORNAEME"

BXBEMEE network port reachability repair, IBEEI'ONTAP fi$S
zZ",

AAE]iie) s iR OFTA@BI S 2 BihEMERIAT &,

ERILMEE ORI BITU TN, RASRKIIRODELAIA IP =EF B
ellFE= eI

network port reachability repair -node -port

BXEAER, BN "EERORRRIE"

E2C YN tbimOrLEE s 2 BRinRESECH &N, B2, ctadds 2 RipRElEm—
&,

OEYIEEENTHNEEURECES A ER, B RODKN BEREEFTES—
PRSI BEEH

BXEFMAESR, BER "G #EE" 3 EE RO RRIE,

ARA NRAHRINERZE A "unknown" , BFER/LDHH, ARERLHL,

BEIRAG, ERENEHAABTEMRM LIF M VLAN . MRHEABFEMEOH, WERETZEOHAR
ETHARR. BXRFAER, BBL EERORNEREIE,

FHRONTAPS. MMLEARSE SRBEHMIFREMS LIFARSS

tn%@(‘»\ ONTAP 9.7 S E 2R FH4EE] ONTAP 9.8 SN E SR A Z IS E T HEHBIER
2 (EMS) JHE , NHARGER EMS JEHERTRET /AR iE,
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EHLEIZEF, management-ems , B EMS LIF fRE, BEHRMEIEE SVM BB HIARS REEH, XiF
, TLETLAM S BRSZ SRBE XX RIS LIF &% EMS JHE, MR RELIFEAARSEHEBIN. NASEXHE

ABFIEXFIER, AREENZMFIREERALA MR MRS KB MRIBE EMS LIF ARS.
"THEEX ONTAP LIF fIfRZ RPN EZEE"(RX)
PIE

1. BEMBITELIX EMS JE 2R LIF A XEXMIMZIRSS SRR

network interface show -fields service-policy -services management-ems

vserver 1if service-policy
cluster-1 cluster mgmt default-management
cluster-1 nodel-mgmt default-management
cluster-1 node2-mgmt default-management
cluster-1 inter cluster default-intercluster

4 entries were displayed.

2. REESPLIFRE5EMSBIREE:

network ping -1lif <1lif name> -vserver <svm name> -destination

<destination address>

EEM TR ERITLHERE
il
cluster-1::> network ping -1if nodel-mgmt -vserver cluster-1
-destination 10.10.10.10
10.10.10.10 is alive
cluster-1::> network ping -1if inter cluster -vserver cluster-1

—-destination 10.10.10.10
no answer from 10.10.10.10

3. WANSRNRES!:

set advanced

4. WFAEBFEAMM LIF, MIER management-ems ¥ ARSS FERHH LIF ARSS
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network interface service-policy remove-service -vserver <svm name>

-policy <service policy name> -service management-ems

BXBEMEE network interface service-policy remove-service, IS 'ONTAP @SS

n
o

5. IiiEmanagement-EMS LIFELTE{X 5 ATiHIRIEMS B ARAYLIFKEX :

network interface show -fields service-policy -services management-ems

ZIONTAPH L GLSIEMetroClusterfic & FIMEFZHEIRZS
EMetroClusterft B A KONTAPEEE G, EBNISIFENEENLUN. BEMEIKRE

1. BIELIFIRES:

network interface show

FIEFIRET, JR SVM B LIF WEERESH TN up , HFEMNFEHET R L, BFR SVM B LIF REEZE)
j?:LL:_F,E\:I ,ﬁ\J:o Ttﬂﬁq] Fﬁﬁ LIF E,JAEE)Ikn_.\i/Jjj up » 1596 1_L:_FE$T-|, \J:o
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clusterl::> network interface show

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
Cluster
clusterl-al clusl
up/up 192.0.2.1/24 clusterl-01
eZa
true
clusterl-al clus2
up/up 192.0.2.2/24 clusterl-01
e2b
true
clusterl-01
clus mgmt up/up 198.51.100.1/24 clusterl-01
e3a
true
clusterl-al inetd4 interclusterl
up/up 198.51.100.2/24 clusterl-01
e3c
true

27 entries were displayed.

2. IR EHIIRE:

storage aggregate show -state !online

LEs R ETRFAELT not BRUASHIR S, EIERRET, UTAitilcpIFrE RESEUIETFEAIR
o B, WR MetroCluster EEELTHHERT, NWAIFRHERE IR EFIRBSHAL.

IR ERT IERTEITRVSRE

clusterl::> storage aggregate show -state !online
There are no entries matching your query.

HRAISRT EETIRAVER, HRAEmEL R ERRES G FHRIVAE:
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3.

170

clusterl::> storage aggregate show -state !online
Aggregate Size Available Used$% State #Vols Nodes RAID
Status

OB 0B 0% offline 0 cluster2-01

mirror

degraded
aggr0 b2

0B 0B 0% offline 0 cluster2-02

o\°

raid dp,
mirror

degraded
2 entries were displayed.

WIEERPRTS

volume show -state !online

s BB RAAE LT not BXHUIAZSHIE.

902 MetroCluster EEEAFIEETITRES CGROETFTIHUAT) , NinbN 2RERI R SVM FriRBRIFR
B% (SVM Z#EHIIN "-MC" F9%) .

RBEFELRETRE, XEEF B
WREIERTEREITHER, HERREREN R LSRN



clusterl::> volume show -state !online

(volume show)
Vserver Volume Aggregate State Type Size
Available Used%

vs2-mc voll aggrl bl = RW =
;SZ—mc_ root vs2 aggr0 bl = RW =
;SZ—mc_ vol2 aggrl bl = RW =
;52—mc_ vol3 aggrl bl = RW =
;SZ—mc_ vol4 aggrl bl = RW =

5 entries were displayed.

4. WIEREREA—HNE:

volume show -is-inconsistent true

EE "NetAppHliRE: B RWAFLA—EBYE AR A —EBY 07,

EONTAPH GI0IESANECE

EONTAPHE ZfG. FESANMIER, EBNIIEEHRZBIEEIILIFNS N NEiEFRES
BRI EFEEEILIF,

1. BIES N EiEFE R EEERERR LIF

ERE B iR Y| R EARER AR SIENTIRHFITILR. MREETHRONTAP 9. M AHESMA. 1B
FiSystem Manager&E B EIRE. RN ENERLGSITREE B,
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ONTAP 9.16.1 &E =R

1. TESystem Manager®. SAEIEE>IRE"

2. IR ERE DT, EFE S,

3. EFFREHMEI AT, ARRE REBNEMEES
4. NEMEREEIEEERITRIRIARCE,

MFESMEBHRL, EALAREHEN. DTBHKEHIEBH.
(D ONTAPHEMiEEE R BHLAI,

O EREFMMFAFHEZFRE

ONTAP 9.15.1 M E Rz
1. 7£ System Manager F1, 2 * &8 > 188 *,

2. f£*Automatic Update*ZB3 R, B 1 UEFIRIEIIR,
3. i+ RIEEMEMLE * .
4. NEMBEHRLRIEEEHITHBRINEE,

NFEMEE, ERILIAEREHEN. Er@sEshEUEER.

(D onNTAPHRHURE B R BRI,

EEENNBEEN

B EMEEREREMENTIRULENEFZNFAEE. SfFERERR. X5,
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BEH

1INBRHRE, E B
AREBRITEBLEER C

MEIET~EE
a. Bl EE>HR,

b. #E*Overview*Z3H, B *More (F
[5E 5 ONTAP Update,

RIEEAIONTAPRRZS. HITLLTFIRE:
° }FONTAP 9. 15. 1NERhA, BHE

CTT]
-
S
2t

° XFONTAP 9. 16. 1MEEhRAS, 74 HEH
EHW, WHE o EFEREENE _
e a  * WTONTAPO. 16. 1RERHA, Bt
EFEEH, BHEEH
d FEHEmLE, BFEE*:, REPEHIETLL
EEFMEEH,
2. g RSN R EE R W EINRITRIIZIEY R,
MEEHLTFUORE ... f&aT LA
e Saw] < B EEETR,
1R . BFSEFRETEARER,
BUH * o MHIRARIBR LRI
itk c B BEEINTIE,
s HREEITRN ¢ . BFEMITREINIIERYITRI B ER,
BUHEITR * . BUHITRIBEHA,
B ARRR UnDismiss: FE1NOR[EEFFR,
EEN S IETE TEH * BUH * . BUHE.
FrhBEHE Y

MONTAP 9.9 1FE(ENR EFME!) "Active 1Q Unified Manager"®, &8 LIFESystem

Managerd £, BRIEEHE LRI E(BIMEE. HMELR.

ARS5 AL IE2R (SP)EE

IREIEEH SR (BMC)) BB BT TR ER T,

NRITEITHIRONTAP 9 85¢k[AActive IQ Unified Manager;:fift, i5SMMZENetAppsziFih s FEEHEH.

FaZ Al
BEE TR ERE .

reboot-sp, EEN 'ONTAP #$5E",
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BNEEH B eI EFNBISPEBMC, H system service-processor
reboot-sp -node node name R ENEM. BXIFAERE

‘system service-processor
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LB 2R NetApp ZHFib =,

4. ZRFINetApp ZFFihm H THEHMENE GG,
5. Bt EHIZIMAKE LM HTTP 5 FTP ARS3 2280 AN IS {4 3K,
6. 7£ System Manager #7, i * 58 > ik *,
7. fE*Overview* BI&HIA R, Bdi*More (E% : )HiEIFONTAP Update,
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o
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2. R ERTEMEHEMME G,

3. BXHEHZIMLZ LK HTTP 8 FTP ARSZ 28 a A S0 432,
4. 1£ System Manager #, 2 * 8 > #iA *,

5

- fE*Overview*EREVG A, Pd&*More (EZ%: )FIXEONTAP Update*s;*Software updates (3R {4 &
) (EURTFERIRR AR )o

. IRIBEAIONTAPKRZS, 1T TIRIE:

° IFFONTAP 9. 15. 1RERMAE, REHEHEN"

° XFONTAP 9. 16. 1REEA, RHFMEHEEH
7. {RIBEAIONTAPHRZS. HATLUTIRIE:
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AXIFXRZIONTAP 9.4 ERARAS, EANIERE A2 ZFAIONTAPARZS,
&R LUER “system image show s L HE &1 = LIETTHIONTAPAR AR,

U2 RE R {UGEREIONTAPIR A, BXESHIRFEONTAPRIESR, FE N "HIREEHCloud
Volumes ONTAP",

@ "AFX 7712 A5 RIS ERONTAPHR 4,

EAILMUTUEZER ... E ..

ONTAP 9.18.1 ONTAP 9.17 1
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* BRTREY, ERERR Flash Cache EIRAZIFHIEIE,

T Flash Cache RSB REFNHE, EIZT RS MEERMAEIRENER, KMSEULEAERTIRE
MERET . T RELEREUER S EMARER.

* ¥ LUN &17%) ONTAP 9.x bIZ1TRYEETRY, LUN REERIRE 9.x NEEhRA, MAEERE R EARRZ,

* NREYFTRRAAT ONTAP £iFHHR ACP (IBACP) IhéE, MEEREIARSZF IBACP B ONTAP hRZs,
MFE 2R & AR B ER,

* YR LA Storage Virtual Machine (SVM) f/ LDAP , MW EEF LDAP %7y, ARA 8RR,
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AT 9.6 EMTH, FAARLZIFFERAONTAP 9.6 MERIREH RS,

* ERTRIZREIONTAP 9131 ERIRAZ AT, EHEERFIMNEHNSVMIRERX IR NIFNES
NRERIAME BT 2R SVM BREMZRIONTAPIRA, RARKAHESHAELETE,

HEEFONTAPIER
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EIXRONTAPEE 7 Hi. BNHINEGHZIIHERRR. UTHREESBINEERR
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1. &F" ( ONTAP 9 £1TIiEA) "BARhRR4sHY,

"EEIREI " N BRRIEIR Z AN AR ETER,
2. M\ EAThR AR ERVREH T &,

"NetApp Hardware Universe"
3. W\ BAThR A SRR B A B ISR o

TAIRIE NX-0OS  (RBFNAERHA) , 10S (BERERHA) MSEREXH (RCF) WEREZ
BE5ERIREH ONTAP i AFRE

"NetApp F#i: Cisco LAIKMIZHEA"
4. NRICWEREET SAN , EHfIA SAN BEBER 22,

R3Z#5FFA SAN 4B, SHEBEHR ONTAP Bfhhikds, EHURIERSGME*MER, FriRHY Host Utilities 21+
MR EEC s X nhiz A E 1

"NetApp BigfFiExRT A"

ERONTAPEEL Z BIZHMITRI R STIIE

IR RONTAPER: Z A, BNVINIEEEEI TN FRBTTIVAM ARS8, EHENI0IE
S8 ERERBITREMELL,

FAESEEHETTION
EEEONTAP%ﬁZETJ\ BNEIINREEETRARY. BEERRMAESR. UNEEETATHaER

880

p
1. ISR T R BB BB BT SMNERFHR M.

cluster show

FULRAIR. FRETRISBITIVIREE. BRBIMANEE

clusterl::> cluster show

Node Health Eligibility
node0 true true
nodel true true

IREATREITRARNEERAFTERM, 15NE EMS BEHFRHEIRARINE EFHM.

2. BRRBFIRBERNER:
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set -privilege advanced

HIN ...y DAKEE,

3. IIFS1 RDB #HIZMEEIFAIE R,

o BN EMXAEIERE epoch MEIERE epochs M ITED,

° FRE T RS hEEAERNAB R

HAER, §1FA8

ERBRER P E,

ZEItk RDB #i2 ...

EENARER

S BELHIERE

RO RS

SAN BIEFiRHIE

IRAIERT SUBEBIEREIRE:

BALLERZ ...

cluster ring

cluster ring

cluster ring

vifmgr

cluster ring

bcomd

clusterl::*> cluster ring show -unitname vldb

DB Epoch DB Trnxs Master

show —-unitname

show —-unitname

show —-unitname

show -unitname

Node UnitName Epoch
node0 v1db 154
nodel v1db 154
node?2 v1db 154
node3 v1db 154

4 entries were displayed.

4. R[EFIEIENRLF

set -privilege

admin

154
154
154
154

14847
14847
14847
14847

node0
node0
node0
node0

master

secondary
secondary
secondary

mgmt

v1db
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S. WNRIETE SAN FIEHIETT, BRI T REE T SAN PEUIRE:

event log show -severity informational -message-name scsiblade.*

BT RHIEHT scsiblade FHHRMNAETR SCSI 7] A F 0K

clusterl::*> event log show -severity informational -message-name
scsiblade.*
Time Node Severity Event

MM/DD/YYYY TIME nodeO INFORMATIONAL scsiblade.in.quorum: The

scsi-blade
MM/DD/YYYY TIME nodel INFORMATIONAL scsiblade.in.quorum: The

scsi-blade

WIEFREIETTION
ERONTAPE B Z B, BNIIEHE. RENERRE,

p
1 q_l 1.|-.Eﬁﬁ'\ﬁ’|k/p\

ENE ... HATUCIRIE ...
B B a. BRI AIRLE

storage disk show -state
broken

b. E1 TS E BB BIEEER

[ETE# TIPS EEREE a. B RT4ER, FENERRSHEMEE:

storage disk show -state

maintenance

pending reconstructing

. FHIP S ERIR(FTA, ARBAHL
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2. B B rYEZ e BEFHRES) N RSRRIEFFER G 2SI +

storage aggregate show -state !online

EEs R ER not BRHIVER G ERITEAARNERZAIMZE, FREREEHBIETENRE.

clusterl::> storage aggregate show -state !online
There are no entries matching your query.

3. 1B BREA not BNV ERIIEFMEEETHIE M.

volume show -state !online

FEPITEARARNERZANZIGE, FIBEERGITEAIRTS.

clusterl::> volume show -state !online
There are no entries matching your query.

4. WIFREREFA—HNE:

volume show —-is-inconsistent true

EE"NetAppAliffE: BRWAFLA—HEVE"SNEAERT—ERYR),

HEEE
"HENBREEE"

IOIE R 45 8]
EIRRONTAPEE 2 Hi. NIRRT EEENTP. UNKEEFMNEERERY,

p
1. BIEEERF R B E SNTPARSS 83 KEX .

cluster time-service ntp server show

2. IS AR B EAFNET B 2 S AEE

cluster date show
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clusterl::> cluster date show

Node Date Timezone
node0 4/6/2013 20:54:38 GMT
nodel 4/6/2013 20:54:38 GMT
node?2 4/6/2013 20:54:38 GMT
node3 4/6/2013 20:54:38 GMT

4 entries were displayed.
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ERONTAPSEEF Z 7. (SN INESEEHEALEPRTS, MREARE. . NDMP (HAESHER) SRR (FL(FI20¢E!
WER. #Boh. Eok. SERFMERFL)ETETHEHI. W AFXE/FILRINTEMEE EEHARIS

=

p
1. EEEFAEDEITHEANRE. EEREFLTIR:

job show

FURGIR. BRI EILEHBA:

clusterl::> job show

Owning
Job ID Name Vserver Node
8629 Vol Reaper clusterl =

Description: Vol Reaper Job
8630 Certificate Expiry Check
clusterl =
Description: Certificate Expiry Check

2. MBRMERIEEIGTTHREHANREG. SREFLL:

job delete -id <job id>

S WIERBRBRE. BHRBIELIEESITHERA:

job show

FUIRAEIS, ERERFE EESITHERPARIEL:
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clusterl::> job show
Owning
Job ID Name Vserver Node State

9944 SnapMirrorDaemon 7 2147484678
clusterl nodel Dormant
Description: Snapmirror Daemon for 7 2147484678
18377 SnapMirror Service Job
clusterl node0 Dormant
Description: SnapMirror Service Job
2 entries were displayed
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* "storage disk show"
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https://docs.netapp.com/us-en/ontap-cli/storage-disk-show.html
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task_disable_asuo.html
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task_disable_asuo.html
task_disable_asuo.html

ONTAP 9.16.1.

ONTAP 9.14.1

ONTAP 9.12.1

ONTAP 9.11.1.

ONTAP 9.6

fE{TONTAP 9hR 7

IR FONTAPZ B IR LESMBEIE

ERHERRIEZ . BERITUTIRE...
* NERANVMe/TCPIEIZEELE TTLS, "TENVMeZEH]

FERATLSECE"

* MRESAY Eatreeldpelints, "HHEH
* WNR(EFACORSIARIONTAP S37EfiE3 L, "fifl

PRCORSECE",

MNRNFFIHERBR T R, "EERNFSVA1ARSS
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NASTEEDERECE, "

. 12[1% SIITRENVMe MY HECE T H RS IIIE
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* NREERMIZEMetroClusterit &, "2

IPsec"s

NRIEEEE BB =ThERIP(ARP), "TOEARPIF

NREEBSnapMirrorRAIFZ X &, "EEEERIIXHR
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@3 EF SMB 3.0 #/MY A Hyper-V 8§ Microsoft SQL Server ZF imifalYiFLEAIAH SMB =, THEEFAHKK

Rz BIALL,
p

1. W B BRI ANERSMBRIE:

vserver cifs session show -continuously-available No -instance

L LA BRA XA R EASMBRIERIFME S E4E: ONTAP FREZHT, ENAIEE],
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task-disable-tls-nvme-host.html
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clusterl::> vserver cifs session show -continuously-available No

-instance

Node:

Vserver:

Session ID:

Connection ID:

Incoming Data LIF IP Address:
Workstation IP address:
Authentication Mechanism:
Windows User:

UNIX User:

Open Shares:

Open Files:

Open Other:

Connected Time:

Idle Time:

Protocol Version:
Continuously Available:

1 entry was displayed.

nodel

vsl

1

4160072788
198.51.100.5
203.0.113.20
NTLMv2
CIFSLAB\userl
nobody

1

2

0

8m 39s

7m 45s
SMB2 1

No

2. IBAKE. BENEHENESPSMBRIEFTHRIN 4!

vserver cifs session file show -session-id session ID

clusterl::> vserver cifs session file show -session-id 1

Node: nodel

Vserver: vsl

Connection: 4160072788
Session: 1

File File Open Hosting
Continuously

ID Type Mode Volume
1 Regular rw voll0
Path: \TestDocument.docx

2 Regular rw vollO0

Path: \filel.txt
2 entries were displayed.

homedirshare

homedirshare

Available

No

No
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> MirrorAndVault
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* IOIFRS FlexClone B#r&HY SnapMirror %%,

* TAEA SnapMirror SEB&EE AL [E4E.

* WM ERIR S FE5 IR SnapMirror ZREEHHIFR all_source_snapshot #EM

@ RELEFRAEXHRIRER (SFSR) FMEOXMARIRIER (PFSR) ##1F
* WISTR SRTIETEIETTRIPME BN XA MRIBEFIRE. A REMREITR,
TR AFFFE R (ETTR, BRI LAARIEIRRIEE,
* BIAERA L HERMERRTHRB BN XEFMRIRIERIRIE snapmirror restoreo

BXBEMEE snapmirror restore, IBEM'ONTAP mS$&E",

EIXIRONTAPZ B, BRI EHITE S HIENRAISHI R A8

EMETRZAHIONTAP IR [RONTAPEREF Z R, BXIMBREE S BB A= ERAIT
T RIR(Eo

ZEUNEA BB EIRANET NENZIRMELIMHTIE, EF "NetAppHiRE: AIFEONTAP 9 HiE
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p
1. BEFE LEITIOERFRHEE
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volume efficiency show -fields vserver,volume,progress

2. ZIPREERNFIHEARYE & 2RI PRI F

volume efficiency stop -vserver <svm name> -volume <volume name> -all
3. BRUIREFIEERNSR:

set -privilege advanced

4. JEERER TTEIERE R EIONTAPHY B ARAR 2 :

volume efficiency revert-to -vserver <svm name> -volume <volume name>
-version <version>

T RBEEVolA_L B R TTHIELREEIONTAP 9.x

volume efficiency revert-to -vserver vsl -volume VolA -version 9.x

@ volume efficiency revert-to SR IFIEEHITIL AR ST R ENE. S AEETRZIEIR
%

volume efficiency show -vserver <svm name> -op-status Downgrading

6. MRERKTN. BRREFIUBEERKMHRE,

volume efficiency show -vserver <svm name> -volume <volume name> -
instance

7. RREERmE. REZEENRES!:

set -privilege admin

AT R EEFEEE
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IR FONTAPEEE 2 B /ERIRER

TE MEfTHRZSBIONTAP 9iFRONTAPEREF Z Al &M INEERAFRAE SnapshotZRBEHMIFRTE
FHRE| SRR /5 82 BYF B Snapshot.

WNRETE SnapMirror IFIEFIRR, MARMFTRIBRULTREXRRA:

* FREAHHERGXR
* 7€ ONTAP 8.3.x FREIZHERBURRIPFEE X R
* YNSR7E ONTAP 8.3 x REMEIR T &8, NAFMBHIERIFREXR

SIE
1. NEFEEIESVMZEE FSnapshot 5l :

volume snapshot policy modify -vserver * -enabled false

2. AT REIR AR A Snapshot s

a MENTSNERS:
run -node <nodename> -command aggr status
b. AENBREZASnapshotZkEg:

run -node <nodename> -command aggr options aggr name nosnap on

C WHREBIMTREEMTE,
3. AEN T RBIREZHSnapshot KK :

a. MET RAVRE:

run -node <node name> -command vol status
BRI LA En 2 faith B9 Options *5I R S 3ArootBRATIATRE vol statuso

vsl::> run —-node nodel vol status

Volume State Status Options
vol0 online raid dp, flex root, nvfail=on
64-bit

a. 7¥1R& _E 2 A Snapshot kg
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run -node <node name> vol options root volume name nosnap on

b. WEHRB MM REEMIE,
4. RERFARE HRiRAS/SEIZBPREIRR:

a. BREAISENSR:

set -privilege advanced

snapshot policy modify -vserver * -enabled false

C. MIBRTI RBYEBSHThR A RER

volume snapshot prepare-for-revert -node <node name>

tben MRS MRS, RESGHIRE LIBHThRZA IR,

WRTTEMBRERIRER. Nitka LK. FBEREE ﬂﬂ'JFfFH&,.“ZHuZwﬁ“'ERB’JEEHM\E?%%T’EO a0
SERRFREEMNIRIE. SAIREHIBIT volume snapshot prepare-for-revert 8%, AEBHET—F,

clusterl::*> volume snapshot prepare-for-revert -node nodel

Warning: This command will delete all snapshots that have the format
used by the current version of ONTAP. It will fail if any snapshot

policies are enabled, or
if any snapshots have an owner. Continue? {yl|n}: vy

a. IWIFE R EMRIRE:

volume snapshot show -node nodename

b. YNRAIPAFAE IR ABIIRER. ISR HIF ELMIFR:

volume snapshot delete {-fs-version 9.0 -node nodename -is

-constituent true} -ignore-owners -force
C. WHRBIMNMREE LRPE,
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d. R[EF|EENPRER:

set -privilege admin

() ®uAH MetroCluster FREFRIFMEBMITRESTE,

AFEONTAPZAi. & ISnapLock#i% & B 5hig 3z HAR

£ MEfTHRZSBIONTAP 9iERONTAPEE 2R, SnaplLockERI B chiR ZHAREXL IR B
AN MAER. BRI ESnapLockERIERNRRE. HIRIEREREMKEIENR /)
&R,

TE
1. BIFSERF P RS HFEAR ZFN B R HARASnapLock: :

volume snaplock show -autocommit-period *days

2. BARXHEM B R EAPRE /BT

volume snaplock modify -vserver <vserver name> -volume <volume name>

—autocommit-period value hours

£ EMetroClusterfic & 2 i EF B ahitXI5MTIHR

EMEBITERAMASONTAP 9 BMetroClusterfic B 2 8, M2 AB&HiHXIIMIIHR
(AUSO),

HIE
1. #£MetroClusterBIFE N EERE . ZHE BB RIMIHE:

metrocluster modify -—-auto-switchover-failure-domain auso-disabled

HEER
"MetroCluster EIBFfIARHERE"

EONTAPEIRZ AT, BRB EEERUHDIF (ARP) FEGEHNE S,

EMEFIONTAP 9.17.1 S ERARA 25, ELZ3T Autonomous Ransomware Protection
(ARP) IR RS EENESMEIE, HRERERIERE ARP REEE,

Faz Al
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BRE B RT AEMIFR ARP HRER,

p
1. SHREOERZ B A E SN "ARP"H AR REFIETE R,

2. EIREZH, WRIAXLERFAEMRR, FTAREE BHHRRAREX AR KIEREREHMEEHEH
ARP Y515,

3. IBITUT#<, FIHSEERXNFE ARP REEE:

volume snapshot snapshot show -fs-version 9.18

4. MEFSESBXNFE ARP REEE:

@ Iteen < =MIFRFAE BE SA1ONTAPRRAFT A IURIIRER, AIRERXINE ARP fRER, TEiB1T
tban <2 a0, BWREXNFIE ZMERAY IR REN ZBIEE.

volume snapshot prepare-for-revert -node <node name>

ONTAP 9.18.1
7EM ONTAP 9.18.1 X [R 7 812 Autonomous Ransomware Protection FIE 1S

NREFEHLKE ONTAP 9.18.1, NMIATREFEFEERIRIEE (12 /) EAENERET
ONTAP ARP BB, BiNEEIXES] ONTAP 9.17.1 SKERIAEZEI, EFAHLE
ONTAP 9.18.1 W& T ZHItBoHBERIZE.

Uz
1. BESEEREEFALE ONTAP 9.18.1 S E S hRASH % _HE0E B 5h/S FE %I :

security anti-ransomware auto-enable show

2. 7£ SVM tHFTEE L ER#RRAHRIPHI B &H/E FE:

security anti-ransomware volume disable -volume * -auto-enabled-volumes

-only true

ONTAP 9.171

MONTAP 9.17.1 RIREZFi, 1E2E SAN & LB T#ERREHIP

ONTAP 9.16.1 EERIRAARZ1EF SAN HHIONTAP ARP ThEE, EiIVIE1EXREEIONTAP
9.16.1 HWERARAZHIZE SAN & LY ARP, LIBFLEZINEEFEEEIAESH 5B CPU
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../anti-ransomware/respond-abnormal-task.html

MEEZIR, MAFEXNEREBIMRAHITER LR,
) 6. S

System Manager

1. %F = > 5, ARREENER.

2. £ Volumes %R Security £, 1%E#F Status M Enabled $J# %l Disabled.
mITHRE

8
1. A% FRBRRERIP:

security anti-ransomware volume disable -volume <vol name> -vserver
<svm_name>

ONTAP 9.16.1.
7EM9.16.1 9.161IX[RZHl. TENVMeEH EZATLS

NRIEENVMe N LERE THAFNVMe/TCPIEZENTLSZEE. NEBSISHEZA
SRIG 7 BEMONTAP 9.16 13X [REEE,

p
1. NENHPRIFFTLSZ L BERE

vserver nvme subsystem host unconfigure-tls-for-revert -vserver
<svm_name> -subsystem <subsystem> -host-ngn <host ngn>

M FREFRERILEEN. ARTEFRGEFEMOIZILLEN. MAEATLSEKE.
2. WIERBEMENPRRTLS T 2IBIE:

vserver nvme subsystem host show

M9.16.1 9.161IX[RZ A, IBZAY EqtreeltiEisiT

MAPL16. 1788, &R LIEFONTAP REST ONTAP 9175|ﬂ¢rJEE’three“’“ TIhee. HAE
FEIERISITMA S FKIHE B, MNREEflgtree L BT Bqtreelaz. NMITEM9.16.17KR

ZHI. IS E "ext_performance_monitoring.enabled” Hfalse,

WA T R "By B qtreett BB N ITIR R EEE"S
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M9.16.1 9.1611E[R 2 Hi. iEMIFRCORSEZE

MR EFERAEREARILEZ(CORS)IAIBIONTAP S37FES L. MATSEEMIFR. A4 RE
MONTAP 9.1613 F?‘

AT R ERIERONTAPEEE",

ONTAP 9.14.1
TEM9.14.1 9.14. 1R [R Z B ZEFANFSv4.1 X IE 4k

MRARFEFEZS AT Pk, NATIEMONTAP 9.14. 178 R Z BITE(ERINFSv4. 1R 5528
2R,

TN revert-to B9, BREI—FESHER. BIEELASUREZARRAFH,

EREIONTAP 9.131/5. fERPUERENE P IRKEIREIGERASE MNER, MITNBIEEHERZ IR M. EX
KRR EF, EEITASHESVMBINFSVA. 1R4EIM 5 B FAERED

$HIE
1. 7ZENFSv4. 1RSS5 28 22 A4k

vserver nfs modify -vserver svm name -v4.l-trunking disabled

2. BWIIRBEREFRERE NFS .

vserver nfs show -vserver _Svin_name

ONTAP 9.12.1
M9.12.1 912118 R 2 Hi. 1EMIFRS3 NASTEED ERECE

ﬂD%EﬁNAS;&TE@EESS%F‘ wihal. MIRZ7E MONTAP 9.12. 13K R Z BifEFAONTAP#F &
1757 E(CLNMIFRNASTZ(iE 53 B B & FH M BRAE {1 22 FRERET (S3F P ElWindowsE Unix BB )o

XFUtES
U TESBERRIENGEE TN
RIBRFRE 3R 2 ST AR IR ENZE(BNSE B RPFEERE).
* MBRFRBEIRENE R, 81 &EBE—TER. FTIMS3 NASTEES EFISTHS HAVR B R,
PR %R,
* HiIERFRE EEEERYS3ARSS 23 B EAdefault-unix-userflldefault-windows-user{Bo.

P$IE
1. BIPRS3 NASTZiE D ERECE
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vserver object-store-server bucket delete -vserver <svm name> -bucket
<s3 nas bucket name>

BXBEMEE vserver object-store-server bucket delete, IBE'ONTAP mS$E&E",

2. HHIBRUNIXEY % FRBRET :
vserver name-mapping delete -vserver <svm name> -direction s3-unix

BXBEMSE vserver name-mapping delete, JEEI'ONTAP @i & E",

<=

3. fIBRWindowsHI % FRBRET :

vserver name-mapping delete -vserver <svm name> -direction s3-win
4. KSVMARIBRS 31N :

vserver remove-protocols -vserver <svm name> -protocols s3

BXMEHMSE vserver remove-protocols, HEI"ONTAP &5 "

& o

7EM9.12.1 9.12. 1R [R Z Fi. IBZFEANVMe N H D IEIE

NRETITHENVMe Y. WIS ZBHRE DU, SAR78EMONTAP 9.12. 1188
E8 RFKZEEADH-HMAC-CHAPBYH R EHISIE. MR EIERM,

TIE
1. MFRGFMIBRENLAZEFDH-HMAC-CHAP S5 363IE :

vserver nvme subsystem host remove -vserver <svm name> -subsystem
<subsystem> -host-ngn <host ngn>

2. BIFREE M ENFMIPBRDH-HMAC-CHAP S {238 E X :

vserver nvme subsystem host show

3. BENMEFRMBIFRAMAHITE MR RIE:
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vserver nvme subsystem host add vserver <svm name> -subsystem
<subsystem> -host-ngn <host ngn>

M9.12.1 9.12. 15X R Z Hi. i5{EMetroClusterfit &P ZFHIPsec
MONTAP 9.12.13%EMetroClusterft & Z 8. M2 IPsec,

RRZBIZMITIRE. LUfRMetroCluster BELEFIZE IPsecEicE., EHLIARZ AN, EATMFRINAEE
feIPsecECEHZMIPsec, YIREATONTAP . MIAFEHKIAL. BMEEHEKREE AR SRRt Za01tt.

ONTAP 9.11.1
EMI.11.1 9. 1MARIRZ AL IFRE"B ERARAFRFFAIEL

MNRIEERLE B = FRIP(ARP). MTEM.11.1 9.11.1:FREIONTAP 9.10.18%,
AbAtHijluig%/ﬁl§\\ #EARPIjJﬁbRBEO

FEONTAP 911150, REFWREFAHERAR T ZHEFZHEBMTKM)FANE, NRENRZEGHSRNEF
AHE. B&BMT_EK MGMTFALE. MERRIRESER—RES. BEHERETLTEENE LEHEARP,

BEENERIFNEERRERALEETE. FETLUFEHAONTAP i $iTREETARPIRE. WREEMTKM
PFA[E. System Managerf& o7 B RARPIRTS,

Fit. NREFEARPTEIRREIONTAP 9.10.1/5FHLIETT. IBHRERRZAIRETMTKMIFENE, "7
fRARPIFE], "

ONTAP 9.6
ME B SnapMirror[E) X ZHFJONTAP 9.61 /R ALK RFEEIN
TEMONTAP 9 61X IREIONTAP 92/, w7 T fiESnapMirror[EZ X RBVERF I,
WMREABFSnapMirrorBFZ X &, MERRZEI. BARITUTSE:
* 1B EAEEFANF SvASSMBIR AR SnapMirror[ElE % Fo
ONTAP 9.5 R $F NFSv4 1 SMB .
* BRI - BB E B I EASnapMirrorEl S % Ko
ONTAP 9rhBSnapMirrorEl % % R F S5 ER-BEABHDE. 5
* INSEEEREAEONTAP 9. 5F i EAIREBRAT A, MM EESHE L SnapMirrorEl % £

F4REIONTAP 9.6//)\BY /5. ONTAP 9.5F01i@FIRIRE BshE R IONTAP 9.6FhRYERRER, Fitk. @0
ZEONTAP 9.5 BRREBAT A, NERERLEEED SnapMirrorEE % .
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THH R ONTAP RHIUE
%E%HE’JONTAPE’WFZ“@T\ B MNetAppSZ L R T BRI FRRAS. AE#HITR

o
T & ONTAPZR 4IRS

RHRERETTaES, BUMANEERENERRMRE, Ea UM NetApp ZFILRREERTENTEES
RURREHBRER, BElfFRRAS SMEME . ARG EIFER ML EMRAR ONTAP B Al BVERTAR A R E o

YNREMONTAP 955 ERhRANIE R EFANetApp B MBI RS, WA T HIEAFIFZRESR/
(D) XMONTAPHEMIG, HbEiENetADpENIE, MBEEAZRER/MKMONTAPIRAIREG
FREANeAppEMEN RS, WRIELERE, ERTEBAS.

TR
1. 72" T 3" NetApp i m I X 15 P B B RONTAPER {4,
2. SHEIERHEME (BIE0, 97 g image.tgz ) RENetAppZHFihs

TR LUK BRI E B HTTPAR S5 28 B F TPARSS 28 L BR HIRE R B REUA MK,

LZIEONTAPIR IR
MNetAppziFit s T & BITONTAPI MG S, BHELREERT S F,

p
1. BIPREKAIRENER:

set -privilege advanced

BRI (*>)o

2 WILRTES, WAy LU,
3. REREIRG:
o W FHRERL B K INT SMetroClusterft B. FHWAUTHS:

system node image update -node * -package
<http://example.com/downloads/image.tgz> -replace-package true
-replace {imagel|image2} -background true -setdefault true

RS TRIERTE T A E FRARERARG, BE— S TA L FRARENG. BoEes
B, -background U S E AR RE WS (08 AIRG R B R ROV T RO

o WFMTEEL/\ T aMetroClusterfit&. TR NEE LBWAUTHS:
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system node image update -node * -package
<http://example.com/downloads/image.tgz> -replace-package true
-replace {imagel|image2} -background true -setdefault false

L L AIENERE TR L FTEA KRR EG, BEZF—EE8T TR LETHEARERE. B7IEES
o -background'tbEr LEZERT BEWREREMRARE. ZREIFAERREREES T
=L

4 BN ...y BIRRESEE,
5. WIFMHMEBRETE THHREES M AL:

system node image show-update-progress -node *

LR ERMARE T HMLERN SIS ENZHSETIG<, BEMETREGE ETRE AR
1, HBEBRBIRES B

system node image update S ¥ ARESEKMHETREBIRRESTHE, BAETMAERHNESE, EJUBRE
Tk,

IRFIERT —MWT R, HPREREERNN THHLZEER TR L:
clusterl::*> system node image show-update-progress -node *

There is no update/install in progress
Status of most recent operation:

Run Status: Exited

Exit Status: Success

Phase: Run Script

Exit Message: After a clean shutdown, image2 will be set as

the default boot image on nodeO.
There is no update/install in progress
Status of most recent operation:

Run Status: Exited

Exit Status: Success

Phase: Run Script

Exit Message: After a clean shutdown, image2 will be set as

the default boot image on nodel.
2 entries were acted on.

HBXER
* "RAET ARG ER"
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A5 ONTAP &£2¥

ERONTAPEREBF RIS R Gt rhlif, i iirE s BRial fESE B Bid L. %

BARNIRREF=EEE

BREMEETUNILER. SR A EMER RSN SIEBIfs H R RE

BT R ENSEENXHRRRKE,

FriaZal.
n_,\r_EIITEﬁE" }_H'Jg 1.|-.E"o

* BN BT TeER EONTAPARZA",
* RN IZ" P HHREBIR ONTAP BARE" o

F1P . EEEHLUHATRE

ARREAEHTRZA. BNRIIREER

p
1. BIPREKAIRENER:

set -privilege advanced

TERAGHRTEHERT, N

2. BiIrREEREBIRONTAPI !

system image show

T RAIERIBABFATARGREER T TR L!

clusterl::*> system image show

Is Is

Node Image Default Current Version
node0

imagel true true 9.14.1

image2 false false 9.13.1
nodel

imagel true true 9.14.1

image2 false false 9.13.1

4 entries were displayed.

3. BRSERFTAHUEBIfs:
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Install
Date

MM/DD/YYYY
MM/DD/YYYY

MM/DD/YYYY
MM/DD/YYYY

BRARFFRIER.

HU?)TEZR#F 9)(}:\ u\M\

EETRG. HEASRETRIFTEHRIEONTAP,

TIME
TIME

TIME
TIME

ERERFH
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network interface modify {-role data} -status-admin down

4. TSR FEEE EFlexCache X &

flexcache origin show-caches -relationship-type inter-cluster

o MREFEEHEIRE. BREREFER LAMIELIF:

network interface modify -vserver <vserver name> -1lif <lif name> -status

-admin down

$£2F . TREHTR

BRRER. EFBLXRHANPHNE—IT R ARERENTR. AR, HEEPNESTNHARNEE ILIIE.
BIFMETRYERRERALE. NREFERNEMetroClusterfitE. MEEXMZEEEFHRNEHES LIRPE,
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AP REZTIR
p
1. EREFNEERAIT o

BRFETR, BIBITRNTRER LIF BRIEE,

2. AHAX I T R B TR R 4LT5

storage failover modify -node <nodename> -enabled false

XF HARX, RAFRA—REFERERE. IRWNENTRREAEERERE, NZTRBENTRE
R AEERIERE.

3. BT SR EARONTAPIR 4 BRIGIG B FI BRIABRER ©

system image modify -node <nodename> -image <target image>
-isdefault true

4. I BFRONTAPIR RGBS EIRBENEIRIRATT R BIBIARRE

system image show

U TRAIER.13.1218E 7 Inode0 L RIERIABR A -

clusterl::*> system image show

Is Is Install
Node Image Default Current Version Date
node0
imagel false true 9.14.1 MM/DD/YYYY TIME
image2 true false 9.13.1 MM/DD/YYYY TIME
nodel
imagel true true 9.14.1 MM/DD/YYYY TIME
image2 false false 9.13.1 MM/DD/YYYY TIME

4 entries were displayed.

o W RS EAESIFHITRE

system node revert-to -node <nodename> -check-only true -version 9.x
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10.

1.

“check-

only BHATFRAERZ S IFERIVEMAIRFMA. HId. FRARRRIEIMFAREIE

BhRAHONTAPEBIERIIRER,

‘—version EEIEEXRREIAONTAPRRAS, a0, WNRERK.14. 11K RE!
9.13.1, MZIEIMMIIEME *-version /9.13.1.

TRT RBVEREFECE |

system node revert-to -node <nodename> -version 9.x

LB RERECE, AEEEM clustershell F7EH,
ERHERET, ARERAENEESES R Esystemshel BIHIAN*No*,
AIREREKIR0D R E KB A BB RERIR T

{FEHadminZE R EIEE£Shell,
)i EInoshell:

run —-node <nodename>

BRES clustershell f5, RIREREJ LD HETE], ABEERITFIER nodeshell 85, FAltt, WMRHLE

W, BEFILDH, ARER.
EETRNXHRAKE:

revert to 9.x

e HFRIET RBIX A RARRERS EEEHER, ARTERZEE. WRWE T EAaRFF. W

BRSRAKIRIRE N, AREIIET Tevert_to %,
() wRRseHaKETRERIZT nodeshel BSHIHAER.

R autoboot /3 true , MIEGRLTRE, TRRBEMRBEHE ONTAP,

R autobootMfalse. MIEMLTMGE. B RLoaderte ™. BN ‘yes' LUEER. REFER
‘boot_ontap' FEhEFH BT 2o

TREMBHME. BIARRGRSERIET!
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system node image show

ELUUTREIF, imagel @ HI ONTAP hkZs, HiZE N node0 LRI ETARES:

clusterl::*> system node image show

Is Is Install
Node Image Default Current Version Date
node0
imagel true true X.X.X MM/DD/YYYY TIME
image2 false false Y.Y.Y MM/DD/YYYY TIME
nodel
imagel true false X.X.X MM/DD/YYYY TIME
image2 false true Y.Y.Y MM/DD/YYYY TIME

4 entries were displayed.

12. BIET mRERRESZE A Fcomplete:

system node upgrade-revert show -node <nodename>

RSN BTN TR "FRE X FREERERFE"
13 WHARFHN B I N REE LRTE, AEHEMSMHAREE ERPE,
NREFEABZEMetroClusteric B, NFBEXNEEFNRMEFEEXLES R
14 REFIBTRE. AEEENRASYRML:

storage failover modify -node* -enabled true

BRRETR, BIBITRNTRERE LIF ERIEE,

cluster ha modify -configured false

3. BRTFEHRIERETS .
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storage failover modify -node <nodename> -enabled false

MNF HARX, RFZA—REFERERS. IRWNENT/RRAEERERE, NZTRENTRLE
WERAFERERS,.

4. BT S B ARONTAPIR A BREIS B J BRIABRER |

system image modify -node <nodename> -image <target image>
-isdefault true

o. IIFEARONTAPIH A IRE RS BEIRENBEERT mAIRIARE

system image show

TR E79.13.1B18E Fanode0 L AIRBRIABRE |

clusterl::*> system image show

Is Is Install
Node Image Default Current Version Date
node0
imagel false true 9.14.1 MM/DD/YYYY TIME
image2 true false 9.13.1 MM/DD/YYYY TIME
nodel
imagel true true 9.14.1 MM/DD/YYYY TIME
image2 false false 9.13.1 MM/DD/YYYY TIME

4 entries were displayed.

6. METRAERIES R Hepsi:

cluster show -node <nodename>

TR RZT =58 epsilon :
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clusterl::*> cluster show —-node nodel

Node: nodel

UUID: 026efcl2-acla-11e0-80ed-0f7eba8fc313
Epsilon: true
Eligibility: true
Health: true

a. ill]%lﬂ:fﬁﬁﬁﬁepsjz BEIZT R Eepsi tridHfalse. LUfEepsi A LUEREZT S BIESXS
Bl

cluster modify -node <nodename> -epsilon false

b. @I EE X T R L epsit tRic Htrue. Fepsh FRENZT SRV TR :

cluster modify -node <node partner name> -epsilon true

7. P RESEESEFHITRE:

system node revert-to -node <nodename> -check-only true -version 9.x

“check-

only BB TFIMRERBINERRIERIZ . FIa022 R RIE SRR MR R 2 E S hRasHY
ONTAP[SBIZRYIRER,

X -version EIIENZEEME FIAIONTAPhRZS, REEONTAPIRARBIRME, Fli0, WMREE
M 9.14.1 hRZA[EIRE! 9.13.1 higds, NMIEMAIEN: -version EIWA 9.13,

B R RERALE, SAREEM clustershell 7EH,
8 HETIRHERAE:

system node revert-to -node <nodename> -version 9.x

9. EFHMBERIET. REERAAWRNEETEE FEsystemshel BT3EIN Noo

el

BEREARI0 N M E KBS BE B R ERIET.

10. {EHadminE R EI&EEEShell,
1. )3 Enoshell :
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run —-node <nodename>

BRES clustershell f5, AIRERE/ LD HETE], ABEERITFIER nodeshell 65, FAltt, WMRHLSEK
W, EEFI Lo, AREIR.

2. BRT ARG RARE:

revert to 9.x

EE P REIET RN AR AR E RS EEEFE ,\, f”*): EFIZECE. WIRMAE 7 EMAIRSMH. W
ISR RX LIRS AREIIEBIT revert_to @<,

() ©RR5EHERETRIZA R nodeshell BSHIEAER.

UNR autoboot A true , MIEGLTHRE, T RIEGEFHZEHEI ONTAP

UNER autoboot A false , MTESML TG, FET LOADER 2. M ... yes TR, ARER
boot_ontap FHNEMBET R0

1B PTREHRDE. BINFRGESERET:

system node image show

FEUT A, imagel A ONTAP 7S, FHi8E A node0 LAY BTIRZS:

clusterl::*> system node image show

Is Is Install
Node Image Default Current Version Date
node0
imagel true true X.X.X MM/DD/YYYY TIME
image2 false false Y.Y.Y MM/DD/YYYY TIME
nodel
imagel true false X.X.X MM/DD/YYYY TIME
image2 false true Y.Y.Y MM/DD/YYYY TIME

4 entries were displayed.

14. IET MBI EIRZSE S SAcomplete:

system node upgrade-revert show -node <nodename>

RSN RN 5" "FRE R REEERRFE"
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15 HHAWHFHN S — M NREE LR E,
16. ZEM M RE. NERENRASTAN:

cluster ha modify -configured true

7. TR R LB REEREES:

storage failover modify -node <nodename> -enabled true

BXER
* "EFERERR S

ONTAPR R G ERITHIIEIE

TEONTAPIE R G IIEE B AN FAEIZT TR

ERONTAPEE fE. BNWIETRERETRIRE. B5H
BRTFHERT. BRNIRIEE, BENEIRS.

5

FIEEBIETTIR
p
1. IR PHNTN RS B B S IMNERF R4

cluster show

FRAIP. EBESITVARE. B TRISEARIMAER.

clusterl::> cluster show

Node Health Eligibility
node0 true true
nodel true true

IREATREITRARNEERAFTERM, FRE EMS BEHFRHEIRFARINE EFHN.
2. BRRBFIEERNER:

set -privilege advanced
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BN ...y LIS,
3. IiFS RDB #HIEWEE ¥ A= 2.

o BT RMXRBUEE epoch FIEEE epochs M ITET,
° BT RIS hE TN ENAERE.

HAR, SRR BERENMSER,

Z 2RIk RDB #ig ... BALLER <
EENAER

cluster ring show -unitname mgmt

SUBEHIERE

cluster ring show -unitname wvldb

REPME OS2

cluster ring show -unitname

vifmgr

SAN B TPz
cluster ring show -unitname

bcomd

RHIERT SUEBIERFETRE:

clusterl::*> cluster ring show -unitname vldb

Node UnitName Epoch DB Epoch DB Trnxs Master Online
node0 v1ldb 154 154 14847 node0 master
nodel v1db 154 154 14847 node0 secondary
node?2 v1ldb 154 154 14847 node0 secondary
node3 v1ldb 154 154 14847 node0 secondary

4 entries were displayed.

4. REIFEENRES:

set -privilege admin

5. YIRETE SAN IFRHIETT, BRIEB TN TREELT SAN fhEURE:
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event log show -severity informational -message-name scsiblade.*

BT IR HT scsiblade EHHERNIER SCSI T/ A FAHEIRES.

clusterl::*> event log show -severity informational -message-name
scsiblade.*

Time Node Severity Event

MM/DD/YYYY TIME node0 INFORMATIONAL scsiblade.in.quorum: The

scsi-blade ...
MM/DD/YYYY TIME nodel INFORMATIONAL scsiblade.in.quorum: The

scsi-blade

BXER
"RgERE"

W REEITIOR
RN FRER G, ENWIEHE, BEMNETIRS.

p
1. BEREEIRTS
ZNE ... PITUCIRIE ...
HE BT a. BIRERIFRYELE |

storage disk show -state
broken

b. T S B IR RIHRITRIRE R
ETE# TIPS ERAVHE a. BT HIR, FFESERRSHEREE:
storage disk show -state

maintenance

pending reconstructing

. FRYEPERIRFRN, ARBHEL

2. B R TYENZERFE (BEFERE) RS, RIEFMERESEEHN.
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storage aggregate show -state !online

LR ER not BRHIVER G. ARITEAARIERZAMZE, FIBREGEGILTFERIIRTS,.

clusterl::> storage aggregate show -state !online
There are no entries matching your query.

3. @I BER not BRAHERIVIEFAE SR RHIEEM:

volume show -state !online

FRITEAARNERZAIMZE, FREEEGIFENIRTS.

clusterl::> volume show -state !'online
There are no entries matching your query.

4. WIEREREA—HNE:

volume show -is-inconsistent true

EE"NetAppHliRE: R RWAFLA—EHE AR AR —EA )T,

IR F sk R (SMBAINFS)
XFEERENIN, Mk SMB 1 NFS BFIRHIAR, MUIIEEEFRERIIAIN,.

HBXEE
* "HEMNMBEEE"

* "storage disk show"

7ZONTAPIZ[R /5 /9MetroClusterfit & /= Fi B shiJik

IEJFEONTAP MetroClusterficE /5. BB A BohitIsMIik,. LI{RMetroClusterfit &
=L IERIET.

p
1. BRBmITRIIMIHR:

metrocluster modify -auto-switchover-failure-domain auso-on-cluster-
disaster
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2. I8iFMetroClusterfit & :

metrocluster check run

ZONTAPER/G. BAFIFLUNZERE KO

TEMBHEAE, R LIF AJReE B EDESERBZ IR0, EREONTAPEER. &
WS AHIERATE E iR O _ERERLUN,

network interface revert Sf & YFIAEEHO LR LIF FREIETHO, iR THOERIET. B LIF
BI&FEE LIF BEERO; e LUEA network interface show a5 $HE LIF B9FE iR,

p7
1. BTRFRBLIFIRE:

network interface show

IR {527 Storage Virtual Machine ( SVM ) BIFRAE LIF FPIRTES,
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clusterl::> network interface show -vserver vs0
Network

Current Is
Vserver

Home

true

true

true

true

false

false

false

false

Logical

Interface

data001

data002

data003

data004

data005

data006

data007

data008

Status

Admin/Oper

down/down

down/down

down/down

down/down

down/down

down/down

down/down

down/down

8 entries were displayed.

Address/Mask

192.

192.

192.

192.

192.

192.

192.

192.

0.2.120/24

0.2.121/24

0.2.122/24

0.2.123/24

0.2.124/24

0.2.125/24

0.2.126/24

0.2.127/24

Current

Node

node0

node0

node0

node0

node0

node0

node0

node0

WNREM LIF BPIRES I Admin JAE R down BURES A false , BHEHITTF—F.

2. BRIEESER:

network interface modify {-role data}

3. BLIFERFEFimO:

network interface revert *

4. BIEFREMSIFsEREUFHEROS:

network interface show

IHERBIER SVM vs0 BIFRE LIF U FHEERO Lo

-status-admin up

Port

ele

e0f

eza

e2b

ele

e0f

eza

e2b
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clusterl::> network interface show -vserver vs0

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Home
vs0

data001 up/up 192.0.2.120/24 node0
true

data002 up/up 192.0.2.121/24 node0
true

data003 up/up 192.0.2.122/24 node0
true

data004 up/up 192.0.2.123/24 node0
true

data005 up/up 192.0.2.124/24 nodel
true

data006 up/up 192.0.2.125/24 nodel
true

data007 up/up 192.0.2.126/24 nodel
true

data008 up/up 192.0.2.127/24 nodel
true

8 entries were displayed.
HEXER
© RO

7EONTAPE R /5 /2 FiSnapshot g
RREFHARRABIONTAPG. EwiiijE FIRIR IR 7 gEE # FHIa I IRER,
BEEHEBELRD RERZFIONTAP Z 512 FAYIRER T K,

HIE
1. NEFEEIESVMIE FASnapshot 5L :

volume snapshot policy modify -vserver * -enabled true

snapshot policy modify pg-rpo-hourly -enable true
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2. FEIMT R, BERERNSnapshotHREg:

run -node <node name> vol options <volume name> nosnap off

TEONTAPE R [FIEIPVER; K& % B

MAERIREAE) ONTAP 9 B ETAE4 SEBS AR P LARS F L BRIA IPV6 B S SR
H. EEEWMIFIENHALSEEECAREEIR

p
1. @SR AR RS S EIARBHITLLR. IIEX LR B R IER:

system services firewall policy show

UTRAIERT ERIASRES

clusterl::*> system services firewall policy show

Policy Service Action IP-List

cluster
dns allow 0.0.0.0/0
http allow 0.0.0.0/0
https allow 0.0.0.0/0
ndmp allow 0.0.0.0/0
ntp allow 0.0.0.0/0
rsh allow 0.0.0.0/0
snmp allow 0.0.0.0/0
ssh allow 0.0.0.0/0
telnet allow 0.0.0.0/0

data
dns allow 0.0.0.0/0, ::/0
http deny 0.0.0.0/0, ::/0
https deny 0.0.0.0/0, ::/0
ndmp allow 0.0.0.0/0, ::/0
ntp deny 0.0.0.0/0, ::/0
rsh deny 0.0.0.0/0, ::/0

2. @I B FRIRA AE RS F AT ER D BORRIAIPVERA A B SR B -
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system services firewall policy create -policy <policy name> -service
ssh -action allow -ip-list <ip list>

3. KRR A FLIFLAARYFIA IR MLEARSS |

network interface modify -vserve <svm name> -1if <lif name> -firewall

-policy <policy name>

BIEARZIONTAP 9.8/ 0] LUA R RSZ A IBEE I B F ik A

£9.9.1 9.9 1 REBRAR, -role’ AFKFPISHIGERN adnin, MRE
TEONTAP 9.8 ERHRA LRI T A HAREI0.9.1 9.9 1B, AFRR
[EIONTAP 9.8, M *-role’ 2HRRR N EIRIGE, SN IIHEREMNERTAIER,

TER/RERIE]. WIRMIFETSPAFBAR. M=I2R"rbac.spuser.role.notfound" EMSHE.

BXBFEAER, BEN "7ih0E SP AIKF",
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