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security login create -vserver SVM name -user-or-group-name user Or group name

—application application -authmethod authentication method -role role -comment
comment
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clusterl::>security login create -vserver engCluster -user-or—-group-name
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1. R AMEIRRKF A SSH ABZAIAIE SVM :

security login create -vserver SVM name -user-or-group-name user Or Jgroup name

—application application -authmethod authentication method -role role -comment

comment

UTHLREBERSVMERRRIKF svmadminl FFIE XY vsadmin-volume IAAISVMEYE Bengbatal {#

FASSHAHZ4A:

clusterl::>security login create -vserver engDatal -user-or-group-name
svmadminl -application ssh —-authmethod publickey -role vsadmin-volume
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1. {FRESSHAHZIAF B ZREARMAF K P _EBBEMFA:

security login create -vserver <svm name> -user-or-group-name
<user name> -application ssh -authentication-method <password|publickey>
-role admin -second-authentication-method <password|publickey>

UTHSEESVMERGMKF, admin2 MIFAEXH adnin AFEREISVMAAEBengDatal EHASSHAH
MRS

cluster-1::> security login create -vserver engDatal -user-or-group-name
admin2 -application ssh -authentication-method publickey -role admin
-second-authentication-method password

Please enter a password for user 'admin2':

Please enter it again:

Warning: To use public-key authentication, you must create a public key
for user "admin2".

BXEHMEE security login create, BEI'ONTAP i $&ZE",

{EETOTP/EEMFA
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ERAFPZEMTOTPEAMFA
1. EEARPZEMNTOTP AP KPR BRZREAZ BN,

HAF KA

security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
password -second-authentication-method totp -role <role> -comment

<comment>

BTFIERFKA

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
password -second-authentication-method totp -role <role> -comment

<comment>

2. BiIFREEREBEABTOTPHIMFA:

security login show

EFASSHAHRZ M TOTPEEMFA
1. EESSHAEZIAMTOTP NAF K ERAZEEZ S DRI,

HAF KA

security login create -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
publickey -second-authentication-method totp -role <role> -comment

<comment>

BTFIERFKA

security login modify -vserver <svm name> -user-or-group-name
<user or group name> -application ssh -authentication-method
publickey -second-authentication-method totp -role <role> -comment

<comment>

BXMEHMEE security login modify, BEIL'ONTAP i $&ZE",


https://docs.netapp.com/us-en/ontap-cli/security-login-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-modify.html

2. BiIREEEBEAEABTOTPHIMFA:

security login show

BXBEMEE security login show, IBEI'ONTAP mS$&ZE",

SeRl/E
* MREHEARBLEERSEERIKP XK, WATFRRHHEXIEK, AFZIKP 28R SVM .

"B REEAS AP KA KEX"
* BB BIERA REERTOTPTEMMFARE.
“ERATOTPECEMFARI A Rk "

HEER
* "ONTAP 9 Z A E B P I0IE(TR-4647)"
* "ONTAP ;& E"

EFTOTPAIMFAEZ & A<t ONTAP A -~ i -

MONTAP 9.13.1FF8. I LAERETFIEIN—RIEZB(TOTP) VAR KFRRREZRES
HIEUE(MFA)o

FIaZ Al
* FREEERMINITIGEE A TOTPEAMFA" fERR P IKFRYSE S 53 38IE T %o
* BRERAF P SRIES AN AR P B A SSHEA.
* BT TOTPR AEFRENSERFIESER. HEIBTOTPHZEER.

S HFMicrosoft B IIERERF . Google A IIETERE. AuthyFI{EREMSTOTPRAN BHINIEIERF.
TE
1. ER YR B MIIE S EZEREEHAFP K,

YR B R IRIE A AR AP ZBHSSHAREH,
2. EEHKA _EBIETOTPELE :

security login totp create -vserver "<svm name>" -username

"<account username >"

3. WIERABEEEHIKS LEATOTPEE:
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security login totp show -vserver "<svm name>" -username
"<account username>"

HXER
s "RLEF totp BIEE"
* "ZLEF totp B

EEONTAPHFIKFPTOTPHIZRZ$H

Za?ﬁ?ﬁ@ﬁ’ﬂmﬁ)ﬂi&é\ NRENTOTPHIZEAMENER. ENEREHOIR—IHE
Ho

NREREABHIF. IREETOTP
NREWTOTPHIZZIACMEE. BEMEIARNZER. el MR EE R AHCIZE— R EH.

1. FERENAPZEESSHARZA UMM ENTOTPHIR RIS FRANEH A K,
2. BB ENTOTPHIZZREA:

security login totp delete -vserver <svm name> -username
<account username>

3. BIEIMTOTPZERSA:

security login totp create -vserver <svm name> -username
<account username>

4. BIFRS BRGNP EBATOTPERE:!

security login totp show -vserver <svm name> -username
<account username>

MRZFAEK. IBEETOTP

NRENTOTPHIERIAERR. IBSENFHEEERKA LRI "£HER" . BRAEAR. EaIUERE S
NIIET AERHEERBITOTP,

FIaZ Al
FREERUTEATOTPHIEER, WRELKEFMHEERKS. B5FEEESKRURALLER,

p
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1. FEEERZATOTPERRGE. EREEEHRIEAEEREIZAMKS,
2. BIEFHFMTOTPZERSA:

security login totp create -vserver <svm name> -username
<account username >

3. WIERABEEEHINKS LERTOTPEE:

security login totp show -vserver <svm name> -username
<account username>

HEXER
* "Z2ER totp BIEE"
* "REEFR totp HIpR"
*"L2ER totp B

2 FEHONTAPAHFIKFTOTPZEH

NRAMAFEZRTETFHEIN—REZE(TOTP)ER. NEFEH#EEERMIEERELRN

5. AP BRI TOTPE .

KFILES
QeEE AR EERKARITIES.

p
1. 2ATOTPEA:

security login totp modify -vserver <svm name> -username

<account username> -enabled false

BXIEHMEE security login totp modify, IBESI'ONTAP fi$&ZE",

2 FASSLIEFHONTAPIK P if5in]

1EA] LAER “security login create’ ip $EE IR Rk BEISERSSLIERiFR EE R K

ESVM,

KFIES
* BRI RE CA ERHIIRSSHFBFIES, KAA IR SVM .

EMHLE CAEZRNRSF[IESD
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TR ITE B AWK IRR Z B S Z FRITILES.
* MREFHEBRNELERKPRVLEERAE. AILUEEERMILAR security login modify 88

< .

BN ELEERNAR

@ WFEHTERK, . XFETIEPEHIIE http, ontapi, # rest NAIEF. XFSVM
BIEAKF. REXFERIEBEEHIRIE ontapi M rest NBER,

p
1. RFAMERRIKF A SSLIEHIAIR SVM !
security login create -vserver SVM name -user-or-group-name user Or group_ name

—application application -authmethod authentication method -role role -comment
comment

TS BASVMEIEAIKF svmadmin2 EHARIAE vsadmin i5iRISVMEYFA B engbata2 FEASSLEL
FiEH,

clusterl::>security login create -vserver engData2 -user-or-group-name
svmadmin? -application ontapi -authmethod cert

BXMEMEE security login create, BEI'ONTAP i $&E",

e
IIREFRRE CAERHIRSB[AFIES, NBAFLLEIIESR, AEKFPZA8ERR SVM .
ERHRE CAZRIIRSSFIET

BXIIEIEFRRGLHNESZER, BEI'ONTAP <55
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