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£ ONTAP 9.6 2 EEShk4~ ( NVE) g AINPZIAEIE

AT LUER— 1% KMIP RSZ 28R RIPERE A Tih 0N EENZTA. MONTAP 9.6
FFa. ERILUEREE — N RN SR ZIAE IR, LURIPEEESVMA TR nZ iz

EtHo

MONTAP 9.11. 1748, ERIUAB N EERRRSBRZS NN R BARSE. USIREBHRATARS -
BXEFAER, BN MEEHEINEIERRS .

KXFIAES
BERZPILURIEDN KMIP AR5 S8IEZEI—MERFE SVM . BINENMERAR SRS SERLMTRIMRMEMES.
SMEREREAEIRRVEEIRE T RIAEIERS BEMIPERPHFIE SVM EZRIFIEE SVM !
* ERILAGER cluster scopter AEBFHRRIFAE SVM ECESMIZIRER, SBHEEGALURREFHEERSSE L
B ER.

* M ONTAP 9.6 F4&, ERILUER SVM scopter HEEHHIENIE SVM BELEIMBZIHEIR, XRiEa S
g, EhENMEFESERARERN SVM  (8—4H SVM ) RiHEdE, RHEATEHEFK SVM BB R A B
ia)iZ 8 P =R

* HFZMPIE, BEAUTRLHN MT_EK_MGMT REFANE:
system license add -license-code <MT EK MGMT license code>

BEXTBNGLEE, BELGLFMIT

TR LVERE— S PERAXHENEE,. (1R SVM ECE 7 ZIAEIERSS:E, N ONTAP {RfERXLERRSS BIKR
PEH. BN, ONTAP BERNERHEENZAEERS BRFRIFER.

eSS CERERSTAEE, HE SYM CHEREIMNIZAEIE, ErRILUEMA security key-
manager key migrate S RBAMEECEMNREZAEIETHEISVMEERSIMNEZIAEIES,
FrIaZ Al

* BAMERE KMIP SSL & F it FIARSS 28IE o

* BRITILES, BHUMESEE SYM BIER,

* WIRE N MetroCluster IF 5B AINBEZAEIE, NAMERBRIMEIZAEIEZFITTLECE MetroCluster o


https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-cluster-key-server-task.html

* fEMetroCluster I EAH. HMEFNEEF_ELEKMIP SSLIEH,

p

1.

2.

3.

Z3

FCESRN R A B RN

security key-manager external enable -vserver admin SVM -key-servers
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clusterl::> security key-manager external enable -vserver clusterl -key
-servers

ksl.local:15696,10.0.0.10, [£d20:8ble:b255:814e:32bd:£35¢c:832c:5a09]:1234
-client-cert AdminVserverClientCert -server-ca-certs
AdminVserverServerCaCert

FCEZIAEIESE SVM :

security key-manager external enable -vserver SVM -key-servers
host name|IP address:port,.. -client-cert client certificate -server-ca-cert
server CA certificates
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svmll::> security key-manager external enable -vserver svml -key-servers
keyserver.svml.com -client-cert SVMlClientCert -server-ca-certs
SVMlServerCaCert
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security key-manager external show-status -node node name

(D o Security key-manager external show-status Y HETER security key-
manager show -status %! BXTENGIEEL, BELFMI.

clusterl::> security key-manager external show-status

Node Vserver Key Server Status
nodel
svml
keyserver.svml.com:5696 available
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35c:832c:5a09:1234 available
ksl.local:15696 available
node2
svml
keyserver.svml.com:5696 available
clusterl
10.0.0.10:5696 available
£d20:8ble:b255:814e:32bd:£35c:832c:5a09:1234 available
ksl.local:15696 available
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security key-manager add -address key management server ipaddress

clusterl::> security key-manager add -address 20.1.1.1
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security key-manager add -address key management server ipaddress

clusterl::> security key-manager add -address 20.1.1.2
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security key-manager show -status

BXTBNGLEE, BELFMIT



clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available
clusterl-01 5696 20.1.1.2 available
clusterl-02 5696 20.1.1.1 available
clusterl-02 5696 20.1.1.2 available
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ERINIEREE
BRMIEAEENATEERNRCEASTER. ERENTASERNIFRET .
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AWS
ez A

* WA EEMBENIAMABEFRANAWS KMSEREIEEZN. IAMABXAEE—MRIFRITIUT
1R ERISRER

° DescribeKey
° Encrypt

° Decrypt

BXEFAEE. BESRBAWSH TR,

7ZONTAP SVM_LZFHAWS KMV
1. Fazai. IEMAWS KMSIRELA )22 $AI DA Z 2250
2. BRREFIEENER:

set -priv advanced

3. BEHAWS KMS:

security key-manager external aws enable -vserver svm name -region
AWS region —-key-id key ID -encryption-context encryption context

4. HIMRTE. HWANEER,
5 WIABIEMECEAWS KMS:

security key-manager external aws show -vserver svm name

Azure B[S
7ZONTAP SVM_E /5 AzureZZ i 31E &

1. Fiaz i, EHEEM Azure tKPREVE LS HIIEENE, BIEFHRERIGES.
tesh, ERTHRREBRFNFAETREBITNLRE. BRI UERSLHKNELERN cluster showo

2. BRIRBFIEERNER

set -priv advanced

3. TESVM_LEERAKV

security key-manager external azure enable -client-id client id -tenant-id
tenant id -name -key-id key id -authentication-method {certificate|client-
secret}

HIEREY, %N Azure tKFRIE P iRIEHEE P inZ tHo
4. WIFEREERBRAKV:
security key-manager external azure show vserver svm name
MRIRSAIAIEEARER. iHE@EIEIESVM LIFEIL SAKVEAEIERSHERE.
Google Cloud
£ONTAP SVM_LZF=KMS

1. FFIaZ Al ELLJSONIETLIREXGoogle Cloud KMSIKFZ AN M AZEH. ERILIE GCP 1K 1Kk
FER.
tesh, ERTRERERFIFAET REBITINVLRE. A UERSLKNELLERN cluster showo

2. BRRBFIEBERNER:

set -priv advanced


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant

3. £SVM_LEEHCloud KMS

security key-manager external gcp enable -vserver svm name -project-id

project id-key-ring-name key ring name -key-ring-location key ring location

-key-name key name

HIGRREY, ERRSIKF T AEABA JSON XHENRAE
4. B9iiECloud KMSREERE T IEMAISEK:

security key-manager external gcp show vserver svm name
HRE kms wrapped key status =2 “UNKNOWN” YR EKREIEMES
NRRSEHHIEERER. BEBEIEIBSVYM LIF5GCPEAEIERS B INERE.

NRENYIESVMEE— N HZMNESE. FEMBNKNVER EEl BESVMIRBZASIEREIE. XL
RERS RIS AR SR E IRARSS Eﬁ%unvﬁﬁﬁ?ﬂﬁﬁb%ﬁ’ﬁ BEITU T

security key-manager key migrate -from-Vserver admin SVM -to-Vserver data SVM

QEERIEEEIRSVMBFIENVEZAZ G, 7 A5 P AUEIRS VMBI BN 5,

HEXER
* “EHERFCloud Volumes ONTAPHINetApp/NZ iR R H RINZE"
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