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[-v4.2-seclabel {enabled|disabled}] - NFSV4.2 Security Label Support
(privilege: advanced)
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* BFP#&=jrsmith

* Privileges = uid=1112 (jrsmith) gid=1112(jrsmith) groups=1112 (jrsmith)
context=user u:user r:user t:s0

HEER. EEENERNEERKPFIMLS PriviegesRAFTIAAF jrsmith:

A Role Type B3
admins sysadm r sysadm t t:s0
jrsmith user r user t t:sl - t:s4
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setfattr -n <attribute name> -v <attribute value> <file or directory name>
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setfattr -n user.comment -v test example.txt
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getfattr -n user.comment example.txt

xattr I

user.digitallde CN=John Smith jrsmith, OU=Finance, OU=U.S.ACME, 0=US, C=US
ntifier

user.countryOfA USA
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#Get the current context

context = selinux.getfilecon(file path) [1]
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{
"commonName" : {
"value": "Smith John R jrsmith"
by
"emailAddresses": |
{
"value": "jrsmith@dod.mil"
}
I
"employeeId": {
"value": "00000387835"
by
"firstName": {
"value": "John"
by
"lastName": {
"value": "Smith"
by
"telephoneNumber": {
"value": "938/260-9537"
by
"uid": |
"value": "jrsmith"
}
}
S " DoD"
UuIiD b4111349-7875-4115-AD30-0928565f2e15
BIRALN

"vvalue": "DoD"
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EEES [
{
"value": "ABC1000"
by
{
"value": "DEF1001"
by
{
"value": "EFG2000"
}
]
"Stat.shipStatus"
{
"value": "US"
}
iBIpR
[
{
"value": "TS"
b
{
"value": "3"
b
{
"value": "C"
by
{
"value": "U"
}
]
E R X bt E 1A :
{
"value": "USA"
}
]
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"classification": "UNCLASSIFIED",
"value": "cn=smith john r Jjrsmith, ou=dod, o=u.s.

government, c=us"

}

DissemTos
{
"value": "DoD"
}
WELHR
{
"value": "DoD"
}
SR it {
"value": "GOV"
}
FineAccessControl
[
{
"value": "SI"
b
{
"value": "TK"
bo
{
"value": "NSYS"
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FrI LR X E TR M BAE BIAIRRER. FRBALITENEZRALA
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user.uuid
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user.Info

&

"commonName" : {

"value": "Smith John R jrsmith"
by
"currentOrganization": {

"value": "TUV33"

by
"displayName": {
"value": "John Smith"
by
"emailAddresses": |
"jrsmith@example.org"
I
"employeeId": {
"value": "00000405732"
by

"firstName": {
"value": "John"
b
"lastName": {
"value": "Smith"
b
"managers": [
{
"value": ""
}
I
"organizations": [
{
"value": "TUV33"
b
{
"value": "WXY44"
}
1/
"personalTitle": {
"value": ""
b
"secureTelephoneNumber": {
"value": "506-7718"
bo
"telephoneNumber": {
"value": "264/160-7187"
bo
"title": {

Nira T
Vdiuc

by
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user.geo_point [-78.7941, 35.79506]
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Bz xattrEsiNFSE 2RI BN EX AR EEN LT 2NN — M XBAH, BImEXHRF HEZIAE. AU
BEMIERXAREGNFAAEN. SENT REENZERERIEN,

ZLinuxifEHR. auditd® T?FL%%ET%*J%??ﬂ;‘(#%éﬁ%fﬁiﬁﬁﬁﬁo CAFEERRENN, LIS
Eiatt r BREXIESERSIAM, B8 setxattr. « lsetxattr UM ~fsetxattr &ERMM

‘removexattr. Iremovexattr LKz “fremovexattr fllfRE 1%,

ONTAP FPolicyi@id {2 ft—NF F 30T ISim I HI SR ERSa KIEZR. ¥ B T XLEINEE, AJLAXIFPolicyi# T
fRE. FEXFEMxattrSEHF. MM X HIE/EHITHAITH. #ﬁEﬁE;LB’@éEE’J%ﬁE IBERAR,

T fEMxattrsBIA . LHEETENFSVIHMINFSVAIRT AR, {21 AT E RIS IR EA it as il S 1T,
TEFATIH T FEXNFSV3FINFSVAX (415 18] FE 43 1TF Policy da 1Bt ST RS AHE/EA Tt 2s A 5

R HRE SRRV IERS
setattr offline-bit, setattr with owner change,

setattr with group change, setattr with mode change,
setattr with modify time change,

setattr with access time change, setattr with size change,
exclude directory

setattrig{Efauditd B 5 &R 11 :

type=SYSCALL msg=audit (1713451401.168:106964): arch=c000003e syscall=188
success=yes exit=0 a0=7fac252f0590 al=7fac251d4750 a2=7fac252e50a0 a3=25
items=1 ppid=247417 pid=247563 auid=1112 uid=1112 gid=1112 euid=1112
suid=1112 fsuid=1112 egid=1112 sgid=1112 fsgid=1112 tty=pts0 ses=141
comm="python3" exe="/usr/bin/python3.9"
subj=unconfined u:unconfined r:unconfined t:s0-s0:c0.c1023
key="*set-xattr*"ARCH=x86 64 SYSCALL=**setxattr** AUID="jrsmith"
UID="jrsmith" GID="jrsmith" EUID="jrsmith" SUID="jrsmith"
FSUID="jrsmith" EGID="jrsmith" SGID="jrsmith" FSGID="jrsmith"

FfERxattsBY A F E FAONTAP FPolicy IR ft—ERI IEMITH]. XN FHPX A RANTRENLTEMEXE
2, @I AFPolicylEfmiEThae. EAVFILRIRER. BHiZidxattsRIFAEER. HEETSHREMNEM
MAnE, XMENTXARFEE G AR ERINENERR B2 MR R EMNRIPRBAVELS S FAONTAP FPolicy
AR R

5ABACE 3 I RIS AR F SRR
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NRIERMT. PEPIE MIH AR IRBAE AT 1 R HIARE

PEPIRHEZ FA F RYIERRIE K% A F RYSERE,

PEPRIESRESFITICRE AP BREEMAINIZX . HAFAFPKRERZX .

o o &~ w

() SEmham SRR R,

POP services

Acoess file with
defined tags

Authentica e

-2 ONTAP
dedsion

dentify &
Sambs @ .ﬂ-.u fhenticate

) 4) NFS 4.2 b, __idirectorysample_a
¥ Get fle attributes Security é natysic doc
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