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Rocky Linux 10.0. 9.6 1 8.10

Red Hat Enterprise Linux
° FAE: 9.3. 9.1. 8.9, 8.7,
° T 950 940 9.2 9.0,
Rocky Linux 9.5 #1 8.10

Red Hat Enterprise Linux
° FAE: 9.3, 9.1. 8.9. 8.7,
° T 950 940 9.2 9.0,
Rocky Linux 9.5 #1 8.10

£Img Ml Linux:
° A 87. 86. 85F18.4
° T 9.4, 9.3. 9.2, 9.1,
Rocky Linux 9.4 #1 8.10

£IPE 1Rl Linux:
° FRA:. 8.7. 8.6. 85F18.4
° #EFF: 9.3, 9.2, 9.1, 9.0,
Rocky Linux 9.3 #1 8.9

£IE 1Rl Linux:
° %% 87, 86, 85784
° #EFF: 9.2, 9.1, 9.0F018.8
Rocky Linux 9.2 #1 8.8

Red Hat Enterprise Linux: 8.5.
L7776

CentOS: 7.9. 78, 7.7f17.6

Red Hat Enterprise Linux: 8.5.
L7776

CentOS: 7.9, 78, 7.7 7.6

8.6, 857184
8.10 71 8.8

8.6. 857184
8.10 #1 8.8
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1.3. * Red Hat Enterprise Linux: 8.3. 8.2, 8.1, 8.0, 7.9, 7.8. 7.7 7.6
* CentOS: 7.9, 7.8, 7.7#1 7.6

1.2. * Red Hat Enterprise Linux: 8.1, 8.0, 7.9. 7.8, 7.7 7.6

* CentOS: 7.9, 7.8. 7.7#M 7.6
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* OpenSSL * python3.12 * elfutils-libelf-devel * elfutils-libelf-devel
* OpenSSL A% * python3.12-devel * policycoreutils-python * policycoreutils-python
SERER SLRER
« kernel-devel-$(uname
-r) * python3. * RedHat-Isb-core
.« GCC * python3-devel * python39
. Bz * python39-devel
* libselinux-utils
 patch
* bzip 2

* Perl #43%8 - Dumper

* Perl i BIZF
-MakeMaker

* efibootmgr

e mukutil

ARSRREERE— T BRELS tar X, HREE:

* —1 RPM Xt#, ERESTAMZSIFRAEIFHEREIREREIFR B R,
* RERIA,
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° EERIEE SCST AR, EREBEMTR.
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* NIZhRZAS DA S1R1E R ehi A< ILEC,
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NRAFBUEFIR2BE). NECEXNFMESERERTHITHRERER. WA LUERELREONTAPRZRE Z 5i%R
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BLREBHET UEFI £2 25187 ONTAP Mediator, EHMSEMELZIR, AERSAER. BH2
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1. RERRLERBRATUEFIZR2E5:

mokutil --sb-state

ZRETAREERERBUEFIZREBH,

%4 BE
BB BUEFIZ2E5h
BEEZRAUEFIZLE5H "HRENIRER S, ARFZR ONTAP Mediator"

© RESRTEEIRENEE. WIAREFHTEREUE, BERUEFISISEESTEAR
@ . EFEREALEEEE,

° ONTAP 1.2.0/% BRhRARFH IR,
2. YR ‘mokuti REEERER. BETUTHL!

yum install mokutil
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HERENIZIER S FIONTAPEf#ZS
FIIER TONTAP e ENURIERAHRZIEShRAS. HITEIZEONTAP HfZ28.

KTUAESS

£/ leapp-upgrade TEFLRONTAP Mediator BIFENIRIER LA Z AT, 1BETEHZHONTAP Mediator, ZT AR
BEIMECEREEEMN RPM k7,

ONTAP Mediator RERRFERE— .rpm X4, leapp-upgrade TES ilé’rE@ET_ﬁE?/BIP\]o HTFZ&EREF
%ﬁ@EﬁTﬁYﬁ:ﬁ'ﬁZ{%M‘}IﬂﬂE’\J??ﬁ%F""FﬁD'(ﬁ:, Az T BRI ARIZF. EA0ER leapp-upgrade T EiE
HiZB e,

p
1. & EEXH:

[rootmediator-host ~]# tar -czf ontap mediator file backup.tgz -C
/opt/netapp/lib/ontap mediator ./log

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]# tar -tf ontap mediator file backup.tgz
./log/

./log/ontap mediator.log

./log/scstadmin. log

./log/ontap mediator stdout.log
./log/ontap mediator requests.log

./log/install 20230419134611.1log

./log/scst.log

./log/ontap mediator syslog.log

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]#

2. {#F3 leapp-upgrade TEHITHK:

[rootmediator-host ~]# leapp preupgrade --target 8.4
.<snip upgrade checks>..
.<fix issues found>..

[rootmediator-host ~]# leapp upgrade --target 8.4
.<snip upgrade>..

[rootmediator-host ~]# cat /etc/os-release | head -2

NAME="Red Hat Enterprise Linux"

VERSION="8.4 (Ootpa)"

[rootmediator-host ~]#

3. EFHLRIEONTAP Mediator:



()  EFzRoNTAP BRBEIHMHTEASE. UHLATIHEER,

[rootmediator-host ~]# ontap-mediator-1.11.0/ontap-mediator-1.11.0
ONTAP Mediator: Self Extracting Installer

..<snip installation>..

[rootmediator-host ~]1#

4. {21k ontap_mediator:

[rootmediator-host ~]# systemctl stop ontap mediator
[rootmediator-host ~]#

o B BEX !

[rootmediator-host ~]# tar -xf ontap mediator log backup.tgz -C
/opt/netapp/lib/ontap mediator
[rootmediator-host ~]#

6. 35 ontap_mediator:

[rootmediator-host ~]# systemctl start ontap mediator
[rootmediator-host ~]#

7. BB ONTAPSERBF EFTERZEI AR EHIONTAPH/ 28!



EF IP BYMetroCluster

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true false
siteA-nodel true false
siteB-node?2 true false
siteB-node?2 true false

siteA::> metrocluster configuration-settings mediator remove

Removing the mediator and disabling Automatic Unplanned Switchover. It
may take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Automatic Unplanned Switchover is disabled for all nodes...

Removing mediator mailboxes...

Successfully removed the mediator.

siteA::> metrocluster configuration-settings mediator add -mediator
—address 172.31.40.122

Adding the mediator and enabling Automatic Unplanned Switchover. It may
take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Successfully added the mediator.

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true true
siteA-nodel true true
siteB-node?2 true true
siteB-node?2 true true

sitelhA::>



SnapMirror;ETh[ES

FtFSnapMirrorEshEY, ELEFEHMLTEFMETE /opt/netapp Z5MY TLS iEH, FHHIMEFMEE
lopt/netapp FEYIEH,

peerl::> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

172.31.49.237 peer? unreachable true

peerl::> snapmirror mediator remove -mediator-address 172.31.49.237
-peer-cluster peer2

Info: [Job 39] 'mediator remove' job queued

peerl::> job show -id 39

Owning
Job ID Name Vserver Node State
39 mediator remove peerl peerl-nodel Success

Description: Removing entry in mediator

peerl::> security certificate show -common-name ONTAPMediatorCA

Vserver Serial Number Certificate Name Type

4A790360081F41145E14C5D7CE721DC6C210007F
ONTAPMediatorCA server-
ca
Certificate Authority: ONTAP Mediator CA
Expiration Date: Mon Apr 17 10:27:54 2073

peerl::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peerl::> security certificate install -type server-ca -vserver peerl

Please enter Certificate: Press <Enter> when done
..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future
reference.

The installed certificate's CA and serial number for reference:
CA: ONTAP Mediator CA
serial: 44786524464C5113D5EC966779D3002135EA4254



The certificate's generated name for reference: ONTAPMediatorCA

peer2::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peer2::> security certificate install -type server-ca -vserver peer2
Please enter Certificate: Press <Enter> when done

..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future
reference.

The installed certificate's CA and serial number for reference:

CA: ONTAP Mediator CA

serial: 44786524464C5113D5EC966779D3002135EA4254

The certificate's generated name for reference: ONTAPMediatorCA

peerl::> snapmirror mediator add -mediator-address 172.31.49.237 -peer
-cluster peer2 -username mediatoradmin

Notice: Enter the mediator password.

Enter the password:
Enter the password again:

Info: [Job: 43] 'mediator add' job queued

peerl::> job show -id 43

Owning
Job ID Name Vserver Node State
43 mediator add peerl peerl-node?2 Success

Description: Creating a mediator entry

peerl::> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status

172.31.49.237 peer?2 connected true

peerl::>
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HXER
* "ZRIERMIER"
"R RIIEPRE"
* "security certificate show"
* "SnapMirror F7T7R0"
* "SnapMirror 7T 28l FR"
* "7£fi& iscsi BEIZEER"

7JONTAPIRfi# a5 & xR (7 & ZE 1 AR

gf" 1% B R EEREREE, LUE ONTAP Mediator B] LATE &5 F2H 1/ Rl FR Fe BYER 14

p 3
1. WEMLTUHIRIPLEAFERE . S0 TR

1BRERS TR XX Lo 77 i AT 1A PR ..
RHEL 10.x * rhel-10-for-x86_64-baseos-rpms
* rhel-10-for-x86_64-appstream-rpms

RHEL 9.x * rell-9-for x86. 64-baseos-rpms
* rell-9-for x86. 64-AppStream-rpms

RHEL 8.x * rhel-8-for-x86_64 — basos-rpms
* rhel-8-for-x86_64 — AppStream — rpms

RHEL 7.x * rhel-7-server-optional -rpms
CentOS 7.x * C7.6.1810 —EAR7FERE
Rocky Linux 10 * AppStream

* baseos
EELinux 9 + AppStream

* baseos
& HELinux 8. + AppStream

* baseos

2. FRAUTIEZ —BAXN EEYHAFEENTGRE. LUEONTAP B8 e] UIE LRI IR AR E IR G

o
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(D 1R ONTAP EfR2SKH T “extras”f“optional’ ZZfiEFE AT Python 13k, MIEIgEEE AR rhel-
X-for-x86_64-extras-rpms # “rhel-X-for-x86_64-optional-rpms” X {4,

RHEL 10.x i#FRFNLRETE

INREEVIRIERSERE RHEL 10.x, 1BERLLIIERE A EFEREIIAE

p
1. ITIEFR R AT -

subscription-manager repos --enable rhel-10-for-x86 64-baseos-rpms
subscription-manager repos --enable rhel-10-for-x86 64-appstream-—
rpms

UTFRBIERT lan<RHRITIE,

[root@localhost ~]# subscription-manager repos —--enable rhel-10-for-
x86 64-baseos-rpms

Repository 'rhel-10-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable rhel-10-for-
x86 64-appstream-rpms

Repository 'rhel-10-for-x86 64-appstream-rpms' is enabled for this
system.

2. BT yum repolist @<

TN EN BT IR Fo

13



G FRHEL 9.XI2{ERFZRIR(EFT B

14

INREEVRIF RGN RHEL 9.x*, IBERIRIFD BRI RIFMEE:

g
1. TP R AT B

subscription-manager repos --enable rhel-9-for-x86 64-baseos-rpms

subscription-manager repos --enable rhel-9-for-x86 64-appstream-rpms

UTFRAIERT e LRHITER:

[root@localhost ~]# subscription-manager repos --enable rhel-9-for-
x86 64-baseos-rpms

Repository 'rhel-9-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable rhel-9-for-
x86 64-appstream-rpms

Repository 'rhel-9-for-x86 64-appstream-rpms' is enabled for this
system.

2. BT yum repolist W%

TR AE N R TE VIR H,



G FRHEL 8.XI2{ERFKRIR(EFT B

INREEVRIF RGN RHEL 8.x*, IBERAIRIFT BRI RIFMEE:

g
1. TP R AT B

subscription-manager repos --enable rhel-8-for-x86 64-baseos-rpms

subscription-manager repos --enable rhel-8-for-x86 64-appstream-rpms

UTFRAIERT e LRHITER:

[root@localhost ~]# subscription-manager repos --enable rhel-8-for-
x86 64-baseos-rpms

Repository 'rhel-8-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable rhel-8-for-
x86 64-appstream-rpms

Repository 'rhel-8-for-x86 64-appstream-rpms' is enabled for this
system.

2. BT yum repolist W%

TR AE N R TE VIR H,
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IEAT RHEL 7.x 12 {ERFHIRIEL R

16

NRERIRIERG N RHEL 7.x*, BERLLIRET R KipnfziEE:

g
1. T PR R AT B

subscription-manager repos --enable rhel-7-server-optional-rpms

UTFRAIERT e LRHITER:

[root@localhost ~]# subscription-manager repos --enable rhel-7-

server-optional-rpms

Repository 'rhel-7-server-optional-rpms' is enabled for this system.

2. 51T yum repolist W%

UTFRBAIERT SLSHRITER. YIRPNER rhel-7-server-optional -rpms 1Zfi#E.

[root@localhost ~]# yum repolist

Loaded plugins: product-id, search-disabled-repos, subscription-

manager

rhel-7-server-optional-rpms | 3.2 kB 00:00:00
rhel-7-server-rpms | 3.5 kB 00:00:00

1/3): rhel-7-server-optional-rpms/7Server/x86 64/group
26 kB 00:00:00

(

|

(2/3): rhel-7-server-optional-rpms/7Server/x86 64/updateinfo

| 2.5 MB 00:00:00

(3/3): rhel-7-server-optional-rpms/7Server/x86 64/primary db

| 8.3 MB 00:00:01

repo id repo name

status

rhel-7-server-optional-rpms/7Server/x86 64 Red Hat Enterprise
Linux 7 Server - Optional (RPMs) 19,447
rhel-7-server-rpms/7Server/x86 64 Red Hat Enterprise
Linux 7 Server (RPMs) 26,758

repolist: 46,205
[root@localhost ~1#



IEFTF CentOS 7.x 121ERFGHIRIES B
NRERNRIER A N*CentOS 7.x*, 1BFEALLIRIELE FipiniFiEE

@ UTRAIERIZCentOS 7.68977EE. FIREFEA THMCentOSHRAE, EAERTE
BYCentOShR AR BB TF o

p

1. Ebu C7.6.1810 —E&1Zfi#E, C7.6.1810 -BEAXRTZEEE S ONTAP Bi#23FTH Y "kernel-devel"3X {4

2. BLUF1TANE! /etc/yum.repos.d/Centos-vault.repo.

[C7.6.1810-base]

name=Cent0S-7.6.1810 - Base
baseurl=http://vault.centos.org/7.6.1810/0s/Sbasearch/
gpgcheck=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0S-7
enabled=1

3. IB17 yum repolist #3%:

UTFRBIZRT han<aiTIE . Cent0S-7.6.1810 —BEARFFMEEN B/ RESIFRF.

%

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile
* base: distro.ibiblio.org
* extras: distro.ibiblio.org
* updates: ewr.edge.kernel.org

C7.6.1810-base | 3.6 kB 00:00:00
(L/2): C7.6.1810-base/x86 64/group gz | 166 kB 00:00:00
(2/2): C7.6.1810-base/x86 64/primary db | 6.0 MB 00:00:04
repo id repo name status
C7.6.1810-base/x86 64 Cent0S-7.6.1810 - Base 10,019
base/7/x86_ 64 Cent0S-7 - Base 10,097
extras/7/x86 64 Cent0S-7 - Extras 307
updates/7/x86 64 Cent0S-7 - Updates 1,010

repolist: 21,433
[root@localhost ~]#
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Rocky Linux 10. 9 3 8 i#{ERAMIEZRF

IR IEHIRER S Z Rocky Linux 10. Rocky Linux 9 5§ Rocky Linux 8, &{ER T HERE A FE
EERYikIA]

p
1. T PR R AT B

dnf config-manager --set-enabled baseos

dnf config-manager --set-enabled appstream

2. 117 clean #1E:

dnf clean all

3. WIETFREESR:

dnf repolist

[root@localhost ~]# dnf config-manager --set-enabled baseos
[root@localhost ~]# dnf config-manager --set-enabled appstream
[root@localhost ~]# dnf clean all

[root@localhost ~]# dnf repolist

repo id repo name

appstream Rocky Linux 10 - AppStream
baseos Rocky Linux 10 - BaseOS

[root@localhost ~1#

[root@localhost ~]# dnf config-manager --set-enabled baseos
[root@localhost ~]# dnf config-manager --set-enabled appstream
[root@localhost ~]# dnf clean all

[root@localhost ~]# dnf repolist

repo id repo name

appstream Rocky Linux 9 - AppStream
baseos Rocky Linux 9 - BaseOS

[root@localhost ~]#

18



root@localhost ~]# dnf config-manager --set-enabled baseos

[

[root@localhost ~]# dnf config-manager --set-enabled appstream
[root@localhost ~]# dnf clean all

[root@localhost ~]# dnf repolist

repo id repo name

appstream Rocky Linux 8 - AppStream
baseos Rocky Linux 8 - BaseOS

[root@localhost ~1#

T#ONTAPIAffZs LS
TZONTAP Mediator ZETFHIHITREE,

g
1. M ONTAP Mediator R T1E F# ONTAP Mediator 261,

"ONTAP FfiZ2s &1 mE"

2. IEMHRER Mediator RREREET LA TIEERF:

[root@sdot-r730-0003a-d6 ~]# 1ls ontap-mediator-1.11.0.tgz

ontap-mediator-1.11.0.tgz

(D 3 FONTAP Ff#231 ANERIRAS. REIEFB N ontap-mediators

NRENRKTFFNEEN, BHERRERRRF T LOGEFRRAR 8.

3. IEHE, 151 Mediator REABTIEILZERBR.
4. BERLEREFE.

tar xvfz ontap-mediator-1.11.0.tgz
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ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.

11.
11.
11.
11.

11
11
11

11

0/

0/csc-prod-ONTAP-Mediator.pem
0/csc-prod-chain-ONTAP-Mediator.pem
0/tsa-prod-ONTAP-Mediator.pem

.0/tsa-prod-chain-ONTAP-Mediator.pem
.0/ONTAP-Mediator-production.pub
.0/ontap-mediator-1.11.0

11.
11.

0/ontap-mediator-1.11.0.sig.tsr
0/ontap-mediator-1.11.0.tsr

.0/ontap-mediator-1.11.0.sig

IHIFONTAP A28 KIEE R

NetAppZINTE ZEERIIIEONTAP Mediator X35 Z, WFBARLHESE,

Faz Al

7EI0UEONTAP Mediator X3 &R 2 Hi, BRRENAFAHEXLEXK,

* B 2025 % 6 8 15 Big, B ELEHFALLEIONTAP Mediator 1.9 #1 1.8, EAREEZLK
@ JEIEBEHE, iEXEAONTAP Mediator 1.11 2§ 1.10 ks,

* MRAFRHEUTER, WAFBHITRIE, ERILIERENR"%E ONTAP Hi#sE %56

o

* OpenSSL 1.0.2%3.0ik. AFEZASIEIE
* B TR E) B AN (TSA)Z{ERIOpenSSL 1.1.0 E S ks
* HFOCSPIIEMAE Internetifin)

THEEEUTXH:
X5 Description
ONTAP-Mediator-production.pub BTFRIEERNAEER
csc-prod-chain-ONTAP-Mediator.pem NHINECAEERE
csc-prod-ONTAP-Mediator.pem BF4ERZERES

ontap-mediator-1.11.0

ontap-mediator-1.11.0.sig
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install-mediator-pkg-task.html
install-mediator-pkg-task.html
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ontap-mediator-1.11.0.sig.tsr OCSCPHTLZEIEFEAMRUEIEK

ontap-mediator-1.11.0.tsr B e B 2 1B K 15
tsa-prod-ONTAP-Mediator.pem TSRO AHIES
tsa-prod-chain-ONTAP-Mediator.pem TSR AHIEBCAHE
B

1. JWHITRCEZE csc-prod-ONTAP-Mediator . pem {FERHBAIEHIRESMY(OCSP),
a. ¥ ENEHAY OCSP URL, AAEIEPRRIGERIEH URI:

openssl x509 -noout -ocsp uri -in csc-prod-chain-ONTAP-Mediator.pem

b. 4 RIEHAIOCSPIEK,

openssl ocsp —-issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-
prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem
-reqout reqg.der

C. #E#ZZIOCSP ManagerbA & iX0OCSPIEXK:

openssl ocsp -issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-
prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem -url
${ocsp uri} -resp text -respout resp.der -verify other csc-prod-
chain-ONTAP-Mediator.pem

2. IIECSCRYSERE UK At EAAIZIEAH HA -

openssl verify

() - openssl BEHHIRAMIEN cert . pen (FEER),
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openssl verify -untrusted csc-prod-chain-ONTAP-Mediator.pem -CApath
S{OPENSSLDIR} csc-prod-ONTAP-Mediator.pem # Failure action: The Code-
Signature-Check certificate has expired or is invalid. Download a newer
version of the ONTAP Mediator.

openssl verify -untrusted tsa-prod-chain-ONTAP-Mediator.pem -CApath

S {OPENSSLDIR} tsa-prod-ONTAP-Mediator.pem # Failure action: The Time-
Stamp certificate has expired or is invalid. Download a newer version of
the ONTAP Mediator.

3. #%5E “ontap-mediator-1.11.0.sig.tsr' A1 “ontap-mediator-1.11.0.tsr 3 XESE P IS :

OpenSSL 3.x

openssl ts -verify -data ontap-mediator-1.11.0.sig -in ontap-mediator-
1.11.0.sig.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem -untrusted tsa-
prod-ONTAP-Mediator.pem

OpenSSL 1.x

openssl ts -verify -data ontap-mediator-1.11.0 -in ontap-mediator-
1.11.0.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem -partial chain

P XA 5 RS SR BB A ABE S, MECERARTEASE TSA S
()  w=z, HECHRAXHRREES., CONBREARTIRIE. LEBHETSARS

o

4. RIBZAEIEE S .

openssl -dgst -verify

openssl dgst -sha256 -verify ONTAP-Mediator-production.pub -signature
ontap-mediator-1.11.0.sig ontap-mediator-1.11.0

Zi< ONTAP JAfEgs L6l

E L% ONTAP Mediator, EHIFRNREBHEEN LIBITRERER.

- BITREREFHREFTEMNMETR:

./ontap-mediator-1.11.0/ontap-mediator-1.11.0 -y

[root@scs000099753 ~]# ./ontap-mediator-1.11.0/ontap-mediator-1.11.0 -y
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®

BRI RELREFNERIEE, BFERAUTHS:. . /ontap-mediator-1.11.0/ontap-
mediator-1.11.0 -y --skip-code-signature-check

LEEFREEFMFIKS HREFMERNIRAE, R Mediator BERE, MNSRREHTHLR,
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ONTAP jEfi#gs =&l (Ixhlaimt)

[root@mediator host ~1# tar -zxvf ontap-mediator-1.11.0.tgz
ontap-mediator-1.11.0/
ontap-mediator-1.11.0/csc-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.11.0/csc-prod-ONTAP-Mediator.pem
ontap-mediator-1.11.0/tsa-prod-ONTAP-Mediator.pem
ontap-mediator-1.11.0/tsa-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.11.0/0ONTAP-Mediator-production.pub
ontap-mediator-1.11.0/ontap-mediator-1.11.0
ontap-mediator-1.11.0/ontap-mediator-1.11.0.sig.tsr
ontap-mediator-1.11.0/ontap-mediator-1.11.0.tsr
ontap-mediator-1.11.0/ontap-mediator-1.11.0.sig
[root@mediator host ~]4#./ontap-mediator-1.11.0/ontap-mediator-1.11.0

ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive
+ Performing the ONTAP Mediator run-time code signature check

Using openssl from the path: /usr/bin/openssl configured for
CApath:/etc/pki/tls
Error querying OCSP responder
80BBA032607F0000:error:1E800080:HTTP
routines:0SSL HTTP REQ CTX nbio:failed reading
data:crypto/http/http client.c:549:
80BBA032607F0000:error:1E800067:HTTP
routines:0SSL HTTP REQ CTX exchange:error
receiving:crypto/http/http client.c:901l:server=http://ocsp.entrust.net:
80

WARNING: The OCSP check failed while attempting to test the Code-
Signature-Check certificate

Continue without code signature checking (only recommended if
integrity has been established manually)? yes/no: yes

SKIPPING: Code signature check, manual override due to lack of OCSP

response
+ Unpacking the ONTAP Mediator installer

ONTAP Mediator requires two user accounts. One for the service
(netapp), and one for use by ONTAP to the mediator API (mediatoradmin).

Would you like to use the default account names: netapp +
mediatoradmin? (Y (es)/n(o)): yes

Enter ONTAP Mediator user account (mediatoradmin) password:
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Re-Enter ONTAP Mediator user account (mediatoradmin) password:

+ Checking if SELinux is in enforcing mode

The installer will change the SELinux context type of
/opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi from type 'lib t' to
'bin t'.

+ Checking for default Linux firewall

+ Installing required packages.

Updating Subscription Management repositories.
Unable to read consumer identity

This system is not registered with an entitlement server. You can use

"rhc" or "subscription-manager" to register.

Last metadata expiration check: 5 days, 14:34:13 ago on Thu 10 Jul 2025
01:28:32 AM EDT.

Package openssl-1:3.2.2-16.e110.x86 64 is already installed.

Package libselinux-utils-3.8-1.e110.x86 64 is already installed.
Package perl-Data-Dumper-2.189-512.el110.x86 64 is already installed.
Package bzip2-1.0.8-25.e110.x86 64 is already installed.

Package efibootmgr-18-8.e110.x86 64 is already installed.

Package mokutil-2:0.6.0-11.e110.x86 64 is already installed.

Package policycoreutils-python-utils-3.8-1.ell10.noarch is already
installed.

Package python3-3.12.9-1.el110.x86 64 is already installed.

Dependencies resolved.

Package
Architecture Version
Repository Size
Installing:

elfutils-1libelf-devel
x86 64 0.192-5.e110
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AppStream
gcc
x86 64
AppStream
kernel-devel
x86 64
AppStream
make
x86 64
BaseOS
openssl-devel
x86 64
AppStream
patch
x86 64
AppStream
perl-ExtUtils-MakeMaker
noarch
AppStream
python3-devel
x86 64
AppStream
334 k
python3-pip
noarch
AppStream
Installing dependencies:
annobin-docs
noarch
AppStream
annobin-plugin-gcc
x86 64
AppStream
bison
x86 64
AppStream
cmake-filesystem
x86 64
AppStream
CcppP
x86 64
AppStream
dwz
x86 64
AppStream

efi-srpm-macros

50 k

14.2.1-7.e110
37 M

6.12.0-55.9.1.e110 0
22 M

1:4.4.1-9.e110
591 k

1:3.2.2-16.e110
3.9 M

2.7.6-26.el10
134 k

2:7.70-513.e110
297 k

3.12.9-1.el10

23.3.2-7.el110
3.2 M

12.92-1.el10

94 k

12.92-1.el10
985 k

3.8.2-9.el10
1.0 M

3.30.5-2.el10
29 k

14.2.1-7.e110
12 M

0.15-7.el10
139 k



noarch

AppStream
flex

x86 64

AppStream
fonts-srpm-macros

noarch

AppStream
forge-srpm-macros

noarch

AppStream
gcc-plugin-annobin
x86 64

AppStream
glibc-devel

x86 64

AppStream
go-sSrpm-macros
noarch

AppStream
kernel-headers
x86 64

AppStream
kernel-srpm-macros
noarch

AppStream
libxcrypt-devel
x86 64

AppStream
libzstd-devel

x86 64

AppStream

53 k

lua-srpm-macros
noarch

AppStream

m4

x86 64

AppStream
ocaml-srpm-macros
noarch

AppStream
openblas-srpm-macros
noarch

AppStream
package-notes-srpm-macros

6-6.el10
25 k

2.6.4-19.el10
303 k

1:2.0.5-18.e110
29 k

0.4.0-6.el10
23 k

14.2.1-7.e110
62 k

2.39-37.el10
641 k

3.6.0-4.el110
29 k

6.12.0-55.9.1.e110 0
2.3 M

1.0=25.all0
11 k

4.4.36-10.e110
33 k

1.5.5=9.8ll0

1-15.e110
10 k

1.4.19-11.e110

309 k
10-4.e110
10 k
2-19.e110
9.0 k
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noarch
AppStream
perl-AutoSplit
noarch
AppStream
perl-Benchmark
noarch

AppStream

perl-CPAN-Meta-Requirements

noarch

AppStream
perl-CPAN-Meta-YAML
noarch

AppStream
perl-Devel-PPPort

x86 64

AppStream
perl-ExtUtils-Command
noarch

AppStream
perl-ExtUtils-Constant
noarch

AppStream
perl-ExtUtils-Install
noarch

AppStream
perl-ExtUtils-Manifest
noarch

AppStream
perl-ExtUtils-ParseXS
noarch

AppStream
perl-File-Compare
noarch

AppStream
perl-File-Copy

noarch

AppStream
perl-I18N-Langinfo
x86 64

AppStream
perl-JSON-PP

noarch

AppStream
perl-Test-Harness
noarch

.5-13.e110

11 k

.74-512.e110

23 k

.25-512.e110

28 k

.143-11.e110

39 k

.018-512.e110

29 k

.72-512.el110

223 k

:7.70-513.e110

16 k

.25-512.e110

47 k

.22-511.el10

47 k

31, 79=911L.,&lLL0

37 k

33,91=812,8lLL0

190 k

.100.800-512.e110

15 k

.41-512.el110

22 k

.24-512.e110

28 k

:4.16-512.e110

69 k

:3.48-512.e110



AppStream 288 k

perl-1ib
x86 64 0.65-512.e110
AppStream 16 k
perl-srpm-macros
noarch 1-57.el10
AppStream 9.7 k
perl-version
x86 64 8:0.99.32-4.e110
AppStream 68 k
pyproject-srpm-macros
noarch 1.16.2-1.e110
AppStream 16 k
python-srpm-macros
noarch 3.12-9.1.el10
AppStream 26 k
python3-pyparsing
noarch 3.1.1-7.e110
BaseOS 273 k
gt6-srpm-macros
noarch 6.8.1-3.e110
AppStream
11 k
redhat-rpm-config
noarch 288-1.el110
AppStream 83 k
rust-toolset-srpm-macros
noarch 1.84.1-1.e110
AppStream 13 k
systemtap-sdt-devel
x86 64 5.2-2.e110
AppStream 78 k
systemtap-sdt-dtrace
x86 64 5.2-2.e110
AppStream 72 k
zlib-ng-compat-devel
x86 64 2.2.3-1.el10
AppStream 41 k

Installing weak dependencies:
perl-CPAN-Meta

noarch 2.150010-511.e110
AppStream 202 k
perl-Encode-Locale

noarch 1.05-31.e110
AppStream 21 k

perl-Time-HiRes



x86 64 4:1.9777-511.e110

AppStream 62 k
perl-devel

x86 64 4:5.40.1-512.e110
AppStream 772 k
perl-doc

noarch 5.40.1-512.e110

AppStream 4.9 M

Transaction Summary

Install 63 Packages

Total size: 94 M

Installed size: 282 M

Downloading Packages:

BaseOS Packages Red Hat Enterprise Linux 10

439 kB/s | 3.7 kB 00:00

Importing GPG key OxFD431D51:

Userid : "Red Hat, Inc. (release key 2) <security@redhat.com>"
Fingerprint: 567E 347A D004 4ADE 55BA 8AS5F 199E 2F91 FD43 1D51
From : /etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release

Key imported successfully
Importing GPG key O0x5A6340B3:

Userid : "Red Hat, Inc. (auxiliary key 3) <security@redhat.com>"
Fingerprint: 7E46 2425 8C40 6535 D56D 6F13 5054 E4A4 5A63 40B3
From : /etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release

Key imported successfully
Running transaction check
Transaction check succeeded.
Running transaction test
Transaction test succeeded.
Running transaction
Preparing
1/1
Installing : perl-version-8:0.99.32-4.e110.x86 64
1/63
Installing : perl-File-Copy-2.41-512.el110.noarch
2/63
Installing : perl-CPAN-Meta-Requirements-2.143-11.el10.noarch
3/63
Installing : perl-Time-HiRes-4:1.9777-511.e110.x86 64
4/63



Installing
5/63
Installing
6/63
Installing
7/63
Installing
8/63
Installing
9/63
Installing
10/63
Installing
11/63
Installing
12/63
Installing
13/63
Installing
14/63
Installing
15/63
Installing
16/63
Installing
17/63
Installing
18/63
Installing
19/63
Installing
20/63
Installing
21/63
Installing
22/63
Installing
23/63
Installing
24/63
Installing
25/63
Installing
26/63
Installing
27/63

perl-JSON-PP-1:4.16-512.el10.noarch

perl-File-Compare-1.100.800-512.el110.noarch

perl-ExtUtils-ParseXS-1:3.51-512.el10.nocarch

m4-1.4.19-11.e110.x86 64

make-1:4.4.1-9.e110.x86 64

bison-3.8.2-9.e110.x86 64

flex-2.6.4-19.e110.x86 64

perl-ExtUtils-Command-2:7.70-513.el110.noarch

perl-ExtUtils-Manifest-1:1.75-511.el110.noarch

systemtap-sdt-devel-5.2-2.e110.x86 64

rust-toolset-srpm-macros-1.84.1-1.el110.noarch

gt6-srpm-macros-6.8.1-3.ell10.noarch

python3-pip-23.3.2-7.ell10.noarch

pyproject-srpm-macros-1.16.2-1.e110.noarch

perl-srpm-macros-1-57.el110.noarch

perl-1ib-0.65-512.e110.x86 64

perl-doc-5.40.1-512.el10.noarch

perl-I18N-Langinfo-0.24-512.e110.x86 64

perl-Encode-Locale-1.05-31.ell0.nocarch

perl-ExtUtils-Constant-0.25-512.el110.noarch

perl-Devel-PPPort-3.72-512.e110.x86 64

perl-CPAN-Meta-YAML-0.018-512.el110.noarch

perl-CPAN-Meta-2.150010-511.el110.noarch
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Installing
28/63
Installing
29/63
Installing
30/63
Installing
31/63
Installing
32/63
Installing
33/63
Installing
34/63
Installing
35/63
Installing
36/63
Installing
37/63
Installing
38/63
Installing
39/63
Installing
40/63
Installing
41/63
Installing
42/63
Installing
43/63
Installing
44/63
Installing
45/63
Installing
46/63
Installing
47/63
Installing
48/63
Installing
49/63
Installing
50/63

perl-Benchmark-1.25-512.el10.noarch
perl-Test-Harness-1:3.48-512.el10.noarch
perl-AutoSplit-5.74-512.el110.noarch
package-notes-srpm-macros-0.5-13.el10.noarch
openssl-devel-1:3.2.2-16.e110.x86 64
openblas-srpm-macros-2-19.e110.noarch
ocaml-srpm-macros-10-4.el110.noarch
lua-srpm-macros-1-15.el110.noarch
libzstd-devel-1.5.5-9.e110.x86 64
kernel-srpm-macros-1.0-25.el110.noarch
kernel-headers-6.12.0-55.9.1.e110 0.x86 64
libxcrypt-devel-4.4.36-10.e110.x86 64
glibc-devel-2.39-37.e110.x86 64
efi-srpm-macros-6-6.el110.noarch
dwz-0.15-7.e110.x86 64
cpp-14.2.1-7.e110.x86 64
gcc-14.2.1-7.e110.x86_ 64
gcc-plugin-annobin-14.2.1-7.e110.x86 64
cmake-filesystem-3.30.5-2.e110.x86 64
zlib-ng-compat-devel-2.2.3-1.e110.x86 64
elfutils-libelf-devel-0.192-5.e110.x86 64
annobin-docs-12.92-1.ell10.noarch

annobin-plugin-gcc-12.92-1.e110.x86 64



Installing
51/63

Installing
52/63

Installing
53/63

Installing
54/63

Installing
55/63

Running scriptlet:

55/63
Installing
56/63
Installing
57/63
Installing
58/63
Installing
59/63
Installing
60/63
Installing
61/63

Running scriptlet:

61/63
Installing
62/63
Installing
63/63

Running scriptlet:

63/63

fonts-srpm-macros-1:2.0.5-18.e110.noarch

forge-srpm-macros-0.4.0-6.el110.noarch

go-srpm-macros-3.6.0-4.el110.noarch

python-srpm-macros-3.12-9.1.el10.noarch

redhat-rpm-config-288-1.el110.noarch

redhat-rpm-config-288-1.el110.noarch

python3-pyparsing-3.1.1-7.el110.noarch

systemtap-sdt-dtrace-5.2-2.e110.x86 64

perl-devel-4:5.40.1-512.e110.x86 64

perl-ExtUtils-Install-2.22-511.el110.noarch

perl-ExtUtils-MakeMaker-2:7.70-513.el110.noarch

kernel-devel-6.12.0-55.9.1.e110 0.x86 64

kernel-devel-6.12.0-55.9.1.e110 0.x86 64

python3-devel-3.12.9-1.e110.x86 64

patch-2.7.6-26.e110.x86 64

patch-2.7.6-26.e110.x86 64

Installed products updated.

Installed:

annobin-docs-12.92-1.el110.noarch

12.92-1.e110.x86 64

cmake-filesystem—-3.30.5-2.e110.x86 64

7.e110.x86_64

dwz-0.15-7.e110.x86 64

6.el1l10.noarch
5.e110.x86_ 64

flex-2.6.4-19.e110.x86 64

annobin-plugin-gcc-
bison-3.8.2-9.e110.x86 64
cpp-14.2.1-

efi-srpm-macros-6-
elfutils-libelf-devel-0.192-
fonts-

srpm-macros-1:2.0.5-18.e110.noarch

forge-srpm-macros-0.4.0-6.el110.noarch

7.e110.x86_64
7.e110.x86_64

glibc-devel-2.39-37.e110.x86 64

gcc-14.2.1-
gcc-plugin-annobin-14.2.1-
go-
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srpm-macros-3.6.0-4.el110.noarch

kernel-devel-6.12.0-55.9.1.e110 0.x86 64 kernel-headers-6.12.0-
55.9.1.e110 0.x86 64 kernel-srpm-macros-1.0-25.el110.noarch
libxcrypt-devel-4.4.36-10.e110.x86 64 libzstd-devel-1.5.5-
9.e110.x86 64

lua-srpm-macros-1-15.el110.noarch m4-1.4.19-
11.e110.x86 64 make-1:4.4.1-9.e110.x86 64
ocaml-srpm-macros—-10-4.el110.noarch openblas-srpm-macros—2-
19.ell10.noarch

openssl-devel-1:3.2.2-16.e110.x86 64 package-notes-srpm-
macros-0.5-13.el110.noarch patch-2.7.6-26.e110.x86 64
perl-AutoSplit-5.74-512.el10.noarch perl-Benchmark-1.25-
512.ell10.noarch

perl-CPAN-Meta-2.150010-511.el10.noarch perl-CPAN-Meta-
Requirements-2.143-11.el10.noarch perl-CPAN-Meta-YAML-0.018-
512.el10.noarch perl-Devel-PPPort-3.72-512.e110.x86 64 perl-

Encode-Locale-1.05-31.el10.noarch
perl-ExtUtils-Command-2:7.70-513.ell10.noarch perl-ExtUtils-Constant-
0.25-512.e110.noarch perl-ExtUtils-Install-2.22-511.el110.noarch
perl-ExtUtils-MakeMaker-2:7.70-513.ell10.noarch perl-ExtUtils-Manifest-
1:1.75-511.el10.noarch
perl-ExtUtils-ParseXS-1:3.51-512.el10.nocarch perl-File-Compare-

1.100.800-512.el110.noarch perl-File-Copy-2.41-512.el10.noarch
perl-I18N-Langinfo-0.24-512.e110.x86 64 perl-JSON-PP-1:4.16-
512.ell10.noarch

perl-Test-Harness-1:3.48-512.el10.noarch perl-Time-HiRes-
4:1.9777-511.e110.x86 64 perl-devel-4:5.40.1-512.e110.x86 64
perl-doc-5.40.1-512.e110.noarch perl-1ib-0.65-
512.e110.x86_ 64

perl-srpm-macros—-1-57.ell0.nocarch perl-version-8:0.99.32-
4.e110.x86_ 64 pyproject-srpm-macros-1.16.2-1.el110.noarch
python-srpm-macros-3.12-9.1.e110.nocarch python3-devel-3.12.9-
1.e110.x86 64

python3-pip-23.3.2-7.el110.noarch python3-pyparsing-
3.1.1-7.el110.noarch gt6-srpm-macros-6.8.1-3.e110.noarch
redhat-rpm-config-288-1.el110.noarch rust-toolset-srpm-
macros-1.84.1-1.el10.nocarch

systemtap-sdt-devel-5.2-2.e110.x86 64 systemtap-sdt-dtrace-
5.2-2.e110.x86_ 64 zlib-ng-compat-devel-2.2.3-1.e110.x86 64
Complete!

OS package installations finished

+ Installing ONTAP Mediator. (Log: /root/ontap mediator.vdizgQ/ontap-

mediator-1.11.0/ontap-mediator-1.11.0/install 20250715160240.109)
This step takes several minutes. View progress in the log file.
Sudoer config verified



ONTAP Mediator rsyslog and logging rotation enabled
+ Install successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/install 20250715160240.1og)
+ WARNING: This system supports UEFI
Secure Boot (SB) is currently disabled on this system.
If SB is enabled in the future, SCST will not work unless
the following action is taken:
Using the keys in
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys follow
instructions in
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.modu
le-signing
to sign the SCST kernel module. Note that a reboot is
needed.
SCST does not start automatically when Secure Boot is enabled and
not configured properly.

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause
service interruption.
For more information, see /opt/netapp/lib/ontap mediator/README
root@mediator host:~# systemctl status ontap mediator
® ontap mediator.service - ONTAP Mediator
Loaded: loaded (/etc/systemd/system/ontap mediator.service;
enabled; preset: disabled)
Active: active (running) since Tue 2025-07-15 16:07:29 EDT; 4min
9s ago
Invocation: 395e9479487e4e308be2ae030c800c7f
Process: 28745
ExecStartPre=/opt/netapp/lib/ontap mediator/tools/otm logs fs.sh
(code=exited, status=0/SUCCESS)
Main PID: 28759 (python)
Tasks: 1 (limit: 22990)
Memory: 66.8M (peak: 68.8M)
CPU: 2.865s
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CGroup: /system.slice/ontap mediator.service
L8759 /opt/netapp/lib/ontap mediator/pyenv/bin/python
/opt/netapp/lib/ontap mediator/ontap mediator/server

Jul 15 16:07:29 mediator host systemd[l]: Starting

ontap mediator.service - ONTAP Mediator...
Jul 15 16:07:29 mediator host systemd[1l]: Started
ontap mediator.service - ONTAP Mediator.

root@mediator host:~# systemctl status mediator-scst
® mediator-scst.service

Loaded: loaded (/etc/systemd/system/mediator-scst.service;
enabled; preset: disabled)

Active: active (running) since Tue 2025-07-15 16:07:29 EDT; 4min
15s ago
Invocation: f1d3be6calf9492b943e61872676£384

Process: 28653 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)

Process: 28738 ExecStartPost=/usr/sbin/modprobe scst vdisk
(code=exited, status=0/SUCCESS)

Main PID: 28696 (iscsi-scstd)
Tasks: 1 (limit: 22990)
Memory: 5.2M (peak: 35.2M)
CPU: 547ms
CGroup: /system.slice/mediator-scst.service
L—28696 /usr/local/sbin/iscsi-scstd

Jul 15 16:07:28 mediator host systemd[l]: Starting mediator-
scst.service...

Jul 15 16:07:29 mediator host iscsi-scstd[28694]: max data seg len
1048576, max queued cmds 2048

Jul 15 16:07:29 mediator host scst[28653]: Loading and configuring SCST
Jul 15 16:07:29 mediator host systemd[l]: Started mediator-
scst.service.

root@mediator host:~#

ZAft UEFI REBoIIR £ E A

MONTAP Mediator 1.4 748, UEFI 2% LEBETZ2BiEl. BRATRERBIE, TESTHMENIKENEN NG
BRIMEEEH,

B
1. $%f8 README X f+HaJiiBART SCST RIZARIR#HITR R .

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.module-
signing

36



2. $REIFFRREA:

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys
() =emmE, RAWHARH READVME XHASHMIE.

3. BAHZPARMEIMOKTIK:

mokutil —--import
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst module key.de

r

EE] LU RSB R B ERRIALE, &TLXJI%E&EjJ?U;téLLEO BRI ABRFENEAE
, WEBHEERIUERTE. FZEE1FS N README.module-signing 3 4:

@ [root@hostname ~]1# 1s
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/
README .module-signing scst module key.der scst module key.priv

4. BERFEMN, FERIREH UEFI BEiEIESEHUERN MOK, ZBEEFERIRMHAZINEIE, mokuti SSAM"
BRUEFIZ £ Bl ZEONTAPIEA#SE S

Xt SCST NIZIRRHITEZ R

LEONTAP Mediator &, 1S systemctl JRZS "mediator-scst B RAEW AEEENRE) , BRBUTSEX
SCST RZIRHRHFHITE S,

S
1. EEETEHR, S4M—325A/FA5R. loptinetapp/lib/ontap_mediator/ontap _mediator/SCST_mod_keys/
FERUTHSHABR:

[root@mediator-host ~]1# 1s
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/ README.module-
signing scst module key.der scst module key.priv [root@mediator-host ~]#

2. BITUTES, FEBRASNUEFIZAENTE:

[root@mediator-host ~]# mokutil --import
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst module key.de
r input password: input password again:

[root@mediator-host ~]1#

3. mokutil XHFESAIIEPFSIER A EFERIZE — M IREZEE,
4. FPAB NIRRT EFA "mokutil -list-new ARER &%, 5|SMEBIZF/EEN EFI MOK EIEE%,

S. FHARE LR EFTIF SCST WIZIEREH, BEIfE, 1B1T systemctl status mediator-scsto AR
ZREohig, SCST NEIEIIEIRE B
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IO IFONTAPEfESS LIRS
Z4E ONTAP Mediator [5, 1BIRIEE G MINEIT.

T
1. &F ONTAP AR HIRE

ad. systemctl status ontap mediator

[root@scsprl915530002 ~]# systemctl status ontap mediator

ontap mediator.service - ONTAP Mediator

Loaded: loaded (/etc/systemd/system/ontap_mediator.service; enabled;
vendor preset: disabled)
Active: active (running) since Mon 2022-04-18 10:41:49 EDT; 1 weeks O
days ago
Process: 286710 ExecStop=/bin/kill -s INT SMAINPID (code=exited,
status=0/SUCCESS)
Main PID: 286712 (uwsgi)
Status: "uWSGI is ready"
Tasks: 3 (limit: 49473)
Memory: 139.2M
CGroup: /system.slice/ontap mediator.service

F—286712 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

F—286716 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

L—286717 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

[root@scsprl1915530002 ~]1+#

b. systemctl status mediator-scst
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[root@scsprl1915530002 ~]# systemctl status mediator-scst

Loaded: loaded (/etc/systemd/system/mediator-scst.service;
enabled; vendor preset: disabled)

Active: active (running) since Mon 2022-04-18 10:41:47 EDT; 1
weeks 0 days ago

Process: 286595 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)
Main PID: 286662 (iscsi-scstd)

Tasks: 1 (limit: 49473)
Memory: 1.2M
CGroup: /system.slice/mediator-scst.service
L—286662 /usr/local/sbin/iscsi-scstd

[root@scsprl915530002 ~]1#

2. i\ ONTAP JAfZ2ZERAIRO

netstat

[root@scsprl1905507001 ~]# netstat -anlt | grep -E '3260|31784'

tcp 0 0 0.0.0.0:31784 0.0.0.0:% LISTEN
tcp 0 0 0.0.0.0:3260 0.0.0.0:% LISTEN
tcpe O 0 :::3260 338% LISTEN

TR FONTAPEfEZSECE

ZEFHIETT ONTAP Mediator f[§, #TE ONTAP FERFGHFHITEMEEES A
ONTAP Mediator Th&E:

REfEF

* E7E MetroCluster IP BgE R ONTAP 3fi#2s, 1BSiR"1E:d MetroCluster IP ELEREZE ONTAP 32

ogn
o

* EfFESnapMirror active sync, 15E "% % ONTAP A2 HHIA ONTAP £E5ACE",

ECEONTAP Efi#sE L 2 5REK

ONTAP JEfESa S ZMAIREN T 218 E. IR IRENFAMEIER B
low space threshold mib: 10:

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
onfig.yaml

.user c
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BETHFHIFTBE ontap mediator.user config.yaml HEZEAIAE. FHEFTBONTAP JAfFEHHKF
RIFFZ,

{45 ontap mediator.user config.yaml , EF/ZEI ONTAP JAfi#2s:

systemctl restart ontap mediator

{EXONTAPEfZZE B4
MBREE, aLUEHRATHFDRIONTAPERSEEIE,

(D R ELPRIEMBRIAE ontap mediator.config.yaml. EATEONTAPIEEZIFALKEREIR
=RBIEEIE.

Ea LB R T E 8 HIRIX 4 RIECAONTAPTEESRE 4 ontap mediator.user config.yaml. L&
igilklxﬁo

LEBE=FHFSSLIEH
MRFERRNBEZIEBBIRAE=FSSLIES. BEUATXHHRIELREML:

* /opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con
fig.yaml

* /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

XL & A FEH] ONTAP Mediator fEFRVIEFH X 4,
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ONTAPIAfZ231.9 MBS A7
TRAPFENRINTEEEEZXXHF

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con

fig.yamlo

=

TE

cert path

key path

ca_cert path

ca_key path

ca serial path

cert valid days

x509 passin pwd

iz ¥
/opt/netapp/lib/ontap mediator/ontap m

ediator/server config/ontap mediator s
erver.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.srl

1095

pass:ontap

* “cert_valid_days BFi&BE & P imiIE PRI EIEARYEl, RAERN=F(1095K),

* "x509_passin_pwd REEZE iR

TRAPFIHARANEEESEIZGT

IEBRZEFEIE,

/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini.

=1
gi

mediator cert

mediator key

ca_cert path

ONTAPiEfZ281.8 B R A
TRAFENRINEEEEEZXXHH

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con

fig.yamlo

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.crt
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TE iz ¥
cert path /opt/netapp/lib/ontap mediator/ontap m

ediator/server config/ontap mediator s
erver.crt

key path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

ca cert path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.crt

ca_key path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.key

ca serial path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.srl

cert valid days 1095

x509 passin pwd pass:ontap

* “cert_valid_days' B F IR EE F imiE BAYEIEARYE], SRRAEN=F(1095K),
* 'x509_passin_pwd B BEE & E P HIEPHREIEIE,

TRAPFIHARANEEEESEZGT

/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini.

TE iz e
mediator cert /opt/netapp/lib/ontap mediator/ontap m

ediator/server config/ontap mediator s
erver.crt

mediator key opt/netapp/lib/ontap mediator/ontap m

diator k /opt/netapp/lib/ontap mediator/ontap :
ediator/server config/ontap mediator s
erver.key

ca cert path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.crt

ﬂD%WE&i}bE £, ISEFETH ONTAP EERR N AEN, BXRIMFRFINERER A E =FIEHIFAR A
, BEAREERIERFERAZEENE=7IEH"

BERERP
Ui ERIB LR DIRRERSFNRE,
BEAIZINEE, BN retry limit RE—ME "window secondse
Nl
* RSO EOMEHITEN. ARRKHBEENTHRE:
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authentication lock window seconds: 300

* NMRAEBOMNESERARERREE. BHEKS:

authentication retry limit: 5

 BIIREEEASRZR Z AR ENIERFE DR NERRNR G, NTRERERERE,

authentication failure delay seconds: 5
authentication failure delay seconds: 0 # seconds (float) to delay
failed auth attempts prior to response, 0 = no delay

authentication lock window seconds

: null # seconds (int) since the

oldest failure before resetting the retry counter, null = no window

authentication retry limit: null
before locking API access, null =

B E R E NN

# number of retries to allow

unlimited

T FEATFIEHIONTAPIRZSEAPIF F itk P RIS & 7~ LN,

password min length: 8

password max length: 64

password uppercase chars: 0 # min.
password lowercase chars: 1 # min.
password special chars: 1 # min.
password nonletter chars: 2 # min.

specials, anything)

FEsIAT R

uppercase characters

lowercase character

non-letter, non-digit

non-letter characters (digits,

BB rIEHIE PR R F=SiE] /opt /netapp/lib/ontap mediatoro

NRI=EMRTIRERIEE. WILRS XN ESSHRITREER #1F,

low space threshold mib: 10
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EHIFE ARS8

FZALETEHRFTISERS. BRIAMBERT, ONTAP Mediator RESHAECIBEMNHEETE), REEFS
SIE—MNBEE AN, HigEwElaith 700MB, &7 JHF ONTAP Mediator HEIEFo

SRR ThREHERRRINGETIE. BRITUTIR:
1. BT X4EFARESERT _LOG_SPACE{EM1ERAO0:
/opt/netapp/lib/ontap mediator/tools/mediator env

2. EHETIRRRSS:

a. cat /opt/netapp/lib/ontap mediator/tools/mediator env | grep
"RESERVE_LOG_SPACE"

RESERVE_LOG_SPACE=0

b. systemctl restart ontap mediator

EEFBALLIEE. FRKILEMOEN N, AEEHBhRE.

@ AHETEZEIRAZBRNE RS, ZRNFE BSHa#TER. ARERAEMELH
e E S RHETIE,
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