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9.11.1:

* ListBucketVersions
* ListBucket( ListObjects 9.10. 1B E & & Alt)
* ListAlIMyBuct(ListBuct®9.10. 1B E & & Altt)

9.10.1:

* HeadObject

* GetObject

» PutObject

* DeleteObject

* List##

* ListObjects

* MPUpload

* MPUploadPart

* MP"SERk"

* MPHAIE

* GetObjectTagging
* DeleteObjectTagging
» PutObjectTagging
* ListUploads

* ListParts

BRRATIHEEEH
9.15.1:
* GetBucketCORS

* PutBucketCORS
» DeleteBucketCORS



9.14.1:

* GetObject{R &
* PutObjectiR &
» PutBucketObjectLockConfiguration
» GetBucketObjectLockConfiguration

9.13.1:

» PutBucketLifecycle
» DeleteBucketLifecycle

» GetBucketLifecycle

9.12.1:

* GetBucketPolicy

* CopyObject

* Ef&ZPartCopy

* PutBucketPolicy

* DeleteBucketPolicy

9.11.1:

» GetBucketVersioning

* PutBucketVersioning
9.10.1:

* HeadBucket

» GetBucketAcl
GetObjectAcl
PutBucket
DeleteBucket
MOTIFYObjectTaging

» GetBucketLocation
A& A JavaScript RFRE (JSON) o
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SHELUTIFRNE:

* ONTAP One. LARIEFOEMAE. & TONTAP S3tYAI7Z#

BXEHAER, BEN "ONTAP HiZd 2 TIERIE",


https://docs.netapp.com/zh-cn/ontap/nas-audit/auditing-process-concept.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/auditing-process-concept.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/auditing-process-concept.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/auditing-process-concept.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/auditing-process-concept.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/auditing-process-concept.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/auditing-process-concept.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/auditing-process-concept.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/auditing-process-concept.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/auditing-process-concept.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/auditing-process-concept.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/auditing-process-concept.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/auditing-process-concept.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/auditing-process-concept.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/auditing-process-concept.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/auditing-process-concept.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/auditing-process-concept.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/auditing-process-concept.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/auditing-process-concept.html

BIRIERI

FAIABERT, S3 # NAS 2B RIER. ONTAP (RIEICRFIE R HZNEMEIRIGEENS, BMET AR
R, ERIERIEED BRIRFRBEZICRREI KA MFME LN EFE 20, TATMIIR(F. RAT
TR EHEMPAMEEEEFXAFRIEZIER, WRELE P iR

HIZB = B E R

7 ONTAP BZA %R, BRREREVERES T TR THFEEX 4P, EllaER#TESHERAA
FPRIEMEAHEE, XERSHEFHETE SYM NEZEHAEERT.

HEXHEHEETEREEED, WEFEH ONTAP TRl ZEREENtIE. SMREE— 1M EEFS.
BT RIZECE X B BB R A =SiE):

* BT EERDBRNREPHNEFE,
* WTFESEEREFASEFEERNE.

£6l S3 HILECER, ERILUEAUTRMAZAZ —REFHSZHAENNE, AMERIEPAAZE:
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BEKERZAEE 864 M7, HESIEFRENIR.

INRBRIZTLR, BHIREERLRERK,

iy

EEZNSEHNER _ —events
{data|management}, ..

AILABRIZLA TS 42851:

* #UE GetObject. PutObjectfIDeleteObjectZ= {4+
* &1 PutBucket"flDeleteBucket"SH {4

RONBR T XE SRS

TR A T2z —RiEFIEZBEXHRHNE, NRKRANERNE, WEREFREBEXH.

EERE WEITT Required
HEXHHIRES] -rotate-limit integer &

MEERRIANBEX L H Z A 2R BRI FEZBEX .
flan, MRHAES, WERBREAPMEASXH.

B8R 0 R-FIE BEXHHIERE. FRIMEANO,

HEN A4S 8] fR & -retention duration &
integer time

i BEXHE®BBRZ AT LMRE ZKBi8], a0, R

A& 5d0h0m , 83T 5 KB HER MR,

87 0 R TFrE BSXHFHERE. FAINMEAO.
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RIEAEARNEHRBE
NRBEARNBSRIFEMNRINEERN, WEFNBERREEEMHTESH. FIABEXR/INH 100 MB

o

MEREFERIABEARN. WELEE -rotate-size AFIEEBEX BEXRNIESE,
MRBNIBEASEANNEERIE. 1BFEAUTHLTEUHIRE -rotate-schedule-minute B%4:

vserver audit modify -vserver svm name -destination / -rotate-schedule-minute -

RIET A E
NREEFRFE R MEZAE, WeILiBI EAETHRENERESHMNERASKITLI BT,

* NRERETFI BN M -rotate-schedule-minute SEAWIEIN,
* FRE Hth BT REIRV RS HII N EES K,

° —rotate-schedule-month

° —rotate-schedule-dayofweek

° —rotate-schedule-day

° —rotate-schedule-hour

s BRIt RIERRE SNEMEXMNEHTTITE. Fl. MNR{UETE -rotate-schedule-minute . H
ZBAEXHEIRIE—RAYSE BHEE N2 HEE—EFFE B T E B Bl N1 TH 1R,

* MREMUEE— 1T HE N E T EIRVAEESE(HIU0. -rotate-schedule-month #l -rotate
-schedule-minutes). BEXHRERIBEZE—AFHFAE BHIfEEN D HEFITIRR. ERAEIEIN.
BNEEER DR,

Q_Jill], TR LEER 1 A, 3 A% 8 AR, EFMEEN—, ER=MEMNNLF 10: 30 LMEZH

100\
* EBEXMENE -rotate-schedule-dayofweek M -rotate-schedule-day. ENSMIIZEFE,

g0, WRIEFE -rotate-schedule-dayofweek fFAEHIAM -rotate-schedule-day R 13,
NEZBEEESTERRANIEEAMNHNE13XREE. MANNEESERRANE 13RI,

* NREBRBITHIEERIR. BERAUTHSEBUHIRE -rotate-size parameter:

vserver audit modify -vserver svm name -destination / -rotate-size -

BIEAEANITRIHIREE

o] LA B EEASIRE -rotate-size S E T RTINS HRIBIERE /NI RBE XX H. 5l
. if -rotate-size IRBEN10 MB. AfG -rotate-schedule-minute B N158Y. HEXHHERE
HR/NERN10 MBES S &/ \BSEY1593 (LA e & £ RS H 08 ) i,
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ELHE S3 Hi%, BABERBAT S3 M SVM LRIBKAMNRE#HIZEE, AERA
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* BH— 1 EBRS3ISVM,

* AR A BB TEREE S,

XFIAES

HNFEEBHFZN S3 7ENE SVM , FEH#HITHEEEE, EaIIERNHINERN S3 k528 LB S3 &
%, BEIZECBERIRBTE S3 HiEd, HEI# * vserver object-store-server audit delete* sr<>ilR A LE,

S3 HiZELEEAREREHITHEIZN SYM FNFIEEED K. BRTEHZE SVM A U8 & ERZMREIZ
E,Jﬁﬁﬂo

BERIEE SNSRI N B BEHRIRECE S3 Hiz. IRAFEEBNBETRIE. NWRINERTRERE
BEXMH, ERATLUER * vserver object-store-server audit rotate-log* 8<% Fap4t#t S3 HEX 4,

MR SVM 2 SVM REMER, N EIRREREMLUTFRE L.

p
1. RS RERE MRIER S/ NSt R EZAE.

BHiZAERRA BN ...

BEAR/N vserver object-store-server audit create -vserver
svm _name -destination path [[-events]
{data|management}, ..] {[-rotate-limit integer] | [-

retention-duration [integer d]
[ integer h][ integer m][ integers]]} [-rotate-size
{integer[KB|MB|GB|TB|PR] }]

bawdl vserver object-store-server audit create -vserver
svm _name -destination path [[-events]
{data|management}, ..] {[-rotate-limit integer] | [-
retention-duration [integerd] [integerh] [integerm
]lintegers]] } [-rotate-schedule-month chron month]
[-rotate-schedule-dayofweek chron dayofweek] [-
rotate-schedule-day chron dayofmonth] [-rotate-
schedule-hour chron hour] -rotate-schedule-minute
chron minute

o -rotate-schedule-minute MIRERREETFHNEIMNEIZEHE®R
. WEESH,

2. [5/ S3 Fix:

vserver object-store-server audit enable -vserver svm name



Nl

UTREGEIE— I EZECE, ZEEERETANNNICHREZFIE S3EH (FUAME) . BEFMHEE
/audit_log BRH, BEXHA/NREIZ 200 MB . BHEAR/NAE] 200 MB Bt =#{TH .

clusterl::> vserver audit create -vserver vsl -destination /audit log -rotate
-size 200MB

UT RS- EZEE, ZEEERETANNNHIREZFE S3EH BUAE) . BEXHXRNRE
jj 100 MB (E‘kl}\'fﬁ) b E L.\ZS’T%EIJEJ 5 9&) %Eﬁ"%%ﬁﬂﬂ”ﬁ?o

clusterl::> vserver audit create -vserver vsl -destination /audit log -retention
—duration 5d0hOm

UTRORGEIR—NEHZEE, BTE% S3 EEFHULERETHRENIERINPRIFRREEFEMH. Fix
AEERAEFF 12 30 BM—XIE—RENFIE B, BEEHRREIN 5.

clusterl::> vserver audit create -vserver vsl -destination /audit log -events
management -rotate-schedule-month all -rotate-schedule-dayofweek all -rotate
-schedule-hour 12 -rotate-schedule-minute 30 -rotate-limit 5

17E¥E FITFONTAP S3EZHTFiEDEL
TR THSEBIERMA T FRA SVM FEEE5 .

FaZ Al
* BB NSVMEBAS3&# %o

KXTFULES

SIHIZECEZHSVMER. EBELMESVMPIERESRAFZND R, WRBEFFHEDERAME] SVM HFxt
MEME D BRHITEG, WATERIREPBRFEXEEFEI R, EEAILUE SVM FERBIFFEZDERUL#HT
S3 Hit%o

EZILES—HEREIDE. BRaSMBRALE vserver object-store-server audit event-
selector deleteo

TR
1. &R T S3 RERMEFHED .

vserver object-store-server audit event-selector create -vserver
<svm_name> -bucket <bucket name> [[-access] {read-only|write-onlyl|all}]
[[-permission] {allow-only|deny-onlyl|all}]

° ~accessIEEEBEZMNEMHIHIRHEER: read-only. T all(FAIAN all)e write-only
° —permission:?EEg'ﬁ?*Zﬂg%#*y{‘E;ﬁﬁgl allow-only. ﬁall(%ﬁiﬂﬁ all)e deny-only

Nl
AT RO EIB—NMFED REZECE, ZEENCRAITRES RIRIGENRRIEH:



clusterl::> vserver object-store-server audit event-selector create -vserver vsl
-bucket test-bucket -access read-only -permission allow-only

(EZONTAP S3E LIS

éj DUMERB AN FE D BRAVE 2 S ETE SVM iR TR 7857 BBV R EC

ER AN EZEE BN ...
BANFEDER vserver object-store-server audit event-selector

modify -vserver svm name [-bucket bucket name]
[parameters to modify]

SVM HHIFRE D EL vserver object-store-server audit modify -vserver
svm _name [parameters to modify]

Tl
AR RARHER RN ED ERFRIZECE, UENXERRTHRES:

clusterl::> vserver object-store-server audit event-selector modify
-vserver vsl -bucket test-bucket -access write-only

AT RORERSVMPFAE BRI EIZEE. KEEXR/NRHEL10 MB. HERBRAIRE I BEX M

clusterl::> vserver object-store-server audit modify -vserver vsl -rotate
-size 10MB -rotate-limit 3

ERONTAP S3HEZEIE

SR EZECES, BRURIIREEERHEEHBRAHEZ, BEIUEREXERFTRE
M REFMEEHEZECERIE o

KFIES
TR BB XEF#ED B SYM BHZECERIE R,

* 1FhE59ER: A "vserver object-store-server audit event-selector show' #5<

MREEEASE, HSEEREHFTE SYM PAEHREFEEZIEENSBEIUTES:

o SVM name

o Bucket Name
° AR FIPRE

* SVM: {#H “vserver object-store-server audit show 5%



MR 2EEASY, kaSRERERTREENKREFHEHEZEENE SVM BILUTES:
> SVM name
© HIZRES
° BfRER

TR LIETE -fields BT EEEZERHNEREREE RSN,

p
BREX S3 HIREERNES:

BEHECE BN ...
FiEDE

vserver object-store-server audit event-selector show
[-vserver svm name] [parameters]

svms vserver object-store-server audit show [-vserver

svm_name] [parameters]

Nl
UTFROIERT BNMFEDRESR:

clusterl::> vserver object-store-server audit event-selector show -vserver
vsl -bucket test-bucket

Vserver Bucket Access Permission

vsl bucketl read-only allow-only

UTTRBAIETRT SVM EFMESDERINER:

clusterl::> vserver object-store-server audit event-selector show -vserver
vsl

Vserver :vsl

Bucket :test-bucket

Access :all

Permission :all

UTRBIERTRE SYM BIETR, BZRES, S4EE, ASKRANERER.



clusterl::> vserver object-store-server audit show

Vserver State

false data

Event Types Log Format Target Directory

UTFRBIERT SYM KRB XA SVM BIEZAENIFAER.

clusterl::> vserver object-store-server audit show -log-save-details

Rotation Rotation
Vserver File Size Rotation Schedule Limit
vsl 100MB = 0
U TFRBIUFIRERETE XFIE SVM I RIZEEES.
clusterl::> vserver object-store-server audit show -instance

Vserver:

Auditing state:

Log Destination Path:
Categories of Events to Audit:
Log Format:

Log File Size Limit:

Log Rotation Schedule: Month:

Log Rotation Schedule:
Log Rotation Schedule:
Log Rotation Schedule:

Log Rotation Schedule: Minute:
Rotation Schedules:

Log Files Rotation Limit:

Log Retention Time:

10

Day of Week:
Day:
Hour:

vsl

true
/audit log
data

Jjson

100MB
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