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MREE ... BIAGRS ...

JBF GPOs : vserver cifs group-policy modify
-vserver vserver name -status enabled

A GPOs vserver cifs group-policy modify
-vserver vserver name -status disabled

2. BIFGPOZIFRERTFFAENRDS: vserver cifs group-policy show -vserver
+vserver name

FEIEARIV T, CIFS RSS[HVARBIRSETRN "B 'd",

Nl

UFRABIETE Storage Virtual Machine (SVM ) vs1 LB GPO %!

clusterl::> vserver cifs group-policy modify -vserver vsl -status enabled
clusterl::> vserver cifs group-policy show -vserver vsl

Vserver: vsl
Group Policy Status: enabled

BXER
TR TR GPO

GPO RIARSSEREK

T fRINEITE SMB RSS28 L E# GPO
FohEH SMB ARZ528 LY GPO IRE
ET7EX GPOBENER

WN{RITESMBARSE 28 EEFTGPO

T FRYN{I7EONTAP SMBARSS 28 L E#1GPO

FIANBERT, ONTAP & 90 D EHNAAREWNR (GPO) BEX—R, Z2IZEF
16 /NEYRIFT—X, INRETE ONTAP BohEFHT GPO ZaIEHT GPO LINFB#HEY GPO HEE
RE, WATLAER ONTAP d3<7E CIFS fRSE 28 Lt & FohEH.

* BOAMBERT, FrE GPO H=RIBEFESE 90 2 H#t T —RIIEMEH.

LthiE R rIECE. HelfERHITIHE Refresh interval M Random offset GPOI%E,



ONTAP =& Active Directory LA T fi#xf GPO HVEEH, 1R Active Directory FIZRH GPO lRASETF
CIFS fRS328 LRURRAS, N ONTAP RO ERHN A GPO , WIRIEASHEE, NAR=EH CIFS RS2
B GPO,

* RLI8E GPO § 16 /NIRIFT—IR,
ONTAP & 16 /NICRHNA—RLLIZE GPO , LiLXL GPO BEEEN.
@ 7270 ONTAP kA, TEEEX 16 /NBIHIZRIAE, X2 Windows B IHHIZIAILE.
* AILAGEFA ONTAP < FahEHFIE GPO .

I Er SR Windows gpupdate . exe *fforce’ 85,

HXEE
FohEH SMB fRZE 28 R GPO 18 &
FriEFHONTAP SMBARSZ 22 FHIGPOIZE

SNREIENEF CIFS ARS8 LRVARBER (GPO) 1RE, AIUFHIERXLIRE, &
SEEMEERRILE, WAILGRFENRFIAIRE, BEAINAERKRESRNIZE,

p
1. BTN AVIRIE:

EEMHIRAE BNGPL ...
BEN GPO &E vserver cifs group-policy update

-vserver vserver name

FrE GPO 18& vserver cifs group-policy update
-vserver vserver name -force-reapply
-all-settings true

HXEER
T #RUN{AI7E SMB RS 88 L5 GPO

ETEXONTAP SMB GPOECEHZE

f&a] L2 "B X Active Directory FEX AR R (GPO ) EEELUNNATF CIFS Ak
522589 GPO EREMIE B

XFIAES

&R LR R CIFS BRZ323FR/E 13T Active Directory REXHIFRE GPO EEEMNER, WAILNERMNATF CIFS
AR5 2889 GPO EREMIE B,



1. BEHITUTRIEZ—ETEX GPO RENER:

EETEXFMEARKREEENES ... BN ...
£ Active Directory HI7E X vserver cifs group-policy show-defined

—vserver vserver name

NEFRBET CIFS B Storage Virtual Machine (  vserver cifs group-policy show-applied
SVM) -vserver vserver name

NG|
UTFREIERTEBRAT CIFS BE&A vs1 B9 SVM FR/EH Active Directory FIFE XA GPO B & :

clusterl::> vserver cifs group-policy show-defined -vserver vsl

Vserver: vsl
GPO Name: Default Domain Policy
Level: Domain
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache : versionl
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr2

Security Privilege: usrl, usr2



Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:

Combined restriction for anonymous user: no-—-access
Restricted Groups:
gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?

GPO Name: Resultant Set of Policy
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication for Mode BranchCache: per-share
Hash Version Support for BranchCache: versionl
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr?2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true

10

true



No enumeration of SAM accounts and shares: false
Restrict anonymous access to shares and named pipes:
Combined restriction for anonymous user: no-—-access

Restricted Groups:

gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?

UTRAIERTNATFERAT CIFS B SVM vs1 By GPO ECE::

clusterl::> vserver cifs group-policy show-applied -vserver vsl

Vserver: vsl
GPO Name: Default Domain Policy
Level: Domain
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: all-versions
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr?2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:

true

11



12

Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:

Combined restriction for anonymous user: no-access
Restricted Groups:

gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?

GPO Name: Resultant Set of Policy
Level: RSOP
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: all-versions
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr?2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:

true

true



Combined restriction for anonymous user: no-access
Restricted Groups:
gprl
gpr2
Central Access Policy Settings:
Policies: capl
cap?2

BXER
ERRSS 28 LB AT GPO X§f

ETEX0ONTAP SMBZR4AGPOHIE &

& o] LB RB X 7E Active Directory FEX NAREEIR (GPO ) HMATF CIFS iRS2:

HYRPRABVIFA(E B
%FHATS
BINBERT, BETUTES:
* AR RAT
* AERBEARA
* .
I E R EARBS RS, AIREMREaLE:

° Local TEONTAPHFZ &4 SR BSAY
° Site TEIITHIZZH AL R A ED & 40 SRBE AT
° Domain TEI¥E 28BS 7! B & 48 SREE B
° OrganizationalUnit TEIITHIZZHVALR B AI(OV)ZR 7! ECE 4H SR B AT
° RSOP TRAIBTEARERANE X HIPRA A SR E R A — A SR AR
* ZIRLAZFR
* BFHNAREFZREIANAFAFA
© RINZPREIAMLARIFIR

LA R] LUZLEAL 5 AV LMY R RYBY 52

p
1 @I RITUTRIEZ —ETA XA RRA GPO NiER:
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7Z Active Directory FE X

N HAF CIFS ARs32:

Nl

B2 ... BIAGRS ...

BETHEXFIARRA GPO BYf

vserver cifs group-policy restricted-
group show-defined -vserver
vserver name

vserver cifs group-policy restricted-
group show-applied -vserver
vserver name

UTFRAIERTEXREBAT CIFS E&H vs1 B9 SVM FRERY Active Directory 1BiHE X HIZPRLE GPO MIfE &

clusterl::> vserver cifs group-policy restricted-group show-defined

-vserver vsl

Vserver: vsl

Group Policy Name:
Version:

Link:

Group Name:
Members:

MemberOf:

Group Policy Name:
Version:

Link:

Group Name:
Members:

MemberOf:

gpol
16

OrganizationalUnit
groupl

userl
EXAMPLE\group9

Resultant Set of Policy
0

RSOP

groupl

userl

EXAMPLE\group9

UTFREIERTHNEBFERT CIFS B9 SVM vs1 HIZ R4 GPO HIE 8 :
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clusterl::

-vserver vsl

Group Policy Name:
Version:

Link:

Group Name:
Members:

MemberOf:

Group Policy Name:
Version:

Link:

Group Name:
Members:

MemberOf:

BXER
ETEX GPO BBENER

> vserver cifs group-policy restricted-group show-applied

gpol
16

OrganizationalUnit
groupl

userl
EXAMPLE\group9

Resultant Set of Policy
0

RSOP

groupl

userl

EXAMPLE\group9

ETREXONTAP SMBH AR FHREE S

&) LB RE X Active Directory FTE X BYH R R] SREK RV IF S BEo
TR R (GPO) NATF CIFS IRS 25 RIA 8] HRBAIE R,

XFIES

FKINERT, BERUTEER:
* SVM name
* FROiA IR SREE AT R AR
« SID

 Description
* GIEERYIE]
R GRIE]
* BXSIFL

®

p

TRAEENTH CIFS lRSB[BAZETR, EAENFZHEF GPO,

1 @I RITUTREZ —BTRAXPRIFRRBHESR:

TR R AR A XIiE



BETHEXFIERRIGAREENES ... BIAGRS ...

7Z Active Directory FE X

N HAF CIFS ARs32:

Nl

vserver cifs group-policy central-
access-policy show-defined -vserver
vserver name

vserver cifs group-policy central-
access-policy show-applied -vserver
vserver name

IAFRABIERT Active Directory FATE XRIFRE AR R RIRHIE S -

clusterl::> vserver

Vserver Name

vsl pl
3993546205
Description:

Creation Time:
Modification Time:

Member Rules:

vsl P2
822349040
Description:
Creation Time:
Modification Time:
Member Rules:

cifs group-policy central-access-policy show-defined

SID

S-1-17-3386172923-1132988875-3044489393-

policy #1

Tue Oct 22 09:34:13 2013
Wed Oct 23 08:59:15 2013
rl

S-1-17-1885229282-1100162114-134354072-

policy #2

Tue Oct 22 10:28:20 2013
Thu Oct 31 10:25:32 2013
rl

r2

LT RBIERT AT ERE LM Storage Virtual Machine ( SVM ) BIFRE R0 HREHIE S
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clusterl::> vserver cifs group-policy central-access-policy show-applied

Vserver Name SID
vsl pl S-1-17-3386172923-1132988875-3044489393~
3993546205

Description: policy #1
Creation Time: Tue Oct 22 09:34:13 2013
Modification Time: Wed Oct 23 08:59:15 2013
Member Rules: rl

vsl P2 S-1-17-1885229282-1100162114-134354072~-
822349040
Description: policy #2
Creation Time: Tue Oct 22 10:28:20 2013
Modification Time: Thu Oct 31 10:25:32 2013
Member Rules: rl
r2

BXER
* THRIRS B HinRL 2
* BB X GPO EEENER
* BRAEXPRIFREREMNEIESE

EREXONTAP SMBAH R[] HERFMUHIE R
,dx_JL,{;uuT’i Active Directory FA7E X FYAH DR175 () SR BE K BX BV AR O 177 (o) SR B AR N Y1+ 4R15

Bo BRI ETRBXBIPRIGAHEE GPO (AREXIR) NMAT CIFS lRS2B[HIHR

IR REMNBYE R

KFUIAES
TR UETREXREEX N AN RIFEREANIFAER. RRAELT, BETRUTER:
* Vserver name
« choRiEAME9 % 7R
» Description
* BIZEE)
R EEERIE
* HEIR
* BINAIAR
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* BIRAEIR

8RS RIAIRER X BAOFTE RIS ARG BADY ..

B2 ...

7£ Active Directory FITE X vserver cifs group-policy central-
access-rule show-defined -vserver
vserver name

NFF CIFS R 28 vserver cifs group-policy central-
access-rule show-applied -vserver
vserver name

Nt

UTFRBIERT S Active Directory HE X BIHR R 15 18] SRE& KEXRIFRA P R 17 18] SRES AN AIE B -

clusterl::> vserver cifs group-policy central-access-rule show-defined

vsl rl
Description: rule #1
Creation Time: Tue Oct 22 09:33:48 2013
Modification Time: Tue Oct 22 09:33:48 2013
Current Permissions: 0:SYG:SYD:AR(A;;FA;; ;WD)
Proposed Permissions: O:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)

vsl r2
Description: rule #2
Creation Time: Tue Oct 22 10:27:57 2013
Modification Time: Tue Oct 22 10:27:57 2013
Current Permissions: O:SYG:SYD:AR(A;;FA;; ;WD)
Proposed Permissions: O0:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)

UTRHERT SMEFEE L Storage Virtual Machine (SVM ) BR8] SR BS K EXBYFR A FR 5175 [n) SR ES AT
NES:
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clusterl::> vserver cifs group-policy central-access-rule show-applied

vsl rl
Description: rule #1
Creation Time: Tue Oct 22 09:33:48 2013
Modification Time: Tue Oct 22 09:33:48 2013
Current Permissions: O:SYG:SYD:AR(A;;FA;; ;WD)
Proposed Permissions: O0:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)

vsl r2
Description: rule #2
Creation Time: Tue Oct 22 10:27:57 2013
Modification Time: Tue Oct 22 10:27:57 2013
Current Permissions: O:SYG:SYD:AR(A;;FA;; ;WD)
Proposed Permissions: O:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)

BXER
* TRRSHENXMhRR 2N
* EE%X GPO EEERER
* BEREXPRIFRRBNER
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