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TR
1 BT g EZ—:

NRIGE ... BN ...
JBF GPOs : vserver cifs group-policy modify

-vserver vserver name -status enabled

£ F GPOs vserver cifs group-policy modify
-vserver vserver name -status disabled

2. BIFGPOLIFE T TFAEIRS: vserver cifs group-policy show -vserver
+vserver name

ETRAEREIN T, CIFS [RSF[HARBBKSETRA "B 'd",

Nl

IR R4 1E Storage Virtual Machine (SVM) vs1 EEA GPO X#F:

clusterl::> vserver cifs group-policy modify -vserver vsl -status enabled
clusterl::> vserver cifs group-policy show -vserver vsl

Vserver: vsl
Group Policy Status: enabled

BXER
% #5HY GPO

7ECIFSERSZ 23 {FEAGPORER
W{al7E CIFS ARS528 L& #7 GPO
FahE#H CIFS fRE 28 LB GPO IRE

ETEX GPO BENER

WN{AITESMBAR S 28 L EFTGPO

4N0{AJ7E CIFS RS 23 BEIAHEHT GPO

AUINBR T, ONTAP & 90 DHIERHNAAREHER (GPO) B —R, R2IRESE
16 /N\BSRIFT—R. SNREFE ONTAP BEfEH GPO ZRIEH GPO LINAHHY GPO &R
w8, NATLAGEA ONTAP a3 7E CIFS ARS5 88 LRAA FRhEH,

* BRNBRT, FiE GPO BERIEFRES 90 2T —/RIVEMEH



LEIFREIECE . HAEAHITIEE Refresh interval M Random offset GPORE,
ONTAP =& Active Directory LA T fi#xf GPO HIEH, #1R Active Directory FIZRH GPO lRAEASETF
CIFS BRS28 LAYARZAS, NI ONTAP BHZRHR A GPO ., WNRIASHE, NAKXEH CIFS fRS23
B GPO,
* Z2IE GPO & 16 /NEIRIFT—Ro
ONTAP & 16 /NIORHNA—RLLIZE GPO , LiLXL GPO BEEEN.
() i ONTAP BRzkeh, TREEER 16 HHUENAE, X2 Windows BFBHEALE,

* AJLAEA ONTAP 859 FENEHFIE GPO o

I Er SR Windows gpupdate . exe *fforce B,

iBxER
FEEH CIFS 5% £H GPO 28
FrE# CIFS Ak5585 LHY GPO 1KE&

YNREIENEHT CIFS AR5 28 LRVARBER (GPO) 1IRE, AIUFEIEHXLIRE, &
SEEHEERRILE, WAILGRFENRFIAIRE, BN AERKRESRNIZE,

p
1. BTN AVIRIE:

EEHHINE BT ...
BEN GPO 1&E& vserver cifs group-policy update

-vVserver vserver name

FrE GPO 18& vserver cifs group-policy update
-vserver vserver name -force-reapply
-all-settings true

HEER
WN{a]7E CIFS BR% 28 LE# GPO

ETEX GPO ELERER

&AL RE % Active Directory FE X VAR (GPO ) EEEUNMMNATF CIFS Ak
2R GPO ECEMIE B

EFUIAES
EA LUE R CIFS fRSS23FR/E AT Active Directory FRITE X HIFRE GPO EEEMER, WAILUNERMATF CIFS



frRZ52809 GPO ECERIE Bo

TR
1 EIHITUTIRIEZ—ETREX GPO EEBEMER:

ERTEXFEARKEENEE ... BNGPL ...
7E Active Directory FITE X vserver cifs group-policy show-defined

-Vvserver vserver name

NAFBET CIFS By Storage Virtual Machine (  vserver cifs group-policy show-applied
SVM) -vserver vserver name

NG|
UTRBAIERTERAT CIFS HE&Z 5 vs1 B SVM FRiERY Active Directory FIE XA GPO EC& :

clusterl::> vserver cifs group-policy show-defined -vserver vsl

Vserver: vsl
GPO Name: Default Domain Policy
Level: Domain
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache : versionl
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:



Take Ownership: usrl, usr2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:

Combined restriction for anonymous user: no-access
Restricted Groups:

gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?2

GPO Name: Resultant Set of Policy
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication for Mode BranchCache: per-share
Hash Version Support for BranchCache: versionl
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
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Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false
Restrict anonymous access to shares and named pipes: true
Combined restriction for anonymous user: no-access

Restricted Groups:

gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?

UTRAIERTATERAT CIFS #9 SVM vs1 B9 GPO ECE':

clusterl::> vserver cifs group-policy show-applied -vserver vsl

Vserver: vsl
GPO Name: Default Domain Policy
Level: Domain
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: all-versions
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr2
Security Privilege: usrl, usr2



Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:

Combined restriction for anonymous user: no-—-access
Restricted Groups:
gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?

GPO Name: Resultant Set of Policy
Level: RSOP
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: all-versions
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr?2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
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No enumeration of SAM accounts and shares: false
Restrict anonymous access to shares and named pipes: true
Combined restriction for anonymous user: no-—-access

Restricted Groups:

gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?

HXER
7 CIFS frRZB LB ATHEZ R GPO XiF

ETRBEXZEA GPO HIIFHAEE

&AL B R B X 7E Active Directory HEX FAREEITR (GPO ) HNATF CIFS fR$E2:
HIZPRLARIFAE B,

RFUIES
AIMBERT, BRERUTER:
* HERBRRAN
* HRBRARAS
* .
FEEECEARBRAIRA . IR iathEEE:

° Local fEONTAPHHC & A SRE&ET
° Site TEIRIEHIZSP YA 2R 5 Br B LA SR BRAY
° Domain TEINEHI2R ALK I D B LA SRAS Y
° OrganizationalUnit TEIRYEHI2EAYLAL S i1 (OU)4R 5! B B LA BERERY
° RSOP HRABTERRIRAE X IR LA SR 4 LAY —4H SR BE
© ZREAZIR
* BTFNARETZREIHAEFFA
© AN PREIHABIARITIR

LA A] AR LA 5 B9 ZE LASMIY R RIBR 5o

p
1. BIHITUTRIEZ —ETEXAERRA GPO ER:
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7Z Active Directory FE X

N HAF CIFS ARs32:

Nl

B2 ... BIAGRS ...

BETHEXFIARRA GPO BYf

vserver cifs group-policy restricted-
group show-defined -vserver
vserver name

vserver cifs group-policy restricted-
group show-applied -vserver
vserver name

UTFRAIERTEXREBAT CIFS E&H vs1 B9 SVM FRERY Active Directory 1BiHE X HIZPRLE GPO MIfE &

clusterl::> vserver cifs group-policy restricted-group show-defined

-vserver vsl

Vserver: vsl

Group Policy Name:
Version:

Link:

Group Name:
Members:

MemberOf:

Group Policy Name:
Version:

Link:

Group Name:
Members:

MemberOf:

gpol
16

OrganizationalUnit
groupl

userl
EXAMPLE\group9

Resultant Set of Policy
0

RSOP

groupl

userl

EXAMPLE\group9

UTFREIERTHNEBFERT CIFS B9 SVM vs1 HIZ R4 GPO HIE 8 :
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clusterl::> vserver cifs group-policy restricted-group show-applied

-vserver vsl

Group Policy Name:
Version:

Link:

Group Name:
Members:

MemberOf:

Group Policy Name:
Version:

Link:

Group Name:
Members:

MemberOf:

BXER
ETEX GPO BBENER

gpol
16

OrganizationalUnit
groupl

userl
EXAMPLE\group9

Resultant Set of Policy
0

RSOP

groupl

userl

EXAMPLE\group9

BRAEXPRIGAREBHER

&) LB RE X Active Directory FTE X BYH R R] SREG BV IFA1E Bo
TR R (GPO) NATF CIFS IRS 25 RIA 8] HRBAIE R,

KFUIAES

RIMBERT, BERUTER:
* SVM name

« chIRIAIEEBRAG S R

« SID

 Description

* GIEERYIE]

R ENIE

* R GIARNY

()  TeAERTH CFS RERTRET, ENEIIREHE GPO,

p

1 @I RITUTREZ —BTRAXPRIFRRBHESR:

TR R AR A XIiE
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BETHEXFIERRIGAREENES ... BIAGRS ...

7Z Active Directory FE X

N HAF CIFS ARs32:

Nl

vserver cifs group-policy central-
access-policy show-defined -vserver
vserver name

vserver cifs group-policy central-
access-policy show-applied -vserver
vserver name

IAFRABIERT Active Directory FATE XRIFRE AR R RIRHIE S -

clusterl::> vserver

Vserver Name

vsl pl
3993546205
Description:

Creation Time:
Modification Time:

Member Rules:

vsl P2
822349040
Description:
Creation Time:
Modification Time:
Member Rules:

cifs group-policy central-access-policy show-defined

SID

S-1-17-3386172923-1132988875-3044489393-

policy #1

Tue Oct 22 09:34:13 2013
Wed Oct 23 08:59:15 2013
rl

S-1-17-1885229282-1100162114-134354072-

policy #2

Tue Oct 22 10:28:20 2013
Thu Oct 31 10:25:32 2013
rl

r2

LT RBIERT AT ERE LM Storage Virtual Machine ( SVM ) BIFRE R0 HREHIE S
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clusterl::> vserver cifs group-policy central-access-policy show-applied

Vserver Name SID
vsl pl S-1-17-3386172923-1132988875-3044489393~
3993546205

Description: policy #1
Creation Time: Tue Oct 22 09:34:13 2013
Modification Time: Wed Oct 23 08:59:15 2013
Member Rules: rl

vsl P2 S-1-17-1885229282-1100162114-134354072~-
822349040
Description: policy #2
Creation Time: Tue Oct 22 10:28:20 2013
Modification Time: Thu Oct 31 10:25:32 2013
Member Rules: rl
r2

BXER
fERmhSAREES (DAC) RIFXMHiAIR]

EREXGPO BEEMER
BREXPRIFREIREMANEIESE

ERAEXRPRIGERERNNER

,dx_JL,{;uuT’i Active Directory FA7E X FYAR DR175 (0] 2R BE K BXBY AR O 177 (o) SR B AR N Y1+ 4R15
Bo BRI UETREFEIHRIATER GPO (HFERMNR) NATF CIFS IREZEMNFR
TR SRESHNBY1E B

KXTFULES
ERIUETEXEEX M ANPRIAEREANBFAEE. RIAERT, BERUTER:

* Vserver name

« chRiEAMEI S 7R
» Description

* BIZEE)

R EERIE

* HEIR

* BINAIANAR
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* BIRAEIR

8RS RIAIRER X BAOFTE RIS ARG BADY ..

B2 ...

7£ Active Directory FITE X vserver cifs group-policy central-
access-rule show-defined -vserver
vserver name

NFF CIFS R 28 vserver cifs group-policy central-
access-rule show-applied -vserver
vserver name

Nt

UTFRBIERT S Active Directory HE X BIHR R 15 18] SRE& KEXRIFRA P R 17 18] SRES AN AIE B -

clusterl::> vserver cifs group-policy central-access-rule show-defined

vsl rl
Description: rule #1
Creation Time: Tue Oct 22 09:33:48 2013
Modification Time: Tue Oct 22 09:33:48 2013
Current Permissions: 0:SYG:SYD:AR(A;;FA;; ;WD)
Proposed Permissions: O:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)

vsl r2
Description: rule #2
Creation Time: Tue Oct 22 10:27:57 2013
Modification Time: Tue Oct 22 10:27:57 2013
Current Permissions: O:SYG:SYD:AR(A;;FA;; ;WD)
Proposed Permissions: O0:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)

UTRHERT SMEFEE L Storage Virtual Machine (SVM ) BR8] SR BS K EXBYFR A FR 5175 [n) SR ES AT
NES:
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clusterl::> vserver cifs group-policy central-access-rule show-applied

vsl rl
Description: rule #1
Creation Time: Tue Oct 22 09:33:48 2013
Modification Time: Tue Oct 22 09:33:48 2013
Current Permissions: O:SYG:SYD:AR(A;;FA;; ;WD)
Proposed Permissions: O0:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)

vsl r2
Description: rule #2
Creation Time: Tue Oct 22 10:27:57 2013
Modification Time: Tue Oct 22 10:27:57 2013
Current Permissions: O:SYG:SYD:AR(A;;FA;; ;WD)
Proposed Permissions: O:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)

BXER
fERmSRNES (DAC) RIFXHIAID]

EREX GPO BEEHNER
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