HITR 2IRER
ONTAP 9

NetApp
March 08, 2024

This PDF was generated from https://docs.netapp.com/zh-cn/ontap/nas-audit/perform-security-traces-
task.html on March 08, 2024. Always check docs.netapp.com for the latest.



H=x

HITL2RER
MITR2IREREIR
IR R EIRERHILES
ETEXR2RERMERNER
ETRREIRERE
B REIRERThILEE
PR = £ ERERThEEE
PR % 2 RERISR
MIPRFAIE RERERIER

0 0 OO O A W A A



HITR2RER
HMITR 2 RIRTA

mﬁﬁﬁﬁﬁﬁ&ﬂLﬁéﬁﬁﬁL%,ﬁﬂﬁﬁ%#,Ei BIFIES R SMB 5% NFS
ERPim EERRIBRIERUNERLS

AEERREImERMARIREEG, EAUBHRILRESHAEERRE, WEEFBRTENKERER. EFHD
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vserver security trace filter create s S EERNESEK:

FREE &k Description

-vserver vserver name _SVM &#R _

BEENARERIRHERII AR SVM BI= TR,

-index index number TmEZRS|T

BENATFHESRNRSIRS. 81 SVM RZIEEH 10 NRERIHIE
2o IEEHRITFRIEN 1 2 10,

TR UERSZ T ANETR SR SR B EX REREMES, UERN\K2RREMNERTEE:

filter %% Description

-client-ip IP Address tbTiiZeas s E A P MARIATE] SVM A IP stttk

-path path bR HE E BN AN PR ERER T e 2R AV ER 120 BYME —path AILAER LA
TTERAZ—:
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-windows—-name win_ user name
8 -unix
-name’ "unix user name

-trace-allow {yes

W FLRLBERTHIERS, BEASBEX
ELEHNRE, ErLUERREER
WEH, BREATFSEMHE. BELS
BIRE N veso

disabled}

-time-enabled integer
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R e E BRI E IFRIE KA Windows AP & UNIX AP &. F
PELERXDANE, EREEER—THIZSFEIEE Windows A
F&F UNIX BR &,

®

BN BT LUBRER SMB #1 NFS iFiRE#, EXREAE
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no}

-enabled {enabled
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vserver security trace filter create -vserver vserver name -index
index numberfilter parameters

filter parameters i&PiZETHIERSHAITIR.

BXIFRGER, BEAmLHFMIT
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vserver security trace filter show -vserver vserver name -index index number

Nl

TR AERHRERFZIHNXFNEAAF IR L £ RERTHitss
\\server\sharel\dirl\dir2\file.txt MIP#3t10.10.10.7, THiE2SEFERRITERIR -path EATF
WIREIRMZE P IP ik 10.10.10.7 o THE2RTE 30 S $P/EHEAT:



clusterl::> vserver security trace filter create -vserver vsl -index 1
-path /dirl/dir2/file.txt -time-enabled 30 -client-ip 10.10.10.7
clusterl::> vserver security trace filter show -index 1

Vserver Index Client-IP Path Trace-Allow
Windows-Name

vsl 1 10.10.10.7 /dirl/dir2/file.txt no -

T ap 2 ERNEMN R L L RERITIESS —-path ETILTF LSS SIREER A "Joe™ " BY Windows AP BYifiA]
NIR. JoelETFIHIRIEBHEZRIFMINM \\server\sharel\dirl\dir2\file.txto JHifteninistiFFIiE
S Lo

clusterl::> vserver security trace filter create -vserver vsl -index 2
-path /dirl/dir2/file.txt -trace-allow yes -windows—-name mydomain\joe

clusterl::> vserver security trace filter show -vserver vsl -index 2
Vserver: vsl
Filter Index: 2
Client IP Address to Match: -
Path: /dirl/dir2/file.txt
Windows User Name: mydomain\joe
UNIX User Name: -
Trace Allow Events: yes
Filter Enabled: enabled
Minutes Filter is Enabled: 60

ETREXEEIRERIMESENES

&0 LU /"B X 7E Storage Virtual Machine (SVM) _LtEENZEBRERTHLEEINE R
X, Be L EES MR RERRIEREHRE,

i
1. FRETREXLZLRIFHIERFZEMSE vserver security trace filter show #F<:

BXERLBLHIFAEE, BERFMI

AN
LTS EREX SYMvs1 EFrERLREHIASRNER:



clusterl::> vserver security trace filter show -vserver vsl
Vserver Index Client-IP Path Trace-Allow
Windows-Name

vsl 1 = /dirl/dir2/file.txt yes =
vsl 2 - /dir3/dir4d/ no

mydomain\joe
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ERBEHNE
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BAUETRAAEREREERNEE, BB dEEESHKREEX MEPFETHER. NRLZLREER
BEAEICR, MNIRFIERZRER.

NRKIEEREMANESE, WEERUTRE:

* Storage Virtual Machine (SVM ) &R
* Node name

* RERERIIRES
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* Bz

* reason

*BR&
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-fields field name, ...

-instance

-node node name

—vserver vserver name

-index integer

-client-ip IP address

-path path

—user—name user name

-security-style
security style

Description
ERFMAFERNGEH, SR URREALLSE, WallS5EMAIESEH
HaER.

ETAXRZERESHIFAES. BUHBSRSHMAESHESER
] B R E LR E RAVIFAE S

NERBEXEET R LNEFHER.

XETREXRIEE SVM EHNEHNER.

ETREXASEERSIRSHUMmERMAENEHIES,

ETEXAMEERF IS IP #ibiha X4 MmAENSEHNER.

ERAEXRBIXREEREMAENSZMHIES,

EREXIEE Windows 8¢ UNIX AP ARSI A EREHRIER.

ETAXEREERERANXH RS LR ENEAIIEE,

BEXASH{EAEANEMIESHNER, BELFMIL

p

1. FRETRLZLRIEHIESRLER vserver security trace trace-result show #p

AN .
~ .

vserver security trace trace-result show -user-name domain\user

Vserver: vsl

Node Index
nodel 3
nodel 5

Filter Details Reason

User:domain\user Access denied by explicit ACE
Security Style:mixed

Path:/dirl/dir2/

User:domain\user Access denied by explicit ACE
Security Style:unix
Path:/dirl/
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vserver security trace filter modify -vserver vserver name -index
index numberfilter parameters

° vserver name 2N AR LREMESEIISVMAIET,
° index_number BEMNAFHiERNRSIHS. LSHATNEN 1210,
° filter parameters T A mik2s B ERYYIR,

2. BIF RS IRERTHIEEFE

vserver security trace filter show -vserver vserver name -index index number

5l

UTarSRERRSIRS 1 BRLR2BERMESS. it RirERAREERFIHRXEFNEABRNEYS
\\server\sharel\dirl\dir2\file.txt MIERIPHINL, THiESIGERNTERR -path EMTHiLESERE
ERA R AIsE 4

clusterl::> vserver security trace filter modify -vserver vsl -index 1
-path /dirl/dir2/file.txt -trace-allow yes

clusterl::> vserver security trace filter show -vserver vsl -index 1
Vserver: vsl
Filter Index: 1
Client IP Address to Match: -
Path: /dirl/dir2/file.txt
Windows User Name: -
UNIX User Name: -
Trace Allow Events: yes
Filter Enabled: enabled
Minutes Filter is Enabled: 60
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vserver security trace filter show -vserver vserver name

vserver security trace filter show -vserver vsl

Vserver Index Client-IP Path Trace-Allow
Windows—-Name

vsl 1 = /dirl/dir2/file.txt yes =
vsl 2 = /dir3/dird/ no
mydomain\joe

2. R E—FHNimRR RS RS E B MRTHESERE
vserver security trace filter delete -vserver vserver name -index index number
vserver security trace filter delete -vserver vsl -index 1
3. WIFEEEMRR L RERTHiERZE
vserver security trace filter show -vserver vserver name
vserver security trace filter show -vserver vsl

Vserver Index Client-IP Path Trace-Allow
Windows—-Name

vsl 2 - /dir3/dird/ no
mydomain\joe
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vserver security trace trace-result show -vserver vserver name -instance
2. MIFFRS|RERDR:

vserver security trace trace-result delete -node node name -vserver
vserver name -seqnum integer

vserver security trace trace-result delete -vserver vsl -node nodel -segnum
999

° -node node_name B&E£EMFREIRIBERSZAHBIER T /BB,
XEHOFENSH.

° -vserver vserver_name &R EEMERARIRERSEHBISVMBIEFRo
XM FEIEE

° -seqnum integer REMFHIASEHHIFTIS,

XBUENSH.
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1. MIFRFAE RLIREFIER:

vserver security trace trace-result delete -node node name -vserver
vserver name *



° -node node name R EEMPRAIINPRIRER BRI EERE T AV E R,
° —vserver vserver name &&EEMFRIVRIREREHIStorage Virtual Machine (SVM)BI& #F.
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