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S
1. ERMMRENFAEEASETXAHNBERZ2IRE:
B 2 & B BALTHS ...
HERR vserver security file-directory show

-vserver vserver name -path path

TRTEAER vserver security file-directory show
-vserver vserver name -path path
-—expand-mask true

Tl
UTRHIEREBRENTZEESR /vold TESVM VS1H:



cluster::> vserver security file-directory show -vserver vsl -path /vol4

Vserver: vsl
File Path: /vol4
File Inode Number: 64
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0x8004
Owner:BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone—-0x10000000-
OI|CI|IO

UTFRHAETRTBENEZ2ERUNEFRNEI /data/engineering £SVM VS1H:

cluster::> vserver security file-directory show -vserver vsl -path -path

/data/engineering -expand-mask true

Vserver: vsl
File Path: /data/engineering
File Inode Number: 5544
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: 0x10
.0 ... ... ..., = 0Offline
.0. .... .... = Sparse
0... .... = Normal
.0. .... = Archive
.1 .... = Directory
.0.. = System
.0. = Hidden
.0 = Read Only



Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

Generic Read

Generic Write

Generic Execute

Generic All

System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

0

0

777

TWXTWXTWX

NTFS Security Descriptor
Control:0x8004

Self

Relative

RM Control Valid

SACL
DACL
SACL
DACL
SACL
DACL
SACL
SACL
DACL
DACL

Protected
Protected
Inherited
Inherited
Inherit Required
Inherit Required
Defaulted
Present
Defaulted

Present

Group Defaulted

Owner Defaulted

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators

DACL - ACEs

ALLOW-Everyone-0x1f01ff

0...



Write Attributes

Read Attributes

Delete Child

Execute

Write EA

Read EA

Append

Write

Read

Generic Read

Generic Write

Generic Execute

Generic All

System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

ALLOW-Everyone-0x10000000-0I|CI|IO
0...



Execute

Write EA

Read EA

Append

Write

Read

UTRAETREANNENE2ES. SEEFEEEFNEMIFL2ER /datavoll fESVM VS1H:



cluster::> vserver security file-directory

/datavoll

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

BXES

show -vserver vsl -path

vsl

/datavoll

77

ntfs

ntfs

10

D=

0

0

777

TWXTWXTWX

NTFS Security Descriptor

Control:0x8004

Owner :BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fQ0lff

(Applies to Files):

BEREARERAE LHIXHLREMEER

B UNIX Z2ERXE LNIXHLREMEER
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&t Storage Virtual Machine (SVM) MIBMUNREBEEREXGHXHRRZLEBHEIENRERER, &0
DIEERRSFAY R ERRL,.

* BRERERINEM gtree ATLIEE—EMEA UNIX XHNPRBY A A, EIUEE NFSv4 ACL , LK
—LE{E A NTFS XEHUREISX AT B Ro

RAREENEHMEF AR UNIX 5 NTFS BRR £,

* JEXHA NTFS 5 NFSv4 RERTHIXAM X KA ZER ACL Haitho

X FEEA UNIX 22 BXNARIURR (ENFSvAACL) MIXHMBR, FBRANT,

* ACL W PP EEMAMEFRIVERT NTFS KefR .

* BFEMEBIRL gtree IBEMELERXH UNIX , HAIUTERALLEREH qtree LECETZHERFAIRIFA
PR, BETEMERIARRIFINED gtree BRZREE ATRERFEIR ER UNIX XA RFTEMER 53
iAIBA#R ACL o

* MRESGLTFRANRZIERAEE NTFS BRREMREIE, WINRALEX M E RRIZEE T 3I&1h10)
=, MiEaHEs 2 REXEIARIES] ACE HER.
g
1. EARFENFAERANERXHNERRERE:

EEREEHII BNUTSL ...
HERR vserver security file-directory show

-vserver vserver name -path path

FRTHEAER vserver security file-directory show
-vserver vserver name -path path
-—expand-mask true

Nl

UTRBIZREBENELER /projects ESVM VST, LI BB ET. ILEERLERRZAS
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clusterl::> vserver security file-directory show -vserver vsl -path

/projects -expand-mask true

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:

.0

Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

vsl
/projects
78

mixed

unix

10

————D-——-
0x10

= Offline

= Sparse

= Normal

= Archive

= Directory
= System

= Hidden

= Read Only

UTRHIEREBENEZ2ESR /data ESVM VS1H, It

B.A
A=Y

2IRARZEE NTFS BRZR 2,



clusterl::> vserver security file-directory show -vserver vsl -path /data

Vserver: vsl
File Path: /data
File Inode Number: 544
Security Style: mixed
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0x8004
Owner:BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone—-0x10000000-
OI|CI|IO

UTRHIETRBELENELER /datavol5 ESVM VS1H, IESREERAENTNEEE UNIX BRZE
. IkEEBEFMEERHRFHIRRE.
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clusterl::> vserver security file-directory show -vserver vsl -path

/datavolb
Vserver: vsl
File Path: /datavol5
File Inode Number: 3374
Security Style: mixed
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 755

Unix Mode Bits in Text:
ACLs:

TWXT—XTr—X

Storage-Level Access Guard security

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA
AUDIT-EXAMPLE\market-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-BUILTIN\Administrators-0x1f0l1ff
ALLOW-CREATOR OWNER-Ox1f01ff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-EXAMPLE\market-0x1f01ff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA
AUDIT-EXAMPLE\market-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0Ox1f01lff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-EXAMPLE\market-0x1f01ff

(Applies to Directories):

BXER
ETANTFSE2RAE LHIXHZEMER

BN UNIX ZEBAELNXHLZEEER

EREX UNIX ZE£RINE LHINHR2MERNER
EEILIER UNIX REBRS EXHIERRLMES, BEREINERRLEN
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B & B S A7 18] () U 1 T B R HER R
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1B iRt Storage Virtual Machine (SVM) HBRTUNKBETREXHHERL2EBHHIENRRZ. AU
REREEFAY IR B R,

* TEFREXHIRIEMERET, UNIX Z2EREH qtree {EA UNIX XHAPR, R30G5 NFSv4 ACL .
* AEEAHE NFSv4 eI 4R A =27~ ACL Hitto

NFEA UNIX 22 BV ARIVARIR (6 NFSv4 ACL) MIXHHIBER, LtFERAZ,
* T NFSv4 R RF, ACL HHHPHFEENAEmEFERAEM,
BN NTFS ReERTEE X

* HFURAESVMEECE T CIFSARS 28, NMIUNIXEHqtree 2 R A IIARIRIF R 2. Rttt rlsEa s
N R FHIEEBE S gtreeFITFELR R IH R IF L 2 4RSS -path B

p
1. EAMRRNFAERANERXHNERRLIRE:

EERE R/ BMAUTHL ...
BER vserver security file-directory show

-vserver vserver name —-path path

TETHAER vserver security file-directory show
-vserver vserver name —-path path
-expand-mask true

Nl
UTFRAIERBENRE(ER /home ESVM VS1H:
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clusterl::> vserver security file-directory show -vserver vsl -path /home

Vserver: vsl
File Path: /home
File Inode Number: 9590
Security Style: unix
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: 1
Unix Mode Bits: 700
Unix Mode Bits in Text: rwx—-—----
ACLs: -

UTRAIETREBENRZLER /home T BEIEAXAISVM VS1H:

clusterl::> vserver security file-directory show -vserver vsl -path /home
-expand-mask true

Vserver: vsl
File Path: /home
File Inode Number: 9590
Security Style: unix
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: —----D---
Expanded Dos Attributes: 0x10
0 ... ... ..., = 0Offline
.0. .... .... = Sparse
0... .... = Normal
.0. .... = Archive
.1 .... = Directory
.0.. = System
.0. = Hidden
eee «ee. ...0 = Read Only
Unix User Id: O
Unix Group Id: 1
Unix Mode Bits: 700
Unix Mode Bits in Text: rwx—------
ACLs: -

GEESERS)



ETRNTFSR2RAE LHIXHZEMER
ETNREREEAE LHNIXHLREMER

FERGSITREETRE X FlexVol & NTFS BHiZERINER

TR LUERE X FlexVol & LR NTFS BHIZREEHESR, BRETARRE2EINENR:E
R, NATMENIRUREXARSLIHRIEHTIRNER, ErUERERWIIREERE
B3 B AR EUE I TR R R

KXTFUIES

TS ARt Storage Virtual Machine ( SVM ) RIBRFRUNE B REHBEZS
ERAFHIFMY R X BT EE,

KD

oif

BRI RBERT. ERILIE

- WFELER, NTFS RLOMEHBA qtree fUER NTFS RAHEESIFIZ (SACL) .
- B NTFS BHRL MRS R SENE RO IR LIS NTFS Sisn,

BERERIEMN gtree AILIEE—EMEA UNIX XENRIXHMBE R, RIUIE NFSv4 ACL , UIKR—
LA NTFS XHIRBIX B Ro

 RAERERAEMNTERT AR UNIX B NTFS A& 2lt, HEFREESHAIEREE NTFS SACL,

* BFEMESIRE gtree NBERZIER N UNIX , HAILITERER RSB gtree LECB1ZMESR SR
e, BT EERIIFRBIFNED qgtree BRIERNRH ATRESREN BREM XA HI NFSv4
SACL MUK = fi&4R73A 18 53P NTFS SACL o

* NRAERLHAANRZIEERA NTFS BRRERANKIE, NNRANLEXHHERBIEE 758N
B3l , Mk HiE = BRE Xoh&SiniRiER] ACE RIS R,

* BETREXEE NTFS BRI XHNX G XNZLEEE, 5 UNIX BXNEHFERESXETRH
UNIX XHERPRE Bo

TEMEXHIIEIRES, NTFS K2R M X HFNGER NTFS XAHRPREAR Windows A3 14,
* AEXHA NTFS 5 NFSv4 RERHIXHMXHFRA 2 ER ACL HitHo

NFEA UNIX 2 BNV ARIVGIRIR (56 NFSv4 ACL) BINXHFFIXfER, LtbFERAZ,
* ACL it RRVFTA EMNAHFRIGEM T NTFS LA,

p
1. B REAMEFARS X HN B RFZRRIRE:

BRI BT BALTFHS ...
HERR vserver security file-directory show

-vserver vserver name -path path
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BERMEEHII
ERIFEATIR

Nl

BWANLUTFEL ...
vserver security file-directory show

-vserver vserver name -—-path path
-—expand-mask true

UTFRAIER 7 BENEZEIRISE /corp 7ESVM VSTH, EEAE NTFS BRELM. NTFS REMAH

AT / K SACL % B,

cluster::> vserver security file-directory show -vserver vsl -path /corp

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

UTRAIERT RENHEZERRER /datavoll ESVM VS1H, HEREZEEE

&5\ hEIBIHR SACL o

vsl

/corp

357

ntfs

ntfs

10

————D-——-

0

0

777

TWXYWXTWX

NTFS Security Descriptor

Control:0x8014

Owner : DOMAIN\Administrator

Group:BUILTIN\Administrators

SACL - ACEs
ALL-DOMAIN\Administrator-0x100081-OI |CI|SA|FA
SUCCESSFUL-DOMAIN\userl1-0x100116-0OI|CI|SA

DACL - ACEs
ALLOW-BUILTIN\Administrators-0x1f01ff-0I|CI
ALLOW-BUILTIN\Users-0x1f01ff-OI|CI
ALLOW-CREATOR OWNER-0x1f0lff-OI|CI
ALLOW-NT AUTHORITY\SYSTEM-0x1f01ff-OI|CI

M SACL LIKRTF
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cluster::> vserver security file-directory show -vserver vsl -path
/datavoll

Vserver: vsl
File Path: /datavoll
File Inode Number: 77
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: IrwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0xaald
Owner:BUILTIN\Administrators
Group:BUILTIN\Administrators
SACL - ACEs
AUDIT-EXAMPLE\marketing-0xf01ff-OI|CI|FA
DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\marketing-0x1200a9-0I |CI

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1£f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

FAEGSITRAERE X FlexVol & NFSv4 B2 EBEER
e LlfEA ONTAP s TR MEmE B X FlexVol &_F NFSv4 BiZERNERE, GF A
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RREBIAMERR LR, NATWMENRRUKREXAZIERTIZR (SACL) BY

=

550 WA LMERERIIER 2B E B B n U TR R R,

XFIAES

1B iRt Storage Virtual Machine (SVM ) HBRITUKBETREBFZERNXHHERNBIR, EEILUEE
R BIF AT IR E Rt

UNIX Z2IERNER gtree (NI EEZHREEHHE NFSv4 SACL

ORAREEAEFRA UNIX ZERAKXHB RETLZA NFSv4 BZ RS,

BETERAEMN gtree AT LB E—LEFH UNIX XEHBPRIIXEHBE R, Bz NFSv4 ACL , UK—
Le(FE NTFS XHEH RIS HFIE Ro

c RAEREBEREMNTNEA AR UNIX 3¢ NTFS B Z 2, HEREESWAIEEARE S NFSv4 SACL .
* OB XA NTFS 5 NFSv4 REeRAMXEMXEFA SRR ACL it

NFEA UNIX 22 B ARIARIR (58 NFSv4 ACL) BINXHFINfER, LtbFERAT,

* ACL It REvFr B BB B FRIGER T NTFS K2R,
* BT EMEBIRE gtree FIBMKR LRI UNIX , BAJUERELRERAEN gtree _LECEFRERF LRI

P, EETEMERFBRIMGIFINES gtree BZNMEFIGESFANEREN NFSv4 XHEMBR
SACL LUK FF#RA\hR]BA1R NTFS SACL o

* BTFNRESVM EEEE 7 CIFSARSS 28, MUNIXE S gtree 2 FEMERFARIRIFLZ 2%, ALtHErIeEs

R F s EEHgtreeNFMER R AR R 2 4RSS -path o

p

1.

ERMENFAGEEAIERXHNERRERE:

B RS BRI BALLTEZ ...
HERR vserver security file-directory show

-vserver vserver name -path path

TETHAER vserver security file-directory show
-vserver vserver name -path path
-expand-mask true

AN
UTRHIETERENEZLSEER /1ab ESVM VS1H, Itk UNIX Z2iERER1ZEE NFSv4 SACL .
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cluster::> vserver security file-directory show -vserver vsl -path /lab

Vserver: vsl
File Path: /lab
File Inode Number: 288
Security Style: unix
Effective Style: unix
DOS Attributes: 11
DOS Attributes in Text: ----D--R
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 0
Unix Mode Bits in Text: ---—-————---
ACLs: NFSV4 Security Descriptor
Control:0x8014
SACL - ACEs
SUCCESSFUL-S-1-520-0-0xf01ff-SA
FAILED-S-1-520-0-0xf01ff-FA
DACL - ACEs
ALLOW-S-1-520-1-0xf01ff

ERBERAXGREEMEZREBERENAT

BRI LERBRST (*) EREXAERREHRE TAEXHNERIXHREMEIZR
BRAYIS R0

BT (*) AIRFAEBRBENRE—FAN, ERBET, EREETHAXANBERNER. IRE
BREA" Y "HNREXHHERNER, WEEENGIS (" ") PRHETERRZ.

AN
UTHBERTHNGSERKRETEXHMNBEREMNEER /1/ SYVM VST
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cluster::> vserver security

Vserver:

File Path:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

Vserver:

File Path:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

file-directory show -vserver vsl

vsl

/1/1

mixed

ntfs

10

____D___

0

0

777

IYWXIrwXrwx

NTFS Security Descriptor
Control:0x8514

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff-OI|CI
vsl

/1/1/abc

mixed

ntfs

10

____D___

0

0

777

FWXIrwXrwXx

NTFS Security Descriptor
Control:0x8404

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff-OI|CI

-path /1/%*

(Inherited)

(Inherited)

TS ETRBETEAHNXHINER /voll/a SYM VST, BEAWGISHELFR (™)
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cluster::> vserver security file-directory show -vserver vsl -path
"/voll/a/*"

Vserver: vsl
File Path: “/voll/a/*”
Security Style: mixed
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: —----D---
Expanded Dos Attributes: -
Unix User Id: 1002
Unix Group Id: 65533
Unix Mode Bits: 755
Unix Mode Bits in Text: rwxr-xr-x
ACLs: NFSV4 Security Descriptor
Control:0x8014
SACL - ACEs
AUDIT-EVERYONE@-0x1f0lbf-FI|DI|SA|FA
DACL - ACEs
ALLOW-EVERYONE@-0x1£f00a9-FI|DI
ALLOW-OWNER@-0x1f01ff-FI|DI
ALLOW-GROUP@-0x1200a9-IG
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