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admin o FrE&<ER (DEFAULT)
admin-no-fsa (MONTAP 9.12.1 /5 * A< BR (DEFAULT)
FraatR(it)

®* security login rest-
role

®* security login role
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®* security login
role delete

° security login
role modify

®* security login
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®* volume activity-

tracking
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FrEEMt&<ES (DEFAULT) readonly

* security login password 715

XAETEEECHARK, At
ZIEMEAER

* set

280

FrEHEthda<$ B R (DEFAULT)

vserver services ndmp

7
250

security



0
St

FrEHE &< B R (DEFAULT) none

o autosupport BERABDILTIENXH autosupport P . FHAutoSupport OnDemandfE
@ Ho ONTAP=PELEEE RS MR autosupport K. ONTAPESFELIEE S ED autosupport
HAFKFAE,

Storage Virtual Machine (SVM)EEGHNTIENX BE

Role name IheE

vsadmin © BIEECHNARPKF ARMEEBHZRER
© BIEE. [BEBRI
© BIFFERER. qtrees. SnapshotEIZSFIX 4
* BIELUN
* $11TSnapLockiR(E. BFFAMIBRERIM

* FEE Y : NFS. SMB. iSCSI. FC. FCoE.
NVMe/FCFINVMe/TCP

* BERERRSS: DNS. LDAPHINIS
© EEfR

* RS ML E

* BIESVMBYEITINR

vsadmin-volume * BEEECHARKP AZEBHRRER
- BES. BIE5%5h
* BIFELER. qtrees. SnapshotEIZASFISX 4
* BIELUN

* FEE Y : NFS. SMB. iSCSI. FC. FCoE.
NVMe/FCHINVMe/TCP

* FeEAR%%: DNS. LDAPFINIS
« BIEMLZEO
* BESVMANIETTIRR



vsadmin-protocol * BIEB AP KA MR ZRIAER

* FeE Y : NFS. SMB. iSCSI. FC. FCoE.
NVMe/FCHINVMe/TCP

- BBEARSS: DNS. LDAPFINIS
* EHEELUN

© EEWED

© BIESVMAIEITIRR

vsadmin-backup © BEEECHARKF AZEBHERER
© EIENDMPIRIE
* BEXENBIZENRE S
* BEIESnapMirrork ZF1SnapshotglZs
* EESMNEER

vsadmin-snaplock © BIEECSHNARFKF AEREBNZRER
- BB, BE%ERI
- BIBACEA. qtrees. Snapshotg|ZAFISX &
* $11T7SnapLockiRfE. ELIELUN TS SMIBR
* BEEWMY: NFSHISMB
* BEcERRSS: DNS. LDAPFINIS
© R EL
* IIENREEAIM S EO

vsadmin-readonly - BEEECHAF KA AMEENERES
* BIFSVMRVIETTIRR
* EiERARIEO
* EESHLUN
* BEERRSMH

N RRERFRE
NEERAERATIREERAEMIFRIEER, FJREMEEFE console, http, ontapi, rsh, snmp,

service-processor, ssh, #l telneto

B BEIEE N service-processor AR FTHAP MRS MIEZZHIH RN, NRIBEIKEN service-
processor, MMAIIEZ -authentication-method B¥IKEN password , EANIRSIEIFNZIFZEL
B1P%IE, SYMARIKFTERRIARSAIESR, Fit, SSHSERN, BERMEERTEEMEM -vserver

%*& service—processoro



EH— L REIXTEIIAA, service-processor BERARS system service-processor ssh add-
allowed-addresses, AF< system service-processor api-service RAJATFEHEEFIER,

HFRLEE. TelnetFliTiZShell (RSH)BINMFEARE. FEHNetAppRiNEAZ £ Shell (SSHHITRLIT
2iAE), NREERM—FEETelnetsiRSH. NHXAEHEEN

AT security protocol modify {EERRSHHMTelnettVINBEEFSCEAE, BIBERRAFERIEEN,
EEEFP B ARSHMTelnet trueo

SIS A
authentication 5258 AFIEERATERNEMRIES .

=LV Eal W pr Description

cert SSLIEBEHIIIE
community SNMP BAF#F &R
domain Active Directory S 323iE
nsswitch LDAPEENIS B {418 3E
password Password

publickey NHZEFSHBIIE

usm SNMPRAF L £1EE!

() BFmuReSER. FERLERNS,

MONTAP 9.3F4a. ZHISSHIKF Al UEAMEZEEARM R HIIES AHITEIANARZMHIIE adnin
publickeyo BRT -authentication-method SRLHMFE security login ZIMN EHRMT—TEA
HFTFEL -second-authentication-method o AHZEEAHEIIEILUIEE N -authentication-method
8f -second-authentication-method, BE. ESSHEMMILIEHAEL IRFIEREE DB HIIEN AR
. FRRATEES NIRRT

[user@host0l ~]$ ssh ontap.netapp.local
Authenticated with partial success.
Password:

clusterl::>

MONTAP 9.4F88, nsswitch RIBE{ERIE =B NBIRIESE publickeys

MONTAP 9.12. 1788, FIDO21 ] B FE A YukiKeylEH B P I0IRIZF N EMFIDO2RE B IR EHITSSHE 4L
i,

MONTAP 9.13.1. 788

* domain KPR B{ERRIE M BPIRIEFE publickeyo

* ETHEMN—RMEEEHREEEMNIRETER (totp, ZEAEHAISRINEIENE ZMBHIIESENS
PIEIERERZ —



* SSHAHZSALUSIEFIIFAHBIARE. XEIEBIFTESSHEREIA TR HURN T,

BXONTAPRHEIEZE. Active IQ Unified ManagerfISSHR Z R Z B IRIE(MFA)MIEEE, B8 "TR-
4647: (ONTAP 9 ZREESABIIE) "

RINE K

NMIRFIEESK, . RANEERACAUERRENRAEFHITIIR,. daghkP 1Finie
#4iShell. HERBERRARSFFARRE UM THEHRES

BERNBRINEEIK, . admin # diage

MR 2— TN EENRTLEN. BERSHRE. SFENAR. XLKF 2R KA FEERPERENAIHE
MERERBK,, ENEBEEMRERTHIGAKS . HEMKREREEXIZRBHEIAKS . AT R
7. ONTAPZ#FpRFIE R RKF

(D gNTAP?ESiﬂﬂ'Jﬁ%EEEﬁ%W%fFKFO BR. NetAppZiXfEMlocker THIEEMFFEZNNEK

REMIUKFRB—PMENR L. {ENetAppiRZUEIGNIE MASHIK = 774% 2 R I ERIK A BI%Ro

5l stk

By|HAMMK, . 185178, security login show

clusterl::*> security login show -vserver clusterl

Vserver: clusterl

Authentication Acct Is-Nsswitch
User/Group Name Application Method Role Name Locked Group
admin console password admin no no
admin http password admin no no
admin ontapi password admin no no
admin service-processor password admin no no
admin ssh password admin no no
autosupport console password autosupport no no

6 entries were displayed.

HIFREAEE G
% admin kP EEEBRAG. FAWERMRENARFHTH.

p
1. RIS — MBI RRRIKF.
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BT EMEFEIA admin KPP BAELIRS —MERERNAREFHNEERRFIKS, console

@ HITXEENA T E—ERFERINF M, A BT RE i LN RIsER A7
/;&7‘:’_ t%'{ktu\ﬂﬁ%ﬁlﬂ%o

Nl

clusterl::*> security login create -user-or-group-name NewAdmin

-application console -authentication-method password -vserver clusterl

clusterl::*> security login show -vserver clusterl
Vserver: clusterl
Authentication Acct Is-
Nsswitch
Role Name

User/Group Name Application Method Locked Group

NewAdmin console password admin no no
admin console password admin no no
admin http password admin no no
admin ontapi password admin no no
admin service-processor password admin no no
admin ssh password admin no no
autosupport console password autosupport no no

7 entries were displayed.

2. QIEMNEIEAKF G, AERKFERNMAITIZM, 895 R NewAdnin o BFREY NewAdmin , K
PEREEANSHRIAFUFGIHNEERKS (FI. « X)EBHEENERNBIER http ontapi service-
processor ssho ItFBEBIHFRERHARITE],

ANl

clusterl::*> security login create -vserver clusterl -user-or-group-name
NewAdmin -application ssh -authentication-method password

clusterl::*> security login create -vserver clusterl -user-or-group-name
NewAdmin -application http -authentication-method password

clusterl::*> security login create -vserver clusterl -user-or-group-name
NewAdmin -application ontapi -authentication-method password
clusterl::*> security login create -vserver clusterl -user-or-group-name

NewAdmin -application service-processor -—-authentication-method password

3. MiRsEFrBIREfE. BRI BMENARFIEERKA . AEBMONTAPTREERPR, HWHERI(EHN
RLMA. BN EFERBRIEERIKP B AT,



clusterl::*> security login lock -vserver clusterl -user-or-group-name

admin -application *

4. ZRERAINEERKF RERERE. BBTUTHL:

clusterl::*> security login delete -vserver clusterl -user-or-group-name
admin -application *

clusterl::*> security login show -vserver clusterl

Vserver: clusterl

Authentication Acct Is-
Nsswitch
User/Group Name Application Method Role Name Locked Group
NewAdmin console password admin no no
NewAdmin http password admin no no
NewAdmin ontapi password admin no no
NewAdmin service-processor password admin no no
NewAdmin ssh password admin no no
autosupport console password autosupport no no

7 entries were displayed.

S E 12 (diag)tk P 2565
FHRARSRE—D B ARSI, diag . ERAILER diag P ERHRITHIEHFRESS systemshello %
diag kP @M —r] BT @ LA asystemshell 9 diag systemshello

@ systemshellf1XEX diag WP BF#HITEKIZE. HifRFEZIZENERS. HENXERASEF
S TER. UHRITHIEHBRMES. PFIYR diag systemshell AF—REEBEH,

Faz i
EIFRZH] systemshell, BAIEAMLIRE diag tKFE security login password. f&MN{EMA
SREMRNHEHAEN diag B,
P
1. 1&E8 diag KPP ZEE:



clusterl::> set -privilege diag

Warning: These diagnostic commands are for use by NetApp personnel only.
Do you want to continue? \{y|n}: y

clusterl::*> systemshell -node node-01
(system node systemshell)
diag@node-01's password:

Warning: The system shell provides access to low-level
diagnostic tools that can cause irreparable damage to
the system if not used properly. Use this environment
only when directed to do so by support personnel.

node-01%

ZEEIVIE

MONTAP 9.11. 18, Er]LIFAZEERWIE(MAV)RAITHRLIRE. HIUMERE
g Snapshot&lZs, {BXLSENNZTIEE EIEAMNHIE, XETUMIEZ RN EIR
A. SEEEAMALNAENEIERBHITASENE RS MEREEE,

ECEMAVEELITARA:

* "B RES N EERHESH, "
* "ERZEERWIETNRE, "

* "AANEECARN,

TR ER. REMAVRLUEATRHNEER(MAVEIER )71 BEIEUXLTER,

A\

BRAMAVE. TRSMREFREFE=1TTR!

1. P BN, BER "BEMER,

2. FRITZAI. FERERNHE "VAVERR AT E,
3. #itEfR. R FERiRMF.

MAVAEZERF I RAEEMUHNEXTER. BASTEESHEEL I EA ETRIRF. NREREE
FEMEFIMAV. NetAppiR i EIHFEMAVIRIEFE AT IR, B0, EREEEMAVIINIR A volume delete F
REhkENE. FEATUGERSENGRRARRIBEEXLS,

BXMAVREZIFAMER, BES N "ONTAPZ EE GIIESE",
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Snapshot&l A< i —ISnapLockIhgE. @I UbINAE. B LAFrhEl B Eh¥& Snapshotglzs

EMARTIHIFREIE Snapshot TR B HAME, Snapshot&l i€ /Y B &R LR A 1]
EHEEGMBREONTAPER S S, — K Snapshot.

ONTAP 9.12.15| N\ T SnapshotBIZs 5 EIhAE, SnapshotBIAEiEBHR FIBHE MK SnapshotiiiE. BIATHISLE

ESnapLockiFrlIEH VIR S FIESE. {ESnapshotBIZsHiTE 5 SnapLock & #M M SnapLock Enterprise 53X

REEBEHNEFEMHEER. F&Snaplock Enterprise—#1¥. ETiA{&SnapLock Compliance BRI IRIFIREY)
IBEHEEMZEME, 5i8idSnapVaulingfSnapshotBIASEZE R — R ARG, XB—Ieki#, AIURERREER
% EBiERISnapshot. LUREWEZRIRN GRS,

B XSnapshotB|AHERFAES, 1HESM "ONTAP 3"

IKEETIEBAIAPHIE]

WIAERETFIERHNEHDIRIE. MARATREST APIZENetApp 57 EIE4HSDK APIE
IBIONTAPBIE - IDFN RS H {5 3830

(D) (ERRESTAPIBTFIEBHNSHIENERTE, B ETFOAUN2. 09BN HIE . )

TR LR AT S BHRFMATEONTAP LA HZ R BERIE,

-
1. A OpenSSL. @i T Fean S EMIES:

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout test.key
-out test.pem \> -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=cert user"
Generating a 2048 bit RSA private key

writing new private key to 'test.key'

ﬁl_:ﬁ%’l%iﬁi%?ﬂﬂ’ﬂ’&#iﬁ%*ﬂ%?ﬂﬂ’ﬂ test.pem THEA key.outo KB CNSONTAPAF IDAEY
Vo

2. BEBEITU T SHEHIRRITAEE R HEBRIAS. EONTAPH LARRAAESRER 4 (prom M LR ILIEH
HRE:

security certificate install -type client-ca -vserver clusterl

Please enter Certificate: Press <Enter> when done

3. EHEONTAPLUATFE Fim@idSSLi# TiAR). HENXBEFAPIARIIAEFID,
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security ssl modify -vserver clusterl -client-enabled true
security login create -user-or-group-name cert user -application ontapi

—authmethod cert -role admin -vserver clusterl

FELUTTBIR. BFID cert user MAECBA. AIERAZTIEBEHIRIERIAPIAE, AT ERONTAPAR
RHE R Z EE4SDK PythonflA cert user W TFFIR:

#!/usr/bin/python

import sys
sys.path.append ("/home/admin/netapp-manageability-sdk-9.5/netapp-
manageability-sdk-9.5/1ib/python/NetApp")

from NaServer import *

cluster = "clusterl"
transport = "HTTPS"
port = 443

style = "CERTIFICATE"
cert = "test.pem"

key = "test.key"

= NaServer (cluster, 1, 30)
.set transport type (transport)
.set port (port)

.set _style(style)

.set server cert verification (0)

n n n n n »n

.set client cert and key(cert, key)

api = NaElement ("system-get-version")

output = s.invoke elem(api)

if (output.results status() == "failed"):
r = output.results reason()
print ("Failed: " + str(r))

sys.exit (2)

ontap version = output.child get string("version")
print ("V: " + ontap version)

ZHN AR5 R £ RONTAPhR 2R,

./version.py

V: NetApp Release 9.5RC1l: Sat Nov 10 05:13:42 UTC 2018
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4. B{FEFHONTAP REST APIHITE T IR B MHIIE. BMU TS E:
a. fEONTAPH., EXhttpIAEIBIEFID:

security login create -user-or-group-name cert user -application http
-—authmethod cert -role admin -vserver clusterl

b. FLinuxEZF s L. BITUTHS. UEEFXEMRONTAPARZA:

curl -k --cert-type PEM --cert ./test.pem --key-type PEM --key
./test.key -X GET "https://clusterl/api/cluster?fields=version"
{

"version": {
"full": "NetApp Release 9.7P1l: Thu Feb 27 01:25:24 UTC 2020",
"generation": 9,
"major": 7,
"minor": O
by
" links": {
"self": {
"href": "/api/cluster"

BEZER

* “EIEATFTONTAPHINetApp Z BB SDKHITE T IE B B I0IE"(RX)
iEFAFREST APIFJONTAP OAuth2.0EF <R B {95810
YERETFIFBHN B HIENEAR AR, EoLINREST APHERE FOAUth2.0$ N 5 14

I9iIF,

MONTAP 9.14 17744, &R LUERE BT BEEI(OAUth2. 0 HESRITHI I ONTAPERERYIA IR, BRI LUERE
fIONTAPEIRRmMECE L IHEE. EIEONTAPESITRME. System ManagerfIRESTAPI, B2. REHEFIH
fEFIREST APIIARIONTAPEY, 7 82K FHOAUth2. 032 AR FN i )i HlR %,

OAuth2. 0% FEEXL T FE Pk P B2 18I Z 1S,

BXEHOAuUth2.0MFAE B, B2 "B X EHOAUth2. 03 T NI IEFIFEZINIONTAP S

ERNEESR
BHIR LI AERNARREE, BN RSB FARNEMEERITE, XEER
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FURBIEER AR EmER. FHREER. FRHERUKLILEKFEZE. ONTAPFIR
HREMHT —EAFEN IR R X L R 2451 ],

HTEY A K = THRE

EX AR RIS, ENSHRE(BIESE). ONTAPSZIFLITIh8E:

- RETNRELGEHSER VT, INEFHRATFHE

- BRERAWEBEER

" XK PR R

i3 )alivaber i

© RREBIAEEHEE

* BRIEMEA

(D)  =EE#gEFEAsecurity login Role confighim < #TER.

SHA-512% 1%

N TIEREZIRR L. ONTAP 95 #FSHA-2ZIBIG AR IR, HEVAEASHA-51233 # 62 S BB Z I I TG
o BERMEERIEA LURIESR 2K SR BIEK S o

LR EIONTAP 9.0 EShRAS G, RENZHEAEREAONTAP 9O F K {HEIEEAMD5M A K EL, 1B2. NetApp
SEFVENAPERERE. BXEAPKF TR ERTESHA-51268 R E,

BT BRI INRE. BRI RITIUTES:
* BRSIEERE R AP KA
clusterl::*> security login show -user-or-group-name NewAdmin -fields

hash-function
vserver user-or-group-name application authentication-method hash-

function

clusterl NewAdmin console password shab12
clusterl NewAdmin ontapi password shab12
clusterl NewAdmin ssh password shab512

* (EfERIEEMR T RE(FIOMDS)RIIK P THA. Mms&I A AT TRAE RIS EEN:

clusterl::*> security login expire-password -vserver * -username * -hash
-function md5

* EAEREEMRAHRRNEEIEK

13



clusterl::*> security login lock -vserver * -username * -hash-function
md5

EEEIESVMAPMRNIBE P T AIRFIZRIEIEHRE autosupport o LRIBTLXEE, BREREIEKM. AR
FRINBER T LWAZ AR REEZRE,
o BEERFPRIEIRFHRE autosupport « IBBITU TS

::> set advanced
::> security login show -user-or-group-name autosupport -instance

Vserver: clusterl
User Name or Group Name: autosupport
Application: console
Authentication Method: password
Remote Switch IP Address: -
Role Name: autosupport
Account Locked: no
Comment Text: -
Whether Ns-switch Group: no
Password Hash Function: unknown
Second Authentication Method2: none

© FgERIIEHERI(BINME: SHAS512), HEITUTH<:

::> security login password -username autosupport

BHEIRENTATREE,

security login show -user-or-group-name autosupport -instance

14

Vserver: clusterl
User Name or Group Name: autosupport
Application: console
Authentication Method: password
Remote Switch IP Address: -
Role Name: autosupport
Account Locked: no
Comment Text: -
Whether Ns-switch Group: no
Password Hash Function: sha512
Second Authentication Method2: none



IS

ONTAP RT3 SR (I B H S 15 1 WV RBR B SKANEN B ZZ I S o

B%
username-minlength
username-alphanum
passwd-minlength
passwd-alphanum

passwd-min-special-
chars

passwd-expiry-time

require-initial-
passwd-update

max-failed-login-
attempts

lockout—-duration

disallowed-reuse

change-delay

delay-after-failed-
login

passwd-min-
lowercase-chars

passwd-min-
uppercase-chars

passwd-min-digits

passwd-expiry-warn-
time

account-expiry-time

account-inactive-
limit

Description

B G P 2K ERS!
RAR2F8H%F

B AGRRD K E R
TS €2

BRI AT
PRI

ZHEIHARSIE] (R)

FETERERINEN
YaERtg

RIRKMBIRARREL
RABEMR (X)

RILERARENTERS

TRERZMER (X
SREREMEMEIE
R (1)

kL =S
PSR

R DREFHF TR

B B R A
PR

EKFREAZ AR ES
HE (R)

PP RFTENK G HA

bk HA 2 AT FAETEED
;Iku R AR E] (R

Default

HA

0, FHIEMKF

N MEjj 0, FIMKA B
E—
6.
0

B

0, RRAFENEFHF

F

0, RNAEEAEFHF

5

0, RRAFBUFFA
TRE, "TIMAKEE
BSHES

EEFE%F'J, R XA
HA

TCPRME, RRIETEEIIKA
KATHA

3-16

BRI
3-64

BRIZB
0-64
0-unlimited

0 == IZENIHA

BRZMA

RIFEI R &S SSHiE
T8

&=/]\)3 6

0-64

0-64

0-64

0, RINERKINERIILY
1R BE FA P 2 S RN AR

i = EUHRRT {B) 0 UK T
FAEEThER !
K A JEE B PREI A TUINT
ik ZIERBE]
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Nt
clusterl::*> security login role config show -vserver clusterl -role admin

Vserver: clusterl
Role Name: admin
Minimum Username Length Required: 3
Username Alpha-Numeric: disabled
Minimum Password Length Required: 8
Password Alpha-Numeric: enabled
Minimum Number of Special Characters Required in the Password: O
Password Expires In (Days): unlimited
Require Initial Password Update on First Login: disabled
Maximum Number of Failed Attempts:
Maximum Lockout Period (Days):
Disallow Last 'N' Passwords:

S o O O

Delay Between Password Changes (Days):
Delay after Each Failed Login Attempt (Secs): 4
Minimum Number of Lowercase Alphabetic Characters Required in the
Password: O
Minimum Number of Uppercase Alphabetic Characters Required in the
Password: O

Minimum Number of Digits Required in the Password: O

Display Warning Message Days Prior to Password Expiry (Days): unlimited
Account Expires in (Days): unlimited
Maximum Duration of Inactivity before Account Expiration (Days): unlimited

() Mot417He. BEMERMAMEMNGEN, XGERTFLHEENONTAP,
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