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[rootmediator-host ~]# tar -czf ontap mediator file backup.tgz -C
/opt/netapp/lib/ontap mediator ./log

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]# tar -tf ontap mediator file backup.tgz
./log/

./log/ontap mediator.log

./log/scstadmin. log

./log/ontap mediator stdout.log
./log/ontap mediator requests.log

./log/install 2023041913461l.1log

./log/scst.log

./log/ontap mediator syslog.log

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]#

2. f£fleapp-upgrade TEHITH R

[rootmediator-host ~]# leapp preupgrade --target 8.4
..<snip upgrade checks>..
..<fix issues found>..

[rootmediator-host ~]# leapp upgrade --target 8.4
..<snip upgrade>..

[rootmediator-host ~]# cat /etc/os-release | head -2

NAME="Red Hat Enterprise Linux"

VERSION="8.4 (Ootpa)"

[rootmediator-host ~]1#

3. EFLEONTAP RS,

(D)  E#wzONTAP BRBEUMATHRSE. UHLATIEER.

[rootmediator-host ~]# ontap-mediator-1.6.0/ontap-mediator-1.6.0
ONTAP Mediator: Self Extracting Installer

..<snip installation>..
[rootmediator-host ~]#

4. (Z1FONTAPIARRZEARSS .



[rootmediator-host ~]# systemctl stop ontap mediator
[rootmediator-host ~]#

o B AEX .

[rootmediator-host ~]# tar -xf ontap mediator log backup.tgz -C
/opt/netapp/lib/ontap mediator
[rootmediator-host ~]#

6. BEIONTAPIEfZ2RARSS.

[rootmediator-host ~]# systemctl start ontap mediator
[rootmediator-host ~]#

7. T B ONTAP £ EINEIERI AR ERIONTAP Ff#2:

10
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siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true false
siteA-nodel true false
siteB-node?2 true false
siteB-node?2 true false

siteA::> metrocluster configuration-settings mediator remove
Removing the mediator and disabling Automatic Unplanned Switchover.
It may take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Automatic Unplanned Switchover is disabled for all nodes...
Removing mediator mailboxes...

Successfully removed the mediator.

siteA::> metrocluster configuration-settings mediator add -mediator
—address 172.31.40.122

Adding the mediator and enabling Automatic Unplanned Switchover. It
may take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Successfully added the mediator.

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true true
siteA-nodel true true
siteB-node?2 true true
siteB-node?2 true true

sitelhA::>

11
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3 FSnapMirrorEshEH . WNRETE/opt/NetApp B RZINLETTLSIER. MAFEEEHRLZETE. IR
FERNBRINERNBERIEP. HERKBEEPKE opt/NetAppE R, NIREEEZ D HIER,

peerl::> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

172.31.49.237 peer?2 unreachable true

peerl::> snapmirror mediator remove -mediator-address 172.31.49.237
-peer-cluster peer?2

Info: [Job 39] 'mediator remove' job queued

peerl::> job show -id 39

Owning
Job ID Name Vserver Node State
39 mediator remove peerl peerl-nodel Success

Description: Removing entry in mediator

peerl::> security certificate show -common-name ONTAPMediatorCA
Vserver Serial Number Certificate Name Type

470790360081F41145E14C5D7CE721DC6C210007F
ONTAPMediatorCA server-
ca
Certificate Authority: ONTAP Mediator CA
Expiration Date: Mon Apr 17 10:27:54 2073

peerl::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peerl::> security certificate install -type server-ca -vserver peerl

Please enter Certificate: Press <Enter> when done
..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future
reference.

The installed certificate's CA and serial number for reference:
CA: ONTAP Mediator CA

IR
ANy



serial: 44786524464C5113D5EC966779D3002135EA4254

The certificate's generated name for reference: ONTAPMediatorCA

peer2::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peer2::> security certificate install -type server-ca -vserver peer?2
Please enter Certificate: Press <Enter> when done

..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future
reference.

The installed certificate's CA and serial number for reference:

CA: ONTAP Mediator CA

serial: 44786524464C5113D5EC966779D3002135ERA4254

The certificate's generated name for reference: ONTAPMediatorCA

peerl::> snapmirror mediator add -mediator-address 172.31.49.237 -peer

-cluster peer?2 -username mediatoradmin

Notice: Enter the mediator password.

Enter the password:
Enter the password again:

Info: [Job: 43] 'mediator add' job queued

peerl::> job show -id 43

Owning
Job ID Name Vserver Node State
43 mediator add peerl peerl-node?2 Success

Description: Creating a mediator entry

peerl::> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status
172.31.49.237 peer? connected true
peerl::>

13
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p
1. WELTURRIPLEAF (B, 0T RS

BRERS TR XX L7 i EERY G AR ...
RHEL 7.x * rhel-7-server-optional -rpms
RHEL 8.x * rhel-8-for-x86_64 — basos-rpms

¢ rhel-8-for-x86_64 — AppStream — rpms

RHEL 9.x * rell-9-for x86. 64-baseos-rpms
* rell-9-for x86. 64-AppStream-rpms

CentOS 7.x * C7.6.1810 —E A7z
& ELinux 8. + AppStream

* baseos
ZEHELinux 9 + AppStream

* baseos

2. FAUTEEZ—BAXM LEYIHNFMEERGE. LUEONTAP JE##:3 0] IR LRt i i a Fr iR AR

o

@ WNERONTAPIEfRZR K F T "extras "M "opa] iE"FEERHIPythontZR, N BIGEFREIAE] rhel-X-
for-x86 64-extras-rpms M rhel-x-for-x8 6 _64-optional-rpms X1
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NRERIRIERG N RHEL 7.x*, BERLLIRET R KipnfziEE:

g
1. T PR R AT B

subscription-manager repos --enable rhel-7-server-optional-rpms

UTRAIERT e SRIRITE R :

[root@localhost ~]# subscription-manager repos --enable rhel-7-

server-optional-rpms

Repository 'rhel-7-server-optional-rpms'

2. J81T7 yum repolist @i¥:

is enabled for this system.

UTRHIERT s SHITRER. FIFRHPNER rhel-7-server-optional -rpms 7Zfi#E,

[root@localhost ~]# yum repolist

Loaded plugins: product-id,

manager
rhel-7-server-optional-rpms | 3.2 kB
rhel-7-server-rpms | 3.5 kB 00:00:00

26 kB 00:00:00

MB 00:00:00

/
2
3/3
8 MB 00:00:01
repo id

(
|
(2
|
(
|

status

rhel-7-server-optional-rpms/7Server/x86 64

Linux 7 Server - Optional (RPMs) 19,447
rhel-7-server-rpms/7Server/x86 64
Linux 7 Server (RPMs) 26,758

repolist: 46,205

[root@localhost ~]1#

search-disabled-repos,

subscription-

00:00:00
1/3): rhel-7-server-optional-rpms/7Server/x86 64/group
3): rhel-7-server-optional-rpms/7Server/x86 64/updateinfo

5
) : rhel-7-server-optional-rpms/7Server/x86 64/primary db
3

repo name

Red Hat Enterprise

Red Hat Enterprise
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p
1. TP R AT B

subscription-manager repos --enable rhel-8-for-x86 64-baseos-rpms

subscription-manager repos --enable rhel-8-for-x86 64-appstream-rpms

UTRAIERT thasSHRITE.

[root@localhost ~]# subscription-manager repos --enable rhel-8-for-
x86 64-baseos-rpms

Repository 'rhel-8-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable rhel-8-for-
x86 64-appstream-rpms

Repository 'rhel-8-for-x86 64-appstream-rpms' is enabled for this
system.

2. 51T yum repolist @3<:

TR EN BT IR F,



IEATRHEL 9.XIR{FRGRVIR(ED R

NRERURIER SN RHEL 9.x*, BERIIRES BRIGRIEFMERE!

p
1. TP R AT B

subscription-manager repos --enable rhel-9-for-x86 64-baseos-rpms

subscription-manager repos --enable rhel-9-for-x86 64-appstream-rpms

UTRAIERT thasSHRITE.

[root@localhost ~]# subscription-manager repos --enable rhel-9-for-
x86 64-baseos-rpms

Repository 'rhel-9-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable rhel-9-for-
x86 64-appstream-rpms

Repository 'rhel-9-for-x86 64-appstream-rpms' is enabled for this
system.

2. 51T yum repolist @3<:

TR EN BT IR F,
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IEFTF CentOS 7.x 1R21ERFGHIRIES B
NRERNRIER A N*CentOS 7.x*, 1BFEALLIRIELE FipiniFiEE

@ UTRAIERIZCentOS 7.68977EE. FIREFEA THMCentOSHRAE, EAERTE
BYCentOShR AR BB TF o

p

1. Ebu C7.6.1810 —E&1Zfi#E, C7.6.1810 -BEAXRTZEEE S ONTAP Bi#23FTH Y "kernel-devel"3X {4

2. BLUF1TANE! /etc/yum.repos.d/Centos-vault.repo.

[C7.6.1810-base]

name=Cent0S-7.6.1810 - Base
baseurl=http://vault.centos.org/7.6.1810/0s/Sbasearch/
gpgcheck=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0S-7
enabled=1

3. IB17 yum repolist #3%:

UTFRBIZRT han<aiTIE . Cent0S-7.6.1810 —BEARFFMEEN B/ RESIFRF.

%

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile
* base: distro.ibiblio.org
* extras: distro.ibiblio.org
* updates: ewr.edge.kernel.org

C7.6.1810-base | 3.6 kB 00:00:00
(L/2): C7.6.1810-base/x86 64/group gz | 166 kB 00:00:00
(2/2): C7.6.1810-base/x86 64/primary db | 6.0 MB 00:00:04
repo id repo name status
C7.6.1810-base/x86 64 Cent0S-7.6.1810 - Base 10,019
base/7/x86_ 64 Cent0S-7 - Base 10,097
extras/7/x86 64 Cent0S-7 - Extras 307
updates/7/x86 64 Cent0S-7 - Updates 1,010

repolist: 21,433
[root@localhost ~]#

18



iEFFRocky Linux 8T IR ER S AVIREL BB

MRIEHNRIERFZE *Rocky Linux 8*3*Rocky Linux 9*, 15 LIRIED IR Ripa)FiERE:

p
1. ITHIPR TR 0EE |
dnf config-manager --set-enabled baseos
dnf config-manager --set-enabled appstream
2. Y117 clean R{E:

dnf clean all

3. WIEFfEETIR:

dnf repolist

[root@localhost ~]
[root@localhost
[root@localhost
[root@localhost ~]
repo id

#
~1#
~1#

#

appstream
baseos
[root@localhost ~1#

root@localhost ~]
]
]
]

root@localhost
root@localhost
root@localhost ~

[ #
[ ~1#
[ ~]#
[ #
repo id

appstream

baseos
[root@localhost ~1#

THIFRSEREE
EREIER N HIAREREE,

-

Z3

dnf
dnf
dnf
dnf

dnf
dnf
dnf
dnf

config-manager --set-enabled baseos
config-manager --set-enabled appstream
clean all

repolist

repo name

Rocky Linux 8 - AppStream

Rocky Linux 8 - BaseOS
config-manager --set-enabled baseos
config-manager --set-enabled appstream
clean all
repolist

repo name
Rocky Linux 9 - AppStream
Rocky Linux 9 - BaseOS

1. M ONTAP JAfE2s TE FEIAMESSLTER,

19



"ONTAP Bfi#as T2 1m"
2. N AR R E AT Y TEE R

[root@sdot-r730-0003a-d6 ~]# 1ls ontap-mediator-1.8.0.tgz

ontap-mediator-1.8.0.tgz

@ I FONTAP JEfE2s1 ANRERIRA. REIEFBN ontap-mediators

NREFRTEMLETEIE Internet , AR BAZ 7 RERSIHIRIPRFE BV B0

3. MMBXE, BRARBREBMTHERBEE Linux BRSEEN ENREAR,
4 BERREREFE:

tar xvfz ontap-mediator-1.8.0.tgz

.0/

.0/csc-prod-ONTAP-Mediator.pem
.0/csc-prod-chain-ONTAP-Mediator.pem
.0/tsa-prod-ONTAP-Mediator.pem
.0/tsa-prod-chain-ONTAP-Mediator.pem
.0/ONTAP-Mediator-production.pub
.0/ontap-mediator-1.8.0

ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.8.0/ontap-mediator-1.8.0.sig.tsr

ontap-mediator-1.8.0/ontap-mediator-1.8.0.tsr

QO O O 0O 0O 0 0 0 0 o0

ontap-mediator-1.8.0/ontap-mediator-1.8.0.sig

IS IFONTAP JAf#Z5 IR
ELZEONTAPAERLZEG 2. ENIIFONTAPAMRERRREEZ,

ez Al
EIIEONTAPIRESRAIBRER 251, BHRFXLIUAEUTER,

* OpenSSL 1.0.2%3.0ik. AFEZAEIE
* & TEE) B IE AN (TSA)IR{ERIOpenSSL 1.1.0 E S ks
* HFOCSPIIEMAE Internetifin)

THERESLUTXMA:

X5 Description
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https://mysupport.netapp.com/site/products/all/details/ontap-mediator/downloads-tab
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https://mysupport.netapp.com/site/products/all/details/ontap-mediator/downloads-tab
https://mysupport.netapp.com/site/products/all/details/ontap-mediator/downloads-tab

ONTAP-Mediator-production.pub

csc-prod-chain-ONTAP-Mediator.pem

csc-prod-ONTAP-Mediator.pem

ontap-mediator-1.8.0

ontap-mediator-1.8.0.sig

ontap-mediator-1.8.0.sig.tsr

ontap-mediator-1.8.0.tsr

tsa-prod-ONTAP-Mediator.pem

tsa-prod-chain-ONTAP-Mediator.pem

p

BTFEIEE RN AHEN

ANHINECASEHE

BT ERERIES

1.8.0hRAY = m R E AT AT

SHA-2562 M7 AR, SATS {8 Ces-prod B4R (R

BFER)HITRSAZ R
OCSCPATLRERZFERAHUHIEK
B BB R IERX M

TSREYAHIEH

TSREVAHIEFCARE

1. JFPHITHRUEIRE csc-prod-ONTAP-Mediator . pem EABAIEPHIRES NN (OCSP),
a. EHATEMEPBBOCSP URL. EAF A ARIEBATGERIREURI

openssl x509 -noout -ocsp uri -in csc-prod-chain-ONTAP-Mediator.pem

b. & RLIEBAIOCSPIEK,

openssl ocsp —-issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-

prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem

-reqout reqg.der

C. #E#ZF)OCSP ManagerLA & iX0OCSPIEK:

openssl ocsp —-issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-

prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem -url

${ocsp uri} -resp text -respout resp.der -verify other csc-prod-

chain-ONTAP-Mediator.pem

2. IIECSCAYE R LR At EAAIZIEA A HA:

openssl verify

21



@ o openssl BBIFFHIMRAENTNEY cert .pem AEEZER).

openssl verify -untrusted csc-prod-chain-ONTAP-Mediator.pem -CApath
S{OPENSSLDIR} csc-prod-ONTAP-Mediator.pem # Failure action: The Code-
Signature-Check certificate has expired or is invalid. Download a newer
version of the ONTAP Mediator.

openssl verify -untrusted tsa-prod-chain-ONTAP-Mediator.pem -CApath
S{OPENSSLDIR} tsa-prod-ONTAP-Mediator.pem # Failure action: The Time-
Stamp certificate has expired or is invalid. Download a newer version of
the ONTAP Mediator.

3. I8JF ontap-mediator-1.8.0.sig.tsr # ontap-mediator-1.8.0.tsr EAXEIEPAISH:

4.

22

openssl ts -verify

tsr XS SRR KA AR R RS S, MBHEARARDRAER
() aTsAnwENES. FEENBAERER, WRIPEEEHTEN EABAT, BT
. ERBATSARS S,

openssl ts -verify -data ontap-mediator-1.8.0.sig -in ontap-mediator-
1.8.0.sig.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem -untrusted tsa-

prod-ONTAP-Mediator.pem

openssl ts -verify -data ontap-mediator-1.8.0 -in ontap-mediator-
1.8.0.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem -untrusted tsa-prod-
ONTAP-Mediator.pem

RIERAIEE R

openssl -dgst -verify

openssl dgst -sha256 -verify ONTAP-Mediator-production.pub -signature
ontap-mediator-1.8.0.sig ontap-mediator-1.8.0



IXIFONTAPIAfZRMIIEZMRAI(IEFI A%E)

[root@scspa2695423001 ontap-mediator-1.8.01#
/root/ontap-mediator-1.8.0
[root@scspa2695423001 ontap-mediator-1.8.0]#
total 63660

-r—--r--r—-- 1 root root 8582 Feb 19 15:02
Mediator.pem

-r--r--r-- 1 root root 2373 Feb 19 15:02
Mediator.pem

-r-xr-xr—-- 1 root root 65132818 Feb 20 15:17
-rw-r--r-- 1 root root 384 Feb 20 15:17
-rw-r--r—-- 1 root root 5437 Feb 20 15:17
1.8.0.sig.tsr

-rw-r--r-- 1 root root 5436 Feb 20 15:17
-r—--r--r-- 1 root root 625 Feb 19 15:02
production.pub

-r--r--r—-—- 1 root root 3323 Feb 19 15:02
Mediator.pem

-r--r--r-- 1 root root 1740 Feb 19 15:02

Mediator.pem

[root@scspa2695423001 ontap-mediator-1.8.
[root@scspa2695423001 ontap-mediator-1.8.
/root/verify ontap mediator signatures.
++ openssl version -d

++ cut -d -f2

+ OPENSSLDIR=/etc/pki/tls

+ openssl version

OpenSSL 1.1.1k FIPS 25 Mar 2021

rTwry

pwd
1lg =l
csc-prod-chain-ONTAP-
csc-prod-ONTAP-
ontap-mediator-1.8.0
ontap-mediator-1.8.0.sig

ontap-mediator-

ontap-mediator-1.8.0.tsr
ONTAP-Mediator-

tsa-prod-chain-ONTAP-

tsa-prod-ONTAP-

++ openssl x509 -noout -ocsp uri -in csc-prod-chain-ONTAP-Mediator.pem

+ ocsp uri=http://ocsp.entrust.net
+ echo http://ocsp.entrust.net
http://ocsp.entrust.net

+ openssl ocsp -issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-

prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem -regout

req.der

+ openssl ocsp -issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-

prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem -url

http://ocsp.entrust.net -resp text -respout resp.der -verify other csc-

prod-chain-ONTAP-Mediator.pem

OCSP Response Data:

(0x0)
Response Type: Basic OCSP Response
(0x0)
Responder Id: C =

OCSP Response Status: successful

Version: 1

UsS, O = "Entrust,

Inc.

", CN = Entrust Extended

23



Validation Code Signing CA - EVCS2

Produced At: Feb 28 05:01:00 2023 GMT

Responses:

Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: 69FA640329AB84E27220FE0927647B8194B91F2A
Issuer Key Hash: CE894F8251AA15A28462CA312361D261FBF8FET8
Serial Number: 511A542B57522AEB7295A640DC6200E5

Cert Status: good

This Update: Feb 28 05:00:00 2023 GMT

Next Update: Mar 4 04:59:59 2023 GMT

Signature Algorithm: shab512WithRSAEncryption
3c:1d:49:00:93:62:37:3e:¢c7:38:e3:9f:9£:62:82:73:ed:£f4:
ea:00:6b:f1:01:cd:79:57:92:£f1:9d:5d:85:90:60:59:f8:6¢C:
e6:f4:50:51:£f3:4c:8a:51:dd:50:68:16:8f:20:24:7e:39:00:
44:94:8d:00:61:da:09:08:36:74:2d:44:55:62:fb:92:be:4a:
e7:6c:8c:49:dd:0c:£fd:d8:¢ce:20:08:0d:0f:5a:29:a3:19:03:
9f:d3:df:41:f4:89:0f:73:18:3f:ac:bb:a7:a3:96:7d:c5:70:
4c:57:cd:17:17:¢c6:8a:60:d1:37:¢c9:2d:81:07:2a:d7:a6:02:
ee:ce:88:16:22:db:e3:43:64:1e:9b:0d:4d:31:66:fa:ab:ab5:
52:99:94:4a3:4a:d0:52:¢c5:34:f5:18:c7:15:5b:ce:74:c2:fc:
6l:ea:55:aa:f1:2£:82:a3:6a:95:8d:7e:2b:38:49:4f:bf:bl:
68:7b:1b:24:8b:1f:4d:c5:77:f0:71:af:9¢c:34:c8:7a:82:50:
09:22:19:6e:¢c6:30:4f:da:a2:79:08:f9:d0:£f£:85:d9:2a:84:
cf:0c:aa:75:8£:72:¢c9:a7:22:83:e8:8b:cf:ed:0c:69:75:b6:
2a:7b:6b:58:99:01:d8:34:ad:e1:89:25:27:1b:fa:d9%:6d:32:
97:3a:0b:0a:8e:a3:9%9:e3:f4:e0:d6:1a:c9:b5:14:8c:3e:54:
3b:37:17:1a:93:44:84:8b:4a:87:97:1e:76:43:3e:d3:ec:8b:
7€:56:4a:3£:01:31:c0:e5:58:fb:50:ce:6f:bl:e7:35:£9:b7:
a3:ef:6b:3b:21:95:37:a6:50:8f:f0:15:18:36:65:89:al1:9c:
90:69:00:b4:bl:65:6a:bc:11:2d:d4:9b:b4:97:cc:cb:7a:0c:
16:11:c1:75:58:7e:13:ab:56:3¢c:3£:93:5b:95:24:¢c6:54:52:
1f:86:a29:16:ce:d%:ea:8b:3a:£3:4f:c4:8f:ad:de:e8:3e:3c:
d2:51:51:ad:33:7£:d8:¢c5:33:24:26:£f1:2d:9d:0e:9£:55:d0:
68:bf:af:bd:68:4a3:40:08:bc:92:a0:62:54:7d:16:7b:36:29:
15:bl:cd:58:8e:fb:4a:f2:3e:94:8b:fe:56:95:cc:24:32:af:
5£:71:99:18:ed:0c:64:94:£7:54:48:87:48:d0:6d:b3:42:04:
96:03:73:a2:8e:8a:6a:b2:af:ee:56:19:al:c6:35:12:59:ad:
19:6a:fe:e0:f1:27:cc:96:4e:£f0:4f:fb:6a:bd:ce:05:2c:aa:
79:7c:df:02:5c:ca:53:7d:60:12:88:7c:ce:15:c7:d4:02:27:
cl:ab:cf:71:30:1e:14:ba
WARNING: no nonce in response
Response verify OK
csc-prod-ONTAP-Mediator.pem: good

This Update: Feb 28 05:00:00 2023 GMT



Next Update: Mar 4 04:59:59 2023 GMT

+ openssl verify -untrusted csc-prod-chain-ONTAP-Mediator.pem -CApath

/etc/pki/tls csc-prod-ONTAP-Mediator.pem
csc-prod-ONTAP-Mediator.pem: OK

+ openssl verify -untrusted tsa-prod-chain-ONTAP-Mediator.pem -CApath

/etc/pki/tls tsa-prod-ONTAP-Mediator.pem
tsa-prod-ONTAP-Mediator.pem: OK

+ openssl ts -verify -data ontap-mediator-1.8.0.sig
1.8.0.sig.tsr -CAfile tsa-prod-chain-ONTAP-Mediator
prod-ONTAP-Mediator.pem

Using configuration from /etc/pki/tls/openssl.cnf
Verification: OK

+ openssl ts -verify -data ontap-mediator-1.8.0 -in
1.8.0.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem
prod-ONTAP-Mediator.pem

Using configuration from /etc/pki/tls/openssl.cnf
Verification: OK

-in ontap-mediator-

.pem -untrusted tsa-

ontap-mediator-
-untrusted tsa-

+ openssl dgst -sha256 -verify ONTAP-Mediator-production.pub -signature

ontap-mediator-1.8.0.si1g ontap-mediator-1.8.0
Verified OK
[root@scspa2695423001 ontap-mediator-1.8.01#

Z3E ONTAP JAfiEsR L iEa

1. BT REEFHRIEFTEMNET:

./ontap-mediator-1.8.0/ontap-mediator-1.8.0 -y

=+
=<
BLEONTAPIBERERSS . BTN EEHEEN LEBITRERER.

[root@scs000099753 ~]# ./ontap-mediator-1.8.0/ontap-mediator-1.8.0 -y

LRI IZIFRECIZFIFRIKS F L EFIRRIA R, MREN ERE T aihkABviEf#E, RERKRET

Eﬁm% CEA R

‘fd\

IL:\

2. M\ONTAP iEfZ281.4F 5. RLBMNFITEVEFIRELEA. BRATX2EE. BUTHPITHMS R, LUE

ERERIMLEEIA:
° ¥RFBREADMEX A5 BRI SCSTRIZIEIRIAITE S

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.module-

signing

° EIFRFRIEA:
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/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys

()  =%E. AGHERTLRHREADMEX HAIBPHME.,



ONTAP jFfi#gs =&l (xhlaiat)

[root@sdot-r730-0003a-d6 ~]# ontap-mediator-1.8.0/ontap-mediator-1.8.0
Y

ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive
+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for
CApath:/etc/pki/tls
Error querying OCSP responder
WARNING: The OCSP check failed while attempting to test the Code-
Signature-Check certificate
SKIPPING: Code signature check, manual override due to lack of OCSP
response
+ Unpacking the ONTAP Mediator installer
ONTAP Mediator requires two user accounts. One for the service

(netapp), and one for use by ONTAP to the mediator API (mediatoradmin).

Using default account names: netapp + mediatoradmin

Enter ONTAP Mediator user account (mediatoradmin) password:
Re-Enter ONTAP Mediator user account (mediatoradmin) password:

+ Checking if SELinux is in enforcing mode

The installer will change the SELinux context type of
/opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi from type 'lib t' to
'bin t'.

+ Checking for default Linux firewall
success
success

success

FHAFH A H AR H SRS A R A
Preparing for installation of ONTAP Mediator packages.

+ Installing required packages.
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Updating Subscription Management repositories.
Unable to read consumer identity

This system is not registered with an entitlement server. You can use
subscription-manager to register.

Last metadata expiration check: 272 days, 23:59:05 ago on Thu 07 Sep
2023 11:37:05 AM EDT.

Package openssl-1:1.1.1k-9.el8 7.x86 64 is already installed.
Package libselinux-utils-2.9-8.e18.x86 64 is already installed.
Package perl-Data-Dumper-2.167-399.el8.x86 64 is already installed.
Package bzip2-1.0.6-26.e18.x86 64 is already installed.

Package efibootmgr-16-1.e18.x86 64 is already installed.

Package mokutil-1:0.3.0-12.e18.x86 64 is already installed.

Package python3-pip-9.0.3-23.el8.nocarch is already installed.
Package policycoreutils-python-utils-2.9-24.el8.noarch is already
installed.

Dependencies resolved.

Package
Architecture Version
Repository Size
Installing:
elfutils-libelf-devel
x86 64 0.189-3.e18
Local-BaseOS 62 k
gcc
x86 64 8.5.0-20.e18
Local-AppStream 23 M
kernel-devel
x86 64 4.18.0-513.e18
Local-BaseOS 24 M
make
x86 64 1:4.2.1-11.e18
Local-BaseOS 498 k
openssl-devel
x86 64 1:1.1.1k-9.el8 7
Local-BaseOS 2.3 M
patch



x86 64
Local-BaseOS

perl-ExtUtils-MakeMaker

noarch
Local-AppStream
python39

x86 64

2.module+el8.9.0+19644+d68£775d

Local-AppStream
python39-devel
x86 64

2.module+el8.9.0+19644+d68£775d

Local-AppStream
redhat-1lsb-core
x86 64

Local-AppStream

Installing dependencies:

annobin
x86 64
Local-AppStream
cppP
x86 64
Local-AppStream
dwz
x86 64
Local-AppStream
efi-srpm-macros
noarch
Local-AppStream
gcc-plugin-annobin
x86 64
Local-AppStream
ghc-srpm-macros
noarch
Local-AppStream
glibc-devel
x86 64
Local-BaseOS
glibc-headers
x86 64
Local-BaseOS
go—-Srpm-macros
noarch
Local-AppStream
isl
x86 64

138

1:7.34-1.el8

301
3.9,17=
34
3.9.17=
229
4.1-47.el8

45

11.13-2.e18

972

8.5.0-20.e18
10

0.12-10.el18
109

3=3.aly
22

8.5.0-20.e18
36

1.4.2-7.e18
9.4

2.28-236.el8
84

2.28-236.el8
489

2=17.e1l8
13

0.16.1-6.e18
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Local-AppStream
kernel-headers
x86 64
Local-BaseOS
keyutils-libs-devel
x86 64
Local-BaseOS
krb5-devel
x86 64
Local-BaseOS
libcom err-devel
x86 64
Local-BaseOS
libkadmb
x86 64
Local-BaseOS
libselinux-devel
x86 64
Local-BaseOS
libsepol-devel
x86 64
Local-BaseOS
libverto-devel
x86 64
Local-BaseOS
libxcrypt-devel
x86 64
Local-BaseOS
libzstd-devel
x86 64
Local-BaseOS
m4
x86 64
Local-BaseOS
mailx
x86 64
Local-BaseOS
ncurses-compat-1libs
x86 64
Local-BaseOS
ocaml-srpm-macros
noarch
Local-AppStream
openblas-srpm-macros
noarch
Local-AppStream

841 k

4.18.0-513.e18
11 M

1.5.10-9.e18
48 k

1.18.2-25.e18 8
562 k

1.45.6-5.e18
39 k

1.18.2-25.e18_8
188 %

2.9-8.e18
200 k

2.9-3.e18
87 k

0.3.2-2.el8
18 k

4.1.1-6.e18
25 k

1.4.4-1.e18
44 k

1.4.18-7.el18
223 k

12.5=29.cl8
257 k

6.1-10.20180224.e18

329 k
5-4.el8

9.5 k
2=2.el8

8.0 k



pcre2-devel

x86 64

Local-BaseOS
pcre2-utfl6

x86 64

Local-BaseOS
pcre2-utf32

x86 64

Local-BaseOS
perl-CPAN-Meta-YAML
noarch
Local-AppStream
perl-ExtUtils-Command
noarch
Local-AppStream
perl-ExtUtils-Install
noarch
Local-AppStream
perl-ExtUtils-Manifest
noarch
Local-AppStream
perl-ExtUtils-ParseXS
noarch
Local-AppStream
perl-JSON-PP

noarch
Local-AppStream
perl-Test-Harness
noarch
Local-AppStream
perl-devel

x86 64
Local-AppStream
perl-srpm-macros
noarch
Local-AppStream
perl-version

x86 64
Local-AppStream
postfix

x86 64

Local-BaseOS
python-rpm-macros
noarch
Local-AppStream
python-srpm-macros

10.32-3.el18 6
605 k

10.32-3.el18 6
229 k

10.32-3.el18 6
220 k

0.018-397.e18
34 k

1:7.34-1.e18
19 k

2.14-4.e18
46 k

1.70-395.e18
37 k

1:3.35-2.e18
83 k

1:2.97.001-3.e18
68 k

1:3.42-1.e18
279 k

4:5.26.3-422.e18
600 k

1-25.e18
11 k

6:0.99.24-1.e18
67 k

2:3.5.8-7.el8
1.5 M

3-45.e18
16 k
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noarch
Local-AppStream
python3-pyparsing
noarch
Local-BaseOS
python3-rpm-macros
noarch
Local-AppStream
python39-1ibs
x86 64
2.module+el8.9.0+19644+d68£f775d
Local-AppStream
python39-pip-wheel
noarch
8.module+el8.9.0+19644+d68£775d
Local-AppStream
python39-setuptools-wheel
noarch
4 .module+el8.9.0+19644+d68£775d
Local-AppStream
gtb-srpm-macros
noarch
Local-AppStream
redhat-1lsb-submod-security
x86 64
Local-AppStream
redhat-rpm-config
noarch
Local-AppStream
rust-srpm-macros
noarch
Local-AppStream
spax
x86 64
Local-BaseOS
systemtap-sdt-devel
x86 64
Local-AppStream
zlib-devel
x86 64
Local-BaseOS
Installing weak dependencies:
bison
x86 64
Local-AppStream
flex

3-45.e18
16 k

2.1.10-7.el8

142 k
3-45.e18

15 k
3.9.17=

8.2 M
20.2.4-

1.1 M
50, 3.2=

497 k

S5cd5.3=1.alE
11 k

4.1-47.e18
22 k

131=1 . @l
91 k

5=2 . @8

L.5.3=13.@l

217 k

4.9-3.el8
88 k

1.2.11=25.e18

59 k

3.0.4-10.e18
688 k



x86 64 2.6.1-9.e18
Local-AppStream 320 k
perl-CPAN-Meta

noarch 2.150010-396.e18
Local-AppStream 191 k
perl-CPAN-Meta-Requirements

noarch 2.140-396.e18
Local-AppStream 37 k
perl-Encode-Locale

noarch 1.05-
10.module+el8.3.0+6498+9%eecfeb5l1

Local-AppStream 22 k
perl-Time-HiRes

x86 64 4:1.9758-2.e18
Local-AppStream 61 k
python39-pip

noarch 20.2.4-
8.module+el8.9.0+19644+d68f775d

Local-AppStream 1.9 M
python39-setuptools

noarch 50.3.2-

4 .module+el8.9.0+19644+d68£775d

Local-AppStream 871 k
Enabling module streams:

python39

3.9

Transaction Summary

Install 71 Packages

Total size: 95 M

Installed size: 224 M

Is this ok [y/N]: y

Downloading Packages:

Red Hat Enterprise Linux 9 - BaseOS

45 kB/s | 5.0 kB 00:00

Importing GPG key OxFD431D51:

Userid : "Red Hat, Inc. (release key 2) <security@redhat.com>"
Fingerprint: 567E 347A D004 4ADE 55BA 8AS5F 199E 2F91 FD43 1D51
From : /etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release

Is this ok [y/N]: y

Key imported successfully
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Importing GPG key 0xD4082792:

Userid : "Red Hat, Inc. (auxiliary key) <security@redhat.com>"
Fingerprint: 6A6A A7C9 7C88 90AE C6AE BFE2 F76F 66C3 D408 2792
From : /etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release

Is this ok [y/N]: y

Key imported successfully

Running transaction check

Transaction check succeeded.

Running transaction test

Transaction test succeeded.

Running transaction
Preparing
1/1
Installing
1/71
Installing
2/71
Installing
3/71

Running scriptlet:

3/71
Installing
4/71
Installing
5/71
Installing
6/71
Installing
7/71
Installing
8/71
Installing
9/71
Installing
10/71
Installing
11/71

Running scriptlet:

11/71
Installing
12/71
Installing
13/71

Running scriptlet:

13/71
Installing

python-srpm-macros-3-45.el8.noarch

perl-version-6:0.99.24-1.e18.x86 64

m4-1.4.18-7.el18.x86 64

m4-1.4.18-7.el18.x86 64

perl-CPAN-Meta-Requirements-2.140-396.el8.noarch

python-rpm-macros-3-45.el8.noarch

python3-rpm-macros-3-45.el8.noarch

perl-Time-HiRes-4:1.9758-2.e18.x86 64

perl-JSON-PP-1:2.97.001-3.el8.noarch

perl-ExtUtils-ParseXS-1:3.35-2.el8.noarch

zlib-devel-1.2.11-25.e18.x86 64

make-1:4.2.1-11.e18.x86 64

make-1:4.2.1-11.e18.x86 64

perl-Test-Harness-1:3.42-1.el8.noarch

bison-3.0.4-10.e18.x86 64

bison-3.0.4-10.e18.x86 64

flex-2.6.1-9.e18.x86 64



14/71

Running scriptlet:

14/71
Installing
15/71
Installing
16/71
Installing
17/71
Installing
4 .module+el8
18/71
Installing
8.module+el8
19/71
Installing
2 .module+el8
20/71
Installing
2 .module+el8
21/71

flex-2.6.1-9.e18.x86_ 64

rust-srpm-macros-5-2.el8.noarch

redhat-lsb-submod-security-4.1-47.e18.x86 64

gt5-srpm-macros-5.15.3-1.el8.noarch

python39-setuptools-wheel-50.3.2-
.9.0+19644+d68f775d.noarch

python39-pip-wheel-20.2.4-
.9.0+19644+d68f775d.noarch

python39-1ibs-3.9.17-
.9.0+19644+d68£775d.x86 64

python39-3.9.17-
.9.0+19644+d68£775d.x86 64

Running scriptlet: python39-3.9.17-

2.module+el8
21/71

Installing
4 .module+el8
22/71

.9.0+19644+d68£775d.x86 64

python39-setuptools-50.3.2-
.9.0+19644+d68f775d.noarch

Running scriptlet: python39-setuptools-50.3.2-

4 .module+el8
22/71

Installing
8.module+el8
23/71

Running scriptlet:

8.moduletel8
23/71
Installing
24/71
Installing
25/71
Installing
26/71
Installing

.9.0+19644+d68f775d.noarch

python39-pip-20.2.4-
.9.0+19644+d68f775d.noarch

python39-pip-20.2.4-
.9.0+19644+d68f775d.noarch

perl-srpm-macros-1-25.el8.noarch

perl-ExtUtils-Manifest-1.70-395.el8.noarch

perl-ExtUtils-Command-1:7.34-1.el8.noarch

perl-Encode-Locale-1.05-

10.module+el8.3.0+6498+9%eecfebl.noarch

27/71
Installing

perl1-CPAN-Meta-YAML-0.018-397.el8.noarch
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28/71
Installing
29/71
Installing
30/71
Installing
31/71
Installing
32/71

Running scriptlet:

32/71
Installing
33/71
Installing
34/71
Installing
35/71
Installing
36/71
Installing
37/71

Running scriptlet:

37/71
Installing
38/71

Running scriptlet:

38/71
Installing
39/71
Installing
40/71

Running scriptlet:

41/71
Installing
41/71

Running scriptlet:

41/171
Installing
42/171
Installing
43/71
Installing
44/71
Installing
45/171
Installing

perl-CPAN-Meta-2.150010-396.el8.nocarch

openblas-srpm-macros-2-2.el8.noarch

ocaml-srpm-macros-5-4.el8.noarch

1is1-0.16.1-6.e18.x86 64

is1-0.16.1-6.e18.x86 64

go-srpm-macros-2-17.el8.noarch

ghc-srpm-macros-1.4.2-7.el8.noarch

efi-srpm-macros-3-3.el8.noarch

dwz-0.12-10.e18.x86_64

cpp-8.5.0-20.e18.x86_ 64

cpp-8.5.0-20.e18.x86_ 64

spax-1.5.3-13.e18.x86 64

spax-1.5.3-13.e18.x86 64

python3-pyparsing-2.1.10-7.el8.noarch

systemtap-sdt-devel-4.9-3.el18.x86 64

postfix-2:3.5.8-7.e18.x86_ 64

postfix-2:3.5.8-7.el8.x86 64

postfix-2:3.5.8-7.e18.x86 64

pcre2-utf32-10.32-3.el18 6.x86 64

pcre2-utfl6-10.32-3.e18 6.x86 64

pcre2-devel-10.32-3.el18 6.x86 64

patch-2.7.6-11.e18.x86_ 64

ncurses-compat-1ibs-6.1-10.20180224.e18.x86 64



46/71
Installing
47/71
Installing
48/71
Installing
49/71
Installing
50/71
Installing
51/71
Installing
52/71
Installing
53/71
Installing
54/71
Installing
55/71
Installing
56/71
Installing
57/71
Installing
58/71

Running scriptlet:

59/71
Installing
59/71
Installing
60/71
Installing
61/71

Running scriptlet:

61/71
Installing
62/71

Running scriptlet:

62/71
Installing
63/71
Installing
64/71
Installing
65/71

Running scriptlet:

mailx-12.5-29.e18.x86 64

libzstd-devel-1.4.4-1.e18.x86 64

elfutils-libelf-devel-0.189-3.18.x86 64

libverto-devel-0.3.2-2.e18.x86 64

libsepol-devel-2.9-3.e18.x86 64

libselinux-devel-2.9-8.e18.x86 64

libkadm5-1.18.2-25.e18 8.x86 64

libcom err-devel-1.45.6-5.e18.x86 64

keyutils-libs-devel-1.5.10-9.e18.x86 64

krb5-devel-1.18.2-25.e18 8.x86 64

openssl-devel-1:1.1.1k-9.e18 7.x86 64

kernel-headers-4.18.0-513.e18.x86 64

glibc-headers-2.28-236.e18.x86 64

glibc-headers-2.28-236.e18.x86 64

libxcrypt-devel-4.1.1-6.e18.x86 64

glibc-devel-2.28-236.e18.x86_ 64

glibc-devel-2.28-236.e18.x86 64

gcc-8.5.0-20.e18.x86_ 64

gcc-8.5.0-20.e18.x86 64

annobin-11.13-2.el18.x86 64

gcc-plugin-annobin-8.5.0-20.e18.x86 64

redhat-rpm-config-131-1.el8.noarch

redhat-rpm-config-131-1.el8.noarch
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65/71
Installing
66/71
Installing
67/71
Installing
68/71
Installing
69/71
Running scriptlet:
69/71
Installing
70/71
Installing

perl-ExtUtils-Install-2.14-4.el8.noarch

perl-devel-4:5.26.3-422.e18.x86 64

perl-ExtUtils-MakeMaker-1:7.34-1.el8.noarch

kernel-devel-4.18.0-513.e18.x86 64

kernel-devel-4.18.0-513.e18.x86 64

redhat-1lsb-core-4.1-47.e18.x86 64

python39-devel-3.9.17-

2.module+el8.9.0+19644+d68£775d.x86 64

71/71
Running scriptlet:

python39-devel-3.9.17-

2.module+el8.9.0+19644+d68£775d.x86 64

71/71
Verifying
1/71
Verifying
2/71
Verifying
3/71
Verifying
4/71
Verifying
5/71
Verifying
6/71
Verifying
7/71
Verifying
8/71
Verifying
9/71
Verifying
10/71
Verifying
11/71
Verifying
12/71
Verifying
13/71
Verifying

elfutils-libelf-devel-0.189-3.e18.x86 64

glibc-devel-2.28-236.e18.x86 64

glibc-headers-2.28-236.e18.x86 64

kernel-devel-4.18.0-513.e18.x86 64

kernel-headers-4.18.0-513.el18.x86 64

keyutils-libs-devel-1.5.10-9.e18.x86 64

krb5-devel-1.18.2-25.e18 8.x86 64

libcom err-devel-1.45.6-5.el18.x86 64

libkadm5-1.18.2-25.e18 8.x86 64

libselinux-devel-2.9-8.e18.x86 64

libsepol-devel-2.9-3.e18.x86_ 64

libverto-devel-0.3.2-2.e18.x86 64

libxcrypt-devel-4.1.1-6.e18.x86 64

libzstd-devel-1.4.4-1.e18.x86 64



14/71

Verifying : m4-1.4.18-7.e18.x86 64
15/71

Verifying : mailx-12.5-29.e18.x86 64
16/71

Verifying : make-1:4.2.1-11.e18.x86 64
17/71

Verifying : ncurses-compat-1ibs-6.1-10.20180224.18.x86 64
18/71

Verifying : openssl-devel-1:1.1.1k-9.e18 7.x86 64
19/71

Verifying : patch-2.7.6-11.e18.x86 64
20/71

Verifying : pcre2-devel-10.32-3.e18 6.x86 64
21/71

Verifying : pcre2-utfl6-10.32-3.e18 6.x86 64
22/71

Verifying : pcre2-utf32-10.32-3.el8 6.x86 64
23/71

Verifying : postfix-2:3.5.8-7.e18.x86 64
24/71

Verifying : python3-pyparsing-2.1.10-7.el8.noarch
25/71

Verifying : spax-1.5.3-13.el18.x86 64
26/71

Verifying : zlib-devel-1.2.11-25.e18.x86 64
27/71

Verifying : annobin-11.13-2.e18.x86 64
28/71

Verifying : bison-3.0.4-10.e18.x86 64
29/71

Verifying : cpp-8.5.0-20.e18.x86 64
30/71

Verifying : dwz-0.12-10.e18.x86 64
31/71

Verifying : efi-srpm-macros-3-3.el8.noarch
32/71

Verifying : flex-2.6.1-9.e18.x86 64
33/71

Verifying : gcc-8.5.0-20.e18.x86 64
34/71

Verifying : gcc-plugin-annobin-8.5.0-20.e18.x86 64
35/71

Verifying : ghc-srpm-macros-1.4.2-7.el8.noarch
36/71

Verifying : go-srpm-macros-2-17.el8.noarch
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37/71
Verifying
38/71
Verifying
39/71
Verifying
40/71
Verifying
41/71
Verifying
42/171
Verifying
43/71
Verifying

1s1-0.16.1-6.e18.x86 64

ocaml-srpm-macros-5-4.el8.noarch

openblas-srpm-macros-2-2.el8.noarch

perl-CPAN-Meta-2.150010-396.el8.noarch

perl-CPAN-Meta-Requirements-2.140-396.el18.noarch

perl-CPAN-Meta-YAML-0.018-397.el8.noarch

perl-Encode-Locale-1.05-

10.module+el8.3.0+6498+9%eecfebl.noarch

44/71
Verifying
45/171
Verifying
46/171
Verifying
47/171
Verifying
48/171
Verifying
49/71
Verifying
50/71
Verifying
51/71
Verifying
52/71
Verifying
53/71
Verifying
54/71
Verifying
55/71
Verifying
56/71
Verifying
57/71
Verifying
58/71
Verifying

perl-ExtUtils-Command-1:7.34-1.el8.noarch

perl-ExtUtils-Install-2.14-4.el8.noarch

perl-ExtUtils-MakeMaker-1:7.34-1.el8.noarch

perl-ExtUtils-Manifest-1.70-395.el8.noarch

perl-ExtUtils-ParseXS-1:3.35-2.el8.noarch

perl-JSON-PP-1:2.97.001-3.el8.noarch

perl-Test-Harness-1:3.42-1.el8.noarch

perl-Time-HiRes-4:1.9758-2.e18.x86 64

perl-devel-4:5.26.3-422.e18.x86 64

perl-srpm-macros-1-25.el8.noarch

perl-version-6:0.99.24-1.e18.x86 64

python-rpm-macros-3-45.el8.noarch

python-srpm-macros-3-45.el8.noarch

python3-rpm-macros-3-45.el8.noarch

python39-3.9.17-

2.module+el8.9.0+19644+d68£775d.x86 64



59/71
Verifying

2.module+el8.

60/71
Verifying

2.module+el8.

61/71
Verifying

8 .module+elS8.

62/71
Verifying

8 .module+el8.

63/71
Verifying

4 .module+elS8.

64/71
Verifying

4 .module+el8.

65/71
Verifying
66/71
Verifying
67/71
Verifying
68/71
Verifying
69/71
Verifying
70/71
Verifying
71/71

python39-devel-3.9.17-

.0+19644+d68£775d.x86_ 64

python39-1ibs-3.9.17-

.0+19644+d68£775d.x86_ 64

python39-pip-20.2.4-

.0+19644+d68f775d.noarch

python39-pip-wheel-20.2.4-

.0+19644+d68f775d.noarch

python39-setuptools-50.3.2-

.0+19644+d68f775d.noarch

python39-setuptools-wheel-50.3.2-

.0+19644+d68f775d.noarch

gt5-srpm-macros-5.15.3-1.el8.noarch

redhat-1lsb-core-4.1-47.el18.x86 64

redhat-lsb-submod-security-4.1-47.e18.x86 64

redhat-rpm-config-131-1.el8.noarch

rust-srpm-macros-5-2.el8.noarch

systemtap-sdt-devel-4.9-3.el18.x86 64

Installed products updated.

Installed:

annobin-11.13-2.e18.x86 64
bison-3.0.4-10.e18.x86 64
cpp-8.5.0-20.e18.x86 64

dwz-0.12-10.e18.x86 64
efi-srpm-macros-3-3.el8.noarch
elfutils-libelf-devel-0.189-3.e18.x86 64

flex-2.6.1-9.e18.x86 64
gcc-8.5.0-20.e18.x86 64
gcc-plugin-annobin-8.5.0-20.e18.x86 64

ghc-srpm-macros-1.4.2-7.el8.noarch
glibc-devel-2.28-236.e18.x86 64
glibc-headers-2.28-236.e18.x86 64
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go-srpm-macros-2-17.el8.noarch
is1-0.16.1-6.e18.x86 64
kernel-devel-4.18.0-513.e18.x86 64
kernel-headers-4.18.0-513.e18.x86 64
keyutils-libs-devel-1.5.10-9.e18.x86 64
krb5-devel-1.18.2-25.e18 8.x86 64
libcom err-devel-1.45.6-5.e18.x86 64
libkadm5-1.18.2-25.e18 8.x86 64
libselinux-devel-2.9-8.el18.x86 64
libsepol-devel-2.9-3.e18.x86 64
libverto-devel-0.3.2-2.e18.x86 64
libxcrypt-devel-4.1.1-6.e18.x86 64
libzstd-devel-1.4.4-1.e18.x86 64
m4-1.4.18-7.e18.x86 64
mailx-12.5-29.e18.x86 64
make-1:4.2.1-11.e18.x86 64
ncurses—-compat-1ibs-6.1-10.20180224.e18.x86 64
ocaml-srpm-macros-5-4.el8.noarch
openblas-srpm-macros-2-2.el8.noarch
openssl-devel-1:1.1.1k-9.el18 7.x86 64
patch-2.7.6-11.e18.x86 64
pcre2-devel-10.32-3.e18 6.x86 64
pcre2-utfl6-10.32-3.e18 6.x86 64
pcre2-utf32-10.32-3.e18 6.x86 64
perl-CPAN-Meta-2.150010-396.el8.noarch
perl-CPAN-Meta-Requirements-2.140-396.el8.noarch
perl-CPAN-Meta-YAML-0.018-397.el8.noarch
perl-Encode-Locale-1.05-10.module+el8.3.0+6498+9%eecfeb5l.noarch
perl-ExtUtils-Command-1:7.34-1.el8.noarch
perl-ExtUtils-Install-2.14-4.el8.noarch
perl-ExtUtils-MakeMaker-1:7.34-1.el8.noarch
perl-ExtUtils-Manifest-1.70-395.el8.noarch
perl-ExtUtils-ParseXS-1:3.35-2.el8.noarch
perl-JSON-PP-1:2.97.001-3.el8.noarch
perl-Test-Harness-1:3.42-1.el8.noarch
perl-Time-HiRes-4:1.9758-2.el18.x86 64
perl-devel-4:5.26.3-422.e18.x86 64
perl-srpm-macros-1-25.el8.noarch
perl-version-6:0.99.24-1.e18.x86 64
postfix-2:3.5.8-7.e18.x86 64
python-rpm-macros-3-45.el8.noarch
python-srpm-macros-3-45.el8.noarch
python3-pyparsing-2.1.10-7.el8.noarch
python3-rpm-macros-3-45.el8.noarch
python39-3.9.17-2.module+el8.9.0+19644+d68£775d.x86 64
python39-devel-3.9.17-2.module+el8.9.0+19644+d68£775d.x86 64



python39-1ibs-3.9.17-2.module+el8.9.0+19644+d68£775d.x86 64
python39-pip-20.2.4-8.module+el8.9.0+19644+d68f775d.noarch
python39-pip-wheel-20.2.4-8.module+el8.9.0+19644+d68f775d.noarch
python39-setuptools-50.3.2-4 . module+el8.9.0+19644+d68f775d.noarch
python39-setuptools-wheel-50.3.2-4.module+el8.9.0+19644+d68f775d.noarch
gt5-srpm-macros-5.15.3-1.el8.noarch
redhat-1lsb-core-4.1-47.e18.x86 64
redhat-lsb-submod-security-4.1-47.e18.x86 64
redhat-rpm-config-131-1.el8.noarch
rust-srpm-macros-5-2.el8.noarch
spax-1.5.3-13.e18.x86 64
systemtap-sdt-devel-4.9-3.e18.x86 64
zlib-devel-1.2.11-25.18.x86 64

Complete!
OS package installations finished
+ Installing ONTAP Mediator. (Log: /root/ontap mediator.MRjxkr/ontap-
mediator-1.8.0/ontap-mediator-1.8.0/install 20240606113556.109)
This step will take several minutes. Use the log file to view
progress.
Sudoer config verified
ONTAP Mediator rsyslog and logging rotation enabled
+ Install successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/install 20240606113556.109)
+ WARNING: This system supports UEFI
Secure Boot (SB) is currently disabled on this system.
If SB is enabled in the future, SCST will not work unless
the following action is taken:
Using the keys in
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys follow
instructions in
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.modu
le-signing
to sign the SCST kernel module. Note that reboot will be
needed.
SCST will not start automatically when Secure Boot is enabled and
not configured properly.

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior

to use for production.
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For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current

0S. Using 'yum update' to upgrade the kernel might cause
service interruption.

For more information, see /opt/netapp/lib/ontap mediator/README

IR,
LZAEONTAP ARG, BN IIFONTAP JAfRR RS BB IEEIE1T.
3

1. EEONTAP iR RSHINRE:

ad. systemctl status ontap mediator

[root@scsprl915530002 ~]# systemctl status ontap mediator

ontap mediator.service - ONTAP Mediator

Loaded: loaded (/etc/systemd/system/ontap mediator.service; enabled;
vendor preset: disabled)
Active: active (running) since Mon 2022-04-18 10:41:49 EDT; 1 weeks 0
days ago
Process: 286710 ExecStop=/bin/kill -s INT SMAINPID (code=exited,
status=0/SUCCESS)
Main PID: 286712 (uwsgi)
Status: "uWSGI is ready"
Tasks: 3 (limit: 49473)
Memory: 139.2M
CGroup: /system.slice/ontap mediator.service

F—286712 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

F—286716 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

L—286717 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

[root@scsprl1915530002 ~]1+#

b. systemctl status mediator-scst
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[root@scsprl1915530002 ~]# systemctl status mediator-scst

Loaded: loaded (/etc/systemd/system/mediator-scst.service;
enabled; vendor preset: disabled)

Active: active (running) since Mon 2022-04-18 10:41:47 EDT; 1
weeks 0 days ago

Process: 286595 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)
Main PID: 286662 (iscsi-scstd)

Tasks: 1 (limit: 49473)
Memory: 1.2M
CGroup: /system.slice/mediator-scst.service
L—286662 /usr/local/sbin/iscsi-scstd

[root@scsprl915530002 ~]1#

2. H#5INONTAP JEfi#23ARSS LA RYIR O :

netstat

[root@scsprl1905507001 ~]# netstat -anlt | grep -E '3260|31784'

tcp 0 0 0.0.0.0:31784 0.0.0.0:% LISTEN
tcp 0 0 0.0.0.0:3260 0.0.0.0:% LISTEN
tcpe O 0 :::3260 338% LISTEN

REREERE

LZRHIZITONTAP JAfERARS 5. HIIEONTAP FERFFTHITHMECE IS A sefER
JRfEERThAE

* E7E MetroCluster IP BeEHffEF ONTAP 13f#28AR%S, B85 "M MetroCluster IP EEEACE ONTAP JE##
28RS

* E{FEASnapMirronE&IFEIE . iEB I "L 3 ONTAP Af22:ARSH A ONTAP £EFERE",
BOEONTAP JEf#2s L REE

ONTAP JEfi#3 R SZ B ZMAIREN L 2IRE. FIBIREMNRIAEYElow_space_threshold" MIB: 10X
Xt

/opt/netapp/lib/ontap mediator/server config/ontap mediator.user config.yaml

BEEFHFEE ontap mediator.user config.yaml BEBEEIINME. HTEFEONTAP JAf#zsHEK =
AL,
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{BLRfG ontap mediator.user config.yaml, EHFBEIONTAP JE#SARSS

systemctl restart ontap mediator

ECXONTAPIRf#ZfE 1+
AILAECE AN B

@ REEMERIAE ontap mediator.config.yaml RREEL,

* BFREFE=ASSLIEBUBRMIABERIEBHNIRE

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap media
tor server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap media
tor server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl’
cert valid days: '1095' # Used to set the expiration
on client certs to 3 years

x509 passin pwd: 'pass:ontap' # passphrase for the signed
client cert

* RIERIPLBS LR IR BRGNS E
BEAILEINEE. ENIRE—ME window_seconds M retry limit
Tl
° T-M—IENHMNEOHREHITREN. ARRKIHBEENSHE:
authentication lock window seconds: 300
* IREFOANEEERRERREE. BHEKS
authentication retry limit: 5
C BEEIRETEESREAZ AR EMERE RV ENTEBENRENZW. MTREREREE,

authentication failure delay seconds: 5
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authentication failure delay seconds: O # seconds (float) to delay

failed auth attempts prior to response, 0 no delay

authentication lock window seconds: null # seconds (int) since the

oldest failure before resetting the retry counter, null = no window
authentication retry limit: null # number of retries to
allow before locking API access, null = unlimited

* FATFIEHIONTAP Ef#23APIF P IK P BV 2 R E M NI AV R

password min length: 8

password max length: 64

password uppercase chars: 0 # min. uppercase characters

password lowercase chars: 1 # min. lowercase character

password special chars: 1 # min. non-letter, non-digit
password nonletter chars: 2 # min. non-letter characters (digits,

specials, anything)

* BTES PR AR E /opt/netapp/lib/ontap _mediator &,

NRIE=EMRTFIRERNEE. MRS ESEAHRITRRER 21F

low space threshold mib: 10

* BF##4IRESERT_LOG_SPACERIIZE,

AIMBERT. ONTAPEfZZSEMRS BN HTEZEMNEETE, REEFSEIBR—MHNEEAR/NX
. Hp 2 EEI /700 MB. EBAMATIERSEEHEIZR,

BRH Ik IhEeHERIAEETE. BRITUTSE:
a. B TFXHHHRESERT LOG SPACEBEM" 1""EXA"0™":

/opt/netapp/lib/ontap mediator/tools/mediator env

b. EFTEChRMREES

i. cat /opt/netapp/lib/ontap mediator/tools/mediator env | grep
"RESERVE_LOG SPACE"



RESERVE_LOG_SPACE=0

i. systemctl restart ontap mediator
EBWEALIIRE. FEREN"0"EA 1" AREHMRBMEFS.

(D THETEZERASBERNEAE. ZANME BSHaHTED. ARETRHER
BENAR RS E SR E =6,

=12 ONTAP B2 IRS

EIEONTAPR#EMRSS . BEENAFRRE. FLEAENBAZKRS. RIEEGTRRU
KL B EHIE SCSTLUHITEN 4R, i LIEEIES. WWE%E&E RIEH. B
HEMANZERERNE = IR U RIEBEX R,

E ek
ERIUER U TS BERAF Bo

KTFUAES
EZRE T ONTAPIEEERAR S5 BILInuX EA ERITIEAESS

MRFT AR S, NAREERATERZETISS, WUTREIFR:

/usr/local/bin/mediator username

kﬁ

i

BIEFEU TERZ —BE AR &

EI(A): IB1TARS mediator change user FHIETNHITMLN. AL FREIFTR:

[root@mediator-host ~]1# mediator change user
Modify the Mediator API username by entering the following values:
Mediator API User Name: mediatoradmin
Password:
New Mediator API User Name: mediator
The account username has been modified successfully.
[root@mediator-host ~]1#

* E(b): BITUTEa<:

MEDIATOR USERNAME=mediator MEDIATOR PASSWORD=mediator2
MEDIATOR NEW USERNAME=mediatoradmin mediator change user
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[root@mediator-host ~]# MEDIATOR USERNAME=mediator
MEDIATOR PASSWORD='mediator2' MEDIATOR NEW USERNAME=mediatoradmin
mediator change user
The account username has been modified successfully.
[root@mediator-host ~]1#

B
(ERT LA R M T 424 F S BB &0,

KFIES
TEREE T ONTAPIEfZZRARSS BILinux EAN L HITIAESS .

MRFTEIRRIES, NAREERATERZETIS<, WUTREIFR:

/usr/local/bin/mediator change password

NI

®

SRR L Tl — B o

.

* JEI(A): i51T mediator change password SRSHIERHITIM. AL TFRBIFRTR:

[root@mediator-host ~]1# mediator change password
Change the Mediator API password by entering the following values:
Mediator API User Name: mediatoradmin
0ld Password:
New Password:
Confirm Password:

The password has been updated successfully.
[root@mediator-host ~]#

* EI(b): BT TS

MEDIATOR USERNAME=mediatoradmin MEDIATOR PASSWORD=mediatorl
MEDIATOR NEW PASSWORD=mediator2 mediator change password

IR 2 REFLE M "mediator1" & 2 9 "mediator2",

[root@mediator-host ~]# MEDIATOR USERNAME=mediatoradmin
MEDIATOR_PASSWORD=mediator1 MEDIATOR_NEW_PASSWORD=mediator2
mediator change password

The password has been updated successfully.

[root@mediator-host ~]1#
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{Z1EONTAP AR 2RIRSS
E(Z|FONTAP JHfRSEIRS . BHITUTSE:

S
1. {21LONTAPEfiRS::

systemctl stop ontap mediator
2. {21ESCST:

systemctl stop mediator-scst
3. ZXFIONTAPIEf#2EFISCST:

systemctl diable ontap mediator mediator-scst

EHEFEONTAP JAfRSLARS
EEHEAONTAP EMRERS. BRTUTSE:

PR
1. BEFIONTAPIEf#28MISCST:

systemctl enable ontap mediator mediator-scst
2. [JEpSCST:

systemctl start mediator-scst
3. BEHONTAPIEfZS:

systemctl start ontap mediator

#INONTAP JFfEERIZI TN REF
ZHONTAP JB#RES/E. EREEONTAP JHRERIRS R B ETEIETT.

p
1. ZHONTAP R IRS AR

ad. systemctl status ontap mediator
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[root@scsprl915530002 ~]# systemctl status ontap mediator

ontap mediator.service - ONTAP Mediator

Loaded: loaded (/etc/systemd/system/ontap mediator.service; enabled;
vendor preset: disabled)
Active: active (running) since Mon 2022-04-18 10:41:49 EDT; 1 weeks O
days ago
Process: 286710 ExecStop=/bin/kill -s INT S$MAINPID (code=exited,
status=0/SUCCESS)
Main PID: 286712 (uwsgi)
Status: "uWSGI is ready"
Tasks: 3 (limit: 49473)
Memory: 139.2M
CGroup: /system.slice/ontap mediator.service

F—286712 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

F—286716 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

L—286717 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

[root@scsprl915530002 ~1#
b. systemctl status mediator-scst

[root@scsprl915530002 ~]# systemctl status mediator-scst

Loaded: loaded (/etc/systemd/system/mediator-scst.service;
enabled; vendor preset: disabled)

Active: active (running) since Mon 2022-04-18 10:41:47 EDT; 1
weeks 0 days ago

Process: 286595 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)
Main PID: 286662 (iscsi-scstd)

Tasks: 1 (limit: 49473)
Memory: 1.2M
CGroup: /system.slice/mediator-scst.service
L 286662 /usr/local/sbin/iscsi-scstd

[root@scsprl1915530002 ~]#

2. H#5INONTAP JEf#23ARSS LA RYIRO :

netstat
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[root@scsprl1905507001 ~]# netstat -anlt | grep -E

tcp 0 0 0.0.0.0:31784 0.0.0.0:%
tcp 0 0 0.0.0.0:3260 0.0.0.0:%
tcpo O 0 :::3260 3338%

FohENESCSTLUAITEN P
THIHSCST. EHEBREMONTAP FAARSRARAFEAISCST tar,

S

p
1. FEHMENAISCSTHRSE (I T RFTR)H W EH I THEESE,

g
ONTAPif#E31.8

ONTAPiIEfi#2381.7

ONTAPiRfi#281.6

ONTAPiAfZ231.5

ONTAPiRf#281.4

ONTAPiEfi#281.3

fERthtarel. ..

scst-3.8.0.tar.bz2.

scst-3.7.0.tar.bz2.

scst-3.7.0.tar.bz2.

scst-3.6.0.tar.bz2.

scst-3.6.0.tar.bz2.

scst-3.5.0.tar.bz2.

ONTAPIEfZ281.1 scst-3.4.tar.bz2.

ONTAP iff#281.0 scst-3.3.0.tar.bz2.
2. 12"scst" B RAIEIER LU TFa<:

a. systemctl stop mediator-scst

b. make scstadm uninstall

C. make iscsi uninstall

d. make usr uninstall

€. make scst uninstall

f. depmod
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FRHRESCSTLUHITENLER
BEBFRHLRESCST. EBEELEMNONTAP ARSI ASFRERRISCST tarE (55N L&) ©
1. TE"scst"B RHPRFHER LU TH<:

a. make 2release

b. make scst install

C. make usr install

d. make iscsi install
€. make scstadm install
f. depmod

g. cp scst/src/certs/scst module key.der
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/.

h. cp scst/src/certs/scst _module key.der
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/.

i. patch /etc/init.d/scst < /opt/netapp/lib/ontap mediator/systemd/scst.patch
2. (AR)NREBARE2E. WEEHBshZal. BRITUTSE:

a. MARE"scst_vdisk". "scst"#1"iISCSI_scst"t&RMEF N XHZ
[root@localhost ~]1# modinfo -n scst vdisk

[root@localhost ~]# modinfo -n scst
[root@localhost ~]1# modinfo -n iscsi scst

b. HaRERIZhRZA

[root@localhost ~]1# uname -r

C. ERARME T XHFHITESR:

[root@localhost ~]# /usr/src/kernels/<KERNEL-RELEASE>/scripts/sign-
file \sha256 \
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst modu
le key.priv \
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst modu
le key.der \

_module-filename

d. {ERUEFIE &R IEHRBIEH,
BRREUEFIZPNHREA. E2R
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/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.module-
signing

Y RHIUEFIZERNI T :

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst module key.de
r

3 RITENR:

reboot

1% ONTAP JAfR2EARSE
MERE, EETLUMEE ONTAP JEARARS.

FFHaZ Al
fHIBRONTAPIAfEESARS Z Bl W IFTIEONTAPIAR#ES S ONTAPRI FiE %,

XFIAES
BEBERE T ONTAPHE#EARSS AILInux EA LHRITILES .

IRFARELLE <, NATREFEEATRERERITISNS, MATRAIFR:
/usr/local/bin/uninstall ontap mediator

pZ
1. 1% ONTAP JBAfRSEARSS

uninstall ontap mediator

[root@mediator-host ~]# uninstall ontap mediator
ONTAP Mediator: Self Extracting Uninstaller

+ Removing ONTAP Mediator. (Log:
/tmp/ontap mediator.GmRGdA/uninstall ontap mediator/remove.log)
+ Remove successful.

[root@mediator-host ~]1#

EMEMIRIYBERIED
ERT LA R I TR 1F 2 BB £ AR B 5 2 Ho

KXTULES
* ERILIFERE 7 ONTAPIERZRR ARSS BILInuX EA EHATIAESS .
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* ABHELREONTAPHERRE. HTENMENZHIPHILLETN. ERHNBEZZIEPEREFN. FHEHIT
tefES.

* B RIEPRAIEHNE=ZFIEREIRE. ETEERLESERERILR. MIRLEEEZIESR. N
RERRE IR EDZ BIFRIK,
g
BERYERMENEFERFNIG BERIED. BRITUTIE:

1. EFBTIONTAPIRR2EARSS :

./make self signed certs.sh overwrite

[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key

Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
support@netapp.com

Getting CA Private Key

KEZREPERNZEENE=FIEH
TR BE B IEBERNZEENE = HIES.

KXFIAES
* EEILIERE 7 ONTAPIE##ZZ AR SSRILInux EA _EHITIEIESS
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* IRERMBERIERFEBZ RN MREEHIMBIEBIANII(CAFREBNIES. MATLAITIESS. A
It ENBERRR A SR AR R ARMZR (PKI A,

1. MR CAIEBHNE =S REVESH
&) LAGE R LA MR (RS B MPKISRAR AT IREGIE T,

UTRENEEAAT AR eERIEBHEE. Bl ca.key, ca.csr, ca.srl, #ca.crt UF
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ 58=1iEBEMA,

(D R B5EA T ONTAPIEAZZRAR S FRBIEBRILER . ERILLEE SIHEETBARMNA
MPKIFRANTIREGER, RIFERSTERIAZIRET R,

T
1. QIBERZEH ca. key MEEEXM openssl ca.cnf PKISUENARER ZIEFRERIEF.

a. £ ERAZEH ca.key:

*
openssl genrsa -aes256 -out ca.key 4096
a. BeEXH openssl ca.cnf ({UF

/opt/netapp/lib/ontap mediator/ontap mediator/server config/openssl ca.cnf)

EXERBIERBHTABERE ML,
2. EARMSAMBEXHEIRIERERIER ca.csr:

o il *

openssl req -key <private key name>.key -new -out <certificate csr name>.csr
-config <config file name>.cnf

[root@scs000216655 server configl# openssl req -key ca.key -new -config
openssl ca.cnf -out ca.csr

Enter pass phrase for ca.key:

[root@scs000216655 server configl# cat ca.csr

MIIE6TCCAtECAQAWgaMxCzAJBgNVBAYTALIVTMRMWEQYDVQQIDAPpDYWxpZm9ybmlh

erARKhY9z0e8BHP13g==

3. BXIEBERZIEK ca.csr APKIMANIEERZ,

PKITIANNPEIQIEIERHEZE .csr, ERRIUEP ca.crto

@ 3t FSnapMirrordl Z7E4E 14 (SM-BC)EEEE. MITURINIED ca.crt EEEIONTAPERE, 55
T ";3SM-BCHEZE ONTAPIAfR2EFNEEEE",
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F2F . FHAE=ZFCAINEERERIRSSIED
RSEZ2RIEBAIEREAZIRHITER ca. key MIE=FIUEP ca.crto kI, EEIEREXH

/opt/netapp/lib/ontap mediator/ontap mediator/server config/openssl server.cnf (2

FEEM, BTHEEOpenSSLIMA BIARS 8 PR BB Mo
AT ap < AT R AR SS 2R IE o

p
BEMRSFIER. BMXHRBITUTSRL

/opt/netapp/lib/ontap mediator/ontap mediator/server config:

openssl req -config openssl server.cnf -extensions v3 req -nodes -newkey rsa:4096
-shab512 -keyout ontap mediator server.key -out ontap mediator server.csr

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA ca.crt -CAkey
ca.key -CAcreateserial -shabl2 -days 1095 -reqg -in ontap mediator server.csr -out
ontap mediator server.crt

-CAcreateserial WEIAFERNXH ca.srlo

537 . 7ZONTAPIEfZRECE PREMITIVE =5 CAIEBMARS EIED
IEREE BT TR E X HEHELAONTAPIERZZRARSS

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.config

.yamlo WEXHEELUTREML:

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediato
r server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediato
r server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl'

* cert path fl key path @IRFZ[/IERLTE,

ca cert path, ca key path, M ca serial path @CAIEPTE,

pZ
1. B ca.*x BEEFE=FIEPHIXHE,
2. EFEEIONTAPEfRE:
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systemctl restart ontap mediator

B4% . (AIE)AE=ZFIEBEREMBRZZRN
ERILUMER S UMIEMBIFRE =GP ca. * IFE=HFIEREFHEEEMIE,

p
1. BEEXH

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.use
r config.yaml BEPHEIALE(E ontap mediator.config.yaml X

Blan. NRIEIRE intermediate.crt HFHEEMEA intermediate. key MIEPEZIFR

intermediate.csro /opt/netapp/lib/ontap mediator/ontap mediator/server config

, Muser_config SR g0 FFAT:
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[root@scs000216655 server configl# cat ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the following
key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
id

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap media
tor server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap media
tor server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermediat
e.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermediat
e.key'

ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermediat

e.srl'

2. EREXHHEINEIBE. EFSEIONTAPERSS:

systemctl restart ontap mediator

XSHIEBAE XK )BT R HER

IR

A7

AL EIEBHELRE L,

B IEIE P EIHARY 8]

ERUTHLHEIERERETEE:
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[root@scs000216982 server configl# openssl x509 -in ca.crt -text -noout
Certificate:
Data:

Validity
Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

JUIECAIAIERRRIX509v3Y &
AU T e LIIECAINIEFRRIX509v3Y &

FEHREXHEY v3_ca EH openssl ca.cnf BRA x509v3 extensions fEH ca.crto

[root@scs000216982 server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@scs000216982 server configl# cat openssl ca.cnf

[ v3 ca ]

subjectKeyIdentifier = hash

authorityKeyIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@scs000216982 server configl# openssl x509 -in ca.crt -text -noout
Certificate:
Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
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FIEARSS 2RI BANGER EAIEZ TP RIX509v3Y &

o v3 req FEXHBIEM openssl server.cnf EEEXMHETRN X509v3 extensions fEIEHH,

FELUTRGIA, EelUEHIRENEE alt names 889 hostname -A #l hostname -I FERET ONTAPIEfE
g2H9LInux VM_ Lo

BEEMBEERKR. THREEERE,

[root@scs000216982 server configl# pwd

/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@scs000216982 server_config]# cat openssl server.cnf

[ v3 _req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]

DNS.1 = abc.company.com

DNS.2 = abc-v6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abced:abcd

[root@scs000216982 server configl# openssl x509 -in ca.crt -text -noout
Certificate:
Data:

X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

X509v3 Extended Key Usage:
TLS Web Server Authentication

X509v3 Key Usage:
Key Encipherment, Data Encipherment

X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP

Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcecd:abed:abed

PIrZ AZARES SIEBILE
TR LIS E T AR AR S 5IE BT,

SR EHFER 2 BIEER L T OpenSSLE S :
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[root@scs000216982 server configl# openssl rsa -noout -modulus -in
intermediate.key | openssl md5

Enter pass phrase for intermediate.key:

(stdin)= 14c6b98b0c7c59012blde89%eceed4a9dbc

[root@scs000216982 server configl# openssl x509 -noout -modulus -in
intermediate.crt | openssl md5

(stdin)= 14c6b98b0c7c59012blde89%eceed4a9dbc

YR -modulus BY. RAEREZPMNIIBRABTHEEREGHEH.

IIEREEMSECAIE B EIRERSIRIES
R LAMEA U T s R IIEARS 2J[IE B RS B MFECAIEFH IR,
[root@scs000216982 server configl]# openssl verify -CAfile ca.crt

ontap mediator server.crt

ontap mediator server.crt: OK

AR IEEFERBEAIEPRIRES Y (Online Certificate Status Protocol. OCSP)I&IE. i&EFEAH&< "OpenSSLIGIE

[e]

EIFONTAP JRfESRVIR(FR A EN
J T FISRIEMEE. ERIEHIEONTAP JIRRSM THIRIERS,

BEEEMN

HERBTRNREN. EMEIEN. ZONTAP FERQTERANVASE. SEFrRIRET AN IR L IEFME
R, WIRFEENEBR. BIERRSEO.

ONTAP JEf#ss S =M BB BEiRE . FHREMBNTHERONTAP £EECEX R,

ENERFELEF

Bl R EMEFERESyumI B (RRERIY). BrRIEFEENRBHAREN. MRFBENSDH. BIER
AR5 E Mo

gg%i%% yum-utils B E. 5EA needs-restarting BFRNERREEEREEEEEHREING

<o

SNREHT 7 EAIONTAP JFfESRAMX R MNEFHBE. FACN AU IEEEITRIHIZER.

ENIRIERFRENIZIER
BRNEEERNNZEESCST, EBHRERS. REEPED,
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p
HITUT T BARENIRERF N Z.

—_

. {21lLONTAP JBfi#23

2. HFHSCSTHRHE. (SCSTRBEALMNE )
3. ARIBERAHENB .

4. BFRESCSTRMHE,

5. EHZFAONTAP JEf#23ARSS

ENERAENZKIP

KXTFULES
* ERILIFERE 7 ONTAPIERZRR AR SS BILInuX EA EHATIAESS .

* QBEELREONTAPREEREG. BT ENBIENZEIPHA LR ESTN. ERHNEERIEHEREFN. FHEHIT
tfES,

* B BEREPHAENE=ZFIERERGE. EFREALESEMEMIER. WRIEEERIER. N
RERRE IR ED BIFRK,

pg
BRI ENEFERFNIREBERIER. BRITUTIE:

1. EH/ZEIONTAPIEfRSS

./make self signed certs.sh overwrite
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[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key

Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
support@netapp.com

Getting CA Private Key

[root@xyz000123456 server configl# systemctl restart ontap mediator
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