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1. BB MBS HEUE NS LIRS

volume move start -vserver SVM name -volume volume name -destination-aggregate
aggregate name -encrypt-destination false

BXENFMAEE volume move start, IBEBM"ONTAP ;miS&E",
UTrSEBBANIMES voll BIrERE aggr3 #XE EREIERUENE

clusterl::> volume move start -vserver vsl -volume voll -destination
-aggregate aggr3 -encrypt-destination false

RGN ERMERH. £ LREIERME.
2. WIS ERAMmE:
volume show -encryption
BXREFMAER volume show, EBI'ONTAP GTEE"

UTHSHEETRERRNMUT L clusterl BINZE:

vsl voll aggrl online none
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AT LA volume move start asLUBoHNIESE, BoiNERIUMUTFE—REHA

FERE L,
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1. Bh WA NMBEHREE LOEIEL FMERES:

volume move start -vserver SVM name -volume volume name -destination-aggregate
aggregate name

BEXINFEMEE volume move start, IBEMW'ONTAP mS$E&E",
TSR ANIMES voll BIfERE aggr3 HFRIFE LHEIELFIMERS:

clusterl::> volume move start -vserver vsl -volume voll -destination

-aggregate aggr3

2. BB REBRAME:
volume show -is-encrypted true
BEXIEMEE volume show, IBEM'ONTAP GiS&ZE",

TR ERERINES clusterl:

clusterl::> volume show -is—-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr3 online RWw 200GB 160.0GB 20%
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; TEMBERRRIETRZA, EREERMNER. IS ANREAMRBEERAMER. S, REKERIRE

@ EARBEfFER volume encryption rekey start BEFTIZESnapLockE#1A,

g
1. BERNINZZR:

volume encryption rekey start -vserver SVM name -volume volume name

TS EHRMEZRSE voll ESVM Evsl:

clusterl::> volume encryption rekey start -vserver vsl -volume voll

2. ISR BERRRERIRE:

volume encryption rekey show
BXBEMEE volume encryption rekey show, BEBM'ONTAP fGi$E&E",

U T2 BEREMKERRRIEIRE!

clusterl::> volume encryption rekey show

Vserver Volume Start Time Status

vsl voll 9/18/2017 17:51:41 Phase 2 of 2 is in progress.

3. EMNRETPIRMFRAE, RIIEEEERANE:

volume show -is-encrypted true
BXRBFEMEE volume show, IBEI'ONTAP (s $&ZE",

UTeHSHEETREMNNES clusterl:

clusterl::> volume show -is-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr?2 online RW 200GB 160.0GB 20%
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1. B EEHERMNEER:

volume move start -vserver SVM name -volume volume name -destination-aggregate
aggregate name -generate-destination-key true

n
o

BXRINFEMAEE volume move start, 1IBE2M"ONTAP @S E&ZE
TSR NI ES voll BIrERE aggr2 HENNEZEA:

clusterl::> volume move start -vserver vsl -volume voll -destination

-aggregate aggr2 —-generate-destination-key true

LB R A SR E—NINZEER, & SIS RFINERES,
2. WiIFEEREBAME:

volume show -is-encrypted true

BXIFMAESR volume show, IEBI'ONTAP @dE&E",

TR ERERNESE clusterl:

clusterl::> volume show -is-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr?2 online RW 200GB 160.0GB 20%
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1. {#f security key-manager create-key SRS ERFBEHDINIEZEA,

BEERENTNBMNIIEERA, AR7EERSMIIEEA.
2. {3 storage encryption disk modify -disk * -data-key-id S BEREHIIERER,
HXER
* "FREMEREE"
TEONTAPHRIFRIIZ &
AT LA volume delete ¥ UMBRIIZE S,

FIaZ Al
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* BT RS,

p
1. MERINZES:

volume delete -vserver SVM name -volume volume name
BXIFMER volume delete, IBHBEM'ONTAP ene&E",

LU en 245 MIpRR NBINNERSE voll:
clusterl::> volume delete -vserver vsl -volume voll

HIN ... yes RYHRTEHINERE
RGRTE 24 /N EMIBRERMNZZE R,

53EkIN4ES -force true A “volume delete BIMIBREH IZENHERIBNBINMNZZSH, LpSEE
LR, BXBFMEE volume delete, BEMN'ONTAP GiSEZE",

o

SRS
&R LUEHE volume recovery-queue s AELZHENRZBHIEAME EMPRINE volume delete 8%

volume recovery-queue SVM name -volume volume name
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* MetroCluster #1 FlexGroup Xi#F& £

* NREFBIRBVE R SnapMirror X ZBYE, NFTERMT SnapMirror X REIATHITE 28R

* XFEA SnapMirror BIRFRIFHE, EFMESEZSAER SnapMirror #3ERIF (DP) ZfER
SnapMirror i BHIERIFHIERFE.

° féikl‘%%"l:, f£F SnapMirror #3#E(R1P (DP) BN EERESHENRINES ZEMMEL

° BRINBR, REER SnapMirror #HIERIFEIEIEA SnapMirror i BEIERIF (XDP) RIHY
SERRMAERMES %o

o A LA B UXLEERIAE secure purge re-encryption-method [volume-move|in-
place-rekey] B3%:

* RMABERT. EXLERIRERE. RASBoMBRFlexVolEHRIFIEIRER. FANBERT, ELXEE
FRIZ2(EHRIE], A=BnhIBREER SnapMirror #3ERIFEY FlexGroup HEFRIRER, A UERAGRSE
POXLEERIAE secure purge delete-all-snapshots [true|false]o

ONTAP 9.7 ERRRA:
* R BERAZFUTRE:
> FlexClone
o SnapVault
> FabricPool

* MNBREFIRAIER SnapMirror XRBVR, MATISLETFF SnapMirror X%, AIEA EERRIZE.

INRESPHRBET. WATEHERIRR. AT REBRFE. Fi0, ERIEFE FlexClone EMER
EiF o

* RIHERAREBRINEERMA SIS, UEERHEAERINEERKBRIEIE,
BHNERRETENES L. BRASBMHER, UHRREBHRIEIELT ENEEN RRE,

M= SnapMirror X RHINZ ONTAPE FEIEEE

M ONTAP 9.4 i, EaILERL 2 BRINETERA T NVE B9% TRt A Rk "
scrub " #iE,

KXFIAES
TR EBRAERELDHEEHE, BABRTEMRRXHFISIEE. ErRILUER volume

encryption secure-purge show BRQUBFRIFRT. EAILUER volume encryption secure-
purge abort AL IERE,

BrE SAN ZHLERITREER, EATHREOSTERIXENED LUN , SEEBRESE
() LUN BARFEERHOANRITIL, WRTEAMIR LUN , SE THURIERGARHS LUN FEy
7L, WFERITRE AR,



FaZ Al
* M ERREEE AT RRITIES.
* ESTESHRNR.
p
1. MR ER2BEFRAIXHEE LUN .
° £ NAS B im L, MIFRER2FMRIIMH.
° 7£ SAN L, MFEL2ERMN LUN , SEAEFRIXXHERRIRITAL.
2. EERERR L, BERNSENIRES:

set -privilege advanced
3. MRBR BRI TRIRT, HRPFRXLERR:

snapshot delete -vserver SVM name -volume volume name -snapshot
4. REFFREMPREII M

volume encryption secure-purge start -vserver SVM name -volume volume name

U T LA R B EEMBRISHF voll ESVM Evsl:

clusterl::> volume encryption secure-purge start -vserver vsl -volume
voll

. IR BRI

volume encryption secure-purge show

MEHESnapMirror®# x ZHNZONTAPE /B IREURE

MNVE.8F8. &3t BB SnapMirrorE 4 % % B EEFAONTAP 919% _E L=
B scrub " #¥iBE B L 2E Mo

FIaZ Al
* B ERREEE RS RHITIES.
* ESFESRNR,

KTFUAES

TR EBRAIERELDHEIEHE, BEERBURTEMMRXHFISIEE. ErRILUER volume

encryption secure-purge show i UBBIRIERS. EAILIEMH volume encryption secure-

purge abort A LA IEIRME,



BrE SAN THLERTRETERR, EAANRESBBROENEDN LUN , SUEENREBAE
() LUN PARFEEROXANRITI. WRIEMR LUN , SE THIBIERGAZHS LUN FEy
7L, WEFRTRE BB

p
1. EEERG L. YIRS RARRS

set -privilege advanced

2. MR ERDERRAIMAEL LUN .

° £ NAS EF iR L, MFREL BRI,

° £ SAN ML, MREREEMRR LUN , SEAEBHRIXERBIRITL,
3. EERIXERREREBMGRNENE:

volume encryption secure-purge start -vserver SVM name -volume volume name
-prepare true

SnapMirrorF & X RPN E N EEE T E,
4. MMRBREBMROXHMUTIRETR, BRFRXLRER:

snapshot delete -vserver SVM name -volume volume name -snapshot
5. MNREBRLFRIXMAAFEARRBAR, EHRITUTRE:

a. ESnapMirror®# X R Bi75 L eI RE:

volume snapshot create -snapshot snapshot name -vserver SVM name -volume
volume name

b. E#SnapMirror A FiS chEANIRER :

snapmirror update -source-snapshot snapshot name -destination-path
destination path

XtSnapMirrorFH X ZFRNB M EEE T R,
a. BESRE (a) M (b) , EEFTFERREHEM
fan, MREEMPTEARE, WNEEFE (a) M (b) =X

b. WIFERTBFEEAIRE: + snapshot show -vserver SVM name -volume volume name

C. MHFREZAIRIR: + snapshot delete -vserver svm name -volume volume name -snapshot
snapshot

6. ZeBREMFRII M

volume encryption secure-purge start -vserver svm name -volume volume name

FtSnapMirrorF 3 x AHHN BN EEE T E,



TSR EER SVM "vs1 " £ "vol1 " _ERIEMIBRSIH:

clusterl::> volume encryption secure-purge start -vserver vsl -volume
voll

7. IR BRI

volume encryption secure-purge show

HEXER
* "snapmirror update"

MEE SnapMirrorF L X ZAVINZONTAPEHBIELIE

MNVE.8F8. &n] LIER L £ EFRINEELHIE" 12 +"E R AONTAP 9H A A SnapMirror
Bl % R M5 ERIERE.

KFILAES
LEARAREFE/LDHE VN A 8E5TR, REBURTEMRXXHFRIEBIEE. ERILUER volume

encryption secure-purge show BB UBBIRIERS. EAILIEM volume encryption secure-

purge abort R LUK IEIEME,

B7E SAN THLERTRETERR, BAANRESBBROENEDN LUN , SUEENREBE
() LUN PARFEEROXANRITI. WRIEMR LUN , SE THIBIERGAHE LUN FEy
7L, WEFRTRE BB

FHEZ 81

© B RREREIER A BT S,

* ESBEBRIR,
pr=

. FEERGE, BRABRIRRI:

set -privilege advanced

2. MR ERDERRAIXMHEL LUN .

° 7£ NAS FFim Lt , MFRER2FFRIIMH.

° £ SAN ML, BIBREREEMRA LUN , SERNEBRIXERRITL
3. EERIXRRELREBHNENE:

volume encryption secure-purge start -vserver <SVM name> -volume <volume name>
-prepare true

XfSnapMirrorEFZ X RAFHS— M EEE LT E,
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4. NRERD BRI FIREDR, EMFRXLIRE:
snapshot delete -vserver <SVM name> -volume <volume name> -snapshot <snapshot>
S. MMRREBEFRXHAITEARBIERREBSR, BEEH SnapMirror LUK B REZATTS

snapmirror update -source-snapshot <snapshot name> -destination-path
<destination path>

BRINERE, FEbpZUR HIbas<miRo
6. MRREBEMRXHMA TR ARF—HRRED. ERFESnapMirrorEE X RPN E LAIIRER
snapshot delete -vserver <SVM name> -volume <volume name> -snapshot <snapshot>
MM ERITI T B,
7. REFRREMPRAIH
volume encryption secure-purge start -vserver <SVM name> -volume <volume name>
FtSnapMirrorBF x ZHH BN EEE TR,
T a L REERRSYM VST " L™ vol1 " EERIBREISI
clusterl::> volume encryption secure-purge start -vserver vsl -volume
voll
8. WIEREFEFMEIFIVIRT:

volume encryption secure-purge show

BXER

 "snapmirror update”

ECNONTAPIRHZ tHE IR E RS
NetAppZ NG EHIEIRHEZ SRR, ERIFHEZNREFHEFEREZINIR
EE,
o6
* BRTILES, EURRERR SVM BEBR,
* HESBESRINR.
* fEMetroClusterIFiEF, fEAER FEMRIDITBE, B IHER WRBEIEEN,

p
1. BRNEEIRES!:

11


https://docs.netapp.com/us-en/ontap-cli/snapmirror-update.html

set -privilege advanced

2. BEANHEREETE, ERANHCERTEIETRIONTAPMRZA,

ONTAP 9.6 XES k4

security key-manager onboard update-passphrase

ONTAP 9.5 & E R Rz

security key-manager update-passphrase
3. BAN—NF 32 B 256 MFRZIERIEND, HEXN T cc-mode”, MA—NTTF 64 F 256 MNFRIZIERY
=,

SNRIETER "cc-mode” " EEIFEIELD T 64 MNFN, NERAEEBRERFEAETEREERTZAS
BRMHIER,

4. EERWEEERHIMRTHEL, EMRBAZLEE.
. MNRIEEABIZEMetroClusterfcE , FTENFFER LEY EMEMNEGEE,
a. BT EFE S EONTAPRRAREA <, EHER LRPRIEIEE!

ONTAP 9.6 EShRZS

security key-manager onboard sync

ONTAP 9.5 & E R Rz
* ZZONTAP 9.5 #1, i&1T:

security key-manager setup -sync-metrocluster-config

* 7EONTAP 9.4 NRERIRAF, EHAMER FRBINEER, F15 201, ARTEUHERL

BT TS

security key-manager setup

b. HIMRTEY, BRNHAIERD,
NS ER L E B AERIRV R AEIE,
FTRl/E
RBIRBZAEETIDREEFEFERARININL2ME, UEERER,
BREMHZIREERNN, BFENEREERRES.

BRES
FRENIREEEEEES

12



* "R e R EIER R EN R IDZE"

FrhFIDONTAPIREZHAEIREEFERE
BRI SRR TIEIEN, SRS TAEIRE e 84 NEHERSINN R LB,

FrIaZ Al
* B REEEERTERITIES,
* ESFTESHRNR.

KXFULES

FIEERBEREENEENISRENEFHIEE (RDB) . BENFHENTHERER, UEERER
SERTER

p
1. BRNEEIRRS!:

set -privilege advanced

2. BREHNTREESMES:

JFF Itk ONTAP AR ... fERLLER< ...
ONTAP 9.6 XEShr7s security key-manager onboard show-backup
ONTAP 9.5 RE R4 security key-manager backup show

LT 9.6 < ETRTIAEREEMER clusterl &

13


https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-onboard-update-passphrase.html

clusterl::> security key-manager onboard show-backup

TmVOQXBwIEt1eSBCbG9iAAEAAAAEAAAACAEAAAAAAADUD+LYAAAAACEAAAAAAARAA
QAAAAAAAAABVO1HOAAAAAMhT7gDLRYH1DBZz12piVdAdy9ATSFMTOCOT1YFss4PDjTaVv
dzRYkKLA1PhQLxAWJIWwOIyqgqSr8qgY1l1SEBgmlIWgESDLRgkiAAAAAAAAACgAAAAAAARAA
3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIEIWvdeHr SRCAVHGCl10+wAAAAAAAAAA
IgAAAAAAAAAOAAAAAAAAAEOTCROAAAAAAAAAAAAAARAACAAAAAAAJAGr3tJA/LRZU
QRHwv+1aWvAAAAAAAAAAACQAAAAAAAAAGAAAAAAAAACAhTCcVAAAAAT]1 PXeBfml 4N /CcQSARAARA
AAAAAAAAAAACAAAAAAABAF6JCZch+IF+ZeOutovhv8oAAAAAAAAAACQAAAAAAALA
gAAAAAAAAAAN3Zg7AAAAALOT7gD20+H8TuGgSauEHogAYyWcLv4uAOm2rrH4nPOMON
rDRYRa9SCv8AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

3. BEMEREFINEFMAZLIMZ2MUE, UEERERBEIER,

MEXER
* "security key-manager 1%, show-backup"

* "security key-manager backup show"

EONTAPHERIRH Z A E R MEE TH
B8, CRERENERGEHERNEET. BWABENREENE, CRLISBIRYE

AEERERME R, MERHBAEEMBZAFMETRER D BEONTAPARAHARFE A
[Eo
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Feaz gl
* YNREE NSE S55MEB KMIP fRSZ 25 —HcfER, BEMIBRIMBZRIAEIRSEUEE, BXFMER, BSR"MIL
ERERAE IR IEE|ONTAPIR E ZAE IR,

* B EBEEERTERITIES,

@ MNEREEAFlash Cache*ﬁﬂ&ﬂ’]%éf‘tﬁﬁﬁNSE\ M3ERZ E FBNVESINAE, NSEFREXTITEE
7£Flash Cachet&iR ERYEIEFHITINE

ONTAP 9.6 &S hRZs

@ NRETIZITHIRONTAP 9. 8 EhA, HEREEME, HIRBHRNIIZHITIRE [ontap-9-
8lo

1. RIFREEEIRRZEA: + security key-manager key query -node node
BXMEMSE security key-manager key query, 1BZR'ONTAP <& E",

2. FEEA: + security key-manager onboard sync
BXBEMEE security key-manager onboard sync, BESW"ONTAP (i< &E",

3. EEEIER TR, WAERNRYZAEEREE,

ERNNZIEEHIONTAP 9.85F = ks

INRIZIZITHIZ ONTAP 9.8 &Emﬁﬁzli, HEREEME, NWAMERIRERIRERZAEIEME ZEIE
B, MRBEMEENE. EERITILIE,

1. BT RBoERIHE. AGEEFEM (10) Set onboard key management recovery secretseo
2. N ...y LUERLEIET,
3. ERAFA, WAEHNIREZAEETEEE,
4. ERTRL, MASNEAKIE,
WMANENEBRBER, HRROEBHESE,

S. MBoher, EFAD (1) Normal Booto

ONTAP 9.5 X E kA
1. WIFREEERREH: + security key-manager key show

2. XREER: + security key-manager setup -node node
JEA T 2 “security key-manager setup TE"ONTAP iS5 Z£",

3. EEMEIER TR, WMASHNIRBZAEEREEE,
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"R E ONTAPSIMERE S E IR NNE E TR
ERI L F R RN R P ERNB R S AR T . MRE BRI NEE
QRTHARIRET AT R, WARERERTIRE,

XFIAES

TEONTAP 9.6 EEh AP, ERILUER security key-manager key query -node node name fi<
UIFR B R ERREH.

{;1

TEONTAP 9.5 B2 RASH, EATLUER security key-manager key show S URIIEREE
Ao

@ MNR7EEBFlash CachelRIRMW AL L FHANSE. NERN EANVESKNAE, NSEREITIHEE
1EFlash Cachet#iR _ERYEIEFHITINE,

BXMEMEE security key-manager key query, IBEM'ONTAP <& E",

Fraz Al
BRITUES, USSR SVM B 5,

p
1. MNREZITHIZE ONTAP 9.8 HEShRA, HEREEMER, BHRITUTERE:

WRTIZITHIZ ONTAP 9.7 ERARZA, HEFIZTTHIRZ ONTAP 9.8 RESIZA, FEBERME, BT
8

a. & EBootargs:
setenv kmip.init.ipaddr <ip-address>
setenv kmip.init.netmask <netmask>
setenv kmip.init.gateway <gateway>
setenv kmip.init.interface e0OM
boot ontap

b. ¥ P S EHIERERE. ARIEFIED (11) Configure node for external key
managemento,

C. RRIETRMAEERIER,
MAFMEERILIBRERGE, RFGREIZIEIFRE,

d. MBEhFEgEAR, EFRIED (1) Normal Booto

2. RRZEA:

T Itk ONTAP kR ... fERALHS ...
ONTAP 9.6 E S hkZ~ “security key-manager external restore -vserver SVM -node node

-key-server host_name

IP_address:port -key-id key_id -key ONTAP 9.5 R ERErZs
-tag key_tag’
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‘node’ BMAAFTE T 2o

®

LAFONTAP 9.685 < Al MR A EIE S IR REIPHFAET R clusterl:

BRRHEREERR, FxHFia<,

clusterl::> security key-manager external restore

BXER
C "RERIAEIESRINBIER"

EHIONTAPEEE FHY KMIP SSL IEH
FrB SSLiIEHEEEFIEARER, BN EIEPRIERZ eI E#1TEH, UB LB IeiE
ZEARIGRIELK,

FHAZ B
- CUAEHRERNERASEBNERER (KMP BLHIED) o

* M EIREY KMIP RS BHERAFIES (KMIP server-ca iIEH) o

- BRTILES, EARRERS SVM ERA,

* WMREFEMetroClusteriFMEFRERKMIP SSLIEH. MAFEMNEEF LR RAERNERKMIP SSLIEF.
() EEmresEsraimsE, SN KMP RSSE EREEREP BIRSSES,

R
1. REHHH KMIP server-ca IEH:
security certificate install -type server-ca -vserver <>
2. REFH KMIP P IRIES:
security certificate install -type client -vserver <>
3. ENEAEIERME UEAMTENIES:

security key-manager external modify -vserver <> -client-cert <> -server-ca
-certs <>

gNRE/EMetroCluster FIFHIZITONTAP 9.6 ESMRA. FEHBENEESVM ENZRAEERRKE. Ny
NEREPHRNER LEBITh<L.

MBIFE S BB ARARS 2 HRENEATE, UEFEHERSREUERREENE
() BREEEER. BB NeopHiRE: FNESBIEBAAIAASIEER BB G XM
BRI,
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S
1. BRBA EATIE

storage disk show -broken
BXMEHMEE storage disk show, BEW'ONTAP GiS$E&E",
clusterl::> storage disk show -broken

Original Owner: clusterl-01
Checksum Compatibility: block

Usable
Physical
Disk Outage Reason HA Shelf Bay Chan Pool Type RPM Size
Size
0.0.0 admin failed O0b 1 0 A PoolO FCAL 10000 132.8GB
133.9GB
0.0.7 admin removed Ob 2 6 A Pooll FCAL 10000 132.8GB
134.2GB

[...]

2. BREATENHEERESHBEAERETRIRA, MERIEHEHREER I FIPS IX5hERst SED -
3. SECHT BB ERAPRE:

storage disk assign -disk disk name -owner node
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BXBEMIEE storage disk assign, IBEM'ONTAP mS$&E",
clusterl::> storage disk assign -disk 2.1.1 -owner clusterl-01

4. HIAE D ECHTIER
storage encryption disk show

BXMEMSE storage encryption disk show, IBEH'ONTAP fi$&ZE",

clusterl::> storage encryption disk show
Disk Mode Data Key ID

0.0.0 data <id value>
0.0.1 data <id value>
1.10.0 data <id value>
1.10.1 data <id value>
2.1.1 open 0x0

[
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6. tNBENE, B FIPS IRGHEZHES FIPS 140-2 BHIIEEH.
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ID IREHNFINME, BIHIEEZRE ID0x0 (SAS IEmps) H=EIA (NVMe IREhER) o XIFMSfEHE
EREIRETE BRI AT ENR. ERURERENMEEE BIFRESTHERME,

* HEHR
THR FIPS R5hedsk SED f5, RASRKMENMERIARENRNNMENE, HRAMERE, XIFMSEEH
BAANAA, FEWEE EREIEXARERR,
ERILURIESHERT RN BR N BMEREhERHFTE BMEREDER.

TEONTAPH XS FIPSIRBh28 T SED# 1T &1 10 IE

WNREFFEFIPSIRGHZZ S SED L BVEIRK AR AA). HERZIXch23FMEMEIE. WATLL
{#/ storage encryption disk sanitize SN IREhas H1THE EIE,

KXFIAES

BEBEMEREEN, RASKEEMEBERBELFMBBEIE, BFAVBERSEEN false , FREA ID
IRENEAE, BILEREZ S IDO0x0 (SAS WExhas) H=E (NVMe Rahds) o XEMEEME EAVEEE
TERR BT ENR, ERIUREEENEEEE AERESNEREE.

FaZ Al
eSS EE RS RHITIES.
p

1. BRERENAEHIEISIS— MR LRSS,
2. IPREEIER FIPS IXzhEREL SED LHERS:!

storage aggregate delete -aggregate aggregate name

clusterl::> storage aggregate delete -aggregate aggrl

BXMEMSE storage aggregate delete, IBEI'ONTAP i $&E",
3. MEEEEN FIPS IXzha§sk SED BIHEAR ID :

storage encryption disk show -fields data-key-id, fips-key-id, owner

BXMEMEE storage encryption disk show, IBER'ONTAP & ZE",
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clusterl::> storage encryption disk show
Disk Mode Data Key ID

0.0.0 data <id value>
0.0.1 data <id value>
1.10.2 data <id value>
[

4. 9NR FIPS 2R LA FIPS RBEREIT, BRTRM FIPS SHIIEESA ID IRE[EIERIA MSID 0x0 :
storage encryption disk modify -disk disk id -fips-key-id 0x0

] LAER security key-manager query FATEEZRHFIDRIGHS,

clusterl::> storage encryption disk modify -disk 1.10.2 -fips-key-id 0x0
Info: Starting modify on 1 disk.

View the status of the operation by using the
storage encryption disk show-status command.

S. FIRIREHES :

storage encryption disk sanitize -disk disk id

TRt BIENE AR ERIINME, EEEMEME. MABEHEENM. FER -force
—all-state &, BXHFMAEERE storage encryption dlSk sanitize, JEBM'ONTAP &%
BE",

(D) ONTAPHIRREHMAMINEE. AGBLLE. WARE LFARNEE,

clusterl::> storage encryption disk sanitize -disk 1.10.2

Warning: This operation will cryptographically sanitize 1 spare or
broken self-encrypting disk on 1 node.
To continue, enter sanitize disk: sanitize disk

Info: Starting sanitize on 1 disk.
View the status of the operation using the

storage encryption disk show-status command.

6. FEEMRIEEMERK: storage disk unfail -spare true -disk disk id

1. WEWERETEABME®E:. storage disk show -disk disk id
MRERGEBEE. BPE—. storage disk assign -owner node -disk disk id
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8. WNIAE ZFIEMHERT =AY nodeshell :

system node run -node node name

J&{T disk sanitize release @5

9. iBHnokeshell, BXfRPRREABIIE: storage disk unfail -spare true -disk disk id
10. BN ERENERAMEHIEREPESMEA: storage disk show -disk disk id
HEXER

+ "storage disk assign"

* "storage disk show"

* "TFhEREERE"

* "ERENER AN

* EREINERERIE"

* "EENEERE B TRE"

fHESONTAPHHIFIPSIX G285 SED

NRE(EFIPSIKENEI N SED LRVEE KA R AIAIR. HEAREEE A ZIKEHEE. MT
LAER storage encryption disk destroy SRR,

KXFUIAES

$H8% FIPS I¥5h28sk SED fa, RARHMENMBZRINZENRNNBYIE, FHRABEZIFEI2E. XEME
HMENFAA, FEEE ENEIEXEARRSR. B2, ErUEREENRE LENENYEZ2 1D (PSID
) REEEEAH EENSE. AXIFMER, BEN "EXEMRIEEARE, F FIPS IRXnh2ssk SED MEE
l%l_'f—f o

@ BRIEEIAE R BRI INE RS (NRD Plus ) , BNIRNEHER FIPS IRGHESEE SED » FHER
HEEIE EERIB R,

ez Al
T R E IR R REAT IS

PIE
1. BEERBNFAESIETEE S — 1 EE ENRE,
2. MIFRESHRA FIPS IRGH28E SED FHIER

storage aggregate delete -aggregate aggregate name

clusterl::> storage aggregate delete -aggregate aggrl

BXMEMSE storage aggregate delete, IBEI'ONTAP @i $&E",
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3. HIEEHERM FIPS IXEhesal SED AYREAER ID :

storage encryption disk show

BXMEMSE storage encryption disk show, IBER'ONTAP Gi$&E",

clusterl::> storage encryption disk show

Disk Mode Data Key ID
0.0.0 data <id value>
0.0.1 data <id value>
1.10.2 data <id value>
[.

storage encryption disk destroy -disk disk id

BXMEHMSE storage encryption disk destroy, BEZW'ONTAP & ZE",

() FoRRTERABNDE AGBAS. WARELFRNEE.

clusterl::> storage encryption disk destroy -disk 1.10.2

Warning: This operation will cryptographically destroy 1 spare or broken
self-encrypting disks on 1 node.
You cannot reuse destroyed disks unless you revert
them to their original state using the PSID value.
To continue, enter
destroy disk
:destroy disk

Info: Starting destroy on 1 disk.
View the status of the operation by using the
"storage encryption disk show-status" command.

BXES
* "EFENNE AR EER"
C EFRENEEERET

* "EFENESE ERRE

-l
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(D R IZH R FIPS JX5h288K SED RO ZEIFRZRRIFAIR NS EAIMEZ SIESN T I EAR. —
BEE FIPS MEEEA ID, FMMBHRIERTEEE, HELENR, FRERERREH.

MR HA XHERMNZ SAS 5 NVMe IX5h28 (SED, NSE, FIPS) , NAREVIBKERES ZHIX HA IR
g@ﬁﬁ@ﬁﬁ%ﬂﬁﬁtﬁﬁ (Boh%EM 4 3¢ 9) . WRAXHEM, NESHFAAREEEE, FTRERSBRRHEER

FaZ Al
T MEREEE RS RHITIES.

p
1. BiREFIRENSR:

set -privilege advanced
2. Y0R FIPS IRzh2s Ll FIPS RB/RERNIETT, BT A FIPS B4IIEZ4A ID 18 E[EI2AIA MSID 0x0 :
storage encryption disk modify -disk disk id -fips-key-id 0x0

] LAER security key-manager query FAFEEZRFIDIIGHS,

%

clusterl::> storage encryption disk modify -disk 2.10.11 -fips-key-id
0x0

Info: Starting modify on 14 disks.
View the status of the operation by using the
storage encryption disk show-status command.

fEF s SHIARIERT:

storage encryption disk show-status

EE show-status #5%, EZ“Disks Begun’#1“Disks Done” By F48[E]o

clusterl:: storage encryption disk show-status

FIPS Latest Start Execution Disks
Disks Disks
Node Support Request Timestamp Time (sec) Begun

Done Successful

clusterl true modify 1/18/2022 15:29:38 3 14 5
5
1 entry was displayed.
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3. BT RSB S HILIERA ID EFIRE NI MSID 0x0 :
storage encryption disk modify -disk disk id -data-key-id 0x0
HI{E -data-key-id TIREERFSASENVMeIX i8R M EIRZRIPAVIRIN. #MNIZE /I0x0,
] LAER security key-manager query FAFEEZRFIDIIGS,

clusterl::> storage encryption disk modify -disk 2.10.11 -data-key-id
0x0

Info: Starting modify on 14 disks.
View the status of the operation by using the
storage encryption disk show-status command.

ERRSHINRIERTN:
storage encryption disk show-status

EE show-status %, BRI FHE, Hdisks began’Fl“disks done’ R FAEFERT, RIEFER.

PRIV

MONTAP 9.7F4a. ERILIMHEIPIRINERR NFIPSIKENRIRE® R, RBEETEAER L—THRHONTAP &5 <1T
SEERRY. 7 e AR

PIE
1. BT RmFIPSEH IR AIDEFHIKE NI EIAMSID 0x0:

disk encrypt rekey fips 0x0 disklist
2. B RmEESHISIERA ID EXIREARIA MSID 0x0 :
disk encrypt rekey 0x0 disklist
3. WIAERThEMNIGEFIPSH IR R A .
disk encrypt show fips
4. WIAB AR ENRERIES HIEIEZRENA:
disk encrypt show

TRk H I RE = ERAIARIMSID Ox0Z FRIDZ TARRSS S FF A 64F H{He o Locked? FEEIEEIEM

=

o
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Disk FIPS Key ID Locked?

EESTE]
TR

I
* "EFENESE B RRE

TEONTAPHIFRIMNEBZ TH E TR 851 1%

HERBEFE KMIP fRSS2:0T, AILUGEMT B, #l90, EdERIEmE, &a

ZBIFF KMIP fRSS 288915

XFUIAES
SHEM HA MR —P TR KMIP BRS52300ERE, ARGz BmrAILARS SESAERET RENER,.

@ NIRRT KMIP BRSSSRIER M ERINIRAEIE, BHRSI—1 KMIP R552871 A

FRESHIIER A,
FaZ Al
BHITIAES, oSS SVM B 5,

$HIE
1. B KMIP BRSS 285 LAl = B0

ol
Be

T Itk ONTAP hiZs ... fEALLHS ...
ONTAP 9.6 xE S hRkZx “security key-manager external remove-servers -vserver SVM -key

-servers host_name

IP_address:port,..." ONTAP 9.5 B R k7

EMetroCluster I iEH., A EIESVMHIR N ERES XEHmS,

LATONTAP 9.68r SR ERA SN E A EIEARSS BANERE clusterl, B— TR ksl, IARIAL

15696, 55— imOIP#EiE)910.0.0.20, fiifFim124482:

clusterl::> security key-manager external remove-servers -vserver
cluster-1 -key-servers ksl,10.0.0.20:24482

BXRHMB security key-manager delete JFHHfEE ‘security key-manager external
remove-servers, BSW"ONTAP eGi$&E",
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{ZCXONTAP MR A EIRARSS 2B 1T

MONTAP 9.6 8. ERJLUER security key-manager external modify-
server AT EIMNIZEIAEIERS2Z19/OBE AR S,
Faazai
* BRATILES, EEsEis SVM B R,
* ESHEESRNR,
* fEMetroCluster IfE. AN EESVMHIR M EFHEEXLELE,
B
1. HERAR L, BEARNEENIRR:

set -privilege advanced
2. (BB BRI AE IR ARSS SR B I

security key-manager external modify-server -vserver admin SVM -key-server
host name|IP address:port,.. -timeout 1..60 -username user name

BEEUD AR, MREELTHFRE, RARRTERANEL, NMREEHERRET
FFBITERL. admin_ sSvMERINAHRIERNEESVM, G AREREE R B
A E IR R M.

U TSR BHEBIMEEN45) clusterl IARRIAIROS5696 MR 2 A EIRARSS 28

clusterl::> security key-manager external modify-server -vserver
clusterl -key-server ksl.local -timeout 45

3. {82 SVM RISMER A EIRRARSSREME ((NFR NVE )

security key-manager external modify-server -vserver SVM -key-server
host name|IP_ address:port,.. -—timeout 1..60 -username user_ name

REELIE S, MBEEHT RS, REGRTEHATED, IRESVME SRR
()  mEmes. swBESANSEISVM. EARRER SVM EIR A SHERIN TR LR
SRS SR

UTaRERNAR ZMEN svmnl IFFINRO56968I5MFE T EIEARSS 25 -

svml::> security key-manager external modify-server -vserver svmll -key
-server ksl.local -username svmluser

Enter the password:

Reenter the password:
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4. WEFRIEM SVM EERE—F.

BXER

* "security key-manager9hZmodify-server"

MONTAPHRIIR HZ A EIE T B EISMF A E R

INREMIRHZAESEYIREINERAEE, WAIEHRrAZ A EEECE, AR 6
BRMNIEZIAEE,

Faazan
* WFEFEHIMNE, BIARKPRAE FIPS IX&h2ssk SED RISIERAEE NEIAE.

"¥& FIPS JXzp28sk SED 1R E BIRZRIFAVIRTL"
* WFEFREOMNE, EOMBUENFIEEHME,
"BUHEEEME"

1. MERER R B AEIEAE:

FF Itk ONTAP higZs ... AL ...
ONTAP 9.6 XEEShr7s security key-manager onboard disable -vserver SVM
ONTAP 9.5 NERhZ security key-manager delete-key-database

BXHMB security key-manager delete-key-database F4I{EE “security key-manager
onboard disable, EEI'ONTAP <& E",

MM EAE IR E|ONTAPIR EH R HE TR
BRSNS, B R AR RASEY NI R IR,

Frazal
* NFEFEHNME, BIRKFE FIPS IE&n28sL SED RSB AEE HEAIME,

"¥& FIPS JXzp2ssk SED YR8 BIRZRIFAVIRTL"
* BUIEMFRFIE NI IR EIERERE,
"HIBRIMNRE PR E R AR R

* B R R EER T EEHITIHAES,
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p
TEEAEENTBEUR T EERBONTAPRRZS,

ONTAP 9.6 KE=hfiias
1. BB ENRES:

set -privilege advanced
2. FHmH:

security key-manager external disable -vserver admin SVM

() EMetroCluster iR, BAMEBSVMATA MERES <,

¥4A T R “security key-manager external disable’ 7"ONTAP g5 & & %",

ONTAP 9.5 &E Rk
ERdR<:

security key-manager delete-kmip-config

&
O
M

AT R security key-manager delete-kmip-config 7£"ONTAP #54

EET)
R TEBIINR A

?Q%EONTAPEEDQLEEP%*}BE ZHEERSEE, SREMFA
’Fa;

gNRA NSE EEENEFRARER IR T A HIMEAEENZREERS2E, N
ONTAP = REXFE LT HE e e A ERIMT .

NRTFERSECE Y NSE , SED EEMMKEZRAHIE, HH SED ERDN, NWEHERFAUITIMEZRAEERS
BORFIRNSFHIIEETA, LUER SED #1THMRIE, ASAREHIREE.

FHRASSZHARAIRENZAEERS R, FK=/)N, NREFERAGTZRERTELEDEPEE—, W
BEIEERFEL, FHEASRHES.

MRFERARMINKATAEENRAEIERSSE, WIS SSLER, HE&KA 15 0. WNRFME
RRTESEAEENZAEIEARSSSIEIL SSL &, NEMIEREL, FHEASKRFEE,

LRSS HEKAHEZTZREIERS R, ERE CLI AETEXRMHEKAZHFAESE. BT
FEET1Z Ctrl-C FRBTEX R =1t

EN—IR £, SED (XAWAMRMEBNARERNRNZ, Z2E, EMRERNIEYUERNSLR. MREFME
AT ERAEEENZREERS B[ LUORBERN S MHIIERH, NRESRERRMIABRHITEHIIE,

MMSHZAKRBMH LR ER T NRFEAREENTERERRNENERSE, WERENSEIFEK, MM
¥ SED RS MIIERIHIFER M.
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EXERFRT, FEFEASNIRITREN THLEFERRHNBIFR, HPLERESRKKS SRR
EREMRHIMAABE SED MAIRESHEINIEER. SERIFHIRFIFRIENRT SED BIKIESMRH L

SEDZEE! SHPENE AILLEHNHBEFRPEE
B RIITEE
R MUREL
HDD 1024 gio BMEERN SN IIEEABERARE, FBthI AR
X440_PHM2800MCTO 800 GB 5. 5By, RETEHMEENRBZA, BEABEN.
NSE SSD , EfhR4s79 NA0O
¢ NAO1
X577_PHM2800MCTO 800 GB 5. 58y, RBETEHEENBIZE], BEABEX.
NSE SSD. ElfhR4x7INACO
INAO1
BB ESE R 1024 KA. BEMEIEMIISHIIERIARRAIR, SIEHITEMR
X440 _PHM2800MCTO 800 GB s,
NSE SSD
BB ESE MR 1024 KA. EMEIEMIISHIIERIARRAIR, SIEHITEM
X567 _PHM2800MCTO 800 GB s,
NSE SSD
FrEHEfth SSD &= 1024 KA. BMEIEMIIBHIIEZIARREIR, SIEHITEM
g,

JTFFrE SED &, MBS MHKIISBEIRAHEERNE,
NREBEFEAZRT LG M AIEESIAE RS B[MEENER, MWNAcHRERELBERNNALER
&, AEBESIRMEESHEERSE

A ONTAPINZS

M ONTAP 9.7 FF&, MNREHEEMZ ( Volume Encryption , VE ) iFRIEHERRE
I ZAEIERE, WRINB R TSBARENENE., MEXE. ErILIEMANENE
B AN,

FIaZ Al
BRITILES, GUTEEHEER, HEEHEEREREZMYRA SVM 5.

TR
1. E7E ONTAP 9.7 A ESRAFRINN B IEHZAME, BETUTHL:

options -option-name encryption.data at rest encryption.disable by default
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-option-value on
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