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vserver cifs security show -vserver
vserver name
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_vserver name -fields [fieldname, ..
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clusterl::> vserver cifs security show -vserver vsl

Vserver: vsl

Kerberos Clock Skew: 5 minutes
Kerberos Ticket Age: 10 hours
Kerberos Renewal Age: 7 days
Kerberos KDC Timeout: 3 seconds
Is Signing Required: false
Is Password Complexity Required: true
Use start tls For AD LDAP connection: false
Is AES Encryption Enabled: false
LM Compatibility Level: Im-ntlm-ntlmv2-krb
Is SMB Encryption Required: false
Client Session Security: none
SMB1 Enabled for DC Connections: false
SMB2 Enabled for DC Connections: system-default
LDAP Referral Enabled For AD LDAP connections: false
Use LDAPS for AD LDAP connection: false
Encryption is required for DC Connections: false
AES session key enabled for NetLogon channel: false
Try Channel Binding For AD LDAP Connections: false
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clusterl::> vserver cifs security show -vserver vsl -fields kerberos-
clock-skew

vserver kerberos-clock-skew
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enabled vserver cifs security modify -vserver

vserver name -is-password-complexity
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B2A vserver cifs security modify -vserver
vserver name -is-password-complexity
-required false
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clusterl::> vserver cifs security modify -vserver vsl -is-password
-complexity-required true

clusterl::> vserver cifs security show -vserver vsl -fields is-password-
complexity-required
vserver is-password-complexity-required
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EBERAZIESITRE, vserver cifs security modify -vserver
vserver name -kerberos-renew-age
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I5E KDC LR EZEFEB, BiILtEnE, Frg vserver cifs security modify -vserver

KDC #RFARiE AR AR, vserver name -kerberos-kdc-timeout

integer in seconds

AINKEN 3 T

2. I83F Kerberos £I8HE

vserver cifs security show -vserver vserver name

Nl

LU TR Kerberos Z2 #1177 LITFEER: XF SVMvs1, "Kerberos Clock Skew™ "&& R 3 77§,
"Kerberos ZiFHAR" " K& /9 8 /)\BY:

clusterl::> vserver cifs security modify -vserver vsl -kerberos-clock-skew
3 -kerberos-ticket-age 8

clusterl::> vserver cifs security show -vserver vsl

Vserver: vsl

Kerberos Clock Skew: 3 minutes
Kerberos Ticket Age: 8 hours
Kerberos Renewal Age: 7 days
Kerberos KDC Timeout: 3 seconds
Is Signing Required: false
Is Password Complexity Required: true
Use start tls For AD LDAP connection: false
Is AES Encryption Enabled: false
LM Compatibility Level: 1lm-ntlm-ntlmv2-krb
Is SMB Encryption Required: false
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TR U RESHRIELSEINEENOANZZIFNR LT Z—
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lm-ntlm-ntlmv2-krb (BRIA) Storage Virtual Machine (SVM) ##% LM, NTLM
» NTLMv2 # Kerberos BHRIER 2%,

ntlm-ntlmv2-krb SVM % NTLM , NTLMv2 F1 Kerberos S 83iF%
2%, SVM 4 LM B9 5E50E,

ntlmv2-krb SVM 1% NTLMv2 #1 Kerberos B KIFLSE
%, SVM 1E4E LM #1 NTLM B {43831,

krb SVM X% Kerberos B{I0IELZ £, SVM B4
LM, NTLM F0 NTLMv2 S451E,

p

1 IEERBEMNIIEREKS: vserver cifs security modify -vserver vserver name -1lm
—-compatibility-level {lm-ntlm-ntlmv2-krb|ntlm-ntlmv2-krb|ntlmv2-krb|krb}

2. WIFBRIRIIR SRS ESTIRENAELRF: vserver cifs security show -vserver
vserver name

HXES
RETF Kerberos BYEE B AES 1%

£ AES 1% AET Kerberos HBEELERANLZT 2N

N7 EFETF Kerberos HBELIMERENRZ 2, E0]LI7E SMB iRSS28 L/2F AES-256
1 AES-128 %, FRIABERT. ESVM_EEIESMBARS 288Y. SR INZETRE (Advanced
Encryption Standard. AES)INZELFRERS. BB BT 8eFFHAESINZE IR HaY5R
K22,

7 SVM _E6I# SMB AR5325HRI81LA A SMB 2RI EMERHAIE], SR SMB B Kerberos #8Xi&{5. SMB RS
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» AES 256

* AES 128

* DES

* RC4-HMAC

MR EXS Kerberos BIEFERREETEMBEE, NME SVM £ Kerberos i@8{5/E A AES 1%,
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-enc-types EM LB AEINIMEIE, ERILUIERLENZRRGEIMEBELE, THRIZERE "HE
FKerberosHiEE B BAFZREMEILE",

SMB 3.0 #2157 Intel AES #13E8< (Intel AES NI) , AIZ{# AES BIEHINIRZ ZIF0 IR AT
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HXER
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ONTAP RS AESINZEBEA... A LIEEMELER?
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RIINZZZREY, BRNEE N rcd l des. BUIRIETE TAESZEE, MEBBAESINE, XA LUEREINENEZ
FERESMIRCAFMIDESIIZ SR, 7EONTAP 9. 1M ANERIRAEP. HAFH -is-aes-encryption-enabled
AT ERMERAESINERNED. HEBETEEEMERLEE,

A TEEEeM, Storage Virtual Machine (SVM) SESREIN AES ZLIEMBTEN AD Y HENHK
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). FERAIASMBARSZ B L L IREF=EHIEIBir. MNRETERSVM EBHAESINE. NARFoHBEHEE,



1. SR

ONTAP 9.12. 1 & EShRZs
1. T TFIREZ—:

Kerberos i&{5HJ AES fIZ 5! BN ...
enabled vserver cifs security modify

-vserver vserver name -advertised
—enc-types aes-128,aes-256

22H vserver cifs security modify
-vserver vserver name -advertised
-enc-types des,rc4

FRE:. -is-aes-encryption-enabled JEIMEONTAP 9.12. 1B FH. AIRESTEE SRS
FRo

2. WIFREERIEEESANZAAESIZ:. vserver cifs security show -vserver
vserver name -fields advertised-enc-types

ANl
UTFREPERSVM vs1 EHISMBARSE 28 /2 FEAESHNZR LAY

clusterl::> vserver cifs security modify -vserver vsl -advertised-enc
-types aes-128,aes-256

clusterl::> vserver cifs security show -vserver vsl -fields advertised-
enc-types

vserver advertised-enc-types

vsl aes-128,aes-256

UTRAI7ISVM VS2 EHISMBARSS 2B FAAESIIZ LA, RAAZIRTEE MBS SMBARSS2EHIOURY
EBIEADEIE,



clusterl::> vserver cifs security modify -vserver vs2 -advertised-enc

-types aes-128,aes-256

Info: In order to enable SMB AES encryption, the password for the SMB
server

machine account must be reset. Enter the username and password for the
SMB domain "EXAMPLE.COM".

Enter your user ID: administrator
Enter your password:

clusterl::> vserver cifs security show -vserver vs2 -fields advertised-

enc-types

vserver advertised-enc-types

vs2 aes-128,aes-256

ONTAP 9. 11. 1B RhR A
1. T TFIREZ—:

Kerberos i&{5HJ AES fIZ 5! WAL ...
enabled vserver cifs security modify

-vserver vserver name -is-aes
-encryption-enabled true

[z vserver cifs security modify
-vserver vserver name -is-aes
-encryption-enabled false

2. WIFREEIRIEEES AN ZEAHAESIIZ: vserver cifs security show -vserver
vserver name -fields is-aes-encryption-enabled

o 1s-aes-encryption-enabled FE& true MIRBATAESINE. MAF false MNMREEH,

AN
UTFREPERSVM vs1_ EHISMBAR S 28 /2 FEAESHNZR LAY



clusterl::> vserver cifs security modify -vserver vsl -is-aes

—encryption-enabled true

clusterl::> vserver cifs security show -vserver vsl -fields is-aes-

encryption-enabled

vserver 1s-aes-encryption-enabled

LU RBIASVM VS2_ EHISMBARSS 22 B FAAESINZ KR!, RAESIRTEIERMAE S SMBARS2EHIOURY
BIEADEIE,

clusterl::> vserver cifs security modify -vserver vs2 -is-aes

-encryption-enabled true

Info: In order to enable SMB AES encryption, the password for the CIFS
server

machine account must be reset. Enter the username and password for the
SMB domain "EXAMPLE.COM".

Enter your user ID: administrator

Enter your password:

clusterl::> vserver cifs security show -vserver vs2 -fields is-aes-

encryption-enabled

vserver 1is-aes-encryption-enabled

£ SMB & 218mMEL et

£ SMB £ & L8R L 2R

SMB 2B B TR SMB IR BMEF s 2 BINMNEREARAZREIR; eI LUBE
IEERHEFRKLIAX—R. MIABERT, SEFImEK SMB Z20F, ONTAP 57 SMB
Tho HE, FHEEERAILIN SMB RS SFREENFE SMB £&o
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SMB £ & RERINEF IS CIFS fr55 23RBS

BR7T CIFS Ak5528 SMB R LR LIKEZS, Windows EFFin ERIF SMB %3 SRESIE
EHIEFiGS CIFS RS2 EIBENHFER. BolREE#HEWSERNIZE,

ZEFin SMB HRE&E Windows A2 REIGEHITIEG], XLEIGB @I FEA Microsoft BEERIEHIE (MMC
) X Active Directory GPO #1TEZE. BXEFin SMB EZ ML LMAAFMEE, 152 Microsoft
Windows 1%,

TENET Microsoft & i LAY SMB &3 5KE&:

®* Microsoft network client: Digitally sign communications (if server agrees)

IR BEEHEEREAZ RN SMB E&IhE, FMIMERT, ERRTFERRS. NRERT i EZEAL
RE, WEFIRS CIFS BRSS[HIEEEURT CIFS fRS328 LR SMB ERi%E.

®* Microsoft network client: Digitally sign communications (always)

g EIEHEFimES RS SMB £2 7 E5RSSBHITEE. RIABRT, AT TFERARKS. NR%E
EFRim EZRIIZE. NSMBERZITHEURTFHIHRESIEZE Microsoft network client: Digitally
sign communications (if server agrees) FCIFSPRE2s LANIRE,

@ MREHIMEESEENFE SMB ZEH Windows ZFin, MpAM7E CIFS RSS2 LB
SMB E#., &M, CIFS IRFZWBR/ITENXERGHRMEARIE.

P imAM CIFS fR5528 SMB ERIKEMENERIVAT SMB ZiEZEA SMB 1.0 I£2 SMB 2.x XEShRZS.

TRELETRI1EERA SMB 1.0 BIEA SMB F&17/9:

s TEZE ONTAP 3 F=E ONTAP &5
EZ2AEREERR KEE BEZ
EBREE, BXRRESH REZ BEZ
BZ B2 E AT BEEHA BEEZ
EEAEREES B2EH B2EH

@ NMREREFIH EZATER, B7E CIFS lREBSR LEEL R, NIEKER Windows SMB 1 B ik
FELEIE Windows SMB 1 B IR B RETE 1%,

TRELTESIEFERA SMB 2.x 3 SMB 3.0 A SMB &7

()  %F SMB2x T SMB30BFIH, SMBERMARTFEMRE. REHERA,

11



i REZE ONTAP £H FZ ONTAP £
FREER REZ BEZ

FEIH BEH BEH

TREL T BIAR Microsoft B P inFlIRS 28 SMB ER1T4:

X mEEE :ELXEH%I AIEEREER/ FFIRIIAME BRSS2IEINME DC BIAE
ZH /T
SMB 1.0 MD5 2., 2, BEA (FE B2E (K% Required
) =)
SMB 2.x HMAC SHA- & 28, FrEE rEE Required
256
SMB 3.0 AES-CMAC & 28, REE REE Required

o

Microsoft FEEINfER Digitally sign communications (if client agrees) 3

Digitally sign communications (if server agrees) AFRBRIZE., Microsoftth ~E

BIERA EnableSecuritySignature JAMRIZE, XERMNFMSMB 1174, ATLAEIRA
@ Digitally sign communications (always) ) ARG E

RequireSecuritySignature FMFRIZE. EiE0]ILIMMicrosofttEEHIRENEZ(E

Eo http://blogs.technet.com/b/josebda/archive/2010/12/01/the-basics-of-smb-signing-covering-

both-smb1-and-smb2.aspx[The®: & Bt X1IR(HFESMB1FISMB2)]

SMB 2 RIMERERIME

% SMB =i&fEH SMB £&EY, 5 Windows EFin 2 [B]JHVFTE SMB BEEHs< EIEaE
o, MR *DH&'Q%% (BMz1TE & SMB ARS5880Y SVM BUEEEE LRI R) o

MRER I E R AR P infIARSS 28 LAY CPU #AZRIEM, ERNZREFRSHZ.

MEERMRIZEEURTFTIEITH) ONTAP 9 fRZS. M ONTAP 9.7 Fria, FHVIELEMEB R AT LIREE S SMB
MERERE. WRBAT SMB &%, NEINERT=EA SMB K%ﬁﬂﬁco

EIE S SMB A MHEE, FEE AES-NI Bl IhEE, 155 Hardware Universe ( HWU ) DURIEERHFEEETX
¥ AES NI EE,

YNRICREIBEASMBRRAS. 1, ZARAZIFEIRNGCME A, NMREHATREFE—F RS,

RIEERIML, ONTAP 9 higZx, SMB hRZASH] SVM LB, SMB E&3F1ERENFMATREEFIRK; ERAe
B TR IR IR I TR R IIEE

NRERS R LBRAT SMB £E, MAZE Windows BEFIHEAIANE SMB £8, INREFEHFL

Windows & Fimfeft SMB fR1F, #H SMB EEZ S 4RER, Nel UEERAEEMN IEERBEH
Windows & Fim 2 SMB &8, BX7E Windows & i J:T"fFH SMB ERHEE, 1EE M Microsoft

12



Windows 14,

FcE SMB E R AV

AT LATE SMB B FimAl CIFS fR5328ZI8)ECE SMB &R1TH, LURRENZEER, £
CIFS frRs385 LECE SMB & ZENARMISBEEURTENZSEK,

TR IR P iRE CIFS ARS528 LECE SMB &8, ACE SMB £&8Y, iBERUTEN:

E 3G X

BEEREREFPIHSRSRZEBENTESME BEER. EEFIR EIREFMENSMBE R Require
Option (Sign always) BFmELHESIRE,

EHREIFE Storage Virtual Machine (SVM) B9FfF BIELLIRERENEE SMB £5, 7£ CIFS iR%
ﬁ SMB /}ILELT—I % %tiﬁ%%g SMB g%o

BXELE Windows EF IHRZLISERFAE S, 1520 Microsoft 314,

A& 2N LIF BYRY SMB &5 &N

YNSR7E SMB AR5 28 LB AT AMTER SMB 8, NN T#E SVM MR LIF icE
RO

FCE SMB ARS3280Y, AIRERECEZNEE LIF . JNRE. NIDNSARSBEE S A IBRCIFSARSBHIFRE.

PR BEMERERRISMBIRSZEENR. B NFEHEGHE—IPHLL, FW0. EEE TR M EIEER L
RISMBARSS 28 AT AEELE LUFDNS A 12R%H:

10.1.1.128 A VS1.IEPUB.LOCAL VSl
10.1.1.129 A VS1.IEPUB.LOCAL VSl

IEREERT, BRFAHEN SMB ERiKERR, RAREFFIRIIMEERT =XE SMB ERISEBRAVF M. B
B, WITAEEMNIMER. EREERT, ERHESHERIIER, HEXPHESAEERNREREIRSE—
HENIER, RRFRERIEEZR. EXMWERT, MEOMNIRAER SMB EZERAHE SMB ERER,
BEERUTRA:

1. EPIHIERARREZIIEEZ. MABTESMBESR 0:\o

2. FEEIERE SMB RSB BEEEBHNEE SMB £&,

3. BPIRIEARREETIEEMESMBEZNE—HE s\ (AMERRRBERIERZ 0:\) »
4. i, EEE X NIGIREER . BEASMBER o:\ M s:\ REh.

HfENH SMB REERAHNZEAMER SMB &

TR LU I B AER SMB F& RKEBHISEME Fimx SMB HEERZHNEK, WMREMA,
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N ONTAP {X7f SMB HEREBBEVNE BN A R XEHE, NREALIT SMBER, B
AFEE, AJUERAER SMB £&,

XFIAES
AIMBRT, FrER SMB ERATEARE. ErILMERERASRARHERN SMB £3,

FEUTERT, BRNERTAZEA SMB £&:

1. EBRMEN SMB 88, HEAKEIGEREIRZE SMB 889 ONTAP hitzs,
(D 2 seaEAREISS SMB S5 H ONTAP Az,

EXEBRT, RAERZFFH ONTAP hiiA LECER SMB R ELE BT IARMEEAR
=&

7£i% & Storage Virtual Machine (SVM)RMERE X RS, @M% FEMME -identity-preserve BIIEI
snapmirror create YA TFHEEHEEIRSVMHANWEEIFMAES,

WMREIZGET -identity-preserve %M true (IDRE). NSMBERZLIZEEEFIZIB .
WMRIEIZKET -identity-preserve M false (FFIDREF). NSMBERLZELKEFA=EFEIBIF. EXM
BRT, Birtl CIFS fRBBLEREFEENKINE. WREBERE SVM LEAFAFERN SMB &%, MM
£B4F SVM EFohiEAER SMB &,

p
1 AT EZ—:

FRERY SMB E2KES HWNERZ ...
enabled vserver cifs security modify -vserver

vserver name -is-signing-required true

B2H vserver cifs security modify -vserver
vserver name -is-signing-required
false

2. BYREPIHNERWIIEEEEANZAREMNSMBER Is Signing Required FERISB NFAEME:

vserver cifs security show -vserver vserver name -fields is-signing-required

Gl
LUFRAER SVM vs1 EFEFRER SMB &2

14



clusterl::> vserver cifs security modify -vserver vsl -is-signing-required
true

clusterl::> vserver cifs security show -vserver vsl -fields is-signing-
required

vserver 1is-signing-required

()  smmRERH BRI, TAEERRRM,

E SMB RIEEEEH

@TumrﬁicmswﬁﬁtEL%MSMBEﬁmmuoujuﬁﬁkﬁgﬁmsms

DERLRERR. XEPTHE SMB ERhRIEESEAMENZEIREHITIEX,

TR
1 BT g EZ—:

ZETHER RS ..
E Storage Virtual Machine (SVM) ERIFFEE vserver cifs session show -vserver
TERIE vserver name -is-session-signed true

SVM LEBRERIE ID NEERZRIENFMES  vserver cifs session show -vserver
vserver name -session-id integer
—-instance

UTa<ER SVMvs1 LEZRRIENRIEEE. RMABEREARETR "Is Session Signed” " #ith FEL

clusterl::> vserver cifs session show -vserver vsl -is-session-signed true
Node: nodel

Vserver: vsl

Connection Session Open Idle
ID ID Workstation Windows User Files Time
3151272279 1 10.1.1.1 DOMAIN\joe 2 23s

UTa<LERR1E DN 2K SMB RENFARIEER, BEIEREEEER:!
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clusterl:

Session ID:

Connection ID:

Incoming Data LIF IP Address:
Workstation:
Authentication Mechanism:
Windows User:

UNIX User:

Open Shares:

Open Files:

Open Other:

Connected Time:

Idle Time:

Protocol Version:
Continuously Available:
Is Session Signed:

User Authenticated as:
NetBIOS Name:

SMB Encryption Status:

:> vserver cifs session show -vserver vsl -session-id 2 -instance
Node:
Vserver:

nodel

vsl

2
3151274158
10.2.1.1
10.1.1.2
Kerberos
DOMAIN\joe
pcuser

1

1

0

10m 43s

Im 19s

SMB3

No

true
domain-user
CIFS ALIAS1
Unencrypted

HXER
151F SMB EEZRIERITER

IKim SMB B2 LiF4HER

BT UEIT SMB S1IE4IHER, FREWMLEEREIINS

XFIAES

o statistics ML AESENREFIRME signed sessions AIRFHIEEERSMBRIEAVITEZR. -
signed_sessions I AIBTFUTHRIHMEENR:

EEER, MPERER

* cifs AF%ITFRIESMBRIEISMBE R,
* smbl AFISIESMB 1.021EHISMBZE &,
* smb2 FAF%ESMB 2.x#1SMB 3.021EHISMBE & .

SMB 3.0451HE B EIEENHIE A smb2 XK.

NREBREXZRRENS RESEUHT
established sessions IT#28.

TEEER. BILALLERAYHIL signed sessions IHEEE ST

BRI BRITE S EAWE, ARTREEEENRNEIE, MRAMFLEEIENRESE, ErIUEEFAFRIRE.
FIEHIREWE AT RE—TBIERE, MRMFEHIERSE, WA LEREEHGREE, UWESTrHNEIaETI
o IEHERAIFR B EREES.
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p

1. BRREFNRENZR: + set -privilege advanced

2. FRBUEWEE . + statistics start -object
-sample-id sample ID [-node node name]

{cifs|smbl|smb2} -instance instance

NRAKIETE -sample-id BEEY. ZELRAEERTRONRIAR. HEIRFIEX AHLITRESIENER
IR fle BB -sample-id BXAFRFH, NREER—HLITRASERENE TGS, BREE
-sample-id B, Mt BZLAREIAEL,

BRI LEEBRRESRITEENTI R, WRKEET

3. ffH statistics stop BSEIEWEREAREIE,
4. £F SMB &ERZFKIHEE:

EEENER
BEEENRE
node_name [-node node_name]

‘show -sample-id sample_ID -counter
signed_sessions

=, MIERARRSESEEFRET REVSEITHES.

BN ...

‘show -sample-id sample_ID -counter
signed_sessions

BERNRENERZLNRIE

established_sessions

MRBNETRBENMTRNER. FEERE -node B,

S. IR[OIE|EIBNPRKS: + set -privilege admin

17



Nl

IR RBIERT W 451E Storage Virtual Machine (SVM) vs1 E£BY SMB 2.x 1 SMB 3.0 &E& 4115

f[anYel

U TR EESHINIRES:

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by support personnel.
Do you want to continue? {yln}: vy

LAUF ap 1 FF s U SR i A B 28 -

clusterl::*> statistics start -object smb2 -sample-id smbsigning sample
-vserver vsl
Statistics collection is being started for Sample-id: smbsigning sample

AT ap 355 LU SRR AN RO ER IR

clusterl::*> statistics stop -sample-id smbsigning sample
Statistics collection is being stopped for Sample-id: smbsigning sample

AT RPN RERBEERM SMB RIEFEEIIA SMB =iF!
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clusterl::*> statistics show -sample-id smbsigning sample -counter

signed sessions|established sessions|node name

Object: smb2

Instance: vsl

Start-time: 2/6/2013 01:00:00
End-time: 2/6/2013 01:03:04
Cluster: clusterl

Counter Value
established sessions 0
node name nodel
signed sessions 0
established sessions 1
node name node?2

signed sessions

established sessions

node name node3
signed sessions 0
established sessions 0
node name node4
signed sessions 0

TS ETREART node2 HEE R SMB &=1F:

clusterl::*> statistics show -sample-id smbsigning sample -counter

signed sessions|node name —-node node2

Object: smb2

Instance: vsl

Start-time: 2/6/2013 01:00:00
End-time: 2/6/2013 01:22:43
Cluster: clusterl

Counter Value
node name node2
signed sessions 1

U TR RIEER RS

clusterl::*> set -privilege admin



BXER
HHE SMB IEREEER

"M e T AN E IR AR

7 SMB R 28 AR E &1d SMB £ 3EFTER SMB 112
SMBINZEBER

g SMB #1TEEIZHIEY SMB NZE—MR £I1858TNEE, ERILIE SMB ARS8 LB
S ERALLThRE, SR liEdHERMIRETHZEAM FECEFIFRR SMB MEIRE.

ERINE . 1EStorage Virtual Machine (SVM) L 8IZSMBARSS 256F. SMBINZE L TFERARKS. EBHI=A
SMB INZE A geF A SMB NIERHAIGRT 214,

EOIEMEZR SMB &1&, SMB BF ImATIIF SMB 1%, M Windows Server 2012 1 Windows 8 FFI&HY
Windows & Fi#z#F SMB 1%,

SVM _tRY SMB & @it miig BT

* ESVM_EEFILEINREAISMBAR SS 28 2 £ 15 10
s —MSMBHEZEREM. BTFETHZEEESMBINFIEE

EWRILURE R ERNMEA BETHIR SVM EHFREEEE, ERER SMB MMEA BRI IEEHZRHEIE SVM
LA ERBRAHERFIHIRE,

BH SMB MEZEEIRATXRMKENAS, TRMIEHAITTNE:

EE A SMB R5528 SMB % EEBAXEMZRHIELE RSS2 ImINZITH
true false B4 SVM B =B ARS S

LHINE. ERIEER, BN
SMB RIEHZHITINE,

true true TICHZRFMZEWR, SVM Y
FrE = A B MRS 2R3N
#, FEALEERN, 1 SMB &iF

#EHITINE,

false true EASEEZERAEZRIINE,
ERLMEER, SMRHEZHITI
2,

false false FBRME,

AFFINERISMBE P i T A EE EI R 2NN EAISMBAR S S8 H =
XINEI& B PR ATE O X FTE IR E . MBERAZ RN,
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SMB HNZ 34 sERY =200

én SMB &iEfEA SMB INZEE, 5 Wlndows Z i BIMFTE SMB @ EHa=Z 214 RE
2, MMmEmEFiEMRSsE (BT84 SMB RS2 SVM WEE FMTSE) .

Mae M EBR AR imARSS2: £RY CPU RGN, BEREZREFRRHNE,

M RER MR EEURTFTIZITH) ONTAP 9 FRZ4S. M ONTAP 9.7 FHi&, #BVMNEEH TEATLUIREMNE SMB
MERIERE. WIRBAT SMB MNZE, MERINERT=ER SMB IIZEHH,

18Ry SMB NN MEEEEE AES-NI E12ThEE, i5& D1 Hardware Universe ( HWU ) DUIRIEEHFE R EEXIF
AES-NI &,

INREREBEASMBARZS3. 11, ZhRAZIFEIRBIGCME A, MM AR —TiRE

il

RIEERIMLE, ONTAP 9 higZx, SMB hiR#s# SVM SLiEIER, SMB MEFIERERRMATREEFIRK; ERAE
WIS R FHITNARIVIEE .

SMB RS 2RENAZEFE SMB MI%, ENVEEEMZEM SMB H=5] SMB RS2 EEA SMB %, @it SMB
bum, ONTAP a] LIFHERFITHRE, HXEMERNEEFHFTINE, Fit, REEHVENANERA SMB il

=

NENR SMB REEANZAMREN SMB %

MNRIEHEREND SMB ,;.LEEZ‘? SMB 1%, RILATE CIFS IRSEREHHEZLFIBHE,
RKINBRT, AFE SMB =

KTFULES

&R AT CIFS AR5328 /2 SMB %8, ZARSZ852% CIFS RSS2 LB HERTERTIR. NRELRE
B CIFS BRSEZ2; LHIFFEHEHEE SMB M, HEFBHFEBAETHZNEAN SMB RE2EAFAERN SMB IN%E
, MBILA7E CIFS ARS528 2 FHFREERY SMB 1%,

f£1& & Storage Virtual Machine (SVM)R¥MEMRE X REY. ERIRZFEMNE -identity-preserve BIIEIRN
snapmirror create ¥ ATHEEFIEIBIRSVMHANREEIFHARE S

MREIKET -identity-preserve M true (IDRE). NSMBIMZEZ£IEEREHEI B

MREIKET -identity-preserve %W false (EIDRYE). MSMBINFRZLIREARASEFIEBir, EXHM
BRT, BFrLER CIFS RSBSBREIKERILENRINME. NREERE SVM £EEH SMB &, MAMEBR
LFmhEH CIFS AR$528 SMB %,
T

1 AT FREZ—:

CIFS fR5528 LfE NHY SMB REFTHRY SMB 1% HAGL ...

enabled vserver cifs security modify -vserver
vserver name -is-smb-encryption
-required true
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CIFS fz5525 LfX \HY SMB iEFTFEHRY SMB IIZE kA< ...

BEZH vserver cifs security modify -vserver

vserver name -is-smb-encryption
-required false

2. MFR R ERIBREECIFSIRS 2B LERANEAMFENSMBIIZ . vserver cifs security show

-vserver vserver name -fields is-smb-encryption-required

o is-smb-encryption-required FE& true IRFE. AITECIFSARSS23F LB HASMBINZE false U

REEHA.

Nl
TR SVM vs1 £ CIFS fRS32809(X N\ SMB ii&E B FAFFFRHRY SMB %!

clusterl::> vserver cifs security modify -vserver vsl -is-smb-encryption

-required true

clusterl::> vserver cifs security show -vserver vsl -fields is-smb-
encryption-required
vserver is-smb-encryption-required

MERFinER EAMEZR SMB S1EHITIER

EoI L EREXEEE SMB KIEHER, UAEEFmeSIEEHEAMNEZN SMB &

XEBTHE SMB BEFiHnRIEREEAMENREIREHTTER,

KXFUES
SMB EF IR RIERTURB U T =MINELN 2 —:

* unencrypted
SMB £1&FRNN%, KEZE Storage Virtual Machine (SVM ) R3IsHEZRKFIAINNER
* partially-encrypted

REMERNSBHNE, EREXZRINNE. REA SVM £3I89MN%E,

* encrypted

o

SMB REEREME. EREA SVM LFRINNE. AEeRA, BrRERAXERIIME, SVM K7RY

MEREREAEHE \;Q&nUE’JHDF RE,

TR
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T BITUTREZ—:

EETHES

BEIEE SVM ERENEEMERENS

partially-encrypted
18E SVM EHERE ID MEIRE

MIANGRZ ...
iE ‘vserver cifs session show -vserver vserver_name
{unencrypted

encrypted} -instance’

vserver cifs session show -vserver
vserver name -session-id integer
-instance

WT &< EREE ID 5 2 B9 SMB RIEHALIEES, SENELE

clusterl::> vserver cifs session show -vserver vsl -session-id 2 -instance

Node:

Vserver:

Session ID:

Connection ID:

Incoming Data LIF IP Address:
Workstation:
Authentication Mechanism:
Windows User:

UNIX User:

Open Shares:

Open Files:

Open Other:

Connected Time:

Idle Time:

Protocol Version:
Continuously Available:
Is Session Signed:

User Authenticated as:
NetBIOS Name:

SMB Encryption Status:

T SMB MEBLITHER

nodel

vsl

2
3151274158
10.2.1.1
10.1.1.2
Kerberos
DOMAIN\joe
pcuser

1

1

0

10m 43s

Im 19s

SMB3

No

true
domain-user
CIFS ALIAS1
Unencrypted

EEI LA EYE SMB MIEZERITER, AHEMEERINEMHZEREME, WLERM

N
o

KXTFULES

o statistics BEMNREFNNELRMET UT IR, B UEAXE TSR EENENSMBRIENERE

EHE:
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s CrE=pi LA

encrypted sessions IREMNZERY SMB 3.0 RERIEE

encrypted _share connections REAEMEZNNELZNHRE

rejected unencrypted sessions RHER DEFIHNZIEEMELEN IR IRENE
rejected unencrypted shares AR D E R IHINZIaEMIE LN HZMETAIEE

XL HBTATUTRITMEERR:

* cifs AF%IEFRESMB 3.0iEISMBINES,

SMB 3.0 E R EEENEET cifs R, MREBFMEBSIERSIESHHITLLR. AU H
encrypted sessions TR 5NHETH established sessions TTEE3.

MRBEMEHAZERBESHEERSHATIER. WATLIERE L

encrypted share connections TR 5NHEE connected shares TTHEE3.

* rejected unencrypted sessions IEEEIRNEIFEMARZRISMBINENE FinIZHNSMBRIERTR

o

* rejected unencrypted shares RESHEEIIFTEMNRLZRFSMBINZENE P iRNZERSMBHEZRR

o

BRAFRHRITERFRNE, AR REEEMRHE. MRAFLEEERE, ERIUEEFRPREBIE
FIEHIRERE I RE— T BIER A, MRMFILEHIERSE, WA LEREEHEREE, UWESTRBEIaHETIE
o ULLLIRPIEE BN e

p

1.
2.

3.
4.
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BRREFNIEENSR:. + set -privilege advanced

FEEEBEWEE: + statistics start -object {cifs|smbl|smb2} -instance instance
-sample-id sample ID [-node node name]

WRKIETE -sample-id BEEY. ZmIRWAEEMRTIIMRFE. HRELILRGAIEX A LITRAARIEN
INTRle BYfE -sample-id BXAF T H. NIREER—FITRERIGEHHEETLHGS. BXRIEE
-sample-id B, Mt BZLAIREIAEL,

T LIEEEBERERITERNT . NRFEETR, NibRGEWESEFHPRETRNAITHERS.
fEF statistics stop R IEIEUNEFAEUE,

EE SMB IIEFITHER:

EEENER BN ...
mESIE ‘show -sample-id sample_ID -counter

encrypted_sessions



BEENER

node_name [-node node_name]

“show -sample-id sample_ID -counter
encrypted_sessions

node_name [-node node_name]

“show -sample-id sample_ID -counter
encrypted_share_connections

B ERAERAH

ik

connected_shares

BERNRINERE

node_name [-node node_name]

‘show -sample-id sample_ID -counter
rejected_unencrypted_share

BN ...
ENERENERINSIE

established_sessions

MENHZER

node_name [-node node_name]

‘show -sample-id sample_ID -counter
encrypted_share_connections

node_name [-node node _name]

‘show -sample-id sample_ID -counter
rejected_unencrypted_sessions

ERRMBHHEER

node_name [-node node _name]

MREBNETENMROER. BEEE -node &,

S. IREIFEEMNPRAKA: + set -privilege admin
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NGl
LU RBIE R T WA i35 Storage Virtual Machine (SVM ) vs1 ERJ SMB 3.0 IIZZiHE R

UTan BB ESRINRES:

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by support personnel.
Do you want to continue? {yln}: vy

LR ap 3 s Ut SR i A B 28 |

clusterl::*> statistics start -object cifs -sample-id
smbencryption sample -vserver vsl

Statistics collection is being started for Sample-id:
smbencryption sample

AR an R F LW SR ZAF AR |

clusterl::*> statistics stop -sample-id smbencryption sample
Statistics collection is being stopped for Sample-id:
smbencryption sample

U T < BREARDT RBINE SMB 2IFMNERELA SMB =i&:

cluster2::*> statistics show -object cifs -counter
established sessions|encrypted sessions|node name -node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 11:17:45
End-time: 4/12/2016 11:21:45
Scope: vsim2

Counter Value

established sessions
encrypted sessions

2 entries were displayed
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U T e < BREARPT SIELRIRINE SMB RIERVEE !

clus-2::*> statistics show -object cifs -counter
rejected unencrypted sessions -node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 11:17:45
End-time: 4/12/2016 11:21:51
Scope: vsim2

Counter Value

rejected unencrypted sessions 1

1 entry was displayed.

U T BREARDT RN B ERE SMB HEMNNE SMB HEM#HE:

clus-2::*> statistics show -object cifs -counter

connected shares|encrypted share connections|node name —node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 10:41:38
End-time: 4/12/2016 10:41:43
Scope: vsim2

Counter Value

connected shares
encrypted share connections

2 entries were displayed.

AT < BREART RELRARMNE SMB £EEEZNHE:



clus-2::*> statistics show -object cifs -counter
rejected unencrypted shares —node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 10:41:38
End-time: 4/12/2016 10:42:06
Scope: vsim?2

rejected unencrypted shares 1

1 entry was displayed.

BXER
HA%E AT BRYGEIHE B R T #k=8

" BE A FE A B IR AR
%% LDAP &i%&EE
LDAP ERZEEM=

M ONTAP 9 74, ErIEEESZFEE, LUEXS Active Directory (AD ) BRSZ2SHIE
B2 LDAP £iEZ e, EWATTE Storage Virtual Machine (SVM ) _EFEZE CIFS BR
ZRLTLINE, FHES LDAP RSB 22 Vi BHEMT I,

S ZaMERABARAMIA LDAP B AESIBNTEEEN, FHINAEN LDAP A AHEUERITMD, LIS
BSOS MR S S, " LDAP R24&5 " %TUET LDAP HESEES R, S/NSE, F2MEHTE
go ?}ti}\{aj‘g noneo

BEFEBRESVM EEHACIFSTRELDAPE ZFIFE ~session-security-for-ad-1ldap ¥l vserver
cifs security modify @m<:

7 CIFS fk%%23 L /=28 LDAP TR MEE

7 CIFS IRSRERAZTBIMEES Active Directory LDAP fREZ8HITLDEES ZAI, Tdb
TUEIX CIFS IREZBRLRISELUE A LDAP EENEE,

FaaZal
B &8 AD BRSSHBEE G UMEE SR 2R EE.

p
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1. ECBCIFSIRSBLLIEE. LB SACtive Directory LDAPIRSZ 8B ZBINEZRMERITAE: vserver

cifs security modify -vserver vserver name -session-security-for-ad-ldap

{none|sign|seal}

B EBER (sign. FUBRTEM). TRNEE (scal HIBEZEUMNNER) . HEREEFZE none,

TEZHER), BIAEN noneo

2. WIFRTEEMRISELDAPE ZRMEELLILE . vserver cifs security show -vserver

vserver name

INRSVMERFE—PLDAPARSS SR & 188 FRIRGTEEMUNIXE 2 (FINA A BRIMSEH). W
@ WA E AR FENEYIZE -session-security B%ED vserver services name-

service ldap client modify #p<:

FCEET TLS BY LDAP

SHEERR CAIERRIEIZE

EFEAET SSL/TLS BY LDAP #ifR Active Directory @E% 4L, W) Active Directory

IEPRSHBEZERZIR CAIUEREIARSHINER X, AEIEHERERN ASCI XA
%, ONTAP ERIt XA XHTE Storage Virtual Machine (SVM ) EZRENFH,

ez Al

WHTE RN CIFS IRS BB ZEMACE Active Directory IEHIRS . BXLZEMECE Active Director IFHAR

ZWE L, SN Microsoft TechNet o
"Microsoft TechNet [Z: technet.microsoft.com"

p
1. SREXPIFHTHISEAIMRCAIES . pem XAHE T,

"Microsoft TechNet [Z: technet.microsoft.com"

FERIE
£ SVM EREEH,

HXER
"Microsoft TechNet E"

£ SVM ELZEBZRIR CAIEH

WNREHEER LDAP ARSZS2EEIEEER TLS i#1T LDAP SHI0IE, MAMFTE SVM £&

FEZAIR CAIES,
EFUIAES

BRET TLS B LDAP [, SVM _EAJ ONTAP LDAP & Fix{E ONTAP 9.0 1 9.1 FAZFEHEIVES.
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M ONTAP 9.2 48, ONTAP HfEH TLS BSHIFrE N ATERFER ol UEBBAUEFRIREMY ( Online
Certificate Status Protocol , OCSP ) KMEHFIEFIRE. MERAETF TLS B9 LDAP EA7T OCSP , NIEH
HANERIEIRIELS, FHEERRBRK,

PIE
1. REETRIIR CAIER:
a. FHALEIEP: security certificate install -vserver vserver name -type
server-ca
EHEREBERUTEE: Please enter Certificate: Press <Enter> when done
b. sTHHEP .pem X, FRANXAHIERZEFNEP, SFEUFLIT --—-- BEGIN CERTIFICATE--—---
FHLER ----- END CERTIFICATE-—-—- , REESLIRR T EMIEIER,
C. IIFIFPREE B RIER.
d. #% Enter #5ER &,

2. MR BELEMIEFR: security certificate show -vserver vserver name

TiRS2 EEBEET TLS A9 LDAP

7ESMBARZS 25 TLS 5 Active Directory LDAPARSS 88 1T 2@ E 2. BATE
MSMBIREZ RL LIS E S HAETFTLSHILDAP,

M ONTAP 9.10.1 FF38, BRIAERT, Active Directory (AD) FIRRARSS LDAP &E#397 #F LDAP @4}
Eo RBEHERBAT Start-TLS o LDAPS BXIELLIXE N sign I seal IERT, ONTAP A== FEA
LDAP EZ#HITBEHNE. BEXEANEHSASADIRSSBMILDAPEESE. 1B#EA -try-channel

-binding-for-ad-1ldap S vserver cifs security modify me:
ETHRELZEE. 520

* "L DAPHER"
* "2020 £ Windows B LDAP J@E4FEF LDAP ZTZEXK",

S
1. ECBESMBARSBLLIGE. UM SActive Directory LDAPIRSZ 28H1TL £LDAPIE(S: vserver cifs

security modify -vserver vserver name -use-start-tls-for-ad-ldap true

2. PR FTLSHILDAPLZ £IRERRIZXEN true: vserver cifs security show -vserver
vserver name

INRSVMERAR— P LDAPARSS 22 R E R IRIRGY S EMUNIXE 2 (BIGNB A HREH).
MR ATHEE -use-start-tls ¥ vserver services name-service ldap
client modify #R<:
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