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vserver cifs security show -vserver
vserver name

vserver cifs security show -vserver

_vserver name -fields [fieldname, ..
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clusterl::> vserver cifs security show -vserver vsl

Vserver: vsl

Kerberos Clock Skew: 5 minutes
Kerberos Ticket Age: 10 hours
Kerberos Renewal Age: 7 days
Kerberos KDC Timeout: 3 seconds
Is Signing Required: false
Is Password Complexity Required: true
Use start tls For AD LDAP connection: false
Is AES Encryption Enabled: false
LM Compatibility Level: Im-ntlm-ntlmv2-krb
Is SMB Encryption Required: false
Client Session Security: none
SMB1 Enabled for DC Connections: false
SMB2 Enabled for DC Connections: system-default
LDAP Referral Enabled For AD LDAP connections: false
Use LDAPS for AD LDAP connection: false
Encryption is required for DC Connections: false
AES session key enabled for NetLogon channel: false
Try Channel Binding For AD LDAP Connections: false
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clusterl::> vserver cifs security show -vserver vsl -fields kerberos-
clock-skew

vserver kerberos-clock-skew
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clusterl::> vserver cifs security modify -vserver vsl -is-password
-complexity-required true

clusterl::> vserver cifs security show -vserver vsl -fields is-password-
complexity-required
vserver is-password-complexity-required
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EBERAZIESITRE, vserver cifs security modify -vserver
vserver name -kerberos-renew-age
integer in days
AINREN 7 Ko

I5E KDC LR EZEFEB, BiILtEnE, Frg vserver cifs security modify -vserver

KDC #RFARiE AR AR, vserver name -kerberos-kdc-timeout

integer in seconds

AINKEN 3 T

2. I83F Kerberos £I8HE

vserver cifs security show -vserver vserver name

Nl

LU TR Kerberos Z2 #1177 LITFEER: XF SVMvs1, "Kerberos Clock Skew™ "&& R 3 77§,
"Kerberos ZiFHAR" " K& /9 8 /)\BY:

clusterl::> vserver cifs security modify -vserver vsl -kerberos-clock-skew
3 -kerberos-ticket-age 8

clusterl::> vserver cifs security show -vserver vsl

Vserver: vsl

Kerberos Clock Skew: 3 minutes
Kerberos Ticket Age: 8 hours
Kerberos Renewal Age: 7 days
Kerberos KDC Timeout: 3 seconds
Is Signing Required: false
Is Password Complexity Required: true
Use start tls For AD LDAP connection: false
Is AES Encryption Enabled: false
LM Compatibility Level: 1lm-ntlm-ntlmv2-krb
Is SMB Encryption Required: false
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lm-ntlm-ntlmv2-krb (BRIA) Storage Virtual Machine (SVM) ##% LM, NTLM
» NTLMv2 # Kerberos BHRIER 2%,

ntlm-ntlmv2-krb SVM % NTLM , NTLMv2 F1 Kerberos S 83iF%
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p

1 IEERBEMNIIEREKS]: vserver cifs security modify -vserver vserver name -lm
—-compatibility-level {lm-ntlm-ntlmv2-krb|ntlm-ntlmv2-krb|ntlmv2-krb|krb}

2. WIFBRIRIIR SRS ESTIRENAELRF: vserver cifs security show -vserver
vserver name
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1. SR

ONTAP 9.12. 1 & EShRZs
1. T TFIREZ—:

Kerberos i&{5HJ AES fIZ 5! BN ...
enabled vserver cifs security modify

-vserver vserver name -advertised
—enc-types aes-128,aes-256

22H vserver cifs security modify
-vserver vserver name -advertised
-enc-types des,rc4

FRE:. -is-aes-encryption-enabled JEIMEONTAP 9.12. 1B FH. AIRESTEE SRS
FRo

2. WIFREERIEEESANZAAESIZ:. vserver cifs security show -vserver
vserver name -fields advertised-enc-types

ANl
UTFREPERSVM vs1 EHISMBARSE 28 /2 FEAESHNZR LAY

clusterl::> vserver cifs security modify -vserver vsl -advertised-enc
-types aes-128,aes-256

clusterl::> vserver cifs security show -vserver vsl -fields advertised-
enc-types

vserver advertised-enc-types

vsl aes-128,aes-256

UTRAI7ISVM VS2 EHISMBARSS 2B FAAESIIZ LA, RAAZIRTEE MBS SMBARSS2EHIOURY
EBIEADEIE,



clusterl::> vserver cifs security modify -vserver vs2 -advertised-enc

-types aes-128,aes-256

Info: In order to enable SMB AES encryption, the password for the SMB
server

machine account must be reset. Enter the username and password for the
SMB domain "EXAMPLE.COM".

Enter your user ID: administrator
Enter your password:

clusterl::> vserver cifs security show -vserver vs2 -fields advertised-

enc-types

vserver advertised-enc-types

vs2 aes-128,aes-256

ONTAP 9. 11. 1B RhR A
1. T TFIREZ—:

Kerberos i&{5HJ AES fIZ 5! WAL ...
enabled vserver cifs security modify

-vserver vserver name -is-aes
-encryption-enabled true

[z vserver cifs security modify
-vserver vserver name -is-aes
-encryption-enabled false

2. WIFREEIRIEEES AN ZEAHAESIIZ: vserver cifs security show -vserver
vserver name -fields is-aes-encryption-enabled

o 1s-aes-encryption-enabled FE& true MIRBATAESINE. MAF false MNMREEH,

AN
UTFREPNERSVM vs1 EHISMBAR S 28 /2 FHAESHNZR LAY



clusterl::> vserver cifs security modify -vserver vsl -is-aes
—encryption-enabled true

clusterl::> vserver cifs security show -vserver vsl -fields is-aes-
encryption-enabled

vserver 1s-aes-encryption-enabled

U TFREIASVM VS2 ERISMBARSS 28 B FHAESINZR LR, RASIRTNEIE RN EESMBARSE 2RAIOURY
BIBADEIR,

clusterl::> vserver cifs security modify -vserver vs2 -is-aes
-encryption-enabled true

Info: In order to enable SMB AES encryption, the password for the CIFS
server

machine account must be reset. Enter the username and password for the
SMB domain "EXAMPLE.COM".

Enter your user ID: administrator

Enter your password:

clusterl::> vserver cifs security show -vserver vs2 -fields is-aes-
encryption-enabled

vserver 1is-aes-encryption-enabled

BXER
"SR A EREEE REE

£ SMB £ 215K

T HRUN{A{EEFIONTAP SMBZ Z it sa KR L2t
SMB &2 EGBT R SMB IRZ B FIRZEINNEREASTEIFM; BRI LUEIR

IEERBERLIAX—R. FINERT, HEF AR SMB &Y, ONTAP 32§55 SMB
o IE, FHEERFILUG SMB IRSZFECENFE SMB £2,
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TR R RN 5 ONTAP SMBARSS 283 RYIE1E

57 CIFS fr352% SMB &R LEIREZI, Windows FFin LRIF T SMB 2 5RERIE
EHIZFIRS CIFS fRSBZERENHFER, ErEkERRISERIZE,

ZFFin SMB HRE&EE Windows A2 REIGEHITIEG], XLEIGB @I EA Microsoft BEERIEHIE (MMC
) X Active Directory GPO #1TEZE. BXEFin SMB EZ ML LAAFMEE, 152 Microsoft
Windows 1%,

TENET Microsoft & i LAY SMB &3 5KEE:

®* Microsoft network client: Digitally sign communications (if server agrees)

IR BEEHEEREAZ RN SMB E&IhE, FMIMERT, ERRTFERRS. NRERT i EZEAL
RE, WEFIRS CIFS BRSS[HIEEEURT CIFS fRS328 LR SMB ERi%E.

®* Microsoft network client: Digitally sign communications (always)

g EIEHEFimES RS SMB £2 7 E5RSSBHITEE. RIABRT, AT TFERARKS. NR%E
EFRim EZRIIZE. NSMBERZITHEURTFHIHRESIEZE Microsoft network client: Digitally
sign communications (if server agrees) FCIFSPRE2s LANIRE,

@ MREHIMEESEENFE SMB ZEH Windows ZFin, MpAM7E CIFS RSS2 LB
SMB E#., &M, CIFS IRFZWBR/ITENXERGHRMEARIE.

P imAM CIFS fR5528 SMB ERIKEMENERIVAT SMB ZiEZEA SMB 1.0 I£2 SMB 2.x XEShRZS.

TRELETRI1EERA SMB 1.0 BIEA SMB F&17/9:

s TEZE ONTAP 3 F=E ONTAP &5
EZ2AEREERR KEE BEZ
EBREE, BXRRESH REZ BEZ
BZ B2 E AT BEEHA BEEZ
EEAEREES B2EH B2EH

@ NMREREFIH EZATER, B7E CIFS lREBSR LEEL R, NIEKER Windows SMB 1 B ik
FELEIE Windows SMB 1 B IR B RETE 1%,

TRELTESIEFERA SMB 2.x 3 SMB 3.0 A SMB &7

()  %F SMB2x T SMB30BFIH, SMBERMARTFEARE. REHERA,
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i REZE ONTAP £H FZ ONTAP £
FREER REZ BEZ

FEIH BEH BEH

TREL T BIAR Microsoft B P inFlIRS 28 SMB ER1T4:

X mEEE :ELXEH%I AIEEREER/ FFIRIIAME BRSS2IEINME DC BIAE
ZH /T
SMB 1.0 MD5 2., 2, BEA (FE B2E (K% Required
) =)
SMB 2.x HMAC SHA- & 28, FrEE rEE Required
256
SMB 3.0 AES-CMAC & 28, REE REE Required

o

Microsoft FEEINfER Digitally sign communications (if client agrees) 3

Digitally sign communications (if server agrees) AFRBRIZE., Microsoftth ~E

BIERA EnableSecuritySignature JAMRIZE, XERMNFMSMB 1174, ATLAEIRA
@ Digitally sign communications (always) ) ARG E

RequireSecuritySignature FMFRIZE. EiE0]ILIMMicrosofttEEHIRENEZ(E

Eo http://blogs.technet.com/b/josebda/archive/2010/12/01/the-basics-of-smb-signing-covering-

both-smb1-and-smb2.aspx[The®: & Bt X1IR(HFESMB1FISMB2)]

THRONTAP SMBZ 2 B4 sERZ A

% SMB =i&fEH SMB £&EY, 5 Windows EFin2Z [B]JHVFTE SMB BEEHs< EIEaE
o, MR *DH&'Q%% (BNz1TE & SMB ARS5880Y SVM BUEEEE LRI R) o

MRER I E R AR P infIARSS 28 LAY CPU FAZRIEM, ERNZREFRSHZ.

MEERMRIZEEURTFTIEITH) ONTAP 9 FRAS. M ONTAP 9.7 Fria, FHVIELEMEB R AT LIREE S SMB
MERERE. WREBAT SMB &%, NEINBERT=EA SMB K%ﬁﬂﬁco

EIE S SMB TR 1MHEE, FEE AES-NI EIEIhEE, 155 Hardware Universe ( HWU ) DUIRIEEMFEEERETX
¥ AES NI EE,

YNRICREIBEASMBRRAS. 11, ZARAZIFEIRNGCME L. MMERERAIREE—F RS,

RIEERINL, ONTAP 9 hitZx, SMB hRZASH SVM SLiEIER, SMB E&3F1ERENRMATREEFIRK; ERAe
B TERERIR IR I TR R IIEE

NRERSRLBRAT SMB 8, MAZE Windows BEFIHERIANE SMB £8, INREFEHFL

Windows & Fimfeft SMB fR1F, #F#H SMB EEZ S 4RER, Mol UEERAEEMN IEERBEH
Windows & Fim 2 SMB &8, BX7E Windows & i J:T"fFH SMB ERHEE, 1HE M Microsoft
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Windows 14,

ONTAP SMBEZEE 1Y

AT LATE SMB B FimAl CIFS fR5328ZI8)ECE SMB &R1TH, LURRENZEER, £
CIFS frs385 LECE SMB & ZNARMISEEUR T ENZSEK,

TR LIER P iRE CIFS ARS588 LECE SMB 8, ACE SMB &8, BERUTEN:

E 3G X

BEEREREFPIHSRSRZEBENTESME BEER. EEFIR EIREFMENSMBE R Require
Option (Sign always) BFmELHESIRE,

EHREIFE Storage Virtual Machine (SVM) B9FfF BIELLIRERENEE SMB £5, 7£ CIFS iR%
ﬁ SMB /}ILELT—I % %tiﬁ%%g SMB g%o

BXELE Windows EF IHRZLISERFAE S, 1520 Microsoft 314,

THERTFZ N EIEONTAPHISMBE B E

YNSR7E SMB ARSS 28 LB AMTER SMB 8, NN T#E SVM MR LIF icE
RO,

FCE SMB ARS3280Y, AIRERECEZMEE LIF . JNRE. NIDNSHRSZBEE S A IBRCIFSARSBHIFRE.

PR BEMERERRISMBIRSZEENR. B NFEHEGHE—IPHLL, FW0. EEE TR M EIEER L
RISMBARSS 28 AT AEELE LUFDNS A 12R%H:

10.1.1.128 A VS1.IEPUB.LOCAL VSl
10.1.1.129 A VS1.IEPUB.LOCAL VSl

IEREERT, BRFAHEN SMB ERiKERR, RAREFFIRIIMEERT =XE SMB ERISEBRAVF M. B
B, WITAEEMNIMER. EREERT, ERHESHERIIER, HEXPHESAEERNREREIRSE—
HENIER, RRFRERIEEZR. EXMWERT, MEOMNIRAER SMB EZERAHE SMB ERER,
BEERUTRA:

1. BRPIHIERARREZEIHEZE. MAEESMBESR 0:\o

2. FHESE R SMB RS REBERHEE SMB £4,

3. BRI EARREEIAEFESVMBEZNE—HE s: \ (ANMERRRMIHEE 0:\) »
4. X, EEDXFEMHASIEN. BERASMBER 0:\ f 5:\ IRFNZE,
FENHONTAPRZECESMBE

TR LU I B AER SMB E8 KEBHISEHHE Fimx SMB HEERZHNEK, NREA,
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N ONTAP {X7f SMB HEREBBEVNE BN A R XEHE, NREALIT SMBER, B
AFEE, AJUERAER SMB £&,

XFIAES
AIMBRT, FrER SMB ERATEARE. ErILMERERASRARHERN SMB £3,

FEUTERT, BRNERTAZEA SMB £&:

1. EBRMEN SMB 88, HEAKEIGEREIRZE SMB 889 ONTAP hitzs,
(D 2 seaEAREISS SMB S5 H ONTAP Az,

EXEBRT, RAERZFFH ONTAP hiiA LECER SMB R ELE BT IARMEEAR
=&

7£i% & Storage Virtual Machine (SVM)RMERE X RS, @M% FEMME -identity-preserve BIIEI
snapmirror create YA TFHEEHEEIRSVMHANWEEIFMAES,

WMREIZGET -identity-preserve %M true (IDRE). NSMBERZLIZEEEFIZIB .
WMRIEIZKET -identity-preserve M false (FFIDREF). NSMBERLZELKEFA=EFEIBIF. EXM
BRT, Birtl CIFS fRBBLEREFEENKINE. WREBERE SVM LEAFAFERN SMB &%, MM
£B4F SVM EFohiEAER SMB &,

p
1 AT EZ—:

FRERY SMB E2KES HWNERZ ...
enabled vserver cifs security modify -vserver

vserver name -is-signing-required true

B2H vserver cifs security modify -vserver
vserver name -is-signing-required
false

2. BYREPIHNERWIIEEEEANZAREMNSMBER Is Signing Required FERISB NFAEME:

vserver cifs security show -vserver vserver name -fields is-signing-required

Gl
LUFRAER SVM vs1 EFEFRER SMB &2
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clusterl::> vserver cifs security modify -vserver vsl -is-signing-required
true

clusterl::> vserver cifs security show -vserver vsl -fields is-signing-
required

vserver 1is-signing-required

() AMEREFRMNEREIEEEN. WEEEREEM.

HXER
* "SnapMirror BlJZ&"

IEONTAP SMBEIEF2ETEE A

AU RB/ A X CIFS RE2E EEEZER SMB =1EHE B, U_JLM%%JH:GEE%E SMB
SIEREBEER, XEWTHE SMB BEFRHSIEREHEHAMENZTSIRERITERE.

p
1 BT TR EZ—:

EETHER MRS ..
FEXE Storage Virtual Machine (SVM) LEHIFFEE vserver cifs session show -vserver
ERRE vserver name -is-session-signed true

SVM FEERERIE ID WEEZSIENFHAER vserver cifs session show -vserver
vserver name -session-id integer
-instance

il
UTa<ER SYMvs1 LEZRRIENRIEEE. MAHEREBASETR "Is Session Signed™ " fith FE&:

clusterl::> vserver cifs session show -vserver vsl -is-session-signed true
Node: nodel
Vserver: vsl

Connection Session Open Idle
ID ID Workstation Windows User Files Time
3151272279 1 10.1.1.1 DOMAIN\ joe 2 23s

LUTH<SETRRIEID A28 SMB KIEHFARIEEERE, BERIERTEERA:
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clusterl:

Session ID:

Connection ID:

Incoming Data LIF IP Address:
Workstation:
Authentication Mechanism:
Windows User:

UNIX User:

Open Shares:

Open Files:

Open Other:

Connected Time:

Idle Time:

Protocol Version:
Continuously Available:
Is Session Signed:

User Authenticated as:
NetBIOS Name:

:> vserver cifs session show -vserver vsl -session-id 2 -instance
Node:
Vserver:

nodel

vsl

2
3151274158
10.2.1.1
10.1.1.2
Kerberos
DOMAIN\joe
pcuser

1

1

0

10m 43s

Im 19s

SMB3

No

true
domain-user
CIFS ALIAS1

SMB Encryption Status: Unencrypted
HXER
151E SMB EERIERITER
I53ZONTAP SMBEZ 2 IEHKIHER
EE LT SMB RIERITER, HAEWEEEINRIEEER, WLERESR,
KXTUIES

o statistics ML AESENREFIRME signed sessions AIRFHIEEERSMBRIEHAVITEZR. -
signed_sessions I AIBTFUTHRIHMEENR:

* cifs AF%ITFRIESMBRIEISMBE R,
* smbl AFISIESMB 1.021EHISMBZE &,
* smb2 FAF%ESMB 2.x#1SMB 3.021EHISMBE & .

SMB 3.0451HE B EIEENHIE A smb2 XK.

NREBREXZRRENS RESEUHT
established sessions IT#28.

TEEER. BILALLERAYHIL signed sessions IHEEE ST

BRI BRITE S EAWE, ARTREEEENRNEIE, MRAMFLEEIENRESE, ErIUEEFAFRIRE.
FIEHIREWE AT RE—TBIERE, MRMFEHIERSE, WA LEREEHGREE, UWESTrHNEIaETI
o IEHERAIFR B EREES.
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p

1. BRREFNRENZR: + set -privilege advanced

2. FHAEUEEE: + statistics start -object
-sample-id sample ID [-node node name]

{cifs|smbl|smb2} -instance instance

NRAKIETE -sample-id BEEY. ZELRAEERTRONRIAR. HEIRFIEX AHLITRESIENER
IR fle BB -sample-id BXAFRFH, NREER—HLITRASERENE TGS, BREE
-sample-id B, Mt BZLAREIAEL,

BRI LEEBRRESRITEENTI R, WRKEET

=, MIERARRSESEEFRET REVSEITHES.

BXMEMIEE statistics start, BBR'ONTAP Gi$&E",

3. M statistics stop BBELENEREAEEE,
VAT iR statistics stop TE'ONTAP e85 & E"

4. F SMB ERAITER:
EEENER
BEERHNRE
node _name [-node node _name]

‘'show -sample-id sample_ID -counter
signed_sessions

BN ...

“show -sample-id sample_ID -counter
signed_sessions

BEBNRENERUINATE

established_sessions

MRBNETENMTRNER. FEERE -node 2,

BXBEMIEE statistics show, IEBI'ONTAP i &E",

S REIFEEMNPRAA: + set -privilege admin
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Nl

IR RBIERT W 451E Storage Virtual Machine (SVM) vs1 E£BY SMB 2.x 1 SMB 3.0 &E& 4115

f[anYel

U TR EESHINIRES:

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by support personnel.
Do you want to continue? {yln}: vy

LAUF ap 1 FF s U SR i A B 28 -

clusterl::*> statistics start -object smb2 -sample-id smbsigning sample
-vserver vsl
Statistics collection is being started for Sample-id: smbsigning sample

AT ap 355 LU SRR AN RO ER IR

clusterl::*> statistics stop -sample-id smbsigning sample
Statistics collection is being stopped for Sample-id: smbsigning sample

AT RPN RERBEERM SMB RIEFEEIIA SMB =iF!
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clusterl::*> statistics show -sample-id smbsigning sample -counter

signed sessions|established sessions|node name

Object: smb2

Instance: vsl

Start-time: 2/6/2013 01:00:00
End-time: 2/6/2013 01:03:04
Cluster: clusterl

Counter Value
established sessions 0
node name nodel
signed sessions 0
established sessions 1
node name node?2

signed sessions

established sessions

node name node3
signed sessions 0
established sessions 0
node name node4
signed sessions 0

TS ETREART node2 HEE R SMB &=1F:

clusterl::*> statistics show -sample-id smbsigning sample -counter

signed sessions|node name —-node node2

Object: smb2

Instance: vsl

Start-time: 2/6/2013 01:00:00
End-time: 2/6/2013 01:22:43
Cluster: clusterl

Counter Value
node name node2
signed sessions 1

U TR RIEER RS

clusterl::*> set -privilege admin



BXER
* HHE SMB RIEREEER
* "MRek i AN IR

7 SMB R 28 AR E&1d SMB £ 3EFTER SMB 1%

THRONTAP SMBIIZ

g SMB #1TEEZHIFY SMB NZE—MR £I1858TNEE, ERILIE SMB ARS8 LEA
S EALLThEE, R liEdHERMIRETHZEAM FECEFIFRRY SMB MEIRE.

ERINE . 1EStorage Virtual Machine (SVM) L 8IZSMBARSS 286F. SMBINZE L TFERARKS. EBI=A
SMB INZE 7 8eF A SMB NI RHAIGRT 214,

EOIEMZR SMB &1&, SMB BF ImATIIF SMB 1%, M Windows Server 2012 1 Windows 8 FFIAHY
Windows & Fi#z#F SMB 1%,

SVM _tRY SMB & @it miig BT

* ESVM_EE R LtEINREAISMBAR SS 28 2 £ 15 10
s —MSMBHEZEREM. BTFETHEZEEESMBINFISE

EWRILURE R ERNMEA BETHIR SVM EHFREHEE, ERER SMB MMEABERIIAIEEHZRHEIE SVM
LR ERRAHELFIHIRE,

BH SMB MEZEEIVRTXRMKENAS, TRMEHITTNE:

EE A SMB R5528 SMB % EEBAXEMZRHIELE RSS2 ImINZITH
true false B4 SVM B =B ARS S

LHINE. ERIEER, BN
SMB RIEHZHITINE,

true true TICHZRFIMEZWRE, SVM HHY
FrE = A B MRS 2R3N
#, FEALEERN, 1 SMB &iF

EH=HITINE,
false true ENBEAZEBRAZELRSIMNE,

ERILRERN, SMIERHITI

false false FBRME,

AFFINERISMBE P i T A EE EI R 2NN EAISMBAR S S8 H =
XINEI& B PR ATE O X FTE IR E . MBERAZ RN,
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T iRONTAP SMBANZZ X4 RERY B2 MR

én SMB &iEfEA SMB INZEE, 5 Wlndows Z i BIMFTE SMB @ EHa= 214 RE
2, MMmEmEFiEMRSSE (BT84 SMB RS2 SVM WEE FMTSE) o

Mae M EBR AR imfARSS2: £RY CPU RGN, BEREZREFRRNE,

M RER MR EEURTFTIZITH) ONTAP 9 FRZ4S. M ONTAP 9.7 FHi&, #BINNE iE TEATLUREMNE SMB
MERIERE. WIRBAT SMB MZE, MERINERT=ER SMB IIZEHH,

1#58AY SMB NN MEEEEE AES-NI E12ThEE, i3& I Hardware Universe ( HWU ) DUIRIEEHF R B R XIF
AES-NI H#1#,

INREREBEASMBhRZ3. 11, ZhRAZIFERFIGCMEA. MR A REH—PiRE

it

RIEERIMLE, ONTAP 9 hiwZs, SMB hiR#s# SVM SLiEIER, SMB MEFIERERRMATREEFIRK; ERAE
I MBI R FHITNARIVIEE .

SMB RS 2RENAZEFE SMB MI%R, ENVEEEMZEM SMB H=5] SMB RS2 EEA SMB %, @ik SMB
bum, ONTAP a]LAFHERFITHRE, HXEMERNEEFHFTINE, Fit, REEHXENANERE SMB il

o

NENRERBFEHZEONTAP SMBINE

NRIEHEREND SMB /m,ggi SMB 1%, RILATE CIFS IRSEREHHEZLRFIBHE,
FINBERT, ~FE SMB =

KXTFULES

@A LATE CIFS fRS328 LS8 SMB 1%, ZBRS5BEEXT CIFS BRS 2 LAFMEHEHTERTR. NRERE
B CIFS BR5523 LRUFRE HZERFEE SMB INE, HELEHENETHENEN SMB RERAFRFHER SMB %
, WBTLATE CIFS BRS3 28 L2 FAFRFRRY SMB NI,

f£1& & Storage Virtual Machine (SVM)R¥MERE X REY. ERIRZFEME -identity-preserve BIEIRN
snapmirror create ¥ ATHEEFIEIBIRSVMHANREEIFHARE S

MREIKET -identity-preserve M true (IDRE). NSMBIMZEZ£IEEREHEI B

MREIKET -identity-preserve %W false (EIDRYE). MSMBINFRZLIREARASEFIEBir, EXHM
BRT, BFrLER CIFS RSBSBREIKERILENRINME. NREERE SVM £EEH SMB &, MAMEBR
LFmhEH CIFS AR$528 SMB %,
T

1 AT FREZ—:

CIFS fR5528 LfE NHY SMB REFTHRY SMB 1% HAGL ...

enabled vserver cifs security modify -vserver
vserver name -is-smb-encryption
-required true
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CIFS fz5525 LfX \HY SMB iEFTFEHRY SMB IIZE kA< ...

BEZH vserver cifs security modify -vserver

vserver name -is-smb-encryption
-required false

2. MFR R ERIBREECIFSIRS 2B LERANEAMFENSMBIIZ . vserver cifs security show

-vserver vserver name -fields is-smb-encryption-required

o is-smb-encryption-required FE& true IRFE. AITECIFSARSS23F LB HASMBINZE false U

REEHA.

Nl
U7 SVM vs1 ERY CIFS BRS528RIE N\ SMB RE/S AR SMB MNE:

clusterl::> vserver cifs security modify -vserver vsl -is-smb-encryption

-required true

clusterl::> vserver cifs security show -vserver vsl -fields is-smb-
encryption-required

vserver is-smb-encryption-required

BXER
* "SnapMirror BIJZ&"

HHEZEFine s EAMZNONTAP SMBRIEHITIERE

/

BRI BREXEERE SMB RiEHNER, MAERFinEd EEERMZER SMB &

XEBTHE SMB BEFinRIAREEAMENREIREHTTIER,

KTUAESS
SMB ZFFIHZIERI AR U T =MIIZE RS2 —:

* unencrypted

SMB £3EkNN%R, KkEIE Storage Virtual Machine (SVM) RFISHEZRIIMIMNZR

* partially-encrypted

REWMERNSBINE, EREHZLFINE. REA SVM £3I89ME,

* encrypted

o

SMB ZEETEME. BEA SVM LFINME. tJeeRA, RAERBEAHZERINME. SVM &7lHY

12 BRI HEZRFIRNEIRE,
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p
1 BT g EZ—:

ERTHES

BEIEE SVM ERENEEMZRENS

partially-encrypted
18E SVM EHERIE ID MEIRE

Nl

MIANGRZ ...
iE ‘vserver cifs session show -vserver vserver_name
{unencrypted

encrypted} -instance’

vserver cifs session show -vserver
vserver name -session-id integer
-instance

UTan<ETRRIE ID A 2 SMB RIENIFARIEER, SENERE

clusterl::> vserver cifs session show -vserver vsl -session-id 2 -instance

Node:

Vserver:

Session ID:

Connection ID:

Incoming Data LIF IP Address:
Workstation:
Authentication Mechanism:
Windows User:

UNIX User:

Open Shares:

Open Files:

Open Other:

Connected Time:

Idle Time:

Protocol Version:
Continuously Available:
Is Session Signed:

User Authenticated as:
NetBIOS Name:

SMB Encryption Status:

HIFONTAP SMBAIZLITER

nodel

vsl

2
3151274158
10.2.1.1
10.1.1.2
Kerberos
DOMAIN\joe
pcuser

1

1

0

10m 43s

Im 19s

SMB3

No

true
domain-user
CIFS ALIAS1
Unencrypted

EeI Lt SMB IEZRIHER, HHEMLEERUMNKEMEZEREME, HLERM

N
Zo

XFUIAES

23



o statistics BRMNREFINELEMT LTI, BRI UEAREHMERENZENSMBRIENHE
ERENHE:

THEER BN WiPA

encrypted sessions RN SMB 3.0 RiEME=

encrypted share connections SRR ERRE R IR S B
rejected_unencrypted sessions RURRDEZFHINBINEMELNRIERERE
rejected unencrypted_shares RER D ZE P IRINZINREMELNEZ RN RIEHRE

XEHMBETBEFUTARITHEENR:
* cifs FAFMSITFRASMB 3.0&1EMISMBINZ,

SMB 3.04tiHE R BEFEENRIEF cifs R, MRBEMERZIERS ZIESHHITILR. ATLALLRB
encrypted sessions eSS established sessions T8,

MRBRNMFBHAZERYESHZERSEHITIR. WA LR
encrypted share connections THEER SR connected shares TTEkEs.

* rejected unencrypted sessions RMEXEIFEEMATZIFSMBMEZENE FinINZ8ISMBEIERTX

o

* rejected unencrypted shares IRAENEZIFEMRZRISMBINENE FimIIZHSMBHZRIR
o

BRI BHRITEEEAWE, ARTEEEENRNEIE, MRAFLEIENRSE, ERIUEEFAFRIHRE.
FIEHIREWE T RE—TBIERE, MRAMFLEHIERSE, W LEREEHGREE, UWESTRHNEIaETI
o UELbIREI R BN S E e

p
1. BRRRFNIEENTR: + set -privilege advanced

2. FRIAEIEWREE: + statistics start -object {cifs|smbl|smb2} -instance instance
-sample-id sample ID [-node node name]

WRKIETE -sample-id BEES. ZHSEANEBERTAIPMERT. HEBIREIEX oGS TRERIENE
N, BIE -sample-id @XAFRIHR, MREER—HGSITREIEHREETIES . BXRIEE
-sample-id B, MikEH SR EZILIRIENIAEZLR,

WAL EBWEARITEENT =, NRFKEET =, NI RFNEKEERBFRETANAITHEE,
BXRBFMEE statistics start, IBESW'ONTAP G5 S & ZE",

3. A statistics stop S EIEWEREAREIE,

EA T fi# statistics stop TE'ONTAP G55 E"
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4. &F SMB IIEBLKIHER:

BEEENER

mERE

node_name [-node node _name]

“show -sample-id sample_ID -counter
encrypted_sessions

node_name [-node node _name]

“show -sample-id sample_ID -counter
encrypted_share_connections

B ERAERAH

ot

connected_shares

BERNRINERE

node_name [-node node _name]

‘show -sample-id sample_ID -counter
rejected_unencrypted_share

BN ...

‘show -sample-id sample_ID -counter
encrypted_sessions

ENESENERIINSIE

established_sessions

MENHZERER

node_name [-node node _name]

‘show -sample-id sample_ID -counter
encrypted_share_connections

node_name [-node node_name]

‘show -sample-id sample_ID -counter
rejected_unencrypted_sessions

ERRMBHHEER

node_name [-node node _name]

MREBNETENTRHEER. BIEERIE -node B,
BXRBFEMEE statistics show, IBEI'ONTAP (s S & ZE",

S. REIFIEENPRAKF: + set -privilege admin
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NGl
LU RBIE R T WA i35 Storage Virtual Machine (SVM ) vs1 ERJ SMB 3.0 IIZZiHE R

UTan BB ESRINRES:

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by support personnel.
Do you want to continue? {yln}: vy

LR ap 3 s Ut SR i A B 28 |

clusterl::*> statistics start -object cifs -sample-id
smbencryption sample -vserver vsl

Statistics collection is being started for Sample-id:
smbencryption sample

AR an R F LW SR ZAF AR |

clusterl::*> statistics stop -sample-id smbencryption sample
Statistics collection is being stopped for Sample-id:
smbencryption sample

U T < BREARDT RBINE SMB 2IFMNERELA SMB =i&:

cluster2::*> statistics show -object cifs -counter
established sessions|encrypted sessions|node name -node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 11:17:45
End-time: 4/12/2016 11:21:45
Scope: vsim2

Counter Value

established sessions
encrypted sessions

2 entries were displayed
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U T e < BREARPT SIELRIRINE SMB RIERVEE !

clus-2::*> statistics show -object cifs -counter
rejected unencrypted sessions -node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 11:17:45
End-time: 4/12/2016 11:21:51
Scope: vsim2

Counter Value

rejected unencrypted sessions 1

1 entry was displayed.

U T BREARDT RN B ERE SMB HEMNNE SMB HEM#HE:

clus-2::*> statistics show -object cifs -counter

connected shares|encrypted share connections|node name —node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 10:41:38
End-time: 4/12/2016 10:41:43
Scope: vsim2

Counter Value

connected shares
encrypted share connections

2 entries were displayed.

AT < BREART RELRARMNE SMB £EEEZNHE:



clus-2::*> statistics show -object cifs -counter
rejected unencrypted shares —node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 10:41:38
End-time: 4/12/2016 10:42:06
Scope: vsim?2

rejected unencrypted shares 1

1 entry was displayed.

BXER
* BERMRS 2B LR ARSTIHEGE. RIS
* "R E R

%4 LDAP £i518E
THRONTAP SMB LDAPE Z X =

M ONTAP 9 74, ErIEEESZFEE, LUEXS Active Directory (AD ) FRSZESHIE
B2 LDAP £iEZ e, EWATTE Storage Virtual Machine (SVM ) _EFEZE CIFS BR
ZRLLIGE, FHES LDAP IREZ £ RS BRI,

TR OEAZEAARIA LDAP B A HIUERNTEM, ZFEIIEEX LDAP B A EHIIEHITMNE, LU L
XA EHHRE S, " LDAP 245 " ETIETR LDAP RERTETE, ERXNESE, TEMEHAE
go ?}ti}\{aj‘g noneo

BEFEBRESVM EEHACIFSTRELDAPE ZFIFE ~session-security-for-ad-1ldap ¥l vserver
cifs security modify m<:

7EONTAP SMBARS528 B FALDAPE Z &=

7 CIFS IRSRERAZTBIMEES Active Directory LDAP FREZ8HITLDEES 2RI, Tdb
TS CIFS IREZBRLRISELUE A LDAP EZNEE,

FaaZal
B 58 AD BRSSSHBEE G UMEE SR 2R EE.

TE
1. BRECIFSARSZB[BLLIRE. LIS 5Active Directory LDAPRRSZ 282 BIMNE R ZMEZITARE: vserver
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cifs security modify -vserver vserver name -session-security-for-ad-ldap
{none|sign|seal}

TRILUBAER (sign. HIETEM), EENEE (seal FIBTEUMME) . HEREHLLRZ none,
%Egﬁﬁﬁ)o ?ﬁiﬂ{ﬁﬁ noneo

2. WIFREEERIKELDAPERMEELLIRE . vserver cifs security show -vserver
vserver name

MRSVMERFE—LDAPARS 22 E R ARSI EMUNIXE 2 (FIGNAF . AMMLEH). N
@ WIE B NI E -session-security BYI%EI vserver services name-

service ldap client modify <.

BCEET TLS B9 LDAP
S HONTAP SMB SVMEYEZ ZRCAIEH

EFEAET SSL/TLS BY LDAP 1R Active Directory @5 &£, WS IF Active Directory
IEBRZSHVBEEZIR CAIEBRIASHENERXH, REBHEKIRA ASCI XAEX

£, ONTAP AL XA 47E Storage Virtual Machine (SVM ) EZREEF,

FHAZ &

WMTE N CIFS RS 2BFABAIIHZEFMACE Active Directory IEHIRSS . BXLZEFMECE Active Director IEHAR
ZRE 8, 1BE I Microsoft TechNet [,

"Microsoft TechNet ZE: technet.microsoft.com"

p
1. SREX I HISRAIIRCAIES . pem XAHE T

"Microsoft TechNet ZE: technet.microsoft.com"

e
£ SVM EREIEH,

HXER
"Microsoft TechNet JZE"

7ZONTAP SMB SVM_ LB ZZIRCAILH

WNRIEHEE LDAP fRSZ230SEEMER TLS i#1T LDAP BRI0IE, MIMMATE SVM £R
EBHTRAIR CAIUEPR,

KXTFUES

ONTAPH{ERTLSIBEHIFRE N A28 o] LUE R BN LIE RS HIY (Online Certificate Status Protocol
. OCSPYKBEMMFIFHIRS. NRFANETF TLS B LDAP BET OCSP , MIEHHAIERERIEL, HEEE
EES S
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-
1. ZEFEBIR CAIEP:
a FRTEIUEH:. security certificate install -vserver vserver name -type
server-ca
THIEWMEBIEERUTEE: Please enter Certificate: Press <Enter> when done
b. ITFEP .pem X4, FRANXEIEREFNER, SIFUFLNIT -——-- BEGIN CERTIFICATE-—---
HUULRE ----- END CERTIFICATE--—-—-— , REEGEIAFTEMIEIER,
c. WIBEPRESE ERER.
d. #% Enter $5EM L%,

2. IR EE &I security certificate show -vserver vserver name

EESEE
R

* "security certificate show"

7ZONTAP SMBAR %25 E EFE FTLSHILDAP

7ESMBARZ 25 TLS 5 Active Directory LDAPARSS 88 1T 2@ E 2. BATE
MSMBIRZ 2RL LIS E IS AETFTLSHILDAP,

M ONTAP 9.10.1 FF38, BRIAERT, Active Directory (AD) F1R#RARSS LDAP &E#I937#F LDAP @& 4}
Eo RBEHERBAT Start-TLS & LDAPS BXIELLIRE N sign I seal IERT, ONTAP A== FEA
LDAP EiE#HTIBEYE. BER2AREMBEASADIRSESZHILDAPEESE. EFH -try-channel

-binding-for-ad-1ldap S# vserver cifs security modify me:
ETHEZERE. SN

* "THRIERATF ONTAP NFS SVM HY LDAP"
* "2020 £ Windows B LDAP JBE4EF LDAP ZTZEXK",

S
1. ECBESMBARSBLLIEE. UAIFSActive Directory LDAPIRSZ 28H1TL LLDAPIE(S: vserver cifs

security modify -vserver vserver name -use-start-tls-for-ad-ldap true

2. WIFRFTLSHILDAPLZ £IRERRIZXEN true: vserver cifs security show -vserver
vserver name

NRSVMEERAR— T LDAPARSS 22 R E R IRIRGY S EMUNIXE 2 (BB A BREH).
MR ATHEEY -use-start-tls W vserver services name-service ldap
client modify @p<:
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