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cluster peer delete volume snapshot autodelete modify
event config modify volume snapshot delete

security login create volume snapshot policy add-schedule
security login delete volume snapshot policy create
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®* security anti-ransomware volume attack clear-suspect
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BRAMAVE. BREIENALE. FEASMAVHLAE,
BT HRERIFS R
1. IFREBEMKREAE Mail From M Mail Server parametersfi ...

event config show

ETRBNEMUTFUTRA:

cluster0l::> event config show
Mail From: admin@localhost
Mail Server: localhost
Proxy URL: -
Proxy User: -
Publish/Subscribe Messaging Enabled: true

BREEXLESH. B
event config modify -mail-from email address -mail-server server name

2. BEERWSEEARIENEER

MRE... HALLHS
ETEAEER security login show

B HRIEERNER security login modify <parameters>
R EIR AN, security login create -user-or-group

-name admin name -application ssh
—authentication-method password


https://docs.netapp.com/zh-cn/ontap/task_security_administrator_access.html
https://docs.netapp.com/zh-cn/ontap/task_security_administrator_access.html
https://docs.netapp.com/zh-cn/ontap/task_security_administrator_access.html
https://docs.netapp.com/zh-cn/ontap/task_security_administrator_access.html
https://docs.netapp.com/zh-cn/ontap/task_security_administrator_access.html
https://docs.netapp.com/zh-cn/ontap/task_security_administrator_access.html
https://docs.netapp.com/zh-cn/ontap/task_security_administrator_access.html
https://docs.netapp.com/zh-cn/ontap/task_security_administrator_access.html
https://docs.netapp.com/zh-cn/ontap/task_security_administrator_access.html
https://docs.netapp.com/zh-cn/ontap/task_security_administrator_access.html
https://docs.netapp.com/zh-cn/ontap/task_security_administrator_access.html
https://docs.netapp.com/zh-cn/ontap/task_security_administrator_access.html
https://docs.netapp.com/zh-cn/ontap/task_security_administrator_access.html
https://docs.netapp.com/zh-cn/ontap/task_security_administrator_access.html
https://docs.netapp.com/zh-cn/ontap/task_security_administrator_access.html
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security multi-admin-verify approval-group create [ -vserver svm name] -name
group name -approvers approverl[,approverZ2.] [[-email addressl], addressl..]

° —vserver -IARANZFFEESVM,

° -name - MAVAAER, &%Z641FHo

° —approvers -— NEHZPEHL ABITIR,

° —email -BIEE. HUE. DARFIHITIEREGBRIN —DIN S B FHBEF L

I LR RN EEM N R KEC B FE A IEFIMAVA,

cluster-1::> security multi-admin-verify approval-group create -name

mav-grpl -approvers pavan,julia -email pavan@myfirm.com, julia@myfirm.com

4. IIFZABIRRAN AN B3 AR
security multi-admin-verify approval-group show

o il *

cluster-1::> security multi-admin-verify approval-group show
Vserver Name Approvers Email

svm-1 mav-grpl pavan, julia email

pavan@myfirm.com, julia@myfirm.com
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BEARHER BB R RERS security multi-admin-verify approval-

group modify [parameters]

AN IBRAR 52 security multi-admin-verify approval-
group replace [-vserver svm name] -name
group name [-approvers-to-add
approverl|[,approver2..]] [-approvers-to-
remove approverl|[,approver’..]]
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fBRZE security multi-admin-verify approval-
group delete [-vserver svm name] —-name
group name
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b. B ¢ T LM oI SEEAME ZH,
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* EitE—MARPYIRPIEESHERE,
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2. B g TREMHOPISEEGRE T,
3. BRERBYILH.

BITAIRIE. FERIEMAVHLE,

RITHRER SR

TR E LERAMAVIIEEZF. EOFE— "MAVEERA" BABELIE,

MRE... PN

BEMAVILEE security multi-admin-verify modify
—approval-groups groupl|[,groupl2..] [-
required-approvers nn ] -enabled true [

—execution-expiry [nnh] [nnm] [nns]] [
—approval-expiry [nnh] [nnm] [nns]]

. UTeSRBBEAER 1 MUESR. 21 FRFEEH
FEMEIANZHREAPRAIMAV,

cluster-1::> security multi-admin-
verify modify -approval-groups
mav-grpl -required-approvers 2
—enabled true

EDRI—1 ASERARECE "R EAL, "

BEAMAVELE (FEIREMAVIHLIE) security multi-admin-verify approval-
group modify [-approval-groups groupl
[, groupZ2..]] [-required-approvers nn ] [

—execution-expiry [nnh] [nnm] [nns]] [
—approval-expiry [nnh] [nnm] [nns]]



NRE... PN :Eed

I9IEMAVINEE security multi-admin-verify show

N

cluster-1::> security multi-admin-
verify show

Is Required Execution
Approval Approval

Enabled Approvers Expiry Expiry
Groups
true 2 1h 1h
mav-grpl

2 HMAVINEE (B ERFMAVHLE) security multi-admin-verify modify

-enabled false

BIERIRIPBVEE BN

TR L2 Z SRS IIE(MAV) RIS E FEHUERIRF. SHBNHEFN. REPH
REERWEIR. FERHUEEK,

ERAEBIESRBACIHREN EERERFI LITE B AMAVZ HIGIZMN. BEAMAVE. NS HITREMEER
HERISMAVHLE,

SRNRIFAY RS
MONTAP 9.11. 1744, Ea] LGNNI FRIF LU TS,
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cluster peer delete volume snapshot autodelete modify

event config modify volume snapshot delete

security login create volume snapshot policy add-schedule
security login delete volume snapshot policy create

security login modify volume snapshot policy delete

system node run volume snapshot policy modify

system node systemshell volume snapshot policy modify-schedule
volume delete volume snapshot policy remove-schedule
volume flexcache delete volume snapshot restore

vserver peer delete

MONTAP 9.13.1FF84. R LASIZINIKIRIP LU Ta<:

* volume snaplock modify
* security anti-ransomware volume attack clear-suspect
®* security anti-ransomware volume disable

* security anti-ransomware volume pause

JAONTAP 9.14 1FF#4. fERTIL IR AN TS

®* volume recovery-query modify
* volume recovery-query purge
®* volume recovery-query purge-all

* vserver modify
MAV system-defaultts S BIFNI. B security multi-admin-verify "fi%", TEERo

BRTRREXRIGLZIN ERAZEERKIEN. UTHLHIINNREIRP. BTSN BCEITX
LeanLBIRPS

* security login password
®* security login unlock
® set
BIBAMES, ERILUERISTE -query T, AT RIBEKRRHI N SThRERI—E . BHIa0. ERIARsetan<

. -queryi&EN -privilege diag, "RRREELUTER A S settn SEMIEK -privilege diag
Bi8%E.
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smci-vsim20::> security multi-admin-verify rule show
Required Approval
Vserver Operation Approvers Groups

vs01 set = =
Query: -privilege diagnostic

FINBER T FNFEEMNA security multi-admin-verify request create
“protected operation” MNERIFIRIEN. FARLHERSS. CALBHIABEENES

request crgate LRI
AIMBERT. MUNSHALUTERMAVIRE. BERILISERETAUBIFIIMES:

* FREHENHESE
* #EA

* RAEZIHRHARR

* BATEIERHAMR

System Manager 255 B
MERBERIZFIPARCEMN. 152 0 System Manageri2{EZ ¥ to "EAZEE R, "
ERENEINE. BHRITUTRME:
1. B ER>IGE
2. %8 . TREMESPR S EE M S,
3 EHE .+ Add EAFM—NHN; EFEA] USRS MBIBRITE AN,
° BIE—MIIRPIREZZ RIS,
° B—RNERIPA R EAE,
c IS —BTUNAEFERE. BN RFEMNSEBEMEUEEERIZE.
" TR ENER]E
* HEEAR

RLITRERES R

@ 28 security multi-admin-verify rule SpSHITRIEEMAVEIEGHE. BFRIH

security multi-admin-verify rule showo
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NRE... PN :Eed

BIEEFR N security multi-admin-verify rule create
-operation “protected operation” [-
query operation subset] [parameters]

B HIEIERIVERE security login modify <parameters>
. BMERRE. FERFUTRNAIRE,

security multi-admin-verify rule create
-operation "volume delete" -query "-
vserver vsQO"

(e eI security multi-admin-verify rule modify
-operation “protected operation”
[parameters]

i BR AR security multi-admin-verify rule delete

-operation “protected operation”

SR security multi-admin-verify rule show

BXMGLBENFEMEE. 15BN security multi-admin-verify rule FHI,

IERRITRIRIPIRIE

LUEERRAT ZEERWIF(MAV)WEE B FiFi2Faisn<it. ONTAP £ HEIEIR
HIREHERERMIEKR. IERATBAMAVIUELAFHN— I ZNEER(MAVEIER )t
o E. B UEREBMEENE R T IZEMAVIEXK,

NSRIRGHUE. ERINEIRMEMN, AR EKEHREPRATEAMIE(E, MREER. HEBHIBERIEIHALA
PR, A Z5U BRIt IE SR H TR 3L

MAVIIEERERIABRBACIKE. R, EHEELABUIAER BBINIERNITRFRIFAIZIE. MAZ
FEMAVIZE, "THAXRBACHIEZEE"

NREEMAVEES. NMHITRAIFEFERIBERBOIEREMAVEE RBIHLE,

System Manager 1&{E>E
%ﬁF%i%’l\ﬁﬁlﬁuﬁED?ET%T’FEiZ?ET%T’F&ﬁ?FE?\ BER#EIFR, HERPRBUEIRMFT L TARBRIE

Approval request to delete the volume was sent.
Track the request ID 356 from Events & Jobs > Multi-Admin Requests.
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BRAMAVE. AJLUER*ZEEMIEREO. ZEORBRERFANERIDMMAV A G (FEHEHIFFLE)ERFF
WIBRVIER, WFESMHFREBER. BERUTFR:

* BIF
* R5I(RS)
* REFFE. BHE. BEE. BERITHEIH)

MR- EHMELEL TR MER. WEERITE MR,

* BW(ERBERERISHEE)
* [EEERAR
AR TR

BRRGHER. RHEERIAF AT LR HIHAR A E R TR (F.
NRAPERRFHENRER TERIRE. WEEREMUUTRAERER:

Request to perform delete operation is pending approval.
Retry the operation after request is approved.

mRATHREBRES R
1. EHEHARBEAMAY requestir SHNZRIMBIE,
OB, BRALTHOZ—:

° volume delete

cluster-1::*> volume delete -volume voll -vserver vsO0

Warning: This operation requires multi-admin verification. To create
a

verification request use "security multi-admin-verify
request

create".

Would you like to create a request for this operation?
{yvin}: y

Error: command failed: The security multi-admin-verify request (index

3) is

auto-generated and requires approval.
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° security multi-admin-verify request create “volume delete”

Error: command failed: The security multi-admin-verify request
3)
requires approval.
2. KBEERIPRSHIMRMAVEH,
a. NRIFBKRRGHUE, BN ap 1T REH S UTERLER(E,

T 1|

(index
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cluster-1::> security multi-admin-verify request show 3

Request Index: 3
Operation: volume delete
Query: -vserver vsO -volume voll
State: approved
Required Approvers: 1
Pending Approvers: 0
Approval Expiry: 2/25/2022 14:32:03
Execution Expiry: 2/25/2022 14:35:36
Approvals: admin?2
User Vetoed: -
Vserver: cluster-1
User Requested: admin
Time Created: 2/25/2022 13:32:03
Time Approved: 2/25/2022 13:35:36
Comment: -
Users Permitted: -

cluster-1::*> volume delete -volume voll -vserver vsO0

Info: Volume "voll" in Vserver "vsO0" will be marked as deleted and
placed in the volume recovery queue. The space used by the volume
will be recovered only after the retention period of 12 hours has
completed. To recover the space immediately, get the volume name
using (privilege:advanced) "volume recovery-queue show voll *" and

then "volume recovery-queue purge -vserver vs0 -volume <volume name>"

command. To recover the volume use the (privilege:advanced) "volume
recovery-queue recover -vserver vs0 -volume <volume name>"
command.

Warning: Are you sure you want to delete volume "voll" in Vserver

"ysO" 2

{yIn}: y

b. INRIFRWT AN ZHHAFRE L. BRFRILIBER. RAEEMRIIKARAMAVEIESR,

o 1|



cluster-1::> security multi-admin-verify request show 3

Request Index:

3

Operation: volume delete
Query: -vserver vsO -volume voll
State: vetoed
Required Approvers: 1
Pending Approvers: 1

Approval Expiry:
Execution Expiry:

2/25/2022 14:38:47

Approvals: -
User Vetoed: admin?2
Vserver: cluster-1

User Requested:
Time Created:

admin
2/25/2022 13:38:47

Time Approved: -
Comment: -
Users Permitted: -

cluster-1::*> volume delete -volume voll -vserver vsO0

Error: command failed: The security multi-admin-verify request (index 3)
hasbeen vetoed. You must delete it and create a new verification
request.

To delete, run "security multi-admin-verify request delete 3".

BEXRIFIVRIEIES

HUNEIB X HFRIBRERITIE RGBS, MAVHLELR(MAVEIRR )P EIE RS IEE
TE B [E] B (HE/EZER) R L &R H BTN, SNRKRINEI BB ERHAE. BK
BT ERIIEERF BRI —17.

KXFIES
HAEBREARSIFSHITINR. R5IESESEBFEHEESMIERATIFETRF.

AU ERIBERATIFRILUTER:

1R(F
BIEIBERBZRIFIR(F.
&if

BRENBZREN—ITHZ TR
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State

BROHFRE; FE. EfUE. BIESL. BZH. BHIT. IR EHEHREFELELTEMER. WEEHRIT
HAhi2(Fo

PREE#ME

HEIBEKRFTBIMAVEIRRE, Pl U2 ERINIE Erequireed-approvers&#1, MR KIEGFAE
HItZFIREAIN. NN BAeBIRETHFAEEHE,

HEHEME
AT EHUEFRLUGLLERITIE N EHUENMAVEIR I E,

HoAEZER
MAVE IR R AT ETE R M MR BIHAPR. IR P &SR LU EAN & E /A RIHARY 8], SRR
ILEFRN1% B Approval expiry. M= £ FI1&EFHIApproval expiry.

HITEIER
AHIERNEERNINTERIRERRAIR, ERARE PR LURIEMNIZ EHRITEIHARYE, NREKAILF
Mg Bexecing-expiry. M=[ A2 FE1&EFRexecing-expiryo

ERERR
A RBIMAVEIE R,

BRAR
ERIIIERBMAVEIR R,

Storage VM (SVM)
S5iERXEKBISVM, IERRA(NZHFEIESVM,

BFBIEXR
SIEIERE AP HAR o

BlEAYE]
ellFESER =R T

R AR IE]
BERREE " ERAE"RIBT 8],

comment

S5IERKERRIERLER

RIFRIAR

ATFHITIERRGHUENZRIPBRIENAF IR, &MY users-permitted AZ. MEEE SRR
PR AT IR (Fo

YNRIAE1000MIERAVRS. 2E BT HIIERBIZIHART EEI 8/ )\ Bt NIFFE BT HASEHITRIEREB MM
BRo WEAIEKR—BEARCAHBIHR. RRMIER

18



System Manager 121 8

MAVEER RSB FIEEE. ERES#UERR. EREEAEARR UK A FHUESIELIE RV EEHZRIFA(E
Bo MR L& B o BB F A R AV SEIZ SR IG R A XHENE. & S E)System Managerd AV B4R 1EL >iE

22*
MRBRATZEERWIE. WeTLERYEKREO.
ERFRIENIER,

* 1RME

* RK3l(RS)

&l
* REFE. BHE. BELE. BERITHETH)

ZEBRIEAFNERIDNMAVA B (ER BESAEFRE)

MR—PEYELRL TENIER. WEERITEMIRCE

* BWEERIFERIEASREE)
* EFEIRKRAR

BT EIER

* BEFEHME

* (ME)BEHME

MAVEEGEICEOREEHEMIEM; TR UHUE, EESMIERE MEFEUEERTIRIESE, B

= TNERMAV

EERERHAERNVAR. TG A E. ELIMIFE SHIIER.

LITRERES R

1. @ B FE @A MIEIERAT. 1FIE FIERMNERS RS EZERRAR, 1o Ee]LUER T EREIRY

ERNHER-FEETRETRSIHS
2. ?H:/E:E /;%lﬂ:lﬁ ;ko

JIRE...
AR

BRIER

ETRFTEBER. FROEERFENER

show-pending } [nn] { -fields field1[,field2...]

PN RS

security multi-admin-verify request
approve nn

security multi-admin-verify request
veto nn

“security multi-admin-verify request { show

[-instance ] }'

TSR LR REATIRRIFAEIER. Wl MR ERFRIE
E’Jlﬁjzo MRWARS RS, MXERZRSIHESH
58, BB REXFEFBRNES(ER
-fields B)HXTFAIEFE(EM -instance &
)0
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JIRE...
IBRIEK

ANl

BN

security multi-admin-verify request
delete nn

EMAVEERIREIRS RS ARIERBFERME. LUTIRFBHAEBR. ZEFHAERT T,

clusterl::> security multi-admin-verify request show-pending

Index Operation

3 volume delete

cluster-1::> security multi-admin-verify request approve 3

cluster-1::> security multi-admin-verify request show 3

Request Index:
Operation:

Query:

State:

Required Approvers:
Pending Approvers:
Approval Expiry:
Execution Expiry:
Approvals:

User Vetoed:
Vserver:

User Requested:
Time Created:

Time Approved:
Comment:

Users Permitted:

ANt

EMAVEERINEIRS RS ARIERBFEAE. UTFIRFEERILER. WEFERGE

20

Pending

Query State Approvers Requestor

= pending 1

3

volume delete
approved

2

0

2/25/2022 14:32:03
2/25/2022 14:35:36
mav-admin?2
cluster-1

julia

2/25/2022 13:32:03
2/25/2022 13:35:36

Pasi=|

EINS

— It



clusterl::> security multi-admin-verify request show-pending

Pending
Index Operation Query State Approvers Requestor
3 volume delete - pending 1 pavan

cluster-1::> security multi-admin-verify request veto 3

cluster-1::> security multi-admin-verify request show 3

Request Index: 3
Operation: volume delete
Query: -
State: vetoed
Required Approvers: 2
Pending Approvers: 0
Approval Expiry: 2/25/2022 14:32:03
Execution Expiry: 2/25/2022 14:35:36
Approvals: mav-adminl
User Vetoed: mav-admin?2
Vserver: cluster-1
User Requested: pavan
Time Created: 2/25/2022 13:32:03
Time Approved: 2/25/2022 13:35:36
Comment: -
Users Permitted: -
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