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X FIES
WMRFERAZEBN SSH ABEAIBEL SSH MKFAHITHMH I, NWELERABRBAXNIKFHITHH I,
Faazai

* B £ SSH &R,

* BRITIES, BUEEREH SYM BIER,

TR
1. BRAERPASEE R KB

security login publickey create -vserver SVM name -username user name -index
index -publickey certificate -comment comment

BXBEMEE security login publickey create, IBEI'ONTAP mS$&E",
2. EREAHTHALUNIFEN:

security login publickey show -vserver SVM name -username user name -index
index

BXBEMEE security login publickey show, IBEI'ONTAP m<$E&E",

Nl
UTSLaRARZRSESVMEIRRKF XEX svmadminl XFSVM engbatal. ABEANERSIHS N 5.

clusterl::> security login publickey create -vserver engDatal -username
svmadminl -index 5 -publickey
"<key text>"
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* BRITILES, B2 SREFE SVM BE R,
* BB AR SSH Z$A.
* MRERFENEXS09EBEEIH. NAILERBERIES,
* NRFENEXS09IEBRIZHM RIHER:
° BAIE MIEBIUA NG (CA)RERES.

o BAIER ML REIEPBEE(PECAIEBFMECAIEP) security certificate install. BXHIF
SR security certificate install, BBMW'ONTAP (S E&ZE",

° IMEEHSSHBHAOCSP, EE N "#H OCSP Wi FIFBEEEN" BXWA, EEL

p
1. B AHZATX 509 RS EIR AN KB

security login publickey create -vserver SVM name -username user name -index
index -publickey certificate -x509-certificate install

BXMEMEE security login publickey create, IBZM'ONTAP Gi$&ZE",
2. ERENAHZHUIFEN:

security login publickey show -vserver SVM name -username user name -index
index

BXMEHMEE security login publickey show, IBEI"'ONTAP ii$&ZE",

Nl

U TS AHRIAMX509ERSSVMEIRRIKF XEX svmadmin2 XFSVM engbata2, AHZEANERS]
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clusterl::> security login publickey create -vserver engData? -username
svmadmin? -index 6 -publickey

"<key text>" -x509-certificate install

Please enter Certificate: Press <Enter> when done

<certificate text>
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FFaZ Al
BRITIHES, EEEsis SVM EE R,

SIE
1. NEE AP PRERX 509 PXKEX. FHREMESSHATLEH:

security login publickey modify -vserver SVM name -username user name -index
index -x509-certificate delete

BXBEMEE security login publickey modify, BB I'ONTAP mS$&E",

2. ERERHTRUIEER:

security login publickey show -vserver SVM name -username user name -index
index

ANl
MU T a2 MSVMEIE G PIBRX . 509IE B XEX svmadmin2 3FFSVM engbata2 FR5|4RS /96,

clusterl::> security login publickey modify -vserver engData? -username
svmadmin?2 -index 6 -x509-certificate delete
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p
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security login publickey delete -vserver SVM name -username user name -index
index
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BXBEMEE security login publickey delete, IBEEI'ONTAP mS$&E",
2. BRNEFHUIEER:

security login publickey show -vserver SVM name -username user name -index
index

AN
T EMSVMEIE Gtk P Ffifg A HZEFX . 509IEH svmadmin3 3 FSVM engbatal3 R5|IRS N7,

clusterl::> security login publickey delete -vserver engData3 -username

svmadmin3 -index 7
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1. ZHZ|Cisco DuoEIEE Ko

#E* R AERF> UNIXK BTEF

BREMERZA. NEBHRNAPIENZ,

EASSHE R EZAIONTAPIK .

Atk Storage VM/E B Cisco Duo B IIIE. FIFEHFHEEBIRAAFIESHIIE:

a &~ w0 DN

security login duo create \
-vserver <STORAGE VM NAME> \
-integration-key <INTEGRATION KEY> \
-secret-key <SECRET KEY> \

—apihost <API HOSTNAME>

B Cisco Duofic&

f&A] LI 4 Cisco Duot AP #ITE M IR AR (FIE0. RMEMN B D IR FFERHIHTTPRIR), NRES
EF X Storage VM (TEONTAPE TR E TR A9 Vserver)#Cisco Duofit &B. BILUfEA# S, security
login duo modify BXBIFEHMEE “security login duo modify, IBZM'ONTAP Gi$&E",

TB

1. EFZICisco DuoEEE R,

2. BEPWAER> UNIXNBEZF".

3. IEREHEMER. NBEBHMAPIENE,

4. (EFASSHEREIERIONTAPHKF

5. EttStorage VMECisco DuofitE. B EHIERMNEMEEB A IESHHE:

security login duo modify \
-vserver <STORAGE VM NAME> \
-integration-key <INTEGRATION KEY> \
-secret-key <SECRET KEY> \
-apihost <API HOSTNAME> \
-pushinfo true|false \
~http-proxy <HTTP PROXY URL> \
-autopush true|false \
-max-prompts 1[2]3 \
—is—-enabled true]|false \
-fail-mode safe|secure

flif&Cisco Duofit &

& LAIBRCisco DuofitcE. X#FSSHERF LEEERIMERDuoHTH DI, EMiPRStorage VM (TEONTAP
L ITREFPRAVserver)lCisco DuofitE. AJLAFER#®. security login duo delete  BXHIIFH
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8 ‘“security login duo delete, BBI'ONTAP fGi$E&ZE",

1. FEFSSHEREIEMONTAPHIKF
2. BRItk Storage VMBICisco DuoftE. & fIStorage VMB FREIRA <STORAGE VM NAME>:

security login duo delete -vserver <STORAGE VM NAME>

IR VB X A MBIt Storage VMBICisco DuoBit &,

#%ECisco Duofit &

A LUER <& & Storage VM (TEONTAPHR 7??5?E¢ﬂtheNer)E’Ji)bﬁClsco Duofd&. security
login duo show BXBIEMEE “security login duo show, BBM'ONTAP fi$E&ZE",

g
1. {FHESSHE R FIERIONTAPIK P,

2. R7RT ltStorage VMAICisco Duof2 &, (RiE)ERILUER vserver SEUUIEESStorage VM. #i§Storage
VMBFRE RS <STORAGE VM NAME>:

security login duo show -vserver <STORAGE VM NAME>

B EDRMTUTRBGESL

Vserver: testcluster
Enabled: true

Status: ok

INTEGRATION-KEY: DI89811J9JWMJCCO7IOH
SKEY SHA Fingerprint:
b79ffadblc50blc747fbacdb34g671d4814
API Host: api-host.duosecurity.com
Autopush: true

Push info: true

Failmode: safe

Http-proxy: 192.168.0.1:3128

Prompts: 1

Comments: -

tll7EDuo
& 8] L3/ RCisco DuofEDuo B A IRIE T F2 X B13E4F E Active Directory. LDAPZZAMIAFAHBIEF, RE
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EI#DuoH. MA SRR ZAFHEFHFH1TDUR I, B LAFERARLEIEDU0 security login duo
group createo BIELARY. ERILLEFEMDuoHHIIIESFEFHPRZAFTHIIFERF . BXIFHAER
security login duo group create, BEIW'ONTAP Gi$&ZE",

P
1. EHESSHEREIEAIONTAPIK .,
2. flEDuo. BIFEFHEEBRANAIES TN E, MREE -vserver B NMTEEERFICIEA:

security login duo group create -vserver <STORAGE VM NAME> -group-name
<GROUP_NAME> -excluded-users <USER1, USER2>

DuoHHY B FRwAZi 5Active Directory. LDAPZZAS#IZAILED, {FEANLESEISERAF -excluded-users’ R
S BEIEEDUuo S B IEIEETEAH,

EEDuo4

eI MERRSEEIACisco DuoiskH security login duo group show. BXHIFMEER
security login duo group show, IBZW'ONTAP mi<$E&E",

P$IE
1. EHESSHEREIEAIONTAPIK
2. BRDucA%B. BHEBEFNEEBIRAFIESHIE, NREE -vserver B8, ABEERLFER

security login duo group show -vserver <STORAGE VM NAME> -group-name
<GROUP_NAME> -excluded-users <USER1, USER2>

DuoHHy B FRuwsZii 5 Active Directory. LDAPZZAS#IZAILED, {FHEANLESEISERAF -excluded-users
A2ETo

ftiB*DuoR

A LUER S MIBRDUcA% B security login duo group deleteo NRMIERZE. )ﬂJi?éEI.EPE’J%FJHT

BEEEDucE MIIETEFR, BXMEMEE security login duo group delete, IBEI"ONTAP &3

P$IE
1. EASSHERZIERIONTAPHKF

2. MERDucAFZE. KIFEHNESBMABIESFIIE, MRE, -vserver B MABEERRFIMPR

security login duo group delete -vserver <STORAGE VM NAME> -group-name
<GROUP_NAME>
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DuoZEMIZ R4 7 5 Active Directory. LDAPEYZth2H ITET,

AP %3 Duo B IIIE
fEF] AMDuo SSHEHIIE IR HIR A A S ER .

HEBRFRE Duo A
1SR LA FRE B P 2 Cisco Duo SSHEAI4IE,

g
1. fEFSSHEREERIONTAPIK
2. }ISSHAFZFCisco DuoSAIIE. FHiEVserverZ iR <STORAGE VM NAME>:

security login duo modify -vserver <STORAGE VM NAME> -is-enabled false

HiBRDuoB A~
&R LIMDuo SSHEHIIESFZFHEFRE FTDuoHERI R LA,

P
1. EHSSHEREIEAIONTAPIK
2. NAFHIEER P2 ACisco Duo B A I0IE, HAEZMAEHRNBERFIRER N AIESHIE:

security login duo group modify -group-name <GROUP NAME> -excluded-users
<USER1, USER2>

DuoHHI B FRAZi 5Active Directory. LDAPZYZAHIZHILAD, {FRSEISERAF -excluded-users’ f*&
1E7EDuo SR IIE S 12,

BXIEHMEE security login duo group modify, IBEM'ONTAP S & E",

HiBR A HDuo A
& R] LA Cisco Duo B2 ERHEFRAS E A5t A EFADuo B3 383E, BXHER, FEM "Cisco Duoxid"s

EONTAPHE N H LR ECATZ ZRIARSS 2R IET

EEFRZ L, REMERRE CAESINHNFTIED, UEFEES SVM ER SSL RS
B HITEMIIUE, ERILIER security certificate generate-csr B4 RLIE

HEZIEK (CSR) . HFA “security certificate install fRSTEMIEPRINA
AW EIBNIEH, BXME “security certificate install F4HER

‘security certificate generate-csr, BEN'ONTAP i $E&ZE",
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ERUIEPERIFS

] LAER security certificate generate-csr FAFAEMIEBERIBER(CSR)NMS, LIBIEKRE,

IEBIMANME (CA) SZRERIEERKRFIER.
FIaZ Al
BHITIES, BUESEEE SVM B 5,

pZ
1. £/ CSR

security certificate generate-csr -common-name FQDN or common name -size
5121102411536]2048 -country country -state state -locality locality
-organization organization -unit unit -email-addr email of contact -hash

—function SHA1l|SHA256|MD5

LUF e SR ERET REE R BY2048(1E AZHEIECSR, sHA256 UEBEX BB AN ATIFRTESEI]
B4H 1T fER Software, ZAQF] serverl.companyname.com I FEEMFEEILMNEEELE
Ro SVMEXRABIERREBFHREFMULAN “webtexample. come RFGFEREHET CSR fFAFA,

BIECSRAYTHA

clusterl::>security certificate generate-csr -common-name

serverl.companyname.com -size 2048 -country US -state California

-locality Sunnyvale -organization IT -unit Software -email-addr

web@example.com -hash-function SHA256

Certificate Signing Request

NOTE: Keep a copy of your certificate request and private key for

future reference.

2. S CSR MFRNERIER, FUBRFH (MEFEME) FHAXIAENEZ=ZS CARHITESR.

REFTENIBERE, CAZEEREEERZNBFIES.

TR RE—17TATAF CA T2 FIE BRI,


mailto:web@example.com

T CA ERBHARS2IEH
SO LI#EH security certificate install @RTESVMERZECARZZMAREZIFIEH, ONTAP SRTE
WMNIEPMANME ( ca ) RIEPBMAFPELER, XEEPBERIRSSIIEBIIERHE. EXNFAER

‘security certificate install, IBEW'ONTAP m<$E&E",

ez Al
BRITILES, ERARER SVM BE 5,

p
1. RECAEBHIRRSS D!

security certificate install -vserver SVM name -type certificate type

ONTAP SRR CARIEBHREIES, LURARSIEBIIEDE. IsATLIRES
() sEBH CAKIEBHE, BETUEE CANIRES, MBHROEFAHREDES, NLSHE
SIEBRBEM.

W TS ESVM _E 2 CAS & HFRSS SE BAITRIENE S engDataz,
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LRCAZZ RSB EHERRIRG

BXER

clusterl::>security certificate install -vserver engData?2 -type

server

Please enter Certificate: Press <Enter> when done

Please enter Private Key: Press <Enter> when done

Do you want to continue entering root
certificates {yln}: vy

Please enter Intermediate Certificate:

Do you want to continue entering root
certificates {yln}: vy

Please enter Intermediate Certificate:

Do you want to continue entering root

certificates {y|n}: n

You should keep a copy of the private
certificate for future reference.

* "Z4ijFPgenerate-csr"

and/or intermediate

Press <Enter> when done

and/or intermediate

Press <Enter> when done

and/or intermediate

key and the CA-signed digital
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fEASystem ManagerZI2ONTAPIEH

M ONTAP 9.10.1 FF#8, ERILLIfER System Manager EIRR]{SIEPMANE, ZF I/
ARSZEINEPB LA A (fRE) IERIMANAE,

fiEF3 System Manager , ERILIEEMEMMNARFRERVIES, UENREXENAREFIBEHTEMNE
iE. R UEEECRIES, UWEREMNAREFITRENRS.

BRIEBER

%ﬁﬁ System Manager , R UEEER LFENAEIEBIANMG, FFME /RS IIES UKRAHIEBNAAN

TE
1. f£System Managerd, EFEE>IGE*

2. RupR * T2t * X,
TS Bf0H, BERUTIFAER:

° FHENREDERMRTIRIHE,
° FENE iR / RSSFIEBIHE,
° FHERASHIEBIA B E.

3 EEABHFRAEERXIEPLFNEMES, NERE 5 TASSHELNEENIER T, FIREE
TENMEHENER, MRENEZTREE Storage VM BIERE, BHITUTSE:

a. &F*1ZFf#> Storage VM*,
b. 3%#%¥ Storage VM
C. tJ#EE|*Settings* LN+,
d. EFENEBE D 2 RIEF,
T—FRtE
* ECIER EP, EeI [ERIEREZIEK],
CEBERANENDRETFR, ENEFH—D. ERIUMEMNET-RRITUTES:

AR E . TR LITA TR ...
* AfSIEBMAENG * » [install-trusted-cert]

* [MIBREIEIE B IA ]
* [BITRMSIEB A NA]

* BFim / BRS2IE * * [install-cs-cert]
* [gen-cs-cert]
* [delete-cs-cert]

* [renew-cs-cert]
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* AHIEBIRR A ¢ * [BIRFBYAHIEB IR HA]
* [ERAMIEBIANAIERHITER]
* [MERAHIE B I NA]
* [BITAHIIE B IAE ]

ERIEPERIFNR

EAILUM * B * TITEAEENEIR R A System Manager £RIFRFERIER (CSR) o UENGERMFATAFNIE
R/BY CSR , AJLUMERIEPMENEMEHRITEE, UWERLEIEPR.

pd
1. &EF Y IEH * U\, B8N [EEIEBEERD
2. %&$#F*+Generate CSR*,
3. HEXHEMMER:
R NN E=
b. JE—*ER/H#IX *,
C. hN*HER*,
d. BN * HR BT
4. MREBESMINME, HEE * ELAIM * HEAEMNER.

ZE GRI) BEIEBRmMANE
&R LUTE System Manager R &2 HtWZ S ERYERBIMA N,

TR
1. &F * JEIEBMEN * Eo+. BER [EFIEBEEL

? iz,
3. & * ANINRMEIER AN * Bk L, HITLUTRE:
° N B
o XF *SEE *, 1#%IE— Storage VM
D NRVNZE=
o MEEE * A

c BWABSEN VIERFAER Yo

BRI S IEF & A4
£/ System Manager , &0] LAHBRZS EHVIERINA WA

() GREMRTLERE T ONTAPHIEHEIEBIMA A,
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p

1. BF * AIEIEBMANE * &+, BBR [EFIEBEERL
2. EEAEIEBIMEAAIRI R TR,

3. MR : RIREUH, SAEEE Delete*s

T RS IEPBIA NG
£/ System Manager , 0] 41T B Ak BIRGS HARY el (S IE B & A4S,
g

1. &F * AIEIERMENMN * EHR, BFEW [EFIEBEEL

2. JEFAMSIEPBME NI ZFF,

3. #&#F 1 IERBIREIHATLEIT

Z& (K &Fim / RS2IES
£/ System Manager , eI ALEHME Fis / RS 2I]FIUEH.

TR
1. B * &%/ RS|[IEH * &R, BBU [BEILEBEEL

? iz
3. £ * AINE s / IRSEIED * @R L, HITLUTIRME:
o BN IEBEIR
o XF *SEE *, EE— Storage VM .
RN ARE .
i &l i TR

c BAHSAN CIEBIEFAER * .
TR UM A MBS ANKEFIFHAEMGERFAER, WAILUBIESE * SN * MIEBXHESAXE,

° MNEREH
BRI UM XA HE NS EFIHMMFARE, BrILUBERE * SN * MAMAXHSAX T,
& (RN BXER/EFin | RS[IES
5/ System Manager , ERIAEMEMBEZ R P i / RS 2]BIER.
g
1. BF * BP / RSJIES * &R, ESN (EFIEBEEL
2. EEF+ERBE RIS
3. FE*EMBERRIES * mRL, HITUTIRME:
o N Y IEBREIF o
o XF *SEE *, 1#%$EFE— Storage VM
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o A

v

CARE .
= Th
ATEH
RN
MHE— * T

il
W

° 3

T

fpRZE % | RS 23IEP

£/ System Manager , EEIUMIBRE P / IRS2RIEP.

TE
1. BF * TP/ RSP * &+, BFEN [BEFIEBEEDL
2. EER P IR/ARSFIIEBHIBET.
3. R BIREIAN, SAIEE T Delete,

SR Fin | BRSSP
£/ System Manager , &R LAZITESHAS BN S HAN R P i / IRS 281E o
p
1. BEF * B/ RSBIEP * &R, BBW [EFIEBEEL
2. ERE P IR/ARSESIIEBHIE R
3. IR ¢ BIFEBNA, AEET*Renew”,

Sl FT YA HIE B & A5
£/ System Manager , 8] LASIEFTAAHIEB A M.

p
1. BF * HIEBMLNE * &+, BEBW [BEFIEBEEL

RN + Add |
3. 1F * RINAHIERM AN * @R E, HITLUTRE:
o BN B
o XF *SEE *, 1¥%IFE— Storage VM
DNV -z E= R
4. MREBZHIAE, 1BEE * ELED * HEHEMES.

{ERZAHIE B A VAT ITIERFHITER
£ System Manager #, f&0] LI AAHIEBMANADITIERHITES
il



1. BF * ZMIEBMRNE * &+, BEBW [BEFIEBEEL

PR ASHIE B A A IIBIZ o

RN, AREEE 1 EJ]IEH.

105 * FBIEPERIBR * RE
© BRAILMISERERAR, BrAIEE * SN * SNEBERIERX .
° FEEIMEBBEMHEIRE,

:'>.0°!\’

Bk A SthIIE 5 05 & ATA
£/ System Manager , &0] LAIBRASHIE AL M,

p

1. BF * ZNHIEPILNE “ ET£, BFB0N [EEILBEELD
2. PERAHBEBIMR NI ETRo

3. WEERIRFZIUH, AMEERE : Deleteo

SRITZASHIIE P& 4G
£ System Manager , &8I LA£T B HAK BN S ARV A IE B A AT,

p

1. &F * ZINHOEPMENN * KWK, BFEW [EFIEBEEL
2. PERAHBEBIMR NI RTRo

3. WEfE 1 BIREUN, AERETE Renew’,

LONTAPHEZE Active DirectorylFizHI281410]

TR E AD tEisHIss 3 EER¥ B SVM MIA(E], AD tKFP A REiAE SVM . yn%uEﬁ
HHESVMECE SMBARS 28« MIRT LUK LESVMEEE AMXE,,_tannel". LUEXEEEHITADIS
18], WNREKREE SMB IRSZ2E, MIFTLIE AD 15 5 SVM SIEZITENIK,,

ONTAP Z#FLL T igiTHl2s BP0 IEARSS |

» Kerberos
* LDAP

* MEER
* AR (LSA)

ONTAP 2 U T RIEE B AR LML 2 HNEE RiEHE:

RERAEE AR

16



HMAC-SHA256 , EF=4&N&ZtnE (AES) ONTAP 9.10.1
WNRERHTITHREONTAP 9.9 1 ERARA. H AT
Hl23 3T Z £ NetlogonfRZ 58 SSHEAES. MEEE K

Mo EXMIBERT. BREEMEEFITH R, ER
5 ONTAPHYSRZ SRR

DES #1 HMAC-MD5 (& & T 38 Z%5ART) Fi5 ONTAP 9 ks

MR EBEE I NetlogonZ 2B EHREEAAESSIEZH. NEEBWIIRTEESVM ERBBAES,

* MONTAP 9.14 1784, CIESVMBIZEABAAES. EBTHEEBHRSVMIIELZLIZRE. BEIeJENetlogonZ 2@
BRI HAEERAAESSIERH,

* 7EONTAP 9.10.1%9.13.150, BIESVMBEY. AESERIALTFERARS. BEEERUTHRBRAES:

cifs security modify -vserver vsl -aes-enabled-for-netlogon-channel true

@ FREIONTAP 9.14 1S EShRAES. A IHIRONTAPEIZIINA SVMIIAESIR EA = B THE
o BAEXLSVMLEERAES. LB EEMILIKEMNE,

[=E=gy CpIS G

MR EABIESVMECESMBARSS28. MAILUFEA security login domain-tunnel create s ESVMELD
BAMXD tannel'. LUEXEEHITADISE),

TEONTAP 9.161 ZRIRVhR A, S ER S HIIbEER ERERADIER EIESIKF

FreaZ Al
* B E N EIESVMEZE SMBARSS 28
* BB R AD BRI A BEARISERFRYEIE SVM 6
* B RREEERT BERITIES.

M ONTAP 9.10.1 &, SNREE AT AD 150 SVM W% (Ih@&E) , NITE AD HHPEZA NTLM 5§, &Rk
£ Kerberos H{TEIER M. TRHAMRAT, SVM MXNEIERSHIIERLE Kerberos . ZRIANER
T, INEERTH; FEERARE,

(D) st Kerberos SHMIE. MBLEHE, NRZIL NTLM SHRIE.

p
1. BEAT SMBHEIESVMECE N B IIERIE. UEADEEHI 2] AENS R S 8% .

security login domain-tunnel create -vserver <svm name>

BXBEMIEE security login domain-tunnel create, IBBM'ONTAP fi$E&ZE",
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()  ErmP#TEHRIE BIET SM.

T2 BT SMBIEIESVMEZE "engData’ A & {930 IE&EE,

clusterl::>security login domain-tunnel create -vserver engData

1Ei5_E B SVM i+ E K

MR EARNEBIESVMECESMBARSE 28, M AILUMFEA vserver active-directory create SR AIHH
HISVMEIEZIT K,

XFIAES

HWINfG vserver active-directory create ML, RARER \ETIET#AD}EEFMYFE’JEE?E\ ZkP AR
BIEHAIR. AT LU ENAINENRPIEE AR B[, KAHNEBARENT,

MONTAP 9.161F 8. Er] LUER LT R TADEIRERER A,
FFoaz Al

ERITIESS, EEEEs SVM BEE R,
S
1. 7£ AD 15t SVM BIERIT &N

vserver active-directory create -vserver <SVM name> -account-name

<NetBIOS account name> -domain <domain> -ou <organizational unit>

MONTAP 9.161H8. -vserver BIIEZEIESVM, BXMFMEE ‘vserver active-directory
create, 1BEN'ONTAP GS$E&E",

LITFE$ B ESVMEY engbata i E “example.com BIERZ AT ENIMK, "ADSERVERL. MMANGSE
, RERBIRREEAN AD Btk &R,

clusterl::>vserver active-directory create -vserver engData -account

-name ADSERVER]1 -domain example.com

In order to create an Active Directory machine account, you must supply
the name and password of a Windows account with sufficient privileges to
add computers to the "CN=Computers" container within the "example.com"
domain.

Enter the user name: Administrator

Enter the password:
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FONTAPHEIELDAPSNISARZ 28140

Bt E X SVM B9 LDAP i NIS ArRS3281h1R], #AfG LDAP 3§ NIS P 7 8Eif1a)
SVM , @I AN INEE, ERILAER LDAP ¢ NIS fEA R B Z MRS Ro

ACE LDAP Ak55881710)

SRS ECE X SVM Y LDAP AR5231510), 7AfG LDAP tKP A BEIAIR SVM o ERILAER vserver
services name-service ldap client create Si¥LUTESVM LEIEZELDAPEFIRECE, ARG, ERILIfE
FB vserver services name-service ldap create S LDAPEFIHACE S5SVMKEL,

XFIAES
ARZ X LDAP Ar5525E8F] LAEEA ONTAP f2HBYZIAETL:

* MS-AD-BIS (K% Windows 2012 KRBk AD RS SREE %E54D)

* AD-IDMU (Windows 2008, Windows 2016 & ShRASBIADARSS 28)

* AD-SFU  ( Windows 2003 K& 28 AD fR5523)

* RFC-2307 ( UNIX LDAP fR5528)
BRIESBER, BNRFEARIAMER. MRE, EALBEIEFEFOMRRFAERRIAREER SR X
FAMES, BER

* "NFSECE"

* "NetApp & AIRS 4835 1 (HNfAITE ONTAP ECE LDAP ) "
FHaaZan

* BB AESVM ERE"CA SR HIARSS BT IER"

© BRATIIAESS, EoEsRE N SVM B R,
TE

1. 7ESVM L BIELDAPE P IR E :

vserver services name-service ldap client create -vserver <SVM name> -client

-config <client configuration> -servers <LDAP server IPs> -schema <schema>
-use-start-tls <true|false>

() (RszisEmmsa TLS SHITMIE SVM o RSHSHITEIE SVM .

BXBEMSE vserver services name-service ldap client create, IBBR'ONTAP @SS
zZ",

AT e RTESVME engbata 2R ANLDAPE FIKECE corp. & IRfEMIPHINE172.160.0.100

#1172.16.0. 101 EZHEZILDAPIRSE 28, B IREARFC 23071 R #H1TLDAPEH, B iES5IRS 2828
RYIB(S{ER Start TLS #H{TI0%3,
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clusterl::> vserver services name-service ldap client create

-vserver engData -client-config corp -servers 172.16.0.100,172.16.0.101
-schema RFC-2307 -use-start-tls true

(D X “-ldap-servers’ FEEESIR “-servers’ FEL, fERILIER “-ldap-servers’ FEHEE LDAP ARSS
FZENZ K IP Hodk,

2. ¥LDAPEFIHECESSVMIEXEX: vserver services name-service ldap create -vserver
<SVM name> -client-config <client configuration> -client-enabled <true|false>

BXMEMSE vserver services name-service ldap create, BEI'ONTAP i $&ZE",

LTS8 REXLDAPE P IRECE corp fEASVM engData, FHESVM_EEALDAPE Fif.

clusterl::>vserver services name-service ldap create -vserver engData
-client-config corp -client-enabled true

(D X “vserver services name-service Idap create S1ISRONTAPTEEX R B fARSS 28, B
RITEEERIEHIREHIREE,

3. {#F8 vserver services name-service Idap check < IIF R FRARSS B RIRTS,

LU &S BIE SVM vs0 _ERY LDAP BR$328,

clusterl::> vserver services name-service ldap check -vserver wvsO

Vserver: vsO |

Client Configuration Name: cl |

|
|
| LDAP Status: up |
|

LDAP Status Details: Successfully connected to LDAP server
"10.11.12.13". |

AT LAER "name service check 85 S RIOIE R FRARSS 25 HIR S

ACENISARSS2317317)

7N

BRI EEE X SVMEINISHRSZ 2815 AR SAFENISHK P A BEIAIRISVM, &R LUFEA vserver services

name-service nis-domain create B LATESVM_ERIENISIHEIE,

a2z Al
* 7£ SVM LECE NIS B2, FrEBEERIRSSRERUIA A ERAIE,
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il
1. 7ESVM_LAIEENISISACS :

vserver services name-service nis-domain create -vserver <SVM name> -domain
<client configuration> -nis-servers <NIS server IPs>

N s - . . . . P
BXIEFEHMEE vserver services name-service nis-domain create, IBZIL"ONTAP 5%
11]

o

(D X “-nis-servers’ FEX R “-servers' FE&, EBEJLAER “-nis-servers’ FEZIETE NIS fRZ28HY

FEHRE IP ik,

U TS EESVM LERIEZENISIHEIE engDatas NISIE nisdomain EAIPHIIESNISHRSE 28

"192.0.2.1800

clusterl::>vserver services name-service nis-domain create

-vserver engData -domain nisdomain -nis-servers 192.0.2.180

BIERIRARSS IR

B B IRARSBUIIRINEE, ErI LA LDAP 3¢ NIS {E A& A B RIRS TR
name-service ns-switch modify B AIEE BMARSZIRMEIRIRE.

Feazai

s B ECE LDAP 1 NIS RS 281F10),

s BRITIES, BIMEREEEEAT SVM BEEA,
BB

1. {8 B IRARSS TR E IS :

vserver services name-service ns-switch modify -vserver <SVM name> -database
<name service switch database> -sources <name service source order>

BXBEMEE vserver services name-service ns-switch modify, EESI"ONTAP &<

n
o

ITFa<$ASVM EREIEE engbata  F8ELDAPHINI SEMARSZ R ERIMF passwdo

clusterl::>vserver services name-service ns-switch

modify -vserver engData -database passwd -source files ldap,nis

FEXNONTAPEIE R G

BXERIARSG, BNIIEIERIBEL, AR

BILUEH vserver services

SVMEER. MeJLUER

=

=
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security login password Sn R UENEHCHE, NREEEHEER. NA]
VI{FER security login password i< UENEAEIRGRRNZE,

KXFIAES
BTG TR LA AR -

* FEEEEAFA

s KEXREDH)I\NFR

C ERMELEE—NFEN—IHRF

* FEES®RENTEBER

@ 1&B] LUfEEA “security login role config modify sp SEEN 544 TE F 8 X BXAUMK P B9 SRS RN,
FHaZ Hl

s IR ERE SVM BB R A sEFE R E 2,

c BB EREIER T EENEME R RNER,
Pz

I (Al . N .
1. FNEIEREIY. security login password -vserver svm name -—username user name

UTamSEENEEARNZ adninl }FSVMvsl.example.come RAFRTEMNLFIZ, AGHE
ANFEFRNFZE,

vsl.example.com: :>security login password -vserver engData -username
adminl

Please enter your current password:

Please enter a new password:

Please enter it again:

e
REEFABEBEN
R BRI

WY A e | = 4 Var

PEMEDIONTAPEIE Gk -

GO LUEM security login lock AFBIEBEBERMKFNGL. UMK security
login unlock SR REBIMKF,

Faazai

TR EIERA BRI TXEES,

P

1. SEEERKF

22


https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-role-config-modify.html
https://docs.netapp.com/us-en/ontap-cli/security-login-password.html
https://docs.netapp.com/us-en/ontap-cli/security-login-password.html
https://docs.netapp.com/us-en/ontap-cli/security-login-password.html
https://docs.netapp.com/us-en/ontap-cli/security-login-password.html
https://docs.netapp.com/us-en/ontap-cli/security-login-password.html
https://docs.netapp.com/us-en/ontap-cli/security-login-password.html
https://docs.netapp.com/us-en/ontap-cli/security-login-password.html
https://docs.netapp.com/us-en/ontap-cli/security-login-password.html
https://docs.netapp.com/us-en/ontap-cli/security-login-password.html
https://docs.netapp.com/us-en/ontap-cli/security-login-password.html
https://docs.netapp.com/us-en/ontap-cli/security-login-password.html
https://docs.netapp.com/us-en/ontap-cli/security-login-password.html
https://docs.netapp.com/us-en/ontap-cli/security-login-password.html

security login lock -vserver SVM name -username user name

UTHSHENEEEAK, adninl XFSVM vsl.example.con.
clusterl::>security login lock -vserver engData -username adminl

BXMEHEE security login lock, JEEM'ONTAP Gi$E&ZE",

security login unlock -vserver SVM name -username user name

UTHSERIEERAK, adninl XFSVM vsl.example.com:
clusterl::>security login unlock -vserver engData -username adminl

BXBEMEE security login unlock, EBI"ONTAP fGi$&E",

EESE
CRPBR

EONTAPHEELXKNNERZEA
BEREHEEXMENKINRE EEZRIAREFEERS. EAIURITES N T ERBER
BENZ-
ARIEER=IRKK
EHEBEERA (EMS) S/hHRMAELXH—RKXKERZAVEN, EaIUEPHKIXAKMERZHANIER
audit.log X1
EEEREWKMET NI THVIRIE
MIGHARE, ERIURBMENTBRBLENER:
* ERBREEVEEAREFH, NEFR, FHRFRM/ HEHF
* EERESHKRKEHIER
* [REIAFIERMER=RE, HERBERMEIHXEEBERF
* ETFIETESHIRSRIK A s E R EAE HAH BIE

fEAILAfEA security login role config modify BaHITIXLEMRES, BXREFHMER security
login role config modify, IBEI'ONTAP m<$E&E",

MEKERE, ERI RTINS
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* fE£/A security ssh modify‘ﬁ@ﬁﬁﬁﬁ“ﬁﬁﬁ%ﬁﬁ”@ﬁ'\]SVME’\JQEM%%%ﬁVT&?&o BXIFEAER
‘security ssh modify, IBBI'ONTAP eGi$&E",

BIERAPEXRENE, BIMAE MD5 BAKF TBIER LM SHA-512 Bik,

YTONTAPEIE Atk - 25 hE5R %l L it SHA-2

HfE, £ ONTAP 9.0 2 eIt BB IR AP B4 ER MD5 158, BHEIFohEERL
Ak, MD5 IEZ2M{KTF SHA-2 . FAltb, FAkE, &g MD5 kP B AP B,
LI{ERZRIARY SHA-512 IR F R,

RFUAES

RIEE AN BT HRITLATEME:
* BRSEERARHTENAP K,
* (EfEAEERARE (Fld0 MD5 ) BYIKFIHE, MMEHIAAE FRERINERED.
* BRI BIEE S FH KRR

* ERE| ONTAP 9 ZRIRIARASEY, FEEEHEERECHNEN, UEHSRHRAZFNRHERE (MD5
) R

ONTAPREEfEENetApp 57 BIE 4 SDKIEZ IR H HIFISHA-2E Y (security-login-create M security-
login—modify—password) o

P
1. 3% MD5 B2 Gtk T8 E] SHA-512 ZROME 75 RIE:

a. [FFAAEMDSEIEGAMFITHER: security login expire-password -vserver * -username *
-hash-function md>5

XiF =585 MD5 tKF A PR RISERED,
b. E35k MD5 K RIF F i@ 1EHI &8 SSH R1EE R,
REtNEKF B, HHERRAREREN. BIAMERT, SHA-512 BTFEMREN,.

2. WFAPE—RNERARERELTIEH MD5 1KF, SRELEZKS

a. BiENERAMDSIEH REBIK P (SRIPELKF): security login expire-password -vserver
* —username * -hash-function md5 -lock-after integer

FHEENKRZE -1lock-after, MAPIEIFRIEMDSHKF,

b. LA ST EE B EBIK security login unlock -vserver svm name

—username user name

. iLAP@BEEH A8 SSH R[EEREIEKS , HERSRRTITEREN,

HXER
* "security login expire-password"
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* "R ERE"

A System ManageriZ 18 [EONTAP {4373 1a]ia) &t
M ONTAP 9.8 FF48, Er]LURERFES XHihn)inl,

g
1. 7£ System Manager /1, 4% * 2% > 176& VM*
2. EERBEWNHEHRITIRERR Storage VM
3. BE: B,
4. g BRERMFIAIR ¢,
5 RMHAAZMEFG P #illt, SAE#EE « FFIRRE
REERETRERF. *RE * JHEE T TEHRXHERE.,

6. B v BERRENNFTIABTEXHIHERR,
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