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R EIZEan A MIPVvALZIAIPVE

MONTAP 9.13.1H8G. &a LITE#REEH 1K B B JAB00FIFAS4700F & ERIEIELUN
SECIPveiit, ¥F9.13.1ZRIAIONTAPRRAT EMTF S EA9.13. 1 NEShRAS. /AT
SEIPvAIE SRR EIELUN,. ARTESRERSE R NIPveillL,

SIg
1. NEEEAIPVG:

network options ipv6 modify -enable true
2. BRPRIEENBR:

set priv advanced
3. EEEE MO LIREMIRARTIZFIR:

network ndp prefix show

4. QIZBIPVEEIBELIF:

FEAI prefix: : id LUFohtgEIPv6itilt,

network interface create -vserver <svm name> -1if <LIF> -home-node
<home node> -home-port <home port> -address <IPvé6prefix::id> -netmask
-length <netmask length> -failover-policy <policy> -service-policy
<service policy> -auto-revert true

o WIFERERIE LIF

network interface show

6. WIEFCERY IP HItERZ BIiAR):

network ping6

7. ¥1Pv4 LIFFRI2 fsadministratively down:
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network interface modify -vserver <svm name> -1if <lif name> -status
—admin down

8. MIBRIPVAEIELIF:

network interface delete -vserver <svm name> -1if <1lif name>

9. BIACHIFRIPV4AEIELIF:

network interface show

£/ Active 1Q Config Advisor 10 & 58

BRETRIIAERS, ELRIE1T Active IQ Config Advisor UIIFECEHICE F ILELE

O

I8 1Xo

Config Advisor @ —fETF Web BN ZF, RIRETEICAEM, EiWEARS2: L, HATE Windows ,
Linux #1 Mac & Liz1T.

Config Advisor RIE1T—RFIGLRIVELMN L EHNEEENEARSITIN, SEERMEMEIE.

1.

o &~ W BN

© o N o

10.

TEHZE Active IQ Config Advisor .

"Active 1Q Config Advisor"

[B5h Active 1Q , FHTEHIIRRENIZBZBEE,
BRREHBRL "RE S

£ BfriEL, & ONTAP HERIWIE * o
5| SRR E HKE.

NRERFES|ISER, WEBHAIEEZRZIR.

- BNEERR,

(FIk) S * RBIE* o

- BIHIRREHIE, 58T © REHTE
- BUBUEESTRE, 1E ¢ (RlkimiEes > (F %, B HUEIE - BirEEWRENEUE, ARBESL ER

BREEER,
fi# /R Config Advisor ZILHYIRIRT,

EEHEPRT RS0
EL Bt nl fRERETINEN T S & B EEEE], FHE5LE CIFS 1 Kerberos I [E,
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https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor

MTEERYILE S _FIgEMLRBTEI Y ( Network Time Protocol , NTP) BRZZ28, M ONTAP 9.5 FFi4, EaJLUfE
BXIREHIRIEEE NTP iR5528,
BXFMAEE, BB "SEERNE ((YREEEER) %
B LUBT IS ERHS — 1S NTP IRS 28 KB KR ES BN EEF AT E],
1. BIFRTENEN T A EMRISE RS EF X,
EEPMAAE T R NIRE NE—X,
a. {&H cluster date show < ETREFNMN TSN EIHER, BHEFIX,

clusterl::> cluster date show
Node Date Time zone

clusterl-01 01/06/2015 09:35:15 America/New York
clusterl-02 01/06/2015 09:35:15 America/New York
clusterl-03 01/06/2015 09:35:15 America/New York
clusterl-04 01/06/2015 09:35:15 America/New York
4 entries were displayed.

b. 65/ cluster date modify f8 < EFIE T =B HHATA X,
I RAIEER BT X B GMT :

clusterl::> cluster date modify -timezone GMT

2. {EH cluster time-service ntp server create fi S FEEES NTP fRS32848XEX

° BRBEARAMMEMIIENINTPARS 28, IBMAL TS cluster time-service ntp

server create -server server name

° BGBERAMMEMIIENINTPARSS 8. IBMALU T cluster time-service ntp server
create -server server ip address -key-id key id

@ ﬁé ONTAP 9.5 FF44, BILUFERMFREDILUE, 7€ ONTAP 9.4 8B RARAFRIZHILIH
BEo

HERANRIRENSEEFECE DNS o WNRHEARECE DNS , MAIEE NTP ARS52889 IP it

clusterl::> cluster time-service ntp server create -server
ntpl.example.com

3. IFERE R BB ENTPARSZ88KEX: cluster time-service ntp server show
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clusterl::> cluster time-service ntp server show

Server Version

BXES
"RBEEE"

FAF1E NTP A3 2 L EEXNRBHINIERER <

-

M ONTAP 9.5 FF4, ZIEFMLEEthi¥ (NTP) hiZds 3 . NTPv3 B3E{F A SHA-1 24

HIXNRBPIIUE, FIIREMNEL L.

BHATUHEERE ...
ECENERAXNTRZINIER NTP ARS528

ERXMIREMILIEACE NTP ARS528

AIE NTP fSS2EERAXNTE A IIE

B LUBT NP B RV EA 1D KIBcAILE NTP ARS528
DY) E=gv Dol

FEEHE NTP Z4A

ERKREZEA ID B2E NTP RS 28

fEFARTE NTP BRS523 LECERIZ A ID FLEMRSS 25,

fEMALLE< ...

cluster time-service ntp server create
-server server_ name

cluster time-service ntp server create
-server server ip address -key-id
key id

cluster time-service ntp server modify

-server server name -key-id key id

cluster time-service ntp key create -id
shared key id -type shared key type
-value shared key value

*oF: *HE=ZIPA ID51H. TR NTP RSEHELE
B ID , EEMELIEE

cluster time-service ntp server create

-server server name -key-id key id

cluster time-service ntp server create

-server server name -key-id key id

*SF: *ZE$AID, REMEXNNS NTP frREes LEC
BEWEE ID , XERFEMER.
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BHITURIE ... eIt ...

RS AR cluster time-service ntp server modify
-server server name -authentication
disabled

BREMNHMARASEEES

REBEERG, TOILUIEA System Manager 5{ ONTAP s <175 E (CLI) H#4fifESE
B

RAGEREES RIR
FCE M4 "% B "

© BIRr-IE
- QIR
+ B2 IP =/a]

KBRS AL "RGTEIE"
HEREHRE "HENREEE"
BUERFIRCE SUREEEDIL (SVM) "NFSEZE"
"SMBECE"
"SAN EIE"
=L ORI "EMSEZE"

ACEZAFSANFE {4
LHINTESANFEIER (HBR B

MONTAP 9.7F 85, ATLAEFINetAppZliAlfZSANIESI(ASA), ASARLANTZESANE R
=, ETFRWIEMAFF NetAppEE1EEE,

ASATENZRIZEAMTNER. FAERFIINTED / RRTS, EREREFEKEREN, TNAFE
FRARRERSIRIZH ALUA TERINE /O B] LAGBFE i FR A 15 BT i8]

GE ASA
4hiAfZSANPES(ASA)BTE S IFASARSGHERIANRBIRIEL B,
System Manager $15 S EERVBHEERE, QIEEAHE, BB ASA Bt BEFEFr BT IR,
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FFEIE EONTAPEEE,
ASA NS ENLRAERF
FAFIgE4NEFSANPETI(ASAS) N ENIRE SFE HMSANEN N EHVIREER.
ZRI LU "NetApp Host Utilities 204" Z#Fik = ERSFEEN
IR%I ASA BRI A
&R LU System Manager 5% ONTAP &8 <175 E ( CLI) K4ARR ASA R4,
* 1£System Manager{Z E1RP: BFHFEE>HA*, AREFRATT =
14 BRI 2NTFSANFET*,
 *MELITRE* . BN san config show 8%
MFASARYS. "HIAFESANIES"EIREl ftrue,

BXER
* "RARIRE4968:  (NetAppeSANFEFIERIER] FMEMTEMED
* "NetAppk AR EH4080: (IMASANRIERIELEL) "

4N 7ZSANPES I BD B PR HIFN 235
4hA7FSANBES(ASA) AL E PR HIFI S A ONTAPRR A o
BXREHNVEERFINRMEAESE. 5B "NetApp Hardware Universe"s

FEEHISANTIMUAITI R ¥

B ER X SANTNAN T RBIASASTHFN T

MONTAP FFE4... Iz HF BIMEENRAT R
9.12.1. * NVMe (f£@@ i =MetroCluster 12
IPECE F13EMetroCluster IPECE
F2ZH)
. FC
* iSCSI
9.9.1. * NVMe (T£3EMetroCluster IPEZ * 12T R (& A FIEMetroCluser
B S IPECE)
* FC * 8PN = (iIEBEFMetroCluster IP
+ iSCSI &)
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ftp://anonymous@ftpserver

1. % BFRONTAPER(HBRIGIN H B SR BF IR (4 B 7 1 -

cluster image package get -url location

clusterl::> cluster image package get -url
http://www.example.com/software/9.13.1/image.tgz

Package download completed.
Package processing completed.

2. WIEEHRG EFEEPESFEREE:

cluster image package show-repository

clusterl::> cluster image package show-repository

Package Version Package Build Time

9.13.1 MM/DD/YYYY 10:32:15

3. FUTHETHALRAIEE:

cluster image validate -version package version number -show

-validation-details true

MBEBHT EESUFE, EEETONTAPRIEHTINE, LTREMIIEH
() EFmms, 6. MRBMOEFEE0.13.1. MREAS.13 A RAGHTIE, LR
HEPMIDIF. 2. 154 B,

clusterl::> cluster image validate -version 9.14.1 -show-validation
-details true

It can take several minutes to complete validation...
Validation checks started successfully. Run the "cluster image
show-update-progress" command to check validation status.

4. WERIPRS:

cluster image show-update-progress
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() mEHREHin-Progress (HTH)". BEFHBRETIHS, BHFHAL,

clusterl::*> cluster image show-update-

Update Phase Status
Duration

Pre-update checks completed
00:01:03

Details:

Pre-update Check Status
AMPQ Router and OK
Broker Config

Cleanup

Aggregate online OK
status and parity

check

Aggregate plex OK
resync status check
Application OK
Provisioning Cleanup
Autoboot Bootargs OK
Status

Backend OK
Volume Conversion OK

In Progress Check

Volume move OK
progress status

check

Volume online OK
status check

iSCSI target portal OK
groups status check

Overall Status Warning

75 entries were displayed.

progress

Duration

00:10:00

Error-Action

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Warning

LR B R— P BB ARTNETIR. UREFBARIEZ AN ARRIEREIR

HES.
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clusterl::*> cluster image validate -version 9.14.1 -show-validation
-details true
It can take several minutes to complete validation...

WARNING: There are additional manual upgrade validation checks that
must be performed after these automated validation checks have
completed successfully.

Refer to the Upgrade Advisor Plan or the "What should I verify before I
upgrade with or without Upgrade Advisor" section in the "Upgrade ONTAP"
documentation for the remaining manual validation checks that need to
be performed before update.

Upgrade ONTAP documentation available at: https://docs.netapp.com/us-
en/ontap/upgrade/index.html

The list of checks are available at: https://docs.netapp.com/us-—
en/ontap/upgrade/task what to check before upgrade.html

Failing to do so can result in an update failure or an I/0 disruption.
Please use Interoperability Matrix Tool (IMT
http://mysupport.netapp.com/matrix) to verify host system
supportability configuration information.

Validation checks started successfully. Run the "cluster image show-
update-progress" command to check validation status.

fas2820-2n-wic-1::*> cluster image show-update-progress

Estimated Elapsed
Update Phase Status Duration Duration
Pre-update checks  im-progress  00:10:00  00:00:42
Details:
Pre-update Check Status Error-Action

fas2820-2n-wic-1::*> cluster image show-update-progress

Estimated Elapsed
Update Phase Status Duration Duration
Pre-update checks completed 00:10:00 00:01:03



Details:

Pre-update Check Status

AMPQ Router and OK
Broker Config

Cleanup

Aggregate online OK
status and parity

check

Aggregate plex OK
resync status check
Application OK
Provisioning Cleanup
Autoboot Bootargs OK
Status

Backend OK
Configuration Status
Boot Menu Status Warning

is

la,

of

bootarg.init.bootmenu

proceeding

Broadcast Domain OK
availability and
uniqueness for HA

pair status

CIFS compatibility OK
status check

CLAM gquorum online OK
status check

CPU Utilization OK
Status

Capacity licenses OK
install status check
Check For SP/BMC OK
Connectivity To

Nodes

Error-Action

N/A

N/A

N/A

N/A

N/A

N/A

Warning: bootarg.init.bootmenu

enabled on nodes: fas2820-wic-

fas2820-wic-1b. The boot process

the nodes will be delayed.
Action: Set the

bootarg to false before

with the upgrade.
N/A

N/A

N/A

N/A

N/A

N/A
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Check LDAP fastbind
users using
unsecure connection.
Check for unsecure
kex algorithm
configurations.
Check for unsecure
mac configurations.
Cloud keymanager
connectivity check
Cluster health and
eligibility status
Cluster quorum
status check
Cluster/management
switch check
Compatible New
Image Check

Current system
version check if it
is susceptible to
possible outage
during NDU

Data ONTAP Version
and Previous
Upgrade Status

Data aggregates HA
policy check

Disk status check
for failed, broken
or non-compatibility
Duplicate Initiator
Check

Encryption key
migration status
check

External
key-manager with
legacy KMIP client
check

External keymanager
key server status
check

Fabricpool Object
Store Availability
High Availability

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A



configuration

status check

Infinite Volume OK
availibility check

LIF failover OK
capability status

check

LIF health check OK

LIF load balancing OK
status check

LIFs is on home OK
node status

Logically over OK
allocated DP

volumes check
MetroCluster OK
configuration

status check for
compatibility

Minimum number of OK
aggregate disks

check

NAE Aggregate and OK
NVE Volume

Encryption Check

NDMP sessions check OK
NFS mounts status Warning
NF'S

check

used,

frequent

that

during

running

Name Service OK
Configuration DNS

Check

Name Service OK

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Warning: This cluster is serving
clients. If NFS soft mounts are

there is a possibility of

NFS timeouts and race conditions
can lead to data corruption

the upgrade.

Action: Use NFS hard mounts, if

possible. To list Vservers

NFS, run the following command:

vserver nfs show
N/A

N/A
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Configuration LDAP
Check

Node to SP/BMC
connectivity check
OKM/KMIP enabled
systems - Missing
keys check

ONTAP API to REST
been

transition warning
data

last 30

approaching

automation

REST

https://mysupport.netapp.com/info/

ONTAP Image
Capability Status
OpenSSL 3.0.x
upgrade validation
check

Openssh 7.2 upgrade
validation check
Platform Health
Monitor check
Pre-Update
Configuration
Verification

RDB Replica Health
Check

Replicated database
schema consistency
check

Running Jobs Status
SAN LIF association
status check

OK

OK

Warning

OK

OK

OK

OK

OK

OK

OK

OK
OK

N/A

N/A

Warning: NetApp ONTAP API has

used on this cluster for ONTAP

storage management within the

days. NetApp ONTAP API is

end of availability.

Action: Transition your
tools from ONTAP API to ONTAP
API. For more details, refer to

CPC-00410 - End of availability:
ONTAPI

communications/ECMLP2880232.html

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A
N/A



SAN compatibility
for manual
configurability
check

SAN kernel agent
status check

Secure Purge
operation Check
Shelves and Sensors
check

SnapLock Version
Check

SnapMirror
Synchronous
relationship status
check

SnapMirror
compatibility
status check
Supported platform
check

Target ONTAP
release support for
FiberBridge 6500N
check

Upgrade Version
Compatibility Status
Verify all bgp
peer—-groups are in
the up state

Verify if a cluster
management LIF
exists

Verify that eOM is
home to no LIFs
with high speed
services.

Volume Conversion
In Progress Check
Volume move
progress status
check

Volume online
status check

1SCSI target portal
groups status check

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A
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Overall Status Warning Warning
75 entries were displayed.
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-9.0-9.1

-91-93

-93—-95
MREHYET ONTAP  EHIEFR ONTAP S0 anduH R A...
RRZS79... RRZS79... -9.7 - 9.9.1

9.8. S
-9.0 - 9.1
-9.1-93
-93 595
-95-97
-9.7 - 98

9.7. ZMER
-9.0-9.1
-91-93
-93—-95
-95-597

9.6. ZMER
-9.0 - 9.1
-9.1-93
-9.3 95
-95 96

9.5. ZMES
-9.0 - 9.1
-91-93
-93—-595

9.4. N |

9.3. ZBER
-9.0 - 91
-91-593
9.2. yNal:

9.1. Hiz

Data ONTAP 8.

BEENERRIEENTE RS A LUSITEIRONTAP hiZs "NetApp Hardware Universe's

7£: (Data ONTAP 8.3F7+4k35/) fHiRMthigH. ?‘m*ﬁ,#\%ﬁqﬂ\ ur_“quizlJrFﬂ%iﬁﬁepsnonE’J%6 M
Data ONTAP 8.2.3 FH1a, AEKAFABEREILINEE, BXIFHES, 1B5SM "NetApp Bug Online FEYEEIZ ID
805277",

M Data ONTAP 8.3.x FF#4
A HIZEAREIONTAP 9.1. REHERIESAREA,

M 8.3.x ZHIHY Data ONTAP hrZsFia, €131F 8.2.x
iR Data ONTAP 8.3.x. AFFREIONTAP 9.1, BARIIEShRZ,

BIELIF e 120 E
EFARONTAPZ Bl SIS B 1E A E B iU PR 1512 RSB fE %1240,
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WMREETE 8 MNHEZT R, WFEAMESEZRITENAR. HEARGEEIREEEN D RZ MR
AR, ALKE—HAEBEFN—AT S, ARESTAY (HA) TR, AENERMESIIERE, £
ONTAP 9.7 B RhrAH, MNRFEAHAIESE, N LIF 2 FBANEALRNT =/ HA BT 5. 7EONTAP
9.8MEShRAH. WMRFERHAIESE. NLIFE TS —MEAIEA,

INREBRFHITREDT 8 1, WRERARFZANITEEIAR. RhALGABENHAN TSN T REBE
WEHISIRIE. ERMEHITHREERBITR. BiE. AERNEHFNES MHANEE IR, NRERRE
7%, W LIF {52l LIF SR 15 SR8 E X BV R 1% B AR T <o
PR

1. 2TREMUE LIF AUMPERE5 5 .

INERIEH ONTAP FRZS A ... fERALEH< ...
9.6 E Shras network interface show -service-policy

*data* -failover

958 R has network interface show -role data
-failover

HRAIERT BEMNEE LIF BT RS BRI RO AR5 ECE |

clusterl::> network interface show -role data -failover

Logical Home Failover Failover
Vserver Interface Node:Port Policy Group
vsO0
1if0 node0:e0b nextavail system-
defined
Failover Targets: node0O:e0Ob, nodelO:e0c,
node0:e0d, nodeO:ele,
node0:e0f, nodel:elb,
nodel:elOc, nodel:e0d,
nodel:ele, nodel:eOf
vsl
1if1 nodel:e0b nextavail system-—
defined

Failover Targets: nodel:eOb, nodel:eOc,
nodel:e0d, nodel:ele,
nodel:e0f, node0:e0b,
node0:e0c, node0:e0d,
node0:e0e, nodelO:e0f
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" WERZ AN " FRETRESD LIF NEREERB BRI LY IR. flg0. R"f0" MAE X (node0
EBeOb)# TR, MESE LS HBERETSEInode0 LYK e0c, WIRIFOTEHKEIETSFeOc. ME
A EH % FInode0 LAYIR O e0d. #RILIEHE,

2. JNERSAN LIFLUMIEAILIFRERPERE IS RIS E 2 A*. 156 network interface modify F< LA
B RHEY %,

3. WFEALIF , FRIE * HEEXREEN * FRESEETET RIVEERD, XLEHIEROKEAR LIF 89
FRRERIFESEET.

] LAER network interface failover-groups modify aniGtifE LS BinRINRIMIERE
48,

Nl

network interface failover-groups modify -vserver vs0 -failover-group

fgl -targets sti8-vsim-ucs572g:e0d,sti8-vsim-ucs572r:e0d

HEER
"WILRF] LIF EIE"

I9IE SVM BRHRACE

TG HRT. TEFARONTAPE G 2 5. BN HRINMASVMER HAENS1H 0 B4 E R R TS E1h
R BYERINLE L, REMCER N SVM EEE— 1 EIARH. BXIFEMER, B3N
"SU134. ONTAPHAIERHIECE A 1EMA] sBe= R RIMZEIA1R)",

SVM BEHZRRE T SVM 5 BRH I TEEFIEANNERE. 1550 7T HREARNITERE, UEELREN
£81m) R Z /i L X £2 ) @

ERERALIGO T :

* ONTAP @I &5 ERY R AR R E.
T HEZNERBEFAAN, ONTAP IFARE—M7ZABIRMIAMKES (85 0 IMEHEE) BER

o

R BELR, MEWIBNESEIER, WEEHRIIRASKEENBHEIARSERRENRSE, NREER
BT ZMFIARRE. NIRRT HE AT RER PR,

RERE

FHREONTAP Z BIBUS R E R EIN

KL IEERETEFIONTAPIRHAHAR Z AIREUSERIE. fla0. WNREER
FESANECE. NEFIaARZE. NIERTASTENEE T EMNEIEEMIEER

'TIo

EETRUABELARFIERITHEMT R,
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MR, BEN "EFBHIEFRIPSnapMirrorx&",

ETERP, EMFIERRE L ONTAP s, TRER TSR BTG £ ONTAP hRs,

E7

9.11.1. 910.1. 991. 98  97. 96. 95 94 93 92 91 9.
gw. & & & & & &® ®B =®B ® ® &
g, BW. & & & & &® &®B @&® &® & &
R, BW. BM. ® ® ® &®A ®F ® &A B &
O RM. BM. B, m B ® %8 ® & & &
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() msteerRREN.

¥IE DP SRR AR5/ XDP

INREBFALKREIONTAP 9. 121 EShrAs. MAMEFAR 2 5iEDPIEE X AR AAXDP
o ONTAP Q12 A NESREAFALZHFDPERE XA, EAJLIEMMIZINE DP LB X R EiR
79 XDP , LUFFRRZsRER SnapMirror o

KXFIAES

* SnapMirror A= BRI ER DP KB X RN XDP , BRI R, BREFHHBRNEXER, €
BHTHY XDP XEZHEMRAT X R. BXERER, BZN "XDP BN DP {EJ3 SnapMirror FAINZE",

* EMRERIRES, &5 7 fi# XDP Snalerror 9€?EI’J):ffu‘/&%ﬂ]?&?Eﬁrﬁﬁﬁﬁ_lﬁ‘éﬁgﬁﬁﬁil‘ﬂ—lo ERKH—
EZBY[B]A, SnapMirror XRZIRERE " EEES " WBERHFALR

@ % SnapMirror X & EEIM DP #3285 XDP &, BT ERIIESTBEXEEERE
E=LHEISE i

PTIE
1. 7EB1rEED. HfRSnapMirrork ZEEUADP. HBERIREISnapMirrored. XRREAIdIe X RIBITIRR
RiF:

snapmirror show -destination-path <SVM:volume>

UTFREIERTEH snapmirror show f%:
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cluster dst::>snapmirror show -destination-path svm backup:volA dst

Source Path: svml:volA

Destination Path: svm backup:volA dst

Relationship Type: DP

SnapMirror Schedule: -

Tries Limit: -

Throttle (KB/sec): unlimited

Mirror State: Snapmirrored

Relationship Status: Idle

Transfer Snapshot: -

Snapshot Progress: -

Total Progress: -

Snapshot Checkpoint: -

Newest Snapshot: snapmirror.l0af643c-32dl1-11e3-954b-
123478563412 2147484682.2014-06-27 100026

Newest Snapshot Timestamp: 06/27 10:00:55

Exported Snapshot: snapmirror.l10af643c-32d1-11e3-954b-
123478563412 2147484682.2014-06-27 100026

Exported Snapshot Timestamp: 06/27 10:00:55

Healthy: true

() EAELEMRGMEISRER snapnirror show AFREIEXRIENH LML,

2. TREMBIFED. HIFRMENEEEHEEASnapshotalzs:

volume snapshot show -vserver <SVM> -volume <volume>

UTRBIERT volume snapshot show JBEMBIRENMHWL:



cluster src:> volume snapshot show -vserver vsml -volume volA
-—--Blocks---

Vserver Volume Snapshot State Size Total$% Used$%

svml volA

weekly.2014-06-09 0736 valid 76KB 0% 28%
weekly.2014-06-16 1305 valid 80KB 0% 29%
daily.2014-06-26 0842 valid 76KB 0% 28%
hourly.2014-06-26_ 1205 valid 72KB 0% 27%

hourly.2014-06-26 1305 valid 72KB 0% 27%
hourly.2014-06-26_ 1405 valid 76KB 0% 28%
hourly.2014-06-26_ 1505 valid 72KB 0% 27%
hourly.2014-06-26 1605 valid 72KB 0% 27%

daily.2014-06-27 0921 valid 60KB 0% 24%

hourly.2014-06-27 0921 valid 76KB 0% 28%
snapmirror.10af643c-32d1-11e3-954b-123478563412 2147484682.2014-06-
27 100026

valid 44KB 0% 19%

11 entries were displayed.

cluster dest:> volume snapshot show -vserver svm backup -volume volA dst
-—-Blocks—---
Vserver Volume Snapshot State Size Total% Used%

svm backup volA dst
weekly.2014-06-09 0736 valid 76KB 0% 30%
weekly.2014-06-16 1305 valid 80KB 0% 31%
daily.2014-06-26 0842 valid 76KB 0% 30%
hourly.2014-06-26_ 1205 valid 72KB 0% 29%
hourly.2014-06-26_ 1305 valid 72KB 29%
hourly.2014-06-26 1405 valid 76KB 30%
hourly.2014-06-26_ 1505 valid 72KB 29%
hourly.2014-06-26_ 1605 valid 72KB 29%
daily.2014-06-27 0921 valid 60KB 0% 25%
hourly.2014-06-27 0921 valid 76KB 0% 30%
snapmirror.l0af643c-32d1-11e3-954b-123478563412 2147484682.2014-06—
27 100026

O
o o° o° o°

o O O

3. ERRITHINEMASERIRIAEIETT. BHHENERDPEE XA
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snapmirror gquiesce -source-path <SVM:volume> -destination-path
<SVM:volume>

BXRENGSEE, FEN FH
() EuFAMER SWM SRHEBSETHA L.

UTRAREREZENXRLTHENRS vola B svml MBHIRE vola dst FFE svm_backup:

cluster dst::> snapmirror quiesce -destination-path svm backup:volA dst

4. RFIER) DP R XA

snapmirror break -destination-path <SVM:volume>

BXRENGSEE, FEN FHI
()  EuRMER SWM SBITERETIS S,

RGPS ZBIHX R vola FF/E svml MBHRE vola dst FF/E svm_backup:
cluster dst::> snapmirror break -destination-path svm backup:volA dst

5. MNREBEIRE LB AT SnapshotEIAB ik, HEISEHZEH

volume snapshot autodelete modify -vserver SVM -volume volume
-enabled false

TS 7E Bint L2 ASnapshotgl & Bohfifk vola dst:

cluster dst::> volume snapshot autodelete modify -vserver svm backup
-volume volA dst -enabled false

6. MFRINE DP KEX R

snapmirror delete -destination-path <SVM:volume>

BXRTENGLTEE, BN "FHMNI
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()  EuAMER SWM SIBRIEBSETHA L.

T REIRRIERRES ZBNXR vola FFE svml MBS vola dst F/E svm_backup:

cluster dst::> snapmirror delete -destination-path svm backup:volA dst

7. BHOR ERFIIaSVMA M E X F |

72

snapmirror release -destination-path <SVM:volume> -relationship-info
-only true

U TFREIEBERSVMRERE XA

cluster src::> snapmirror release -destination-path svm backup:volA dst
-relationship-info-only true

BRI LUERPREMEILE snapmirror show FATFRIEFHXDPEE XA HS

snapmirror create -source-path <SVM:volume> -destination-path
<SVM:volume> -type XDP -schedule <schedule> -policy <policy>

AU RERARNRENERS, SXRENHEL, BELTRR
()  @uRMER SWM SBITERETISS.

UTFRAREREZEEIESnapMirror RIEME X R vola F/E svml MBHFE vola dst B
svm_backup ERARINME MirrorAllSnapshots HRE:

cluster dst::> snapmirror create -source-path svml:volA -destination
-path svm backup:volA dst
-type XDP -schedule my daily -policy MirrorAllSnapshots

EMRYREMBERNE:

snapmirror resync -source-path <SVM:volume> -destination-path
<SVM:volume>

BT EMED AYE) ,.zk_ILMEJEH -quick-resync &I, BEMEE. FHENRTEAESZER. BXT

BWa<EE. BB WFMDT: "snapmirror resyncap’v\"o
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(D BRABM BT SVM BRSBTS, BRAENRTATERLLH, BEAEIEREH
B, ZrRRERBEIFRIENRIEITERRY,

UTTRAREMRBL REZEIRNXR vola B svml MBS vola dst FFE svm _backup:

cluster dst::> snapmirror resync -source-path svml:volA -destination
-path svm backup:volA dst

10. $NER1EEE A T SnapshotBlZ~BnhllfR. BEFHERE:

volume snapshot autodelete modify -vserver <SVM> -volume <volume>
—enabled true

SERfE
1. {6 snapmirror show @< UIRIERE B EIESnapMirrork o

2. — B SnapMirror XDP B#5& 182 R SnapMirrortk B& Y E X E#rSnapshotglZ. 15EA/ELE
snapmirror list-destinations % LARRHFEISnapMirror XDPX H,

EFRONTAPZ Hi. IBMIFRILEIMNEP R BIRARS 280E %

HLLONTAPZHi. SNRITIZITHIERANetAppTZi&INZE(NSE)HIONTAP 9.28 B R Al Zs.

HFALLEIONTAP 9.3k EShrAR. A ERGSTHRE(CL)RRMEAIMBRIINEZRRAE

E(KMIP)ARSS 281 &

g
1. I83IF NSE IRnh28 2B EMEE1, FTHAHISENBIANFIEZR S ID 0x0 :

storage encryption disk show -disk *

2. ENSBARE

set -privilege advanced

3. FERARIANEIEL 21D OxORFIPSZE A Bess BINZ AR (SED):

storage encryption disk modify -fips-key-id 0x0 -disk *

4. BIFR BB N BHE S EFIPSEA:
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storage encryption disk show-status
S. WIFFF B *mode* BT 1 B Ndata
storage encryption disk show

6. ZEERENKMIPARS2E:

security key-manager show

7. BB BERNKMIPIRSS 28 :

security key-manager delete -address kmip ip address

8. MIFRIMEREE SR EIRRRACE |

security key-manager delete-kmip-config

() WSBRRMIR NSE B,
155
FEFEAR. CUTTIIRIE BHEREKMIPIS SIS,
FEONTAPAL Z Al WIEFIA T R LREFENEHX K

EFARONTAPZ B, WNIRBEREMLELANNE | Storage Virtual Machine (SVM)A. M »AZREE
IS MR EREEEMBA S, RTR ERVMEHEE. NLERERRALKIES
KMo

p
1. BIREFIRENER:

set -privilege advanced

2. ERENSVMBIMEERE

vserver services netgroup status
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3. WIEMFE/NSVM. BN TREBETHENNEAXHIREE:

vserver services name-service netgroup status

MRBXMIER, TIPS T—%, BEARHER. BN, BEHEHITT—F,

4. EEBNE—TRLE. FEMEMSAE G

vserver services netgroup load -vserver vserver name -source uri

tEar R THAET R EHMBAX . IRTRELEFEMNSEXXMS, NEXHERRES.

BXER
" AP £R 4R

¥ LDAP EFIGRECENMER TLS USRS T2

EHBZEONTAPZ B, A NERSSLVIECELDAPE Fin. LUEFERTLSSLDAPIRSS 281
TEeEE. ALE, SSLEARTH,

RINBERT, BRIHMNIRSS BN ARERF ZER LDAP BIEARSINER, EHHRAIEER SSL HaHIfER TLS o

TR
1. BIEfEIF IR ARAY LDAP ARS8 B S 24F TLS o

BN, BMBTIRIE, ERLE LDAP RS 2RFAREIZ 1 TLS BIRRZ,

2. K,EMWLEONTAP LDAPE FimitE BB AR T SSL/TLSHILDAP:

vserver services name-service ldap client show

MFEE, WAL ERT R, B2, N TRER2M, BNEEERET TLS B LDAP,

3. WFFNLDAPEFIRECE. 2ZIESSLIaFERTLS:

vserver services name-service ldap client modify -vserver vserver name
-client-config ldap client config name -allow-ssl false

4. WIFREABAFEAILDAPE FimfERASSL:

vserver services name-service ldap client show
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HXEE
"NFS Eig"

EIRESF: NG PE IS Bl

SR ERIERIMY AT B R TER LTS E(FIA0AREAIBIRYI/ORRSS )3 & F im Al N R~
R EREARH M,

MREFEAEmEIENMY, BEEERUTILSA:
« SMB
WNRIE T SMBVIIRIHIFLE AT A(CARE. NelUFEHRBERL
T AHR TS % (A System Managers ep $1TRE). AER BT
EPEE,

WNREER SMBv1 8¢ SMBv2 12{tH=, siEFA SMBv3 12113 CA =, NEAHEEENEHEEhIEIE
HAigl, BERPmRIEETR, BNIsRBREARAZEIERERIE,

EF SMB #J Hyper-V #1 SQL Server 2 FLHMTIET (NDO) o WREEL SMB AL REEET
Hyper-V Z¢ SQL Server , NN BAEFRS2EUNRESEMVSEIRESRIFHENIRE, F7E ONTAP #
(R EAB) R (T4 T] .

* NFSv4.x

NFSv4.x B P IR EREER NFSv4 x IS T2 BIMARRE LR ERNERERPME, FHIIER, ¥
RiEF e ge=@2lIaed 1/0 &R,

* NDMP
REEEK, BFRIHAFPSREILIRE,
© HIRFEIR
KEEEK, BFRIHAFP SRR,
@ BNEARBRERARZBIZNBHERHER. XFMAIESSBEEER.
* WHEERF (5140 Oracle 5 Exchange )

TIBUR TN AREF. MTFETERINARER, EaLUFEIISEEIEL ONTAP EiEshEY EHKHIAY
8], LESRARERREDAFIRME,

EFALRONTAPZHI. TBIRIESSHENZ AT A2}

EFHRONTAPZRI. MNRESERMKFPERASSHALZIAHITH NI ER LA
TSSL FIPSIRZ. MAZHE1R B FRONTAPARZS S #5 1t EHZEAE %

TRETTONTAP SSHEEFHFHNENEAXE T LR, XERPALRBERNERTERESSHAHS KT,

ONTAP higZs FIPSIRIUS 7RI AR JEFIPSIRIU S R AR
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9. 1M1 A NESHRE ECDSA-SHA2-nistp256 ECDSA-SHA2-nistp256
RSA-SHA2-512
RSA-SHA2-256
SSS-ed25519 & B =
SSS-DSS
SSS-RSA

9.10. 1 R ERhRES ECDSA-SHA2-nistp256 ECDSA-SHA2-nistp256
SSS-ed25519 SSS-ed25519K E =
SSS-DSS
SSS-RSA

@ MONTAP 9.11. 1718, FEXHFssh-ed25519F NI ZHHE £,

BXBFAER, SN £ FIPS EEENEZ 21"

TARZE. BIIREERIFERR ZNNESSHARZRKA EBMEENRZFNERALE, SNEERS
(ETN2EE S

"THREXBRASSHAR BHAKFPHESZER.
EHEcISPEBMC. LUETEONTAPFH LR A a] & El 4 B

EONTAP ek zal. BEFFNEMEIF. SEFBVEFFREONTAP FHRRMFE—iEHREH.
HEFZSITRNEHRE. AR, EARIEFRENE M,

YNREBFPHIEHhRAF T ONTAP AR EIRSBEfF, W= BB U TAAHIE M

* BIOS/INEER

* RS IRER(SP)HEREIRITHIZZ(BMC)
* TFhE%E

« Disk

* Flash Cache

ENTRERMITES. ENEARFEY MENSHSPEBMC,

]
1. EARRZ A EFBEISPIBMC:

system service-processor reboot-sp -node node name

—RIAEREMBEH—ISPHBMC, FRHEHMBIAISPHBMCE2EIW. ARBEMBHNF—1,

W ATLL "FE ERTE " FEONTAP AR zial, INREEARIZActive IQ . METLL "EFONTAP BEHR I
BHEIHhRAT&R"
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* WFENHAR, BIMTNRNER—T B EAE— TSN E.

MREBENHESZTIR. WREBENTREALPERMEARTSE. 7 ONTAP 9.7 RE R, 40
REAALIEFSE, N LIF EBFBEARNT RN HARN TR, NRENTRER—T BRF2EEM
imO. WLIFEE KR K.

EONTAP 9.8 EShi A, NREAMAIES A, NLIFREBESZ— A IEH,

s MNREBAHKMetroCluster FCEZE FHIONTAP. NIz = FA&EEE L BTt X IMTIHR,
* NBRERITERIEA SIS E., WX 5K aEFEF o T EIRA EMS @0
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il 2. TR

System Manager
1. BSIFONTAP BARR%RA :

(D)  n=RSASMetoCluster®iE. NEIEERA, AR ERBESIRIFIR

a. HRIEEIZITHY ONTAP hRZA, HITUTHEZ—!

MRIEIEEIET ... PATICIRME ...

ONTAP 9.8E{ E = hia~ B EB SR,

ONTAP 9.5, 9.6%19.7 BHREEE > EB > EHM*,
ONTAP 9.4 SR E R kg7~ BEEE > EHEH

b. 7£ * A * MG, B i
C. g * ONTAP Update* o
d. f£*Cluster Update* e, ARNNHTERE K% AT FRBR (R

MRIEE ... BA ...

MZSHY S SEARNNHT BIRR 4 BR R L AT ARIRMFRRG TR, B MASARN",
. o e i i S BRI BMEIO IR, SR,
%?ﬁegl#ﬁﬁ? E',—F%ZHQM% iuzlgiﬁ‘!%)j %E%EE * *T;:F * o

MHTTPELFTPHRSS S8 ARMNHT HYAR{HFBRIR L B MARSSERANN o

ii. FE* A INFTRVERAFBRE IIEER, FA
MNetApp ZH5h5 FEHONTAPERFER{R
FIHTTPERFTPARSS 28AIURL.

MNFER FTP , HEFIEE URL
ftp://anonymous@ftpserver #&3to

il. BT * N0 * o

PEFE—r] ARG M BYBRIR BRI —

e. E#H*Validation:E{THEFIRIF AT,

NRFIEREAMAMERNES. NEETRXEHRNE S UREIERIETIR, ERRTR
FREEIR. ARTEBREFAR. RIFFEIFERE SR,

2. BET—5
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ftp://anonymous@ftpserver

3. BEEH

LR BRAITIE. RIRFEREARRERNES UNBIERFIIR, BILBIEHIR. ART
REMEFA R, MRWIETHEHIMES, BFEEESHER ERNES"

BIABRT. ONTAPEER "Ht EALIITR" FHRES/\ P REST AL, MONTAP
() 91017, MBEE. EAILEE—REH— HAT LUIEEBOAME. HERRMFH
SRR — R FHR— P HA

FF T mEEBId 28MetroClusterft . N ihmBIHAN 2 EBY/EEIONTAPH LS 2, 3 F NS
mMetroClusterfit&. BERERBIIARMNES EFBREIA R, F— AR TLTRE. BB ERIL
HHITHR,

4. MBRARRBIZMEE. BRGTHIFHEUEEFMAEE. AREIEHIRM "HEFAL,

SERl/E

BINFER ARG %)ﬁi—ri%ﬁ)’é‘uﬁb\ B EEME|System ManagerSR®iiH, MRTREMBHEERK
BfiE]. U Rl S

TR E
1. I8IFONTAP B ARIR 14 BR IR

@ ﬁDi%ﬂ'é&MetroClusterEEE\ MR FEERFHALRITUTS R, RAEESEEB EHITHE
EIRYP B

a. fHBRITHIEY ONTAP IR
cluster image package delete -version previous ONTAP Version

b. & BARONTAPIR RGN BB LB N LT il

cluster image package get -url location

clusterl::> cluster image package get -url
http://www.example.com/software/9.13.1/image.tgz

Package download completed.
Package processing completed.

MREERIT "BEEEZEHAL", EEBEEMHEHRFAENONTAPHERAHIREFE, Fli0. INRE
MO.8FLKFN9.13.1. MEEMEEAFTONTAP 9.12. 1894+, SAGSERRE—HmSMEER
F9.13.1. 89546,

C. MIESEBMAEEEETESFENRMAE:
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cluster image package show-repository

clusterl::> cluster image package show-repository
Package Version Package Build Time

9.13.1 MM/DD/YYYY 10:32:15

d. FITEHARIEE:

cluster image validate -version package version number

NREERIT "EEZHALR", RREHRBERONTAPRGE#HITIVIERIR], SRR IRIIEHE
FRBRE, Bla0. WIREBMO.8HKEI.13.1. BEMA 13 ARG EHITRIE. EARERRE
HUE9.12. 13K B0

clusterl::> cluster image validate -version 9.13.1

WARNING: There are additional manual upgrade validation checks that
must be performed after these automated validation checks have

completed...
a. YSiFIIEHE:

cluster image show-update-progress

b. SERLISIEHEEBIFRE X BIR1E,
C. iNREAKMetroClusterfic B, 15X ERBEE iR B
2. R HHRGITHE:

cluster image update -version package version number -estimate-only

@ MNREFHALEMetroClusterfc E. MR UATEERATERB LTI i< BARAFTEEFHRINE
B LERIETTE.

REALMLHRETEXEEROS MAGEIFAES. URETHEIARFEETE,
3. PITIRFFHR:
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cluster image update -version package version number

° NBREEHIT "EEZHAL", EEApackue_version_numberfI EFRONTAPhRZS, a0, SNRE
MONTAP 9.8F4%£9.13.1. 1EfEF9.13.1{Epacking_version_number,

° BRINE T ONTAPER "t EAL TR ARBE/\IMRESTRIER. NRER. EAJLUE
F -force-rolling ZHUBRIMINIE. HERRIARIZEEE —RAL— T TR0
© RAEEENREE, ARRKEER 8 O, UEEF RN AIEFESMEENEHERE A ER

/0 EERmE, NRENHIEEEELHE/ VAT ERILMEFiniaE. ] LUEH
-stabilize-minutes A TFIEEAFARRBENBZEHSE,

° WFEE4TLULT RBMetroClusterfic &, BEIARZENERMERBHAN EEE), XFWT
mMetroClusterfR B ARFERBINARNILER EFIR. E— T ARTETHE. BABENESR
IR TR

clusterl::> cluster image update -version 9.13.1

Starting validation for this update. Please wait..

It can take several minutes to complete validation...

WARNING: There are additional manual upgrade validation checks...

Pre-update Check Status Error-Action

20 entries were displayed

Would you like to proceed with update ? {yln}: y
Starting update...

cluster-1::>

i

- BREEENMHE:

cluster image show-update-progress

WREBARAT RFH8TI=MetroClusterfItE. 18 cluster image show-update-progress
commandX B RE TN RNHE, BN TR LETHhSABEEZ T RIHE,

- WIERBEAES T R ERThTEmFA R,

cluster image show-update-progress
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clusterl::> cluster image show-update-progress

Estimated
Elapsed
Update Phase Status Duration
Duration
Pre-update checks completed 00:10:00
00:02:07
Data ONTAP updates completed 01:31:00
01:39:00
Post-update checks completed 00:10:00
00:02:00

3 entries were displayed.

Updated nodes: nodeO, nodel.

6. fih’& AutoSupport JEBH:

autosupport invoke -node * -type all -message "Finishing NDU"

WREBERAIE K% AutoSupport SEE, NIEFMEIZAISRIFIEA M,
7. NRBHLLNT aMetroCluster FCERE. BRITEEE T E BB BAMITRIIMIIR,

@ MNREALENEIRERE. MetroCluster IPEEE S MetroCluster FCEZ B 8122 .
MFEERITIEF B,

a. WERRERBABMITRIIMIR:
metrocluster show
NRBAT BopitRISMIR, MesrShb R ERUATED:
AUSO Failure Domain auso-on-cluster-disaster
a. IREPARETZED, BEEABITHIIMIR:

metrocluster modify -auto-switchover-failure-domain auso-on-

cluster-disaster



b. WIFR R ER B RIIMIR:

metrocluster show

IR BIRFHER

TfZ ONTAP 9.8 t1 System Manager f&1£#J ONTAP F&INkEE,

ONTAP Upgrades Made Easy

Get the transformative features you've paid for!

© 2020 NetApp, Inc. All rights reserved.

EXER
* "=25j Active IQ"
* "Active |Q SCRY"

B TONTAPH L (X PRE T m &£ B¥)

MONTAP 9.2784. &R LIERAONTAPHSITREEEME TR, HTET &R
HDsR, FEEHARIERA R, T/AERSystem ManagerfliTH BT FA4Ro

* BRI FHRERERR EE EXR.

g
1. MIBRSTRIAY ONTAP H{4-61:

cluster image package delete -version previous package version
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2. T E+T ONTAP 3441

cluster image package get -url location

clusterl::> cluster image package get -url
http://www.example.com/software/9.7/image.tgz

Package download completed.
Package processing completed.

3. WIESERF I  EFEEP D FEREE:

4

88

cluster image package show-repository

clusterl::> cluster image package show-repository

Package Version Package Build Time

9.7 M/DD/YYYY 10:32:15

MR B R B AR R

cluster image validate -version package version number

clusterl::> cluster image validate -version 9.7

WARNING: There are additional manual upgrade validation checks that must
be performed after these automated validation checks have completed...

IR

cluster image show-update-progress

FERIERATE BIFR B W TF 1R 1.
(AT ) E AR FHER e -

cluster image update -version package version number -estimate-only



TS HER R TE X EEH NS MR KOS B LURAS TR,
8 PATHRHEFHE:

cluster image update -version package version number

WMRBI)AER, BFFEEHRTERINEERE, EaJLUER cluster image show-
(D updateprogress HLBEEEEEMABHFBELUREMERE. BENTHASE, BN
£ cluster image resume-update #5<1E B,

0. BREEFEMHE!

cluster image show-update-progress

EFRFEEMIRRETENRSR, HFEEEMBRINTERR,
10. %@ R -

autosupport invoke -node * -type all -message "Finishing Upgrade"

NREHAREENREHR, WENHRIARBREFEAM,

B A RIE LI EIR/G IR E ONTAPIR A FH4K

JNERONTAPIR M BEp AR EEIRMEF. MNAERILIEEIR. ARASEAR. FBRAFEIRE.
TR USRS B ap A R e Foh e A Rod iz, NRERFREB AR, B70F6h
WITEAARTE,
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i 3. TR

System Manager

1. RIEEZITHI ONTAP A, HITUATHEZ

MNREEEZIT ...
ONTAP 9.8E{E S k4~

ONTAP 9.7, 9.65%9.5

ONTAP 9.4 S{E R hRZ

2. AR, SEBUE B A RF TR,

NREE ..
E BEhFH4R

BH B ah AR Fohak 4

HTRE
1. EEFHEEIZ:

cluster image show-update-progress

2. fRIRILEEIR,
3. YLEFHR:

INREE ..
RE BEhFH4R

BCH B ohA 4ot Fohdr s

FERRIE
"MATHRERE",

90

Ba ...

g FE*Cluster*>*Overview*
BE B> EB > T,
c EBE B > EEEM

* &£ Overview* BRI ERA, RE=1EBEH
=, AFEEONTAP Update*,

B4 ..
BEHEME,

BE*EUH ",

BMALLTE< ...

cluster image resume-update

cluster image cancel-update



FohFk

LRIEONTAPR G ELLLF RN

TEHATFNARNONTAPIEEG

p

1. BIREFIRENEER, ERFARTS

BRI (*>)o

2. ZRIRK,

A&
* 3EMetroCluster

* XWF5 &= MetroCluster

* 475 = MetroCluster

* 8T ==MetroClusterfic &

3. BN ...
4. BIERBEES TR ERERMAIRE,

y tHILER BT 4R EE,

e SENET TN Vil

SWTEAMLRZIG . AT EFRAR.

set -privilege advanced

fERLLER< ...

system node image update -node *
-package location -replace
-package true -setdefault true
-background true

_location_can 2 Web HEQ%E_JZZNEY#E’E, EL{REY
RF ONTAP BRs, 3 system node image
update ﬁ*-ﬁéémﬂﬂlu\\ 1ﬁ g—:ﬂﬂ-)

S EFENERE T R ERERGRGR. BE—RE
BT R ERE—TIRE. 15708 -background
2o

system node image update -node *
-package location -replace
-package true -background true
-setdefault false

1N PAEFMERE EIIT IS S IR,

tben L ERY REWHREA BRI FIRE, ZBREIF
NERAREREAS T TR L.

system node image show-update-progress -node *

i

LHETRGRER

NMALETTI A<, BEIFETRIRE * BITIRES * 7 * BBt
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*, CIRHPRES RN EID Y

system node image update S LA BEREANHE RBIRRESHE, BATAERRESRE, EoUBXE
Tika <.

HRBIRRT BERNT R LRI R RGN T R &R :
clusterl::*> system node image show-update-progress -node *

There is no update/install in progress
Status of most recent operation:

Run Status: Exited

Exit Status: Success

Phase: Run Script

Exit Message: After a clean shutdown, image2 will be set as

the default boot image on nodeO.
There is no update/install in progress
Status of most recent operation:

Run Status: Exited

Exit Status: Success

Phase: Run Script

Exit Message: After a clean shutdown, image2 will be set as

the default boot image on nodel.
2 entries were acted on.

RS ITREFIRITERETONTAPHR(tREEE)

BIEAR G A2 ERSystem ManagerBohA K. MRAAERESAZIFENEE. &0
LIEAONTAPS SITRE(CLVRITFEI TR AR, BFEARAFHITHMAEAREER
NREZTRIER, EIix HA PSR BRI ZIR(E, F5 "Failed "
R, BoIRE, AEMNEEFRHNEN HA REE I,

FIaZ Al
TR FARREREHE EE" ERo
EHT HA WHRRIE— s

ERILUBE B T RRECH T RIZEREH HAXPHE TN R FALRFE—ITRE, ENTREFRETR
G EE

MREBHRITEAAR, WEARNE— NN RONSERINRIEZRIRE T HIE LIF FRETE—1 ONTAP IR
&REYT ARl

ARE—TTRE, ENRRAREN TR, BZFR I TN RERBEFR "ESRE" AR EE K,

P
1. @3 E B AutoSupport;ll EEFER P E— T A
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autosupport invoke -node * -type all -message "Starting NDU"

Itk AutoSupport B EEEHFINRFRSIER. WREHIZLIEE, E2REFEBIBEHFES.

INIREBFARECE N A% AutoSupport JHE, NEHBEI A RFED M,

- BRREFIKENBLR, ERARTIEY

set -privilege advanced

BRI (*>)o

- RFTRIONTAPERHHIRGIR B N BIABRER |

system image modify {-node nodenameA -iscurrent false} -isdefault true

PREEBTE N y*

system image modify S5 < ERY BEMEHA ONTAP IHFIRE (FAERMEARRE) BT RRIA

BR o
- BEETHE!

system node upgrade-revert show

- BIEFTBIONTAPIRHBRIE B IS B N ERIABRA

system image show

FELURRBIF, image2 Z#THY ONTAP hitZds, HIZE W node0 ERYERINBRER

clusterl::*> system image show

Is Is

Node Image Default Current Version
node0

imagel false true X.X.X

image2 true false Y.Y.Y
nodel

imagel true true X.X.X

image2 false false Yo¥ oY

4 entries were displayed.

Install
Date

MM/DD/YYYY

MM/DD/YYYY

MM/DD/YYYY
MM/DD/YYYY

TIME
TIME

TIME
TIME
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6. FEH TR EREABDRENRERA):

storage failover modify -node nodenameB -auto-giveback false

MREBHENTRES, WETR—FHER, EEERAENRKESHILLEEERRSEREREHIEEK
Mo BN ...y BAHEEE,

7. WIERR BT RN T R 2R BT

storage failover show —-node nodenameB -fields auto-giveback

clusterl::> storage failover show -node nodel -fields auto-giveback
node auto-giveback

nodel false

1 entry was displayed.

8. BITUTaLHR. UHAEEEMNT R HaIR B EEAEAZEF iR MRS

system node run -—-node nodenameA -command uptime

uptime BB 2T R B LRBELKER NFS, SMB, FC #1iSCSI EFHHRITHIRIER . WTFE1
i, ERIBEITRR S UAEREITH SRS TEE M. WRENFEIEM, NFRRT AR EEARMY
MR inRMARSS. MRAIEM, WHRIIA MNP iniR iR

() CHRTEPRMETMENNSHDN. UEEEHRTAERIEF B REREERE.,

UTREIEZERTEBNFS. SMB. FCHIISCSHEERNT =, B2, T =LA NFS #1 iSCSI B itz
HARS3

clusterl::> system node run -node node(l -command uptime
2:58pm up 7 days, 19:16 800000260 NFS ops, 1017333 CIFS ops, O HTTP
ops, 40395 FCP ops, 32810 iSCSI ops

clusterl::> system node run -node node0 -command uptime
2:58pm up 7 days, 19:17 800001573 NFS ops, 1017333 CIFS ops, 0 HTTP
ops, 40395 FCP ops, 32815 iSCSI ops

O. BB HIEEMARIFHTR:
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network interface migrate-all -node nodenameA

10. B FBRIEAISIFs:

network interface sho

BXIRTRIE LIF KSHSEFEARGER, 55

W

Il network interface show FA3T1,

LT RBIER node0 BIEEE LIF EFIHERS. WFEDLIF,

EFTRMEE, LIF ISR MmO MUK LIF BT EERS.

ERILMERLLR IR 8 &R FESRIGIE LIF 89

clusterl::> network interface show -data-protocol nfs|cifs -role data

-home-node node(O -fields home-node, curr-node, curr-port,home-port, status-

admin, status-oper
vserver 1if

status—-admin

home-node home-port curr-node curr-port status-oper

vsO0 data001l nodeO
vsO0 data002 nodeO
vsO0 data003 nodeO
vsO0 data004 nodeO

ela
eOb
eOb
ela

4 entries were displayed.

M. BaEE:

nodel
nodel
nodel
nodel

ela
eOb
eOb
ela

storage failover takeover -ofnode nodenameA

1BI018E -option immediate 2%k, FAEBZENT

¥ LIF M 0EBH, W LIF

F— PN EIERBENZE Waiting for giveback A7,

(D MR B A 7T AutoSupport. 1T

'EEEEIE.%JE

= BEBET R HA BCXTs

RSB F SR B,

12. IIHEE B BRI

storage failover show

&y 'ﬁE%E;‘éU?aTH&ZKT ECHERFER R AN EIRER. X

’ik/u\: ﬁﬁiﬁﬁ? Dr]o

up
up
up
up

M= & iXAutoSupportH S fER T RItEERHEXR

up
up
up
up

o HEATLL

EA R EIFI ARG, MRERFE
TR, URRASREMRS .

EIHITN, ERTEATHEIFALPHIGES
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UTFTAIEREEER. Tma node0 &4 F Waiting for giveback IR, HEIT =T In takeover K.

clusterl::> storage failover show

Takeover
Node Partner Possible State Description
node0 nodel = Waiting for giveback (HA
mallboxes)
nodel node0 false In takeover

2 entries were displayed.

13 ZOERF/N\DH, UEUTHFEER:
© BEFIRZRE (NREHE) ERE.
© BRI MEERIEAER /O BIFEFEHRE,

MERERETER K, ATRFEERD/\2H, BEEATER KNAREFISE.

14. RREEREFE— TR
storage failover giveback -ofnode nodenameA

REBLFREBESREZENT R, AREETREMBHNGE, REFFMRES UKISE N BERER
LIF . —EREIRE, ¥ﬁ):'7—'\7JE|'J'|1,.“E'jE MBI REREF iR R,

15 WIFRBEIIEFBE

storage failover show-giveback

9N2R Giveback Status FERIETRABERENRS, WRTHAERSYERE, MRZERDR, Wizxan<
R ERREHREUREIRT EHF R

16. NRHEFREERRE, FRITUTIE:
a. BEETRIGEHRRRUBELERERR " vell " FHEBEZ TR,
b. NBME, BRREIRESFITIRM " M veEl " &4, HREHENEAHIRIEHESZL,
c. EFfiB{T storage failover giveback i<,

WMREATEES "vedl " 4, 13K -override-vetoes SEIKE N true -

7. B DERF/N\DH, UEMUTHREER:
c BEFIRZRE (NREHE) BRE
° BRI MITEHRIE A ERY /O 1BRIFEFEHIRE,
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WMENERETE i, ARFEED/\D%, BEBRTEFiRNAERB4E.

18. I EMThT T mAYEEHT:
a. FEISRNRRH:

set -privilege advanced

b. I M EFTIRESEE Icomplete:

system node upgrade-revert show -node nodenameA

RS FINETEM.
INRRENRTEH. IBERRRARZFF .
B EENRE S

set -privilege admin

19. WP amMmO_REERE:

network port show -node nodenameA

BATNEARBNESIRZASHI ONTAP 9 T = _FiEfTIbd <,
TR ERT SFrEIROYERE:

clusterl::> network port show -node node0

(Mbps)

Node Port IPspace Broadcast Domain Link

node0
eOM Default = up
ela Default = up
eOb Default = up
ela Cluster Cluster up
elb Cluster Cluster up

5 entries were displayed.

20. FELEEGHPMETTIA:

1500
1500
1500
9000
9000

Speed

Admin/Oper

auto/100
auto/1000
auto/1000
auto/10000
auto/10000
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network interface revert *

Itean SRR EIE MTI REBHY LIF o

clusterl::> network interface revert *

8 entries were acted on.

21. W R NSEEHARRSERIERET R, HAE(RSERE:

network interface show

UTFRAIERET RtERFEHE LIF HEMRINEREIRT =, FEEGITRSHERSH:

clusterl::> network interface show

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Home
vs0

data001 up/up 192.0.2.120/24 node0
true

data002 up/up 192.0.2.121/24 node0
true

data003 up/up 192.0.2.122/24 node0
true

data004 up/up 192.0.2.123/24 node0
true

4 entries were displayed.

Port

ela

e0b

e0b

ela

22. IREFREREL T R AP IHRMRS. BRIILT RS EEAEEFRMNE MIIURMERS:

system node run -node nodenameA -command uptime

EHTHAIE, BEHEEERS,

UTRAIEREMENTREMENE NFS 7 iSCSI FF inte fitiRSS
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clusterl::> system node run -node node0 -command uptime
3:15pm up O days, 0:16 129 NFS ops, 0 CIFS ops, 0 HTTP ops, 0O FCP
ops, 2 1iSCSI ops

23. NRFEAMERARN TR, FEHE LEMBERABTRE:

7

storage failover modify -node nodenameB -auto-giveback true

NV RERREF T AN HA BN T R, RHFEARERXNEFEEINTIE, N HA XHHNHENT SNIETTHE
8 ONTAP ks,

BT HA X HRRIECH T =

B HANFNE—INRE, ERLBINESMEERERNRENTR. ARENTRE, F—MTRRR
HECH T RAVERIE.

1. BRRERIRENSR, ERARTELSEIHN Y

set -privilege advanced

SEIRTIT ()

2. FEHEIONTAPE4BRIRIZ B S BRIABR{E .

system image modify {-node nodenameB -iscurrent false} -isdefault true

system image modify S8 S ERYT BEIIIGHAY ONTAP BHME (EAZRIERLRE) BT amEIA
IR0
3. ITEIHE:
system node upgrade-revert show

4. IIEAIONTAPIR ARG B R IR B NAIAMRE

system image show

FELUTFRBIF. image2 RONTAPHIHThRZAS. BIRE AT R EAEAIARRER:
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5.

6.

7.

100

clusterl::*> system image show

Is Is Install
Node Image Default Current Version Date
node0
imagel false false X.X.X MM/DD/YYYY TIME
image2 true true Y.Y.Y MM/DD/YYYY TIME
nodel
imagel false true X.X.X MM/DD/YYYY TIME
image2 true false Y.Y.Y MM/DD/YYYY TIME

4 entries were displayed.

RN TR EEREMREIRERR):

storage failover modify -node nodenameA -auto-giveback false

IRERENTRERH, WSET—FERE, EEEEAEMNRKESHILIEREERSEREIEHREIE
*ﬂ:o Eﬁ)\ e Y L,{él_/ Ko

WIS R R B R 2 BRI

storage failover show -node nodenameA -fields auto-giveback

clusterl::> storage failover show —-node node0 -fields auto-giveback
node auto-giveback

node0 false
1 entry was displayed.

BITUTaLRAR. UHEEERNT RIARES EEAEAEF iR HARS

system node run -node nodenameB -command uptime

uptime YA RERTRE ERBELEI NFS, SMB, FC #1iSCSI EFIRHITHRIERE. WFED
i, BRIBTTRRES S URERIETRESEE M. NREIIREEM, lﬂJi%Tn,ﬁéﬁuEfmzwwx
HNEFIGE MRS, RFEM, NFHAHFARRAZIMNIE P inie RS

o 3E L BRIETEFPIRRERENEME MY, UEEEFTRERIIEFRAEREEME,

UTRAIETRTABNFS, SMB. FCHMISCSHEENTI R, BE, b= EAI{N NFS #iSCSI &
iR AR5



clusterl::> system node run -node nodel -command uptime
2:58pm up 7 days, 19:16 800000260 NFS ops, 1017333 CIFS ops, 0 HTTP
ops, 40395 FCP ops, 32810 iSCSI ops

clusterl::> system node run -node nodel -command uptime
2:58pm up 7 days, 19:17 800001573 NFS ops, 1017333 CIFS ops, 0O HTTP
ops, 40395 FCP ops, 32815 iSCSI ops

8. BFrEHIEEmARIEHTR:

network interface migrate-all -node nodenameB

9. Wik EE BRI L AR

network interface show

BXAATWIE LIF REWSEHHIEHAEE, 152N network interface show FH T,

AT RAIZRnode 1 NEIEE s AEIE AN T . XTFELIF, EaILUERLLRAIRE SN FESRIGIE
LIF WETRMiRO, LIF ISR RMEO MUK LIF BT EERS.

clusterl::> network interface show -data-protocol nfs|cifs -role data
-home-node nodel -fields home-node, curr-node, curr-port,home-port,status-
admin, status-oper

vserver 1if home-node home-port curr-node curr-port status-oper
status-admin

vsO0 data001l nodel ela node0 ela up up
vs0 data002 nodel elb nodeO elb up up
vsO0 data003 nodel eOb node0 eOb up up
vsO0 data004 nodel ela node0 ela up up

4 entries were displayed.

10. BohigE:

storage failover takeover -ofnode nodenameB -option allow-version-
mismatch

JBIDIETE -option immediate £¥, FHAEEENT ﬁ%gﬂ?‘%"réj ERThEIFRER IR, WIRERFED
¥ LIF M EBE, N LIF 2BEBET R HABCX TR, LUBSRARSS Shif.
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1.

12.

13.

14.

102

IR ETRES. BTN v AR,

BIZERT R BB EFRIERZ.

@ MR B AT AutoSupport. N&%&iXAutoSupportE 8. fERT it BER NI X R, EAILL

RSB A F SR BT,

WIHERERTAIN:

storage failover show

L/(—F/—_l_ﬁIJJJ_TE‘f =) EIEEIon T3 IEn()de‘] LH:J—.E?_%F'T#;; = '{kll_a\\ ﬁ@ﬂ?ﬁf 5&3:;; = ’H(ll_,\o

clusterl::> storage failover show

Takeover
Node Partner Possible State Description
node0 nodel = In takeover
nodel node0 false Waiting for giveback (HA

mailboxes)
2 entries were displayed.

EOEFN\DH, UEUTREER:

+
FERIRZRE (WREHE) ERE.
iR MZERRE R ER 110 EFRIRE.

+

mENBERETE i, ARFEED/\D%, BEBRTEFiRNAEF4E.
RREEROFEC TR

storage failover giveback -ofnode nodenameB

REREEARRBESROZEN TR, AREETRTKEE, REFMREEUKIREN Bt
fILF ., —BEEES, HRHDNSSHEFENE MRS MR B HIE.
WIERREROFAERE!

storage failover show-giveback

9N Giveback Status FERIERRBBERENR S, WROFAAERE, MRZERTR, Mixdn

ERAVE

YR ETR



RIEHEZ ARE R BRI F R S

15 NRKREERRES, FHRITUTIE:
a. BRIGI AR UAECRERR " vedl " FUHEREBE LT R,
b. MNBHE, BRRIBIRES PRI " M vedl " M, HREHENEARIEIERLL,

c. EHiz1T storage failover giveback &<
MNREREBE " vedl " £H, 151 -override-vetoes SEHIZE N true -

16. = DERF/N\DH, MBI THREER:
* BEFIRZRE (WREHEB) ERE.
° BRI MITIERERIE AR ERY /O 1BRFEFEHIRE,

MERERETEF K, ARFEED/\2H, BEERTERHNAREFIE.
17. IR E EMThT T mAYEHT:
a. HESRNRE7:

set -privilege advanced

b. IUIET R EHTKRZZE S Scomplete:

system node upgrade-revert show -node nodenameB

ARSI 5 A B Fe o

MBIRE AR, BEMT EHIETT system node upgrade-revert upgrade 88<, RGBS ERTHRER, &
BERARAEZ.

a. R[EEIEENRRS!
set -privilege admin
18. I RHROR S ERE:

network port show -node nodenameB

AT EFAREI ONTAP 9.4 BT = HisfTib a4,

UTFRAIETRT REFME SRR CIIERE:
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clusterl::> network port show —-node nodel

Speed
(Mbps)
Node Port IPspace Broadcast Domain Link MTU Admin/Oper
nodel
e0M Default - up 1500 auto/100
ela Default = up 1500 auto/1000
e0lb Default - up 1500 auto/1000
ela Cluster Cluster up 9000 auto/10000
elb Cluster Cluster up 9000 auto/10000

5 entries were displayed.

19. XL ARMERITR:

network interface revert *

Itan SRR EIE MTI REBHY LIF o

clusterl::> network interface revert *

8 entries were acted on.

20. BT mABIEE R AESERMERET 2. HFEEIIRSER:

network interface show

UTRAIETRT REERFIERE LIF WEMIERRET R, HEREITRESHNER:):
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clusterl::> network interface show

Status

Network

Admin/Oper Address/Mask

Current

Node

Port

Logical
Current Is
Vserver Interface
Home
vsO0

data001
true

data002
true

data003
true

data004
true

4 entries were displa

21. IREFREREL T R AR IHRMRS. BRI T R @S EEAEEFRMNE MIURMERS:

up/up

up/up

up/up

up/up

yed.

192.

192.

192.

192.

.2.120/24

.2.121/24

.2.122/24

.2.123/24

system node run -node nodenameB -command uptime

BRI, BEHEEENS,

UTRAIEREMENTREMENE NFS 7 iSCSI FF inte fitARSS

nodel

nodel

nodel

nodel

clusterl::> system node run -node nodel -command uptime

3:15pm up O days,
ops, 2 1iSCSI ops

0:16 129 NFS ops,

0 CIFS ops,

2 NRXZEBPEFHNRE—T R, NSfit&AutoSupporti@Hl:

autosupport invoke -node * -type all -message "Finishing NDU"

It AutoSupport BRI EIEEFHBINRZRSIEFR. NREFIREIET,
WNREEFRALE K% AutoSupport SEE, MBI EIZAISRIFIT A,

23. HRIAFTHIONTAPIRF IETEHAX BIF N3 s LT T:

set -privilege advanced

0 HTTP ops,

ESRTEBRSRIERRES

ela

e0b

e0b

ela

0 FCP

[SEYe)
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system node image show

EUTRAIFR, image2 B ONTAP BYEHhRAS, hEM DT R ERIRAIARRES:

clusterl::*> system node image show

Is Is Install
Node Image Default Current Version Date
node0
imagel false false X.X.X MM/DD/YYYY TIME
image2 true true Y.Y.Y MM/DD/YYYY TIME
nodel
imagel false false X.X.X MM/DD/YYYY TIME
image2 true true Y.Y.Y MM/DD/YYYY TIME

4 entries were displayed.

24. NREFMBREARN TR, FEHE LEMERABHRE:

storage failover modify -node nodenameA -auto-giveback true

25, FAMIESRHERATHIRES. UKRSEEIEEIE!T cluster show Ml cluster ring show (BZk
RS Er <o
TEFARAEREM HA X Z AT, BRFITHSE,

26. ;R[E1F EIRIRE S .

set -privilege admin

27. FERAEAIEAD HA 35,

FERSSITREFX T 28/ \ T mMetroClusterft & i# 1T TP RTONTAPH LR

FohALKET R/ \ T =MetroClusterfe B H K EFEH#H. FENEH— 1A IDRAFE
MORIM AR ITHREES
* tESERUTEEF TERRAE:
° J&1T ONTAP 9.2 S E R R AHIIETI = MetroCluster FC ¢ IP ECE&
° J\T = MetroCluster FC BC&, 5 ONTAP hixAsT %
s INREBFEHANENT = MetroCluster BRE, E7ERLHRES B,
* LUITFESS K ONTAP IR AR ASFDHr AR s
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° FHREY, |BARZSZE ONTAP YR HRhR S,
° [FREY, |BRRZSZE ONTAP RYEShRES,

* WESERUTERIER:

Hhr A SR T HrhRZ89 ONTAP .
Hh 7S & F#hR489 ONTAP .

Download the new

Prepare for the Send AutoSupport: wersion of ONTAP to all o | Confirm default and
upgrade. “Starting MOU" nodes in the MetroCluster 71 current images.
conflguration.
=
¥

Upgrade first DR
pair.

Take aver node_8_1:
storage failover

Take awver node B 1:
storage failover

Give back node_ A 1

L.
takeowver -bynode Tl takeover -bynode mif_-I::I:Lw“
node_A_1 node_B_1 E
2
Ghve back node_B_1 Canflerm OMTAP

storage fallover — version on both
giveback

nodes,

¥

Upgrade second DR
pair.

Perform post-
upgrade tasks,

)\ T AT aMetroClusterfid & _FEFTONTAPI BT E &

MetroClusterfi A F I IZFSBIARE. BIEEUATFMetroClusterBt BT =2/ \MEE0E 1,

Take over node_A_2: Take ower node B 2@
storage failaver ; storage failaver GM: back r;n:lle_.ﬂ-._z;
takeover -bynode takeover -bynode - ura!a:h:t:wr
node_A_2 node B_2 BV
A ]
Give back node B_2: Canfirm QONTAP
storage fallover s version on both
Eiveback nodes,
Send AutoSupport:
“MOU complete™

— MetroCluster EBEE B & — e DR ., &1 DR AEIESH D HA X, & MetroCluster E£8£— HA
3t —NJ\T & MetroCluster B23E7 > DR 4H:
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cluster_A cluster B

DR Group One
DR pair
node_4_1 [ ety e e ] r node_B 1
Hi pair HA pair
DR pair
node_ & 2 —_— — — — — — ro— node B 2
DR Group Twao
DR pair
node_& 3 _— — — — — — - — node B 3
HA pair HA pair
DR pair
node_A 4 —_— = — — — — — —_ node B 4

—RFAHK—1 DR,

FFF 9% &5 MetroCluster fCE :

1. A4RDR%H1:
a. #H4ENODE_A_1HINODE_B_1,
b. ##4XNODE_A 2#INODE_B_2,

3T )\ T =MetroClusterfdE. HITDRAFALIZIELBIRA
1. F+4%DR%H1:

a. #4ENODE_A_1FINODE_B_1,
b. #14XNODE_A_2fINODE_B_2,
2. F4EDRA2:
a. #4RNODE_A_3FINODE_B_3,
b. #1#XNODE_A_4FINODE_B_4,

HEZF4EMetroCluster DRZH

AT R EALRONTAPE A Z Bl ERAITHET R ZERDRXFR. KiXE—FAutoSupportiH 2 LR BRI IETE B 5D
Fk. HBINEDT R LEEBITRIONTAPARES,
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B URE "ETE M "ELE" R A,

HAES DR A EEEHITIES. 1R MetroCluster IEBE B E/\ M=, MEFERD DR 4H, EHlt, %40
81 DR A LEEHITILES

LSRN TAIER TERARHZ MR ERN TR

cluster_A cluster_B
DR Group One
DR pair
node_A4_ 1 ot —— e — — I — node_B 1
HA pair HA pair
DR pair
node_A 2 —_— — — — — — F— node B 2
[R Group Two
DR pair
node_A 3 _—_ — — — — — - — node B 3
HA pair HA pair
DR pair
node_A 4 _— = — — — — — — node B 4

1. HERCEHFRIDRY

metrocluster node show -fields dr-partner
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cluster A::> metrocluster node show -fields dr-partner
(metrocluster node show)

dr-group-id cluster node dr-partner

1 cluster A node A 1 node B 1
1 cluster A node A 2 node B 2
1 cluster B node B 1 node A 1
1 cluster B node B 2 node A 2
4 entries were displayed.

cluster A::>

2. BRUPRZR S Madmini& B Fadvance, £ R SR (G 42 B4 N\ *y*

set -privilege advanced

BRI (*>)o

3. Hfailcluster-A_EFIONTAPHRZS :

system image show

cluster A::*> system image show

Is Is Install
Node Image Default Current Version Date
node A 1
imagel true true X.X.X MM/DD/YYYY TIME
image2 false false Yo Yo Y MM/DD/YYYY TIME
node A 2
imagel true true X.X.X MM/DD/YYYY TIME
image2 false false Yo Yo MM/DD/YYYY TIME

4 entries were displayed.

cluster A::>

4. Haikcluster-B_EHIRRZS :

system image show
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cluster B::*> system image show

Is Is

Node Image Default Current Version
node B 1

imagel true true X.X.X

image2 false false YooY
node B 2

imagel true true X.X.X

image2 false false Yo¥o¥

4 entries were displayed.

cluster B::>

S. fi’& AutoSupport @40 :

Install
Date

MM/DD/YYYY TIME
MM/DD/YYYY TIME

MM/DD/YYYY TIME
MM/DD/YYYY TIME

autosupport invoke -node * -type all -message "Starting NDU"

IttAutoSupporti@ M ELEARFINAFREIER. MREARIRZLIRR. EXRFEBIKERRESR,

INIREEFARECE N A% AutoSupport JHE, NEHBIRI A RIFED M,

6. WFE—AFNEN TR, FEIRONTAPIRHFIREIZE S ERINBRE |

system image modify {-node nodename -iscurrent false} -isdefault true

tben L fERY BEWISFA SRR REN BRI BREE SN T R BIEOARR SR,

7. IIEEARONTAPI 4 BRIE B B 1R B N cluster-A_EBIBRIABRER |

system image show

EUTRAIFR, image2 ZHEY ONTAP hrzs, HIREAFE—AFEN TR EBRIARE:
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cluster A::*> system image show

Is Is Install
Node Image Default Current Version Date
node A 1
imagel false true X.X.X MM/DD/YYYY TIME
image2 true false Y.Y.Y MM/DD/YYYY TIME
node A 2
imagel false true X.X.X MM/DD/YYYY TIME

image2 true false Y.Y.Y MM/DD/YYYY TIME

2 entries were displayed.

a. ISIFEFRONTAPIR ARG Z IR B Fcluster-B_ERIERINBR(R :

system image show

UTRAIERETRABIRENE—AFEINT R ERIRGARE:

cluster B::*> system image show

Is Is Install
Node Image Default Current Version Date
node A 1
imagel false true X.X.X MM/DD/YYYY TIME
image2 true false Y.Y.Y MM/YY/YYYY TIME
node A 2
imagel false true X.X.X MM/DD/YYYY TIME
image2 true false Y.Y.Y MM/DD/YYYY TIME

2 entries were displayed.

8. MEEARNTRIFMEENENT RNEREF iR HERIRS

system node run -node target-node -command uptime

uptime <L BT TR B LRBELLEI NFS, CIFS, FC #iSCSI EFIHHITANRELS . WFE M
W, BRBDTRRGLSRAERFITRESEEM. WRENREEM, MNFRTRTRIARETRZDING
FFIRREARSS. WRAEM, KRR AIZMINE P IRRHRS,

()  CRRTEFBRERRENNSHNY UEEAET RN BRERTEME.
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LRFIERTERB NFS, CIFS, FC M iSCSI&ENT =,

iR AR S5

cluster x::> system node run -node node(
2:58pm up 7 days, 19:16 800000260 NFS

ops, 40395 FCP ops, 32810 iSCSI ops

cluster x::> system node run -node nodeO
2:58pm up 7 days, 19:17 800001573 NFS

ops, 40395 FCP ops, 32815 iSCSI ops

&3 MetroCluster DR A% — DR ¥

BR, T =ZRIXJ NFS M iSCSI FF

-command uptime
ops, 1017333 CIFS ops,

—-command uptime
ops, 1017333 CIFS ops,

TR IEFRIRFRAT T RIREMRE, LERTARZSA) ONTAP BT = BY HAThR 4.

PRE T3 RER IS TTIRARZSHY ONTAP 6

EESS. BEHLENODE_A_1FINODE_B_ 1o

0 HTTP

0 HTTP

INRIEEALRE—DRA LFIONTAPE . HBAIMEEAR/\TI=mMetroClusterFEEFHYE —MDRA. N7ELE

S, EFEEEFHNODE_A_3FHINODE_B_3,

1. MNERB AT MetroCluster Tiebreaker {4, HEHEZR
2. WFHAMFHENT R, BREDRE

storage failover modify -node target-node -auto-giveback false

R HA RSN T REERITIE SR,

S WitRABEEABMRIE:

storage failover show -fields auto-giveback

/

IRHIEREER TR EREABMNE

cluster x::> storage failover show -fields auto-giveback

node auto-giveback
node x 1 false

node x 2 false

2 entries were displayed.

4. HRENMTHIZEI/OREBIL sy, #asrmnzscrunmzrz50%0
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5. BTHXT cluster A FBir T mAERE
1B7I487E -option immediate £, RABERENT RFEEEKET LR MEIFIFBRE,

a. ##&cluster-A (NODE_A_1) FHIDREZIT TS

storage failover takeover -ofnode node A 1

TRBHE " EEF/HTE " K.

(D NRBAT AutoSupport , & &iX—% AutoSupport JHE, 18T milB R,
ERI LB BB L@ R H AR

b. IIFEEETMIN:
storage failover show
UTFREIEREZEEEM. node A 1 &TF " IEEFERFRIE "IRE, node A 2 &F " IEERE " KE.

clusterl::> storage failover show

Takeover
Node Partner Possible State Description
node A 1 node A 2 = Waiting for giveback (HA
mallboxes)
node A 2 node A 1 false In takeover

2 entries were displayed.

6. ##% cluster B LAY DR Eg3tTis& (node B 1) :

1B7I487E -option immediate £, RANBERENT RFTEEEEES BRI ABRE,

a. #ENODE_B_1:
storage failover takeover -ofnode node B 1

TREMNE " EEFEHRE " R

@ MR B AT AutoSupport , M&%kiX—5% AutoSupport JHE, 67T 2B HEEE TE.
&/ LI Z BRI B RN FH AR FH R

b. IS B E RN

114



storage failover show

UTFRAIEREZEEERIN. node B 1 &F " IEFEFER[FRIE "IRE, node B 2 &F " IEFERE " KT

clusterl::> storage failover show

Takeover
Node Partner Possible State Description
node B 1 node B 2 = Waiting for giveback (HA
mallboxes)
node B 2 node B 1 false In takeover

2 entries were displayed.

7. ELER)\DH, UAREEUTERYE:
* BEFIRZRE (WNREHE) ERE.
° BERIREMERERELZERN /0 HERIRE,

MERENFETE iR, RIBEFIHNAREFIE, FAIREREET/\ 2.
8. B¥ER&REIFIBIRTR:
& MetroCluster IP FEEFH4LE] ONTAP 9.5 AEEMRASE, BEREENERNATRERS, ASBEHRR
SHIREIFIHREIRTS,
a. B¥ERERX XA cluster A LRFIDREZIS T &
storage failover giveback -ofnode node A 1

b. ¥EBE&TELcluster BLERIDREZAT T & :

storage failover giveback -ofnode node B 1

RERFERFREGREZT R, ARETRTKEINGE, REFMRES.

9. ERNMEE LAHUTHS. URIIREEREMERS:!
storage failover show-giveback

9N2R Giveback Status FERIETREBBERZENRS, WRTHAERGIIEBRE, MRERER, Wizem<
R BRI HE UREIRT LRI F R
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10. NREFREEERRS, BFRITUTIRE:
a. ERETRIGRFRRURELREMAR " vedl " RHEREBS LT R,
b. INBHUE, BRRIBIRES PR " M vedl " M, HREHENEFRIEIEELLE,

c. EHfta\ storage failover giveback &%,
MNREREBE " vel " £H, 1515 -override-vetoes SEHIZE N true -

M. 2 DEF)\ D8, UHEREEUTHRE:
* BEFIRZRE (WREHE) ERE.
° BEFIREMRIEHAE R ER /0 EFRIME,

mENERETE i, RIEFFRNAREFIIE, AJFEED/\ 0.

12. EARLR S Madmini& & Jyadvance, 1T R IR R IR BT I N *y* :

set -privilege advanced

BRI (*>)o

13. Haikcluster-A_EHIRRZS :

system image show

IR RBIER System image2 29 node_A_1 EBIBRIAFI HETHRES :

cluster A::*> system image show

Is Is Install
Node Image Default Current Version Date
node A 1
imagel false false X.X.X MM/DD/YYYY TIME
image2 true true Y.Y.Y MM/DD/YYYY TIME
node A 2
imagel false true X.X.X MM/DD/YYYY TIME
image2 true false Y.Y.Y MM/DD/YYYY TIME

4 entries were displayed.

cluster A::>

14. Haikcluster-B_EHIRRZS :
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system image show

MUTFTAIETREAS image2 (ONTAP 9.0.0) = node A 1 FHIZRIAFN Y ATARAS :

cluster A::*> system image show

Is Is

Node Image Default Current Version
node B 1

imagel false false X.X.X

image2 true true Y.Y.Y
node B 2

imagel false true X.X.X

image2 true false Y.Y.Y

4 entries were displayed.

cluster A::>

E#T MetroCluster DR AHHI%E — - DR Xt

Install
Date

MM/DD/YYYY

MM/DD/YYYY

MM/DD/YYYY
MM/DD/YYYY

BRTHR ERIRF IR EMIETI R, UEHhRZASE ONTAP a7 B SRk,

BNEAHEE—NDR X (node A 1M node B 1) o

EIESS. BEHLENODE_A 2FINODE_B_2,

TIME
TIME

TIME
TIME

NREEARE—TDRALAONTAPI M. HEIMEIEEEH/\TI=MetroClusterFc EFRIE _MDRA. MTE

tES S, EREEFHNODE_A_4HINODE_B_4,

1. BRrE R S RIS T A

network interface migrate-all -node nodenameA

2. [BEht cluster A FBART SiEE:

1B7I487E -option immediate £, RABEKENT RFEEEEEES R MEIFIBRE,

a. ¥% cluster A LH9 DR Eexd s

storage failover takeover -ofnode node A 2 -option allow-version-—

mismatch
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(D o allow-version-mismatch MONTAP 9.0 ZIONTAP 9.18{E{E{E4MEFHLED
REBEIEIN,

TREBHE " EEFHXE " RS

MEREAT AutoSupport , MEKE—5% AutoSupport SHE., IET T SBHER M. TAIUZKRILE
HHBEHR,

b. IIHEERTRMIN:
storage failover show

UTRAIZBTREEEM. node A 2 &F " IEFEFRIE "IRE, node A_1&F " EEEE "KE.

clusterl::> storage failover show

Takeover
Node Partner Possible State Description
node A 1 node A 2 false In takeover
node A 2 node A 1 = Waiting for giveback (HA

mailboxes)
2 entries were displayed.

3. BEh¥t cluster B E BT mAYIEE
JBINIERE -option immediate 2%, AABZRENT REEIEBRE T 8B EIF G,

a. #% cluster B (node B 2) LAY DR ExtTies:

FROIE AL ...

ONTAP 9.2 5% ONTAP 9.1
storage failover takeover

-ofnode node B 2

118



FRUE HWNLLERS ...

ONTAP 9.0 8¢ Data ONTAP 8.3.x
storage failover takeover
-ofnode node B 2 -option allow-

version-mismatch

o allow-version-mismatch
@ MONTAP 9.0FH4%EIONTAP 9.18%

%ﬁ@ﬂ‘ﬁl—?ﬂé&ﬁpﬁﬁﬁ%gﬁtiﬁ
I,

TREMNE " EEFERE " R

(D MR B AT AutoSupport. M &iXAutoSupportE 8. fERT mii BERMEHXR, &5

U R e BRI @ N H A SR

b. IIHEE BB

storage failover show

UTRHEREEER. node B_2 &F " IEFEFRFRRIE " KA, node_B_14TF " EFEE " K7

clusterl::> storage failover show

Takeover
Node Partner Possible State Description
node B 1 node B 2 false In takeover
node B 2 node B 1 - Waiting for giveback (HA

mailboxes)
2 entries were displayed.

4. BOEF/N\ D8, UBFREEUTEMS:
© BEFIRZRE (WREHE) ERE.
° BERIREMERERELZERN /0 HEHIRE,

mERERETE R, RIEFFPIKNBREFIE, FIEREEED/\ 2.
o BRAREIZIBIRTR:

¥ MetroCluster IP EEEHZKEI ONTAP 9.5 [5, BEBERNEIRNLFEERE, AGRBEHRRTHIR
BERRS.

=

[A%Ye)

EIE]
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10.

120

a. WERERFRLAcluster AL HIDREE T &=

storage failover giveback —-ofnode node A 2
b. EEB & XX LAcluster BEAIDREN T

storage failover giveback -ofnode node B 2

RIEBRFELABRESREITNR, ARETRTHRENG, REFRES
ERINEELREUTHS. UWRIIREEREFAERS:
storage failover show-giveback
YNR Giveback Status FRIETSBERENRE, NRTFABEREHERE, NRIZEHER,
RETRRIEHEURERT RIENF RS,
NREFRREUEFIRES, FHRITUUTRE:
a. BEEGRIGEBRARUBECEESEMAR " ved " FHEEEBZIE R,
b. NBEME, BRRREIRESFTR " M veRl " &4, HREHENEMIRIEHESZL,
c. EFffE storage failover giveback @<,
MREREEBS " vel " F, 1EF -override-vetoes SEILE N true -

EDFEF/N\D8, URERAHEUATFG:

* BEFIRZRE (REHE) ERE.
° BPIREMIEHREIAR £/ 110 HEHIRE,

B

MENENFETEF IR, RIEFFIHNAREFRIEE, JaeFEBL/\D#H.
RZR 5! Madmini& & Aadvance, (T R SR R B LR BTt N "y

set -privilege advanced

SEIRTIT ()

s

D

jAcluster-A_EBIRRZS :

system image show

TRAIETRES image2 (B+F ONTAP B%) = node A 2 ERIZRIAFIHATRRZS :

iz



cluster B::*> system image show

Is Is Install
Node Image Default Current Version Date
node A 1
imagel false false X.X.X MM/DD/YYYY TIME
image2 true true Yo Yo Y MM/DD/YYYY TIME
node A 2
imagel false false X.X.X MM/DD/YYYY TIME
image2 true true Yo Yo Y MM/DD/YYYY TIME

4 entries were displayed.

cluster A::>

1. Haikcluster-B_EHIRR S :

system image show

LT RAIEREAESimage2 (EFRONTAPIRMER)ENODE_B_2 FHIBRIAFI HAiThR s :

cluster B::*> system image show

Is Is Install
Node Image Default Current Version Date
node B 1
imagel false false X.X.X MM/DD/YYYY TIME
image2 true true Y.Y.Y MM/DD/YYYY TIME
node B 2
imagel false false X.X.X MM/DD/YYYY TIME
image2 true true Y.Y.Y MM/DD/YYYY TIME

4 entries were displayed.

cluster A::>

12. WFHAWHHEIM TR, BRABHRE:

storage failover modify -node target-node -auto-giveback true

I HA JRB SN RESERITIER <,

13. WiFREERABMRIE:
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storage failover show -fields auto-giveback

ITRFETREERIT TR LEREHMRE:

cluster x::> storage failover show -fields auto-giveback
node auto-giveback

node x 1 true
node x 2 true
2 entries were displayed.

TEONTAP 9.23; F RhRAS TR FA RN T mMetroClusterfit &

T sEMetroClusterfd B B FH2Rk 5 WA ONTAPRR AT Ho INREIZITHIZONTAP 9.25F
Bhras. NMINERIEESBRITFEI LR MASR. EFSERHETR. &
¥ failed b FRVEERE. BahYibl. ARES —IhaEE FEE TR,

WMREBIWT mMetroClusterfE BEIZITONTAP 9.3 EEhk 4. 1B1T (£ System ManagerE &4k,

p
1. BIPREARENER, ERFARTEBREITRN Y

set -privilege advanced

SRR (*>)o

2. TEFRMER £ EHIIONTAPIR IS REE BRI :

system node image update -package package location -setdefault true
-replace-package true

cluster B::*> system node image update -package
http://www.example.com/NewImage.tgz -setdefault true -replace-package
true

3. Wk BRI IRE R B IRENFIARE !

system node image show

UTFRFIERTX—R NewImage B RRINERR:
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cluster B::*> system node image show

Is Is Install
Node Image Default Current Version Date
node B 1
OldImage false true X.X.X MM/DD/YYYY TIME
NewImage true false Y.Y.Y MM/DD/YYYY TIME

2 entries were displayed.

4. MR BRI IRERIRE NEIARER. BEHITEN:

system image modify {-node * -iscurrent false} -isdefault true

S. BIFFrBEEBSVMER R FEITIRR:

metrocluster vserver show

6. TEREMAIEEE L. BRIHETIR:

metrocluster switchover

I ERTRERE 1o FhEd(E], &R LIEA MetroCluster operation show g8 S IIFYIE S B 5o

EUTRAIFR, EziegEss (“cluster A'") ERITHETIR, XSSEAMER ("cluster B'") HF
» LAEIERT LA E T E o

cluster A::> metrocluster switchover

Warning: negotiated switchover is about to start. It will stop all the
data

Vservers on cluster "cluster B" and

automatically re-start them on cluster

"cluster A". It will finally gracefully shutdown

cluster "cluster B".
Do you want to continue? {yln}: vy

7. BRI ERBSVMER IR FETIKR:

metrocluster vserver show
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8. "s"[EfEETT "R LNHMIERS!

metrocluster heal -phase aggregates

¥ MetroCluster IP ECEF4LE| ONTAP 9.5 NESIRAE, BEREENERNATRERS, AEBEHMRE
T HIREIRRERS.

cluster A::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

9. WIEHEEIRIFRTDEMINTTH:

metrocluster operation show

cluster A::> metrocluster operation show
Operation: heal-aggregates

State: successful

Start Time: MM/DD/YYYY TIME

End Time: MM/DD/YYYY TIME

Errors: -

10. "s"IETEIE T "SRBF LRIRE S

metrocluster heal -phase root-aggregates

cluster A::> metrocluster heal -phase root-aggregates
[Job 131] Job succeeded: Heal Root Aggregates is successful.

. WIHESRERTEMINTERK:

metrocluster operation show
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cluster A::> metrocluster operation show
Operation: heal-root-aggregates

State: successful

Start Time: MM/DD/YYYY TIME

End Time: MM/DD/YYYY TIME

Errors: -

12. THENER L. MIHEFRTFRIITR:

boot ontap

18. FFEohdizTem. AREIEFEERSVMERIIAFEITIRR:

metrocluster vserver show

14. " s EEEFRITEIEL:

metrocluster switchback

15. IIEYIEE S EMTHTTAL:

metrocluster operation show

cluster A::> metrocluster operation show
Operation: switchback

State: successful

Start Time: MM/DD/YYYY TIME

End Time: MM/DD/YYYY TIME

Errors: -

16. IR B EBSVMER IR FETIRR:

metrocluster vserver show

17. WE—PEBHESE LRFIETE,
18. I&3IF MetroCluster BtB 2 F/IE{TIEE
a. WEARE:
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metrocluster check run

cluster A::> metrocluster check run
Last Checked On: MM/DD/YYYY TIME

Component Result
nodes ok
lifs ok

config-replication ok
aggregates ok
4 entries were displayed.

Command completed. Use the "metrocluster check show -instance"
command or sub-commands in "metrocluster check" directory for
detailed results.

To check if the nodes are ready to do a switchover or switchback
operation, run "metrocluster switchover -simulate" or "metrocluster

switchback -simulate", respectively.

b. INRBEFFIFHMANER. 1B5EHBMetroCluster check runm<:

metrocluster check aggregate show

metrocluster check config-replication show

metrocluster check 1if show

metrocluster check node show

C. BREAIRENER:

set -privilege advanced

d. 1RIAIHIR(E

metrocluster switchover -simulate



e. BEERUNMEINAIER

metrocluster operation show

cluster A::*> metrocluster operation show
Operation: switchover
State: successful
Start time: MM/DD/YYYY TIME
End time: MM/DD/YYYY TIME

Errors: -

f. IR[E 2| EENPRERS
set -privilege admin

g ER—TEELEEXEFIE,

SERIE
PATIES "AREES"

HXEE
"MetroCluster KR E"

ERaSLITREFINITHRETONTAPHE

SNIRIEG AT LAEERBF AR AN LA R ZIFTEY ONTAP higas, MIRJLAERFMIAR S E. thHEE
BIANTER:. AN HANBRRAEERIERTE, EMEMERTNE IR, AREHMB
FFhERIER S,

© I R M R R R
* YNRIETE SAN RHIETT, MBTXHANEFFAIE SAN ZFiE, BHEFALRTH.

NRFEPEARZAIRKANEF SAN TR IE, WEFPEXGRENNAREFILKEHEIR, AJEFEEA
LSEmaFEIiE,

ERETAES, FEEN, BN HAWNEER T FERERE, ST TNRBaEN. ZREERERS
&, M TRBRERETRER, WMER, RERATEENRE, 5T RXENARRSMEHET,

TE
1. BRBRZL 3 Madmini& B JJadvance, £ R SR (G B4 N\ *y*

set -privilege advanced
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4.
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BRI (*>)o

- REFTRIONTAPER ARG B N BIABRER |

system image modify {-node * -iscurrent false} -isdefault true

tbEn L ERY REIERK BIR ONTAP RHFIRE (FAERMRGLRE) EXAE I REIEIARE,

WIEFBIONTAPE 4 ERE B D IR E N AIARRE

system image show

LTI, BRI 2 ZHHY ONTAP higZds, FHigEAR TR EEIARE:

clusterl::*> system image show

TIME
TIME

TIME
TIME

Is Is Install
Node Image Default Current Version Date
node0
imagel false true X.X.X MM/DD/YYYY
image2 true false Y.Y.Y MM/DD/YYYY
nodel
imagel false true X.X.X MM/DD/YYYY
image2 true false Y.Y.Y MM/DD/YYYY
4 entries were displayed.
PITUTTEZ—:
SBHESEE .. HATULIRIE ...
— TR HYEMIT I —Fo



ERETES .. HATIEIRIE ...
MR a. ZESESTAL:

cluster ha modify -configured
false

BN ...y HIETRETARLGE,

b. JFHAFSEE AT EHRESETS

storage failover modify -node
* —enabled false

MU ET R NEBPHNS MHAN R BEFAERIERTS !

storage failover modify -node *
-enabled false

o. BMTBRTHERFITR:

system node reboot -node nodename -ignore-quorum-warnings

()  wr—rEFEDsIER
RIS EEIITE ONTAP BfR. IAHS BN ONTAP BRIET, EREMBIIRESRH,

6. EAHFMIONTAP MEEFH B TR —ATRGE. BINREINEENEE:

set -privilege advanced

RGBT EHEES, A"

7. WA ETEBTT

system node image show

LTI, imagel ZHTEY ONTAP hRZS, HiIRE /I node0 LRYZHATARAS:
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clusterl::*> system node image show

Is Is Install
Node Image Default Current Version Date
node0
imagel true true X.X.X MM/DD/YYYY TIME
image2 false false W oW o ¥ MM/DD/YYYY TIME
nodel
imagel true false X.X.X MM/DD/YYYY TIME
image2 false true Yo W o ¥ MM/DD/YYYY TIME

4 entries were displayed.

8. WIFARESEMIhTTA:
a. FIREHNIRENER:

set -privilege advanced

b. IFENT RARREEE Hcomplete:

system node upgrade-revert show —-node nodename

ARSI 5 N B FE o
NBREARTTH. "IEELFRNetAppsZHELIT]" 1ZLEMo

a. RO F|EENPRKA

set -privilege admin

0. WEMEINTREESE25S,
10. IREBFHEERIHES TR BAEHTHNENHAN B RAEFMHEHRIERTS:

storage failover modify -node * -enabled true

N MREBHNEEWIN A, FRAEHSUEN:

cluster ha modify -configured true
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ONTAPH R GERITHIIEIE

ONTAPHLEEHITHIIRIE
HKONTAPE. ENHIT/LIES RRIIEEREE T ML,
1. BIFEEEE

FHRONTAPfE. EMNIUIEEEIRAS. EETITIRRMEFMEIEITINN. NREFERBZ MetroCluster FC BcE
) )”Uﬁaa%@.zft%ﬁ% SEBA Bt RISMIIR,

2. "R AMSIFsEREU T RO L"

EEFEohERE, FL LIF BB AENRNKIERBIRO. AREHE, EUABRAHEERTEEE
im0 _ERYESE LIF o

3. WIE "I R E" fE TIREEL
NREE LFEFLERE. ERFEEALERITHEMTE,
4. "ERHERINEE(DQP)"

7 ONTAP A8+, A2E#H DQP,

FHRONTAP/SILIE SR

Hé&ONTAPE\ BRI AE. £ ETIRRNEMEEI TR, XFMetroCluster FC
AiRE. TIPSR ERBEBNIHRIMIE,

I SRBERRAS
FRFRBEHANE. ERHERversionds LIIEFTE T RS &G T B inhik 4,
gﬁﬁﬁﬁzﬁ%ﬁﬁqﬂ&ﬁ%ﬁiﬁ?ﬁ@%ﬁ ONTAP higZs, SNREBRATZE IR ONTAP hRZs, MA]AFASRE

1. BIEEEBFIRAZ R BT ONTAP hRZ:

version

2. MNREFRATZEEIRONTAPRRZS, NIRZISIERRE T35 RAYARARES |

system node upgrade-revert show

WIFEBEITION
FERERE, ENEIEXETRERIGTERBNTAMANERENFRMS, UNERHESATHIIRS.
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1. BIFERPHN TN R B S BRI B SNSRI R MG

cluster show

clusterl::> cluster show

Node Health
node0 true
nodel true

MREATREITRARNEERFTERM,

2. BRIRESIGENER:

set -privilege advanced

3. IS RDB #HZMEEIFMES.

Eligibility

true
true

B10E EMS BERBEIRFREE [EHETHE,

° BT RBXRBIERE epoch FEHEE epochs RZILAD,

° FRET REVEIFR M ENERNARR

BER, BTV AREETRNPEER,

2RIt RDB #iZ ...
BENARER

S BELHIERE

REPME OB

SAN BIEFIR#IE

RAIERT SUEBIEREIRE:
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W< ...

cluster ring show -unitname

cluster ring show -unitname

cluster ring show -unitname

cluster ring show -unitname

mgmt

v1ldb

vifmgr

bcomd



clusterl::*> cluster ring show -unitname vldb

Node UnitName Epoch DB Epoch DB Trnxs Master Online
node0 v1ldb 154 154 14847 node0 master
nodel v1db 154 154 14847 node0 secondary
node?2 v1db 154 154 14847 node0 secondary
node3 v1ldb 154 154 14847 node0 secondary

4 entries were displayed.

4. ANRIETE SAN IMRHIETT, BRI TN REEAT SAN EUIRE:

cluster kernel-service show

clusterl::*> cluster kernel-service show

Master Cluster Quorum Availability
Operational
Node Node Status Status Status
clusterl-01 clusterl-01 in-quorum true
operational

clusterl-02 in-quorum true
operational

2 entries were displayed.

BXER
"RERE"

IF 2R B R ABITRIMIE(XEMetroCluster FCEZE)
WNREEF K FAMetroCluster FCEZE. M MEFALLRONTAPRIIERE S BB Btk IMIiR,
NRIEEFRNIE MetroCluster IP B0 E, iEBOTIIRELSE

TR
1. RERRERABITRISMIR:

metrocluster show

NRBRAT BopitRISMIMR, MesLHb PR ERUTED:
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AUSO Failure Domain auso-on-cluster-disaster

2. MRKERIIER, BRABDITRIIMIR:

metrocluster modify -auto-switchover-failure-domain auso-on-cluster-
disaster

3. WiER AR ERA BN RISMIIR:

metrocluster show

BXES
"HENRESEE"

FRONTAP/E. FIEFFERLUNESEMTEimO L

EONTAPH LI Iz ITEFHERIHAE. FELUNATRES ME T inEBEI A E D ECHIHR
[EREBIRL. ARfE. BEBBAFTRAEERO ERERSIS,

p
1. BRFIALIFBRE:

network interface show -fields home-port,curr-port

XFFEM[LIF, SR *Status Admin*9"down (BX#))"Zi*is home *f3"false (F&iR)", BHREHRITTF—F,
2. BRIEEmAERA:

network interface modify {-role data} -status-admin up
3. BLIFEREIHEEHO:

network interface revert *

4. WIEFRARISIFsREEAFHFIHmOH:

network interface show
RIS R SVM vs0 BIFRE LIF 39U TFEEIHRA Lo
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clusterl::> network interface show
Network

Logical
Vserver Interface

Status

—vserver vs

Admin/Oper Address/Mask

0

Current Is

Home

data001
data002
data003
data004
data005
datal006
data007
data008

up/up
up/up
up/up
up/up
up/up
up/up
up/up
up/up

8 entries were displayed.

1SHECE

ONTAPHL I E R EI

INRERIERFECE T LUMEMRITIBE. MFEFALRONTAPIR G, &0

mES ...

=hiZAs?

EHEHE T X AMetroClusterfit &?

e AR SAN ELE?

192.
192.
192.
192.
192.
192.
192.
192.

ES D MONTAP 938 ER IRAFAR. HEIETERE

FANetAppTFhiEinE?
R AAENHAERGR?

KEBETEE X SnapMirrorkx £&?

EL B TEONTAP 9.9.1 7 B gIZAARSS A IEEE(SP)  JUIER] 13 1m) AR S5 AN IR UMK F BYEE X

BRIARKE?

MONTAP 9.7x5E 2hRAFHLONTAPG. ERILEHINZEE

MONTAP 9.7x5X B2 hRASFHLREIONTAP 9.8 E Sk~ /G

ONTAP = BohSiz % 2 ErIHa4%,

p

1. IS NI O E Rl R B A #8E :

.120/24
.121/24
.122/24
.123/24
.124/24
.125/24
.126/24
.127/24

O O O O O O O O
DD DNDDND NN

Current

Node Port
node0 ele

node0 e0f

node0 e2a

node0 ez2b

nodel ele

nodel e0f

nodel e2a

nodel e2b

true
true
true
true
true
true
true

true

REREHRITHMPE,

WNRER)EREE N * 2 %, BHRITIHRE ...
S5 EMONTAP 9.7 R AH L EIONTAP 9.85F I IFWMBZEE

MAARMEMS B AR AT 1R P B PI£8 AR 53 SR B R

FREMS LIFRRZZ

W SRR E RN F AERTS

IS SAN EcE

EHECE KMIP IRZ28E1E

EMEMBNAHEZRERES
1RE SnapMirror 12{E

14

< ENIIENSKECE. ARG,
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network port reachability show -detail

b S ANEMER, ERAUTRRNNRTEAARMEER FHRERS) , FRE T —FSERITH
121 (MRA) o
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reachability-status =
ok?

e Unexpected ports?

Wait a

reachability-status = minute, and
unknown? then try

again

Unreachable ports?

reachability-status =

misconfigured?
Run repair Consider
command splitting
broadcast
domains
reachability-status =
no-reachability? Nothing to
repair
v
Consider
reachability-status = A Y L merging
multi-domain broadcast
reachability? r domains

aiF R MRS Description

137



thE iR rEd 5 2 EiAREDERI 5.

MREFEERE K " ESE ", BFF"BINEA ", BEEBESH IS #BE. B
KIFRER, B2 "GH #EE

NREN[EMERE N " EE ", BEF " TEBENGO ", BEEFI— ST
. BXFMER, BB Ko EE

%%ﬂﬁﬁﬁﬁ&ﬁ“Eﬁ“,#E&ﬁ%%ﬁ%%ﬁﬁ%ﬁﬂ,mﬁﬁﬁwmﬁE
fo

EEEARYBANARY O EEIE 2 BinRESEN &, B2, WiROHSERILEESE 2 RihEE
ftbr %15,

SR LUEERORARE. BITU TSRS, RASBIROSE S EATARIMEFRERN
[HEE

network port reachability repair -node -port

BXEFMAESR, BN "EEIRORAEE"

AA] el iR OTA RIS 2 BiLEERIET &,

TRILMEE ORIt BITUT@<LH, RARRFIRODELRAIA IP =EF B
ellFES: RSV o

network port reachability repair -node -port

BEXIFAGER, BBN "EERORILRIE"

SRR % tbimArTEd s 2 BipRED RN #E; B2, ctadds 2 BhnELEt—1
[ #&1%,

OEYIEERNTHNEEURECES A ER, HERODKN BREEFTES—
PRENEHEH

BEXFAGER, BB "GH B % EERORAREE

RA SNREIFIRMEIRSH "unknown" , BEERLOH, ARERILGR<L.

BEiRAG, EFRENEHAABTERM LIF M VLAN . MRiEAOBFEMEOH, WERETZEOHAR
ETHABER. BXFMER, BER "BERORLEME"

ML ARSS RSP MEREMS LIFARSS

INRIEMONTAP 9.7HE R AEFHLEIONTAP 9.8 EEARAZEIIEE T SHBIER
FEMSEE. MAKGAIRETEZEZXEMSEE,

TR HRIEl. EMS-EMS (BIEMS LIFARSS ) 2 ANINEIFAE B RS REEHR, XiF. rILUM SRS & XEXR
EELIFRIZEMSIHE, MREELIFEEFRFEHERBER. WRSEEHER.
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ABLERIXAMER. ARG ERMFREBIREAR]IERIRLEARSS SRESPMFREMS LIFARSS

p
1. R PT F T AZXEMSIH B BILIF AR KEXRIPLE AR S5 SR K -

network interface show -fields service-policy -services management-ems

vserver 1if service-policy
cluster-1 cluster mgmt

default-management

cluster-1 nodel-mgmt

default-management
cluster-1 node2-mgmt

default-management
cluster-1 inter cluster

default-intercluster
4 entries were displayed.

2. WESNLIFRESEMSBiREE:

network ping -1if 1if name -vserver svm name -destination

destination address

TR ERITLHERE.
il
cluster-1::> network ping -1if nodel-mgmt -vserver cluster-1
-destination 10.10.10.10
10.10.10.10 is alive
cluster-1::> network ping -1if inter cluster -vserver cluster-1

-destination 10.10.10.10
no answer from 10.10.10.10

3. WNSRRES!:

set advanced

4. JWFFIEBIRIBILIF. 15 MABRZAYAR 52 SREE HlBRkmanagement-EMS LIFARSS :
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network interface service-policy remove-service -vserver svm name
-policy service policy name -service management-ems

S. IiiEmanagement-EMS LIFELTE{X 5 ATiHIRIEMS B RAILIFKEX :

network interface show -fields service-policy -services management-ems

HERFEE
"ONTAP 9.6 X2 B = hi4s HBILIFFIAR 53 SR ES"

7ZIONTAPFH &G0 FMetroClusterfit B IWMEIEIEMZHERS
EMetroClusterBE B FAKONTAPEE G, BNINIEFENERBMLUN. BEMERKRE

1. IIELIFRE:

network interface show

EIEFRIET, /R SVM B LIF NEBRSHBIAN up , FEUTEETR L, B SVM B LIF ARERE
FUFHETRE, EVHRFA, FE LIF WEERETY N up , BEFNUTFHETR L
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clusterl::> network interface show

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
Cluster
clusterl-al clusl
up/up 192.0.2.1/24 clusterl-01
eZa
true
clusterl-al clus2
up/up 192.0.2.2/24 clusterl-01
e2b
true
clusterl-01
clus mgmt up/up 198.51.100.1/24 clusterl-01
e3a
true
clusterl-al inetd4 interclusterl
up/up 198.51.100.2/24 clusterl-01
e3c
true

27 entries were displayed.

2. IR EHIIRE:

storage aggregate show -state !online

LEs R ETRFAELT not BRUASHIR S, EIERRET, UTAitilcpIFrE RESEUIETFEAIR
o B, WR MetroCluster EEELTHHERT, NWAIFRHERE IR EFIRBSHAL.

IR ERT IERTEITRVSRE

clusterl::> storage aggregate show -state !online
There are no entries matching your query.

HRAISRT EETIRAVER, HRAEmEL R ERRES G FHRIVAE:
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3.

142

clusterl::> storage aggregate show -state !online
Aggregate Size Available Used$% State #Vols Nodes RAID
Status

OB 0B 0% offline 0 cluster2-01

mirror

degraded
aggr0 b2

0B 0B 0% offline 0 cluster2-02

o\°

raid dp,
mirror

degraded
2 entries were displayed.

WIEERPRTS

volume show -state !online

s BB RAAE LT not BXHUIAZSHIE.

902 MetroCluster EEEAFIEETITRES CGROETFTIHUAT) , NinbN 2RERI R SVM FriRBRIFR
B% (SVM Z#EHIIN "-MC" F9%) .

RBEFELRETRE, XEEF B
WREIERTEREITHER, HERREREN R LSRN



clusterl::> volume show -state !online
(volume show)

Vserver Volume Aggregate State

Available Used%

vs2-mc voll aggrl bl =
;SZ—mc_ root vs2 aggr0 bl -
;SZ—mc_ vol2 aggrl bl =
;52—mc_ vol3 aggrl bl =
;SZ—mc_ vol4 aggrl bl =

5 entries were displayed.

4. WIEREREA—HNE:

volume show -is-inconsistent true

RW -

RW -

RW -

BEERAIREXE "EERWAFL A—E" HXRINAMER—BRIENER.

FHRIEIIE SAN BCE

EONTAPHE ZfG. FESANMIER, BNIIEEHRZBIEEIILIFNSNEiERES
BRI EFEEEILIF,

1.

WIEE T BMiEF RS EEREIERD LIF
BN BohiEF YIRS AR EEIRESIRT REITEE

EH3T ... BN ...
iSCSI

iscsi initiator show -fields

igroup, initiator-name, tpgroup

FC

fcp initiator show -fields

igroup,wwpn, lif
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MONTAP 9.2 EERAFLRE. EMEEKMIPIRSZ 25:E1%

MONTAP 9.28 B R hRAFHLKEIONTAP 9.3 ES A G, BEEEHAEE EMIMNFZSA
EI1E(KMIP)AR S 281E#

p
1. EEERAEERERE:

security key-manager setup

2. AIMKMIPARSS 28

security key-manager add -address key management server ip address

3. BIEKMIPERSS 2225 B

security key-manager show -status
4. BHEARSS 2R

security key-manager query

S. BIEIH B IR AR RIS |

security key-manager create-key -prompt-for-key true

FISESAELEE 32 M.

6. BB HIIERA:

security key-manager query

1. BN BB RIEE A D ERLs B INZ ;R (Self-Encryption Disk. SE):

storage encryption disk modify -disk disk ID -data-key-id key ID

()  #RERZERNFSHRIERT,

8. MNREE. BFIPSEERHELESED:
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storage encryption disk modify -disk disk id -fips-key-id
fips authentication key id

IRENZ2IRBEBERGERRENEASITIHIES HIIEN FIPS 140-2 B30I, NN AEMERAEIE
—NERNER. S, EAJLUERSHEIERRERNSMINERARBRE FIPS GRMIEER.

FEONTAPFRE BB TS B TGRS
FHRONTAP/G. EEERNHHAZHREIFEZRIEARIIE,

p
1. ERERDHBHZRGREEZACENIERHEER N RAZRERESEHINMUE.,
2. BOPHEREFEBEIHRIAUE:

volume move start

F+£%ONTAPS 1R E SnapMirrori{E
HRONTAPE. BHEEMEFREEE{FEISnapMirrorkx &,

p
1. ME kg FE 1 SnapMirrorX RAIE

snapmirror resume *

e SR M EFE B E S8 SnapMirror X R BYE i

2. I83FSnapMirrori2E2 B EIME :

snapmirror show
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I FE SnapMirror X%, FWIFLEXRIREEE X
SnapMirror fFiaI5ER, AEEFWMAGSUKRIERSESEEE RN *

WFEE NIZITRETIE A SnapMirror X%, ENIOIFE—

clusterl::> snapmirror show

Source Destination
Last

Path Type Path
Updated

Mirror Relationship

State Status

clusterl-vsl:dp srcl
DP

clusterl-vsl:xdp srcl

XDP clusterl-vs?2

clusterl-vs2:

dp dstl
Snapmirrored
Idle

:xdp dstl

Snapmirrored
Idle

clusterl://clusterl-vsl/ls srcl

LS

clusterl://clusterl-vsl/ls mrl

Snapmirrored
Idle

clusterl://clusterl-vsl/ls mr2

4 entries were displayed.

A3 RAR S5 AT 2R Y A K P BV BB
{ETEONTAP 9. 8B Rhk A EIZ T Al fEAIFEE R AT RRS A EEE(SP)RA R

LIES

MK HFAREIONTAP 9.9. 15 ESMRAS. MHREAIFEEREEHKFEREFR

one

BXEFMAER, 15

BN admine

201 "A]iniE) SP AYKA ",

ST INER

FHRONTAPIE S, BN FEFHLIEONTAPHLE

» B

SHT DQP

Snapmirrored
Idle

*NE
wNE *

IAIEEL(DQP),

0 QD%Jkut BT

Total

Progress Healthy

= true =
= true =
- true =
- true =

, BE

M8 SnapMirror (ZHI2 S ERMINTEM.

-role %

7 ONTAP ALt g

DQPEERTFSMEFINERNZEHITONTAPR ERNIEHSHR, WMREDQPhM AT & S F MRS
2. ONTAPRASIRMIEMHECEIXZRRIE R
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RIEKBREEFEENR—ADQP, HFUTEREA. EEXNEHDQP:
* PSRRI RN IR Eh AR SR B S A/ VB
Blgn, WMREEHE 1 TB WahedHHRMT 2 TB Iknhds, NFEBHRERIL DQP Ei#f.

* ETHGEE R
* AEARGREEE S DQP XA A

HXER
* "NetApp F#: HAEIANIES"
* "NetApp F#: HAEIXEhasEH"

B RGBT

B RSB R
RIBEHIONTAPRRAR. &R LS A B ohE S R A EH.

ONTAP higZs B EMTE SRS
9.13 1 RRE @A * ONTAPBY X #5442

© IFREISE. WEMEERNEEE G
* BFRSB M IERFABMCIERISP/BMCE 4

9.10. 1 X EShRZ © FHEISE. HEMEERNTEEEG
* BFRSB M IERFBMCIERISP/BMCE 4

9.9 1 NEFRRA RZHF

NRIEZITRIRONTAP 9.9 N ENE R A, HEKE "HoIRAAEN" BAGR. ErRIBITIRNE "FohEHE
"

INRIEIZITHZONTAP Q.12 AHERRA. SERE "BENRAEN" BRAE. ERIUFERNXSERE. 15
SHANREXE: "WETEONTAP O ERRNXER BXRFMER, BHEL.

IR BhEHEFThEE
T FEMONTAP 9.10. 17 4atR 4trY B Bh Bl B ThEE,
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BFESNTRERR

FEEH SRAEHNEIL
YRS
Bkt

F13 %2/ %33 Fa %5 %6/ £77 %83
10%3KE  100%

iy

11-20% 30% 70%

21-50% 10% 20% 30% 40%

51-75% 5% 10% 15% 20% 20% 30%

*76 5% 5% 10% 10% 15% 15% 20% 20%
—100%
BB ERR

MONTAP 9.10.17 %8, BRI LIEREBIEH. LUEONTAPLEENTFFEN] FEF T
&4 o

MONTAP 9.13. 178, XtEHahEIFNEEIE BN X EIREE#H.
FriaZ i
TEATRE YRS, BT LIIEIIS & "NetApp ZiFuh =" T RAIFAE R TUE .

KTFUAES

EEHBEH. X% BEAAutoSupport with HTTPS, #NSREEEf kB FAutoSupport. (& EHEt{E4Eh
WIEEEEF F B T AutoSupport. MITEIHIREL BERIE]. Er] LLURRERHTTPSE .

g

1. £ System Manager H1, B * EBH *,

2. £*Overview*Bf3 5, 7E*Enable Automatic Update*55i/1, B i*Actions>Enable*,
3. tNERKEFHAutoSupport5HTTPS. BHERUBAE.

4. BRERMEFHHRZRE

HEER
"W HTTP 8 HTTPS 1£3% AutoSupport jH BT BEHERR"

(EREEIEEE

MNEEATBEH. NEKIAERT. ONTAPSEIEN. FHHATERERINNEHE
. LAKZMONTAP 9.13. 1 FFEHIONTAPEY X EUREE . NREHEEELZERENNEHN
ZHIEEXEFH. IEFEAMECHXEREN. ErIIRER CRRIFBRENIAIT .

p
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MONTAP 9.9 1FE(ENR EFME!) "Active 1Q Unified Manager"®, &R LIFESystem
Managerd#ZINER, BRIEHE ERZFNGE(GINME. MER. IRSUIER(SP)HE
R EIBITH 28 (BMC)) N E H B T ER S

MRITEITHIRONTAP 9.85¢ 5k [AActive I1Q Unified Manager;:fft. MBI SAREINetApp s MU T EE G
B

FeaZ /i

EEFTRMEMENH. ENEEMABZAEMBEISPHBMC, ErRILUERA system service-

processor reboot-sp -node node name 83 LAEHBEN.
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°© BIFER * TR ERE B TTE P,
Bi*MNetApp XFribR TELURRERITHEIF EH

LB 2R NetApp ZHFil =,

B REINetApp ZHFih S H T EHEMAIRNE SRR E,

B HEFIFIME LR HTTP 3¢ FTP ARS8 sS4 32,

£ System Manager &1, B * 8 > Bk *,

£+ B ~ BEMARA, BT ES * 1 Hi%EE ¥ ONTAP Update* o

B BHER .

RIBEAIONTAPRRAS. HITLA T 84E:

ONTAP 9.9.1%19.10.0 ONTAP 9.10.1 XE Sk
a. 1&#F * MARSS 28 * X * AT s * a. ERINMERYIRA, EF Actions™,
b. $2{HARSSES URL XHMIE. b. B FH*Update* ILBILEEH, HE

#i*Schedule *THIUE R,

NREIRIER, BRI RESCEUEE

#o

C. W EEH .

ONTAP 9.8 EShR A (F&Active 1Q)
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1.

N o o k~ w0 N

SHE "NetApp ZHFiLm" HER.
ERERTEMEEEGNEG .

B EHITIME LRI HTTP 3¢ FTP BRSS 88T aAs iS4 32,

£ System Manager #, & * & > #k * .

£ bR * BGaHE, BECES Y 1 HiEE * ONTAP Update* o
BEEHEH

RIBEHIONTAPRRZS, $1TLAT1E:
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ONTAP 9.8. 9.9.1%19.10.0 ONTAP 9.10.1 RXEShRZA

1. 3%3% * MBRSSES * o * A i * 1. EERNMEHFHFIRS, #EF*Actions®s
2. 1IRHARSEEE URL SiXH(IE, 2. B Update* L EIREFH, 8 EH*Schedule
*ZHUERE,

NREITRIER, el RIS BUE B,
3. EE MR,

e

TRILE * B EFRE * TRENNIEEN . BEECIERRERNNEN, BRTHE-IRE>AME
H>BEFIE BEhER

A2 ONTAP

L& ONTAP #ER
BISERITE T RHEIR ONTAP RZS, SIHITIEE,
ﬁ%$%%§ﬁ%§@%&ﬁﬁﬁ%&hﬁ%5%,@%@E@ﬁmﬁﬁM&EMﬁm%EEﬁmﬂﬁﬁE@

@ MNRBEEIZERM ONTAP 9.1 1ITEZ ONTAP 9.0 , MIEEFAFTICRIPERIEES T "Ithik

[e}

BB RERAZFAELER?

ERITE = A BIRVIR R TR NIHEEHITRR, ENHERRAZFUAERER
. WREBIILUTERN, BUBBREAZR:
C ERTFEFRER, TRAN, REEERZANEEIIEMM, Fi:
© BEIRRRM, FiETTh
© RIS, BEEEEFFRATRA M,
© BFIRRSER, EERNES, BENETAITHE,
* 41E ONTAP 9.5 EBMRATFLIRT %, BELRPIMIRAF. TRZA, BFHEREENIEEREND
BRI TRELR.
ERERTE

SR LUAIREBY ONTAP FRAE T = LS EIIETTHY ONTAP RRZANMR. &0 LUER
system image show SRLLUMESTT R EIZTTHIONTAPARZS,

XEEENGE R FAZBEFZIIONTAP hids, BXEHIRFEONTAP BIERE. 15BN "HREIFELCloud
Volumes ONTAP",
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TR LML &R
ONTAP 9.14.1

ONTAP 9.13.1
ONTAP 9.121
ONTAP 9.11.1
ONTAP 9.10.1
ONTAP 9.9.1
ONTAP 9.8
ONTAP 9.7
ONTAP 9.6
ONTAP 9.5
ONTAP 9.4
ONTAP 9.3

ONTAP 9.2

ONTAP 9.18KONTAP 9

@ WMREEMONTAP 9.1F 9.0, IR "F

TERIRZA, NMEERMLERE?

TR BEEFNHIR

1EER ONTAP 281, BRIAEHSEHEERR, UTRTESBHREERANI

o

1. &EF " ( ONTAP 9 &1T1iBR) " BATARZAS,

ONTAP 9.13.1

ONTAP 9.121

ONTAP 9.11.1

ONTAP 9.10.1

ONTAP 9.9.1

ONTAP 9.8

ONTAP 9.7

ONTAP 9.6

ONTAP 9.5

ONTAP 9.4

ONTAP 9.3

ONTAP 9.2

ONTAP 9.1

Data ONTAP 8.3.x

Rl i2" IFE AR,

"EEARFEN " DN ARREERZ BN ER AR,

2' E%l* E *TH&ZKE?%ILJ\ E,JE%#F - I:I o

"NetApp Hardware Universe"
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3. HaIN BATRRZAS SIS BE A E IR

A BOIE NX-OS  (SEEEMLERTIAN]) , 10S (BIEMLKMN) MSEREXH (RCF) kA2
B5EXREE|A ONTAP lRAFEA,

"NetApp F&i: Cisco LUARMAIRA]"
4. NREHEEACE T SAN , BHIA SAN BRET2R T,

N3 FiFE SAN 4, BFEEMT ONTAP BRfFhRZS, ENURIFRGMEWER, FrFRHY Host Utilities 2R
MR &R s X nhiz A E 1o

"NetApp BigfEMRTA"

ERAERET
TE71968 ONTAP RR 2, EFBRE REIRAEMRE,
* BRI
EEAAETEHTE P IR, MRBEREFER, ESVERL P EE AR,
* BREHINER PP T R,
EERAFIMERPNAETS; B2, EEREM HAGZE, BFESD HA M ERTHERER,
* YFRAE T SRS T B ARR AR, ER5EA.

HEBRLTEARARESH, BFIFATHRERERMELE, SNRAMMNEAEREEHEFNEENGS
; AVFRITERIT IR,

() wRETESHHA, EHEFEHA, BOSREERARERRE.

* ERERT R, BRI Flash Cache EIRAAEFHIEIE,

T Flash Cache HIRAUSEREFHHIE, EIZT R MNEEIRHABIRENER, MMSBULARIERIIRE
MERETFE. T RELEREUEKRN S EMARER.
* 3 LUN #1793 ONTAP 9.x LIZTTRVEEHEY, LUN REEERE] 9.x NESMRA, MAERREIFERRZS,

* NREYFIRRAET ONTAP £#FHW ACP (IBACP) IhéE, MEEREIARSZIF IBACP B ONTAP k7S,
MR 2R R AR BRI IE U EE A

* YNSR{E(A Storage Virtual Machine (SVM ) fEM LDAP , M2 LDAP 7Y, SARAREIRR,

* IEfERARTE MetroCluster 1Bk42 MetroCluster JRIERIAZHEAEY MetroCluster IP 245, M ONTAP 9.7 i&
[REl 9.6 &M, EARZIFFER ONTAP 9.6 MERIREN RS,

T REE 2RI

R ZAE, ENIIEERIEITINR, BT ARSNE, LI EENRFRER
BITHERSEEFL. HERXK LRSS ATANERSMBRIE,
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ISR EITINN

ERRER 2R, BNEIETNRERGTEEBNTSMANERENFYS, UNEHESATHIEIRS.

1. BIFEBPHT RER BN BERSIMANERBNEHF:. cluster show

clusterl::> cluster show

Node Health
node0 true
nodel true

Eligibility

true

true

MREATREBITRAREERHAAT GRS, BFRE EMS BEFRIHEIRH RKINE IEHE .

2. BRRBFIEERNER: +

set -privilege advanced
HIN ...y DAdREE,

3. Wi RDB #HEZNEEFAMER.

° NI EMRAREIERE epoch MEIERE epochs M ITHED,

° FRE T RS EAERNAB R

HAR, SNFAIRRRBRENMPSER,

ERRIk RDB #i2 ...
BN AER

SUBEIEE

EPMEOEES

SAN BEIEFIPHTE

WREIERT S ESIERFIE:
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AL ...

cluster ring

cluster ring

cluster ring

cluster ring

show

show

show

show

-unitname

-unitname

-unitname

-unitname

mgmt

vldb

vifmgr

bcomd



clusterl::*> cluster ring show -unitname vldb

DB Epoch DB Trnxs Master

Online

Node UnitName Epoch
node0 v1db 154
nodel v1db 154
node?2 v1db 154
node3 v1db 154

4 entries were displayed.

4. R[EFIEENRER . +

set -privilege admin

5. MNREE SAN FEAIETT,

informational -message-name scsiblade.*

154
154
154
154

14847
14847
14847
14847

BRIES T T REEAT SAN fhEiRE:

node0
node0
node0
node0

BT 2RVERFT scsiblade EEH B M5 SCSI JJH A FHEIRES,

clusterl::*> event log show

scsiblade.*
Time

MM/DD/YYYY TIME
scsi-blade ...
MM/DD/YYYY TIME
scsi-blade

BXER
"RERE"

WIEEFEEITINR

ERRERZ AT, ENIIEHE, BENEINRE.

1. BEREEIRTS

B0 ...

HE BT

master

secondary
secondary
secondary

event log show -severity

-severity informational -message-name

Severity

[ETEH TIPS EEREE

INFORMATIONAL

INFORMATIONAL

scsiblade.in.quorum: The

scsiblade.in.quorum: The

HATIHERIE ...

a. BREARIFRELE |

-state broken

storage disk show

b. E S E R IR AIRE

a. BRATF4R, FENERRSHEMEE:

“storage disk show -state maintenance
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ZNE ... HATIEIRIE ...

pending reconstructing’

. FRYEPNERIRFRN, ARBHE,

2. B ETYRENZEFME (BEFERS) RS, BIEFMERSEEHKN: storage aggregate

show -state !online

tEEs R ER not BRHVER S ERITEAARNERZAIMZE, FMEREEHLIETFENRS,

clusterl::> storage aggregate show -state !online
There are no entries matching your query.

3. BT B not BEVIESRIGITFIEEERIYEEN: volume show -state !online

FEHITERARIERZANZIE, FIBEERGITEAIRTS.

clusterl::> volume show —-state !online
There are no entries matching your query.
4. TR EEA—HME. volume show -is-inconsistent true

SHAREXE "& 2 RWAFL A —2" B XUNALER—EHNENER.

BXES

"HENRESEE"

IIE R GEETE]
TEREZE, ENEREERE NTP, UKREEREEEEHTRD,

1. BIFEBRTESNTPIRS 28 XBE. cluster time-service ntp server show
2. WIFS N TR BHAFIEEIR SR cluster date show

clusterl::> cluster date show

Node Date Timezone
node0 4/6/2013 20:54:38 GMT
nodel 4/6/2013 20:54:38 GMT
node? 4/6/2013 20:54:38 GMT
node3 4/6/2013 20:54:38 GMT

4 entries were displayed.
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i B EEETHIEL

TEIRJR ONTAP B+ 2/, EATINEEBELRVRS. MREFEEMARS, &, NDMP (HAEZIER) =L
Snapshot fEdl (FIs06IE, MIFR, %50, ok, EHl, MEFFL) EFETITEHA, EBFRIFELRIN5
RREFLEEHIARIZ B,

1. BEEEMEFEETHREHBANRE. £ SnapshotfFILEIFIR: job show

clusterl::> job show

Owning
Job ID Name Vserver Node State
8629 Vol Reaper clusterl = Queued

Description: Vol Reaper Job
8630 Certificate Expiry Check
clusterl = Queued
Description: Certificate Expiry Check

2. BIBRMEMIETEIEITREHBANER S, H3Snapshot@dsfFdl: job delete -id job id

clusterl::> job delete -id 8629

3. WIFRTRERE. B SnapshotfEVIEEZITHEHPA: job show

TGS, ERERFE EESITHERPARIEL:

clusterl::> job show
Owning
Job ID Name Vserver Node State

9944 SnapMirrorDaemon 7 2147484678
clusterl nodel Dormant
Description: Snapmirror Daemon for 7 2147484678
18377 SnapMirror Service Job
clusterl node0 Dormant
Description: SnapMirror Service Job
2 entries were displayed

22 1FRISMB&E

R H, ERREHESLIHIARBEEN SMB 2%,
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I fEA SMB 3.0 #YAY Hyper-V B¢ Microsoft SQL Server & imiAaAF4E A A SMB H=,

Rz AL,

1. WE A BRI BRI ANSMBAIE:

—-available No -instance

e LA BRA XL A BRI EAISMBRIERIFAE 2.

clusterl::> vserver cifs session show -continuously-available No

-instance

Node:

Vserver:

Session ID:

Connection ID:

Incoming Data LIF IP Address:
Workstation IP address:
Authentication Mechanism:
Windows User:

UNIX User:

Open Shares:

Open Files:

Open Other:

Connected Time:

Idle Time:

Protocol Version:
Continuously Available:

1 entry was displayed.

2. BAKE. BENEHENESPSMBRIEFTHRIN 4!

-session-id session ID

160

vserver cifs session show -continuously

nodel

vsl

1

4160072788
198.51.100.5
203.0.113.20
NTLMv2
CIFSLAB\userl
nobody

1

2

0

8m 39s

Tm 45s
SMB2 1

No

BEARK

TE4%4R ONTAP [&R 2T, ERLKIEET.

vserver cifs session file show



clusterl::> vserver cifs session file show -session-id 1

Node: nodel

Vserver: vsl

Connection: 4160072788

Session: 1

File File Open Hosting

Continuously

ID Type Mode Volume Share Available
1 Regular rw voll0 homedirshare No

Path: \TestDocument.docx

2 Regular rw vollO0 homedirshare No

Path: \filel.txt
2 entries were displayed.

NVMe R &4 521E

SNREMONTAP 9.12 1S EFIRAIEREIONTAP 9.12. 0 E RS, WATFUAITULIRIF "5 N 5 (3501E"
RRZH. MRAEZRFERADH-HMAC-CHAPHHERFHIIE. MR FERFRK,

R ZAE, ENEEHMPERNE?
ERACE

RIEEHNFER, EEEELRZAZERERR, BXEEF TR, TRJFEZENEHKE
EEI,

|ES ... MREHRIABEE R * B *, BRITILRE ...
BV EEF B B IETEIETT SnapMirror ? * BFEXEEEA SnapMirror RIF X RN ARFKHEE
=5

* &% SnapMirror 1 SnapVault X Z&RIERER

HeVEEF BT 1ETEIBE1T Snaplock ? % E B ohie AR

5 BEIR7 FlexClone &7 RAYIERHEE

HEEE FlexGroup &7 M qtree IHAE

BB CIFS RSB T LIEARI? T LEBAR TNk CIFS ARSS 28
EEENSHITEEHUENRIER? KiIEELR0a BN ATIE

H T EHE Snapshot BlZ? /%% Snapshop BlI7<

/

BHRIEEXREE ONTAP 8.3.x? ME(ER SHA-2 IRFHREAIB P ik
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HES ... INRERRFBER * B+, BRITILRIE ...

SEHONTAP 9.1 ANESIRARET ROERMHR  SERDEREFE
7

EEONTAP 9.12. 1B ShRAECE T S3Z il ihE]  MIFRS3 NASTFED B ELE

?

TG /IONTAP 9. 14 1S EShRAECE TNFSVA1RIE  MIFENFSVA N SIERUECE
Fhek?

MetroCluster X /R BTG

RIEEHMetroCluster BILE. EFBELRZAZERERR, BAEE TR, TREBZBENEHRIZEI

mED ... WMREHN)EEEN * B *, 1BRITURE ...
KRB EENT 2gim¥ =MetroCluster 2 & ? 2 Eohit R IME

RHMOT S8/ \ T S MetroCluster IPE YA EIZERIBE R 22 HIPsec
BEIiITONTAP 9.12. 15 E S hRAs?

SnapMirror

FEEH SnapMirror B X RZNAFKINTREIN

7£M ONTAP 9.6 iX/5E] ONTAP 9.5 ZHil, & T ##Z SnapMirror BFZ X R#BEESE
I,

TIRZ AT, WMREEH SnapMirror BIFxH, MATRITUTEE:
* BRTMIBRREER NFSv4 5t SMB 1RHHEUERIER SnapMirror B2 X o
ONTAP 9.5 R32#F NFSv4 #1 SMB o
* BRTBRRE - SREREXERZERBIER SnapMirror BZ X Ro
ONTAP 9.5 iy SnapMirror [BF X R ARG - REREIE,
* WNRIEIRHAIE ONTAP 9.5 FRAVIEHA Snapshot BIZAARAI A, WAFHERIR/GHIIEH SnapMirror F2 X &Ko
F4%E| ONTAP 9.6 F/N\Etf5, ONTAP 9.5 REYIEF Snapshot BIZS BapE#t /9 ONTAP 9.6 FREVE

Snapshot BlZs, FEtt, R ONTAP 9.5 Y& Snapshot BIAARAIH, WiRRETEEFED
SnapMirror & X %,

SnapMirror #1 SnapVault X &R FRER

system node revert-to #p < =BG FH EMIPRE EFECE RIER SnapMirror 1 SnapVault
X7, UEEREREIRE, BE, EHBERREZHE, BN THXLEER,

* Fi& SnapVault MIFIERIFRGERRBLITCER, ARBEIF.
RIR5THE, SNIRFEIEA Snapshot Bl4s, ERIUEHRASMMEXLX R,
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* SnapVault X & REEEE LI SnapMirror SEE&EAY
° P HRBK
1A T B feE R LLE SRS S BV BRI X R
o MirrorAndVault

MREEEPERIXER, MEIE SnapMirror FEEELHA mirror-vault o

© UIBRPRE A HHZ R G XA BTG,

* UIIMIFRS FlexClone BHr&HY SnapMirror X %,

* AT SnapMirror SEB&EE AL ELE.

* WM EAIR LS EE LR SnapMirror FEE& B all_source_snapshot 1M,

() BHIEHFBBXHRELR (SFSR) MEBHHRIBER (PFSR) BfF.

* WIS TER SR ETEEITRER BN X 4] Snapshot iIRRIE(E, AT BEMLSILR,
BRI UFFE R, WAILARIEEREF.

* WIEA snapmirror restore B8 L MIBRIERI AT E AN XHFI Snapshot iR RIZ1E,

EIR R 2 /79 SnapLock %1% & B a3 AR

FE M ONTAP 9 IR[R, SnaplLock EHEIRXEABREMNIIKE /N, MAEK. £=
iijt;i;ﬁii?Zﬁﬁ, B E SnapLock EHEENIERE, HIBIESZEREMEBKEL TN
ENPS

1. R P R R EEAT IFN B R HRAISnapLock®: volume snaplock show —autocommit
-period *days

2. BARZZHN AR RHARESNII/NET: volume snaplock modify -vserver vserver name
-volume volume name -autocommit-period value hours

[R¥%:3F 5389 FlexClone & FREVMJIEHRHE

INRE4E FlexClone EMEREHFS, NITEM ONTAP 9.4 Sy E Sk AIERE] ONTAP F£Ef
MRS Z 51, HIRUHRESERXEZBMEAYIERAE,

LAESSGER T2 FlexClone & LIZ1THR 72 HY AFF R4

1. BRISEIERSF: set -privilege advanced
/E\

2. EEESHEYIRIRIF D FlexClone®: volume clone sharing-by-split show
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clusterl::> volume clone sharing-by-split show

Node Vserver Volume Aggregate
nodel vsl vol clonel aggrl
node?2 vs2 vol clone2 aggr?2

2 entries were displayed.

3. BUHEETFIEIRDRIFlexCloneEHAMIEIRHEE . volume clone sharing-by-split undo
start-all

4. BIFREAFEESHEYIERMIFDFlexClone®: volume clone sharing-by-split show

clusterl::> volume clone sharing-by-split show
This table is currently empty.

RERZHI, I51E FlexGroup &2 qtree THAE

ONTAP 9.3 ZHIHRZAARZHF FlexGroup &R gtree o M ONTAP 9.3 iR R E R HARRZA<AY
ONTAP ZHi, WAZTE FlexGroup #&_EZH qtree ThEE,

TEB32 qtree BYTIEAERIA gtree IR RN SBIERE MR, RAZBA qtree IhEE,
1. MEFHMBRE FlexGroup HHEMA qtree THEEE ARIFREIEZRIA gtree :

a. BRISRINELRT]: set -privilege advanced

b. T EHE B qtree THEER FA1E(A FlexGroup %o
FTFONTAP 9.6 EShrAs. 1B volume show -is-gtree-caching-enabled true

JHFONTAP 9.55{ ERhRA. 15FAH:. volume show -is-flexgroup-gtree—enabled true

clusterl::*> volume show -is-flexgroup-gtree-enabled true
Vserver Volume Aggregate State Type Size
Available Used$%

vsO0 fg = online RW 320MB
220.4MB 31%

C. MlFRE 1 FlexGroupEiBidqtreeINeE B FARIFREIERIAqtree: volume gtree delete -vserver
svm_name -volume volume name -gtree gtree name

WMRABTIET BRIA gtree EMMBR T qtree ThEE, HEEHEMA qtree , MBI LABKI tEH B,

164



clusterl::*> volume gtree delete -vserver vs0 -volume fg —-gtree gtreed
WARNING: Are you sure you want to delete gtree gtreed in volume fg
vserver vs0? {yln}: vy

[Job 38] Job is queued: Delete gtree gtreed4 in volume fg vserver vsO.

2. 781 "FlexGroup® L2 FqtreeIfE: volume flexgroup gtree-disable -vserver svm name
-volume volume name

clusterl::*> volume flexgroup gtree-disable -vserver vs0 -volume fg

3. M FMIFRED qtree THEEB FBRIFRE Snapshot &7s,

a. WP BB EHqtreeINBEE AT AISnapshot&lads: volume snapshot show -vserver
vserver name -volume volume name -fields is-flexgroup-gtree-enabled

clusterl::*> volume snapshot show -vserver vs0O -volume fg -fields is-
flexgroup-gtree-enabled
vserver volume snapshot is-flexgroup-gtree-enabled

vsO0 fg fg snapl true

vsO fg daily.2017-09-27 0010 true

vs0 fg daily.2017-09-28 0010 true

vs0 fg snapmirror.0241£354-a865-11e7-alc0-

00a098a71764 2147867740.2017-10-04 124524 true

b. MBI gtreeThEEB FARIFAE Snapshot&lZ<: volume snapshot delete -vserver svm name
-volume volume name -snapshot snapshot name -force true -ignore-owners true

RIBREY Snapshot B35 & Snapshot &AL /3 SnapMirror X £ 88 Snapshot g2, 40
RIZ A BIFEEHTTT ONTAP 9.2 SR E R HRZAY FlexGroup %8I T 1Efa SnapMirror X%, N4
£ 7 gtree THEEB FIR FlexGroup ERY8IEBIFRE Snapshot &l7<,

clusterl::> volume snapshot delete -vserver vs0 -volume fg -snapshot
daily.2017-09-27 0010 -force true -ignore-owners true

HEXER
"FlexGroup &&IE"

HEHB T TIRAEI FRISMBARSS 23

TEHRITIRIRZ A, IR TEEE TREAISMBARSS SREG ES NIEl. ONTAP 9 Z
AIHY ONTAP R #5 TIRART
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1. M€ TEH B D IR DB EAISMBARSS28 . vserver cifs show
2. BEhEipREFEIRS2S:

MREE ... ARERLLS ...

B SMBARSS 28 M TELH#ahE! Active Directoryid : vserver cifs modify -vserver
vserver name -domain domain name

IpRSMBARSS 28 vserver cifs delete -vserver
vserver name

3. WNEMIBET SMBARSS 25, IBEWMAEMNARZ. ARBANBPZE,
HXER

"SMBEIE"

TEZA], BRIIEHMRESHIENEES AR BN ATIE

EME@H&ZIKE’\J ONTAP 9 IX[RZ A, BHIHFRERS EBNARATERAITERZ

HEWHNER EBHNTERAWEI L NZREMBITE, FENAIREXE "WIFEEONTAP O EEETE
SLUERPR. BUBESEMEBUESE BT ERI=E",

MREELRRNE LRNERT EEHIERMFMEUEESE, WHITEERESHIERFZ a0t REIEES,
1. BT E -fields IEWHI volume efficiency show F L EES LIEITHMEIRIENHE.
TS ETRNERIZIENHE: volume efficiency show -fields vserver,volume,progress
2. fER™HA -all A volume efficiency stop 85 ¢ 1F LEFTAERIRIFI HEPAF RV E & 2EMIBRIR1E,
AT e S RHE LB VOIA LB FEEPRSHAHAF RN ESHIEMFFEIE. volume efficiency

stop -vserver vsl -volume VolA -all

3. {8 set -privilege advanced < ISR BERINEF,
4. {FF%A -version EIAY volume efficiency revert-to s3$IG EHINER TT IR R EISF TR ASHI ONTAP 6

U T a2 E Vol A AR TTHIBLRREIONTAP 9.x;: volume efficiency revert-to -vserver
vsl -volume VolA -version 9.x

@ volume efficiency revert-to SF SR FEHITIHALSH TR ENE, FSAKET R ZENE
R

5. fEFHH -op-status EIHY volume efficiency show w5 MMIEERIHE,

T ap e BiEH BRBEERS: volume efficiency show -vserver vsl -op-status

Downgrading
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6. INRXREKM, EFEATAE -instance EIAY volume efficiency show L ERITRELMHIRE,

UTLEREXMEFERMNFMAER: volume efficiency show -vserver vsl -volume voll
- instance

7. FEIREERGE. REIFIEENRERR: set -privilege admin

"R EEE

IR 71 HEE Snapshot BJ7<

AR R EIFEHARY ONTAP kA2 g1, S BFRE Snapshot B4 SREEHMIBRTEFA KR
LIRS FeIEZEAEM Snapshot &7,

YNREFE SnapMirror MEHRIRR, MWATFEMPRUTREXR:

* FMERHEAZHRERXA
* 7£ ONTAP 8.3.x FlIZERBIRRIFREX R
* J05RTE ONTAP 8.3.x REFMBIZ T &2, NAFMEHERIPHREXA

a. WFrEHIESVMEZ A SnapshotBIZAHEES: volume snapshot policy modify -vserver *
-enabled false

b. NENT AR EEHA Snapshot BIA<ERAL:
i. {#H run-nodenameaggr status SiSHE T RHER S,

i. AENEBERASnapshotg|ZAHEE: run -node nodename aggr options aggr name
nosnap on

iil. WHREIMNREEUSE,
C. NBNTRRRELRA Snapshot BIZ4s5RHEL

i. {8 run-nodenamevol status 83 HE T5 RS,

1EAT LLEE vol status #<$iaiHH Y Options FHAY root —iARARIRIR S,

vsl::> run -node nodel vol status

Volume State Status Options
vol0 online raid dp, flex root, nvfail=on
64-bit

.. 7E1R% _EZEFASnapshotBIZASEERE: run -node nodename vol options root volume name
nosnap on

i. WEREGIMTREERTE,
d. MIBRFARKEI LRSS EIEEIFAE Snapshot BlZs:
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i BIREFISENSR: set -privilege advanced
i. ZFREE: snapshot policy modify -vserver * -enabled false

i ﬂﬂ'JFﬁ%ﬁﬂ’\]ﬁ%ﬁﬁ&ﬂKSnapshotEUZﬁ: volume snapshot prepare-for-revert -node
nodename

e S MFE N UEE, RESHIRE LBYASTHRZS Snapshot BlZ%,

WRTTEMIBRIER Snapshot Blas, MitbaniGEMW, FHIBERETERPR Snapshot Bl4s 2 FIATAIT
HERNERE, BRI EIIEE, SAREHIETT volume snapshot prepare-for-revert 85 <
) gﬁléﬁél‘_*é;—lz_io

clusterl::*> volume snapshot prepare-for-revert -node nodel

Warning: This command will delete all Snapshot copies that have the
format used by the current version of ONTAP. It will fail if any
Snapshot copy polices are enabled, or

if any Snapshot copies have an owner. Continue? {y|n}: y

I EﬁiIE%%:EﬂﬂUF,%SnapshotEUZKZ volume snapshot show -node nodename

;1[]%%%ﬁ&ﬁﬂﬁ%ﬁﬁﬁzkﬂgsnapshotE'JZK\ 15EE PG EMBR: volume snapshot delete {-

fs-version 9.0 -node nodename -is-constituent true} -ignore-owners -force
i. WHREMMAESTE c.
iii. IREFEENRELRF]: set -privilege admin

() &BA3 MetroCluster BB RIIF MEBMITRESTE,

FAEER SHA-2 A REAIA P IKA

ANEREM ONTAP 9.1 B ONTAP 9.0 iX/RE] ONTAP 8.3.x , N SHA-2 tkP AP B TEZE
FEREZREHITEHRIIE, ERZH, BNBEFER SHA-2 IBHEXRHBBFIK,, UESR
RfE, @rILULBIEERE, UERKERRIIMRASZFMNEIRE (MD5)

1. BNRIEEFRNER: set -privilege advanced

2. MEERASHA-2 HIFEREMIF MK . security login show -vserver * -username *

—application * -authentication-method password -hash-function !md5

3. REBHTHLY, UEETEREFER.

WEHRE. AFEBRREETEATS security login password-prepare-to-
() downgrade EBREACHBEUEAMDSIARL, MREMZIDRER MD5 ME, MikHS
BRTERNMEEHER MD5 MIE, UBEEERENEREH#HITE NI,
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EMONTAP 9. M AHESRARRZ A FRE BT HRURAHFRIFIFR

NREEEE BRI FRIP(ARP). FEMONTAP 9.11. 15 E SR AIE R EIONTAP
9.10. 15k FE R kA, NIrTES BIMEEE BFHRHIARPINEE,

ZONTAP 9. 11174, REFNEHFHENAR T ZHHFZHAERBMTKM)IFEIE. WMRENRFZEBH#MRREFF
AHE. B EBEMT_EK_MGMTFAE. MERRMRESER—RES. BHERETLEENE LEHEARP,

BEENERIPNEELRERBHEEE TE. FAETLUEAONTAP i {TREE TRARPIRE. MR EZEMTKM
¥FA[E. System Managerf& i ERARPIRTS,

Ftb. MNREHEARPIEIRREIONTAP 9.10.1FH4LEEE1T. IBHRFRTEERRZEIRZE T MTKMIFRE, "7
ﬁ’-‘FARPltF__[o

EMONTAP 912 1 EShRAER Z BT, 5HIERS3 NASTEiE D ERECE

IR EANASEHIEELES3ZE Fimifin). MTEMONTAP 9.12. 15 E =S4 IEREIONTAP
Q. MAHERREZH]. N{EAONTAPE 1T E (CLNMIBRNASTEE 573 EX e & FH il BR{E
ZIRBRET (S3A P EIWindowsZ{Unix B F)o

XFILES
L/(—FEEK)I_J’TL_EQ*EEE@E =] 71: o

* MIBRFRE S D ST RN RENZE (BN B RPNFEERE).

* MBRFRERENE R, S 1M &kEBE—TER. TIMS3 NASTEED EFISTIIS HAVR B RiGiR.
PR %R,

* HiIERFRE EEEE VS 3ARSS 23 B A default-unix-userflldefault-windows-user{Bo.

p
1. HIPRS3 NASTFE T ERECE |

vserver object-store-server bucket delete -vserver svm name -bucket
~s3 nas_bucket name

2. WIBRUNIXAY R FRAdET

vserver name-mapping delete -vserver svm name -direction s3-unix

3. fIERWindowsHI % FRBRE :

vserver name-mapping delete -vserver svm name -direction s3-win

4. MSVMARIBRS3 Y :
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vserver remove-protocols -vserver <svm name> -protocols s3

MONTAP 9.14 1 EShRASIER Z Hi. iEMIFRNFSV4.1IEHAELE

MREENEFImEZRBRATY. HIEREIONTAP 9.14. 1 ZFiRVM A, MABEIRERZ 7l
EERINFSv4.1ARS5 28 R4k,

HIETHANRY revert-to B9, EREI—FESER. BINEELASUREZARRAFH,

HRE| R EIONTAPIRA S, EAPMEZNE P imiELELEEER R MNERE, MINHEETEEZEIFm. 8
REKERT, FRITHESESVMBINFSVA. 1R45ETM B RER N2 AR,

HIE
1. 7ZINFSv4. 1RSS5 28 L2 A4k +

vserver nfs modify -vserver svm name -v4.l-trunking disabled

2. WIIRBEREFREMRENFS: +

vserver nfs show -vserver svm name

PRI S HITIT 5 MetroCluster B2 B F E1EhHISM
VRN S0 5 MetroCluster ERE A1, ARSMAEHISMIR (AUSO) .

1. #£MetroCluster By M ERE L. ZEBENTRIIMIHEE: metrocluster modify -auto-switchover
-failure-domain auso-disabled

HXEE
"MetroCluster BIZFIA M IRE"

TiX[EMetroCluster B & Z 8122 AHIPsec
X [EMetroCluster B0 & ZBij. M2 IPsec,
ERETIPseclYERT. REETEIZTTONTAP 9.12.1BYMetroCluster B2 & HIEEONTAP, iRRZHISHITIO

&, UUHfEMetroCluster BLE & B IPsectii B, THLEEIAFRZRI. EATMFRINEE[IPsecEd B FH2
FBIPsec, W1ERBATONTAP . NMIREBE#HFELE. BIEE B RECE EA A KRB Ea0ittk.

THHLE ONTAP H{ig
B M NetApp 25L& ONTAP By, SAGAREHITRE,

TEHERFIRE

EM ONTAP 9.4 MBS IRASIFRREIER, 0] LUE ONTAP B4R M NetApp SziFih s & I E| At sc 432,
EREREHIAES] ONTAP 9.3 ERRRAS, HFUE ONTAP B{4EME S HIZIMLE A HTTP RS2 S8 FTP AR
25

BRCERUTERER:
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* RERERETFAES,

BN EEEBHFRENERBVIR G IEPTLAIM NetApp XFFIGRREGER T EN TSR SHMABRE, Bl
= B MEHE o

* MEREIEE R4 EhRAH) ONTAP R A BN SR ARRE

* INEREM ONTAP 9.5 SN E S hRAPERER NetApp BINBHNARS, NAA FHERTIEZRER MK
ONTAP 4%, EFREHE NetApp EINE,

NREMAERTRRERIMX AT ONTAP I IREERIERFR A NetApp BEMEBRIRST, WARGRAEHR
, R EMRE.

a. £ EI B4R ONTAP Rt "EX{+F T 21" NetApp Szl RAYX 15,
b. EHIRHIRER,

* X3F ONTAP 9.3 SERARA, BRFEIRER (5190 93_q_image.tgz) M NetApp ¥t EHIZE]
HTTP ARS3288¢ FTP ARS8 L 2IRHILIRERN B Ro

* 3fF ONTAP 9.4 SR ES A, EGHEREG (fl90 97_q_image.tgz) M NetApp ZiFihmEHIEIE
MR AT HTTP ARSZESER FTP AR 28 LI E R A4k,

LEIIRE
B EER T R LR BRI AR,

* INRIEEM ONTAP 9.5 S ESIRAFERSIZRFER NetApp EMEBNRSE, WHE FEERFIFZIRE
KX EY ONTAP 2R{HR(G:, HAELHE NetApp EI1%E,

IREAERTRIRERIHIXET ONTAP IRIFIRE IR EHERF A NetApp BIIEIZRSE, WARLRAERR
, BRIERRE.

a. BNREFNZENER, ERFIRTEUSENBANY*. set -privilege advanced
SRR (*>)o
b. 7T R ERERGME,

kS ERERE TR L TEHTEREM G, E—RESITRETEHTE—TME, BEMEE
-background £,

* NREELK T IRFEIEMetroClusterfit B 5t ¥ T mMetroClusterfit&E . system node image update
-node * -package location -replace-package true -setdefault true
-background true

tban S fERY BREWF1FAEBMEREN BRI ARG E N T R BEOARRER,
* NREMPERFIERET =5/ \ T mMetroClusterfc B M MTEF N EEEE LIRFHHIR L T an<$:

system node image update -node * -package location -replace-package true
true -background true -setdefault false

tben L ERY BREWKREABITIRARE, ZREFANERREREEE I TR L,
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C. RN ...y HIRRETAREL,

d BiFREREGEREE THHLZEEEIT R L. system node image show-update-progress
-node *

LSS B EME THMZEMN YIRS, BNA4saiTimS, BERIFrET SRS Run Status
7 Exited , 3R Exit Status /9 Success H1k,

system node image update S L ARESENHA B TRBIZHEST HE, ATAEIRRESE, ErlE
D e NN
RIBTTIE A2,

RFIERT —MWTR&ER, HPREREERN THHLZEER TR L:
clusterl::*> system node image show-update-progress -node *

There is no update/install in progress
Status of most recent operation:

Run Status: Exited

Exit Status: Success

Phase: Run Script

Exit Message: After a clean shutdown, image2 will be set as

the default boot image on nodeO.
There is no update/install in progress
Status of most recent operation:

Run Status: Exited

Exit Status: Success

Phase: Run Script

Exit Message: After a clean shutdown, image2 will be set as

the default boot image on nodel.
2 entries were acted on.

A5 ONTAP &£2%

BEEREHALULIRE 2 HIRY ONTAP hivds, SR REFMESIRELEERIE LIF , R
ERERFGF, ERTRENEENXAREKEE, ARNEETNEMEITREEL

UK N

BB TERIRR "SI 0 T E",

RREBHEREEIERERBIEERFA.

1. BNERFIEENER: set -privilege advanced
ERRIR TGRSR, N

2. BiIrREEREBIRONTAPHE: system image show

UTRAERT R 0.1 (FAERARGREEM I TR L:
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10.

clusterl::*> system image show

Is Is Install
Node Image Default Current Version Date
node0
imagel true true 9.2 MM/DD/YYYY TIME
image2 false false 9.1 MM/DD/YYYY TIME
nodel
imagel true true 9. MM/DD/YYYY TIME

image2 false false 9.1 MM/DD/YYYY TIME
4 entries were displayed.

BHRERBPIFAE#IEBIfs: network interface modify {-role data} -status-admin down

MEE S FEEEfEFlexCache X% flexcache origin show-caches -relationship-type
inter-cluster

NRGFEEEHERS. B2AREFEEE FREIELIF. network interface modify -vserver

vserver name -1if 1if name -status-admin down
MNREBFNEER I TR, BRHAEEHA. cluster ha modify -configured false

(58] ME—TT R AHARHIT R 2 AFMEKIERTS. storage failover modify -node

nodename -enabled false

MF HA X, RAFEA—RFMERERE. MRMNEITREBEERERS, WDk TREES
BRAFMESRIERS,

(6] ERFNEXRFERT o
BRFETR, BIBITRNTREE LIF ERIEE,

BT A BRONTAPIR USRS E NN . system image modify -node nodename -image
target image -isdefault true

I EFRONTAPI MG E B EIRBENERFENT RBEIAME . system image show

UTFREIETRRA 9.1 BIRE 7 node0 ERYERINBRER
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clusterl::*> system image show

Is Is Install
Node Image Default Current Version Date
node0
imagel false true 9.2 MM/DD/YYYY TIME
image2 true false 9.1 MM/DD/YYYY TIME
nodel
imagel true true 9. MM/DD/YYYY TIME

image2 false false 9.1 MM/DD/YYYY TIME
4 entries were displayed.

M. NREFHNEER IR, BRI SES A epsilon :
a. [|wED ,.\\éﬁﬁ%%?%ﬁepsiz cluster show -node nodename

LUTF R ERiZT RS epsilon :

clusterl::*> cluster show —-node nodel

Node: nodel

UUID: 026efcl2-acla-11e0-80ed-0f7eba8fc313
Epsilon: true
Eligibility: true
Health: true

a. MR T RFHepsh. 1BHEIZT = EBepsk tricfalse. LU{Eepsiy Al LR MENIZ T =BAYECAT T

cluster modify -node nodenameA -epsilon false

b. @ EE XTI ,.“J:3|-repsjz tRig ftrue. )|-:ep87JZ FHEZT AN R cluster modify

-node nodenameB -epsilon true

12. WIF P R G EAERTFHITNE system node revert-to -node nodename -check-only true
-version 9.x

check-only ¥ A FHERREBIAMRIERFIIREM, HIUNLLTRA:

° BREMERIEE
IETE 2 A Snapshot 5E&
° MIFRTEARRIEShRASHI ONTAP jZ8IZH Snapshot EllZs

13. IIF R BRI ERIRSH: system node revert-to -node nodename -check-only true
-version 9.x

14, BRETAMEEALE system node revert-to -node nodename -version 9.x

version &2 BArhRAs. 190, MNRELEHIOCUERITRAE ONTAP 9.1 , NI -version EINRYIEME N
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15.

16. i&

17.

18.

19.
20.
21.

22.

9.1,
BT RERALE, SAREIEM clustershell F7EEH,

EHERE)Z " nosershell'. ARV EInoshell": run -node nodename

BRE R clustershell f5, RIBEBRE/LDHRTE], 7 BEHERIFIER nodeshell 55, AL, MNRHLSEKMK,

BERLOH, AEER,
R GRFECE: revert to 9.x

S EIET RN ERSARRER E/’E%Qﬁ_l—\, RERRZAEE, MNRHE T EArRRY,
R LERIRZ MY, REEFNIEIT revert_to %,

()  ©RRGESIERETRIZT R nodeshell BS 4SS,

405 autoboot 9 true , MTEEBRLTHE, TRIGEHBENEI ONTAP,

NS autoboot A false , MIEFHR<STME, B E LOADER 17 RfT. M ... yes BIR. ARFEHR
boot ontap FAIEHBENT Ro

TREMEWGE. WA ESIETEIETT: system node image show

FELURRBIF, imaget ZHTHY ONTAP higZds, HIZE W node0 ERYHFETARZS:

clusterl::*> system node image show

Is Is Install
Node Image Default Current Version Date
node0
imagel true true X.X.X MM/DD/YYYY TIME
image2 false false YoM oY MM/DD/YYYY TIME
nodel
imagel true false X.X.X MM/DD/YYYY TIME
image2 false true YoM oY MM/DD/YYYY TIME

4 entries were displayed.

[E16F] WIFBIM T RMREREREREES M. system node upgrade-revert show -node

nodename

RSN ETRA" R "FHEE I FREERERFE"

EE [step-6] Bl [step-16] 7 HA WA S — 1M=L,
MREBENEEHR I N R, BEMBAEEHA. cluster ha modify -configured true

P2

MR ERBEMESIERS. WER TR LEMEREERERS: storage failover modify

-node nodename -enabled true

EE [step-5] B [step-19] MetroCluster EZE IS NHIIN HA XFI R NEEE,
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ERERFRNITH ARRIE?

R R RIS B N EEITINR

RREERERE, ENRIETRERETES BNEMAEREFNRYS, ULEHREL

FHERT. EENWIEEE, BEMNEIRS.
WIFEBHE TR

1. BIFEBTNT R2T BN BT AMANEENEYS: cluster show

clusterl::> cluster show

Node Health Eligibility
node0 true true
nodel true true

MREATREBITAFERRATERM, FRE EMS BEFREIRAH RINEIEFETE.

2. BRIRESIGENER: +

set -privilege advanced
E’Fﬁ)\ e Y LXéI\_*é;—':o
3. IS RDB HZMELEIFHAE R,

° BT RBIXRABIRRE epoch FEIEE epochs FZILALD,
° FRET REVEIRE AR ARR

BER, BTV AREETRNPERER,

Z Rtk RDB #iE ... BINLEER ...

EBIENARER cluster ring show -unitname
SBETIERE cluster ring show -unitname
EIMEOSIES cluster ring show -unitname
SAN EIETIPHIE cluster ring show -unitname

HRFIERT S ESIERFIE:
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clusterl:
Node

:*> cluster ring show -unitname wvldb

Online

master
secondary
secondary

UnitName Epoch DB Epoch DB Trnxs Master
v1ldb 154 154 14847 node0
v1ldb 154 154 14847 node0
v1ldb 154 154 14847 node0
v1ldb 154 154 14847 node0

4 entries

were displayed.

EZIEENELRT): set -privilege admin

S. WNREFE SAN IMRHIETT, BRIEEITTRELLT SAN HERE:

informational -message-name scsiblade.*

B RBYEHT scsiblade EHHR ST SCSI 7] A A FHEUIRZS.

clusterl:
scsiblade.
Time

MM/DD/YYYY
scsi-blade
MM/DD/YYYY
scsi-blade

BXES
"RERE"

WIEFAEEI TR
RIRKFRER T,
1 QJIIEEEE’{kILA

BT ...
HE BT

IETEFITHEEL

pending

secondary

event log show -severity

:*> event log show -severity informational -message-name

*

Node Severity Event
TIME node0 INFORMATIONAL scsiblade.in.quorum: The
TIME nodel INFORMATIONAL scsiblade.in.quorum: The

n'_JRr_g_LlJ-.EEZZE; H;é *D%E’J’Ikn_,\o

HATIEIRIE ...

a. BRI AIRLE |

-state broken

storage disk show

b. E1 TS E B A HIF AL

EENHE a. BRT4ER, FENERNSHEMEE:

‘storage disk show -state maintenance

reconstructing’

. FRYEPERIRFTN, ARBHEL
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2. @B RYIEMNIZIEEME (BEEHERS) BURES, RIEFFEREETH. storage aggregate

show -state !online

B ER not BRANR G, EHITEAARNERZAMZ/E, FIERGEOILTFENIRZ.

clusterl::> storage aggregate show -state !online
There are no entries matching your query.

3. B B[ not BXHIMIERIIEFIEEREIIBEEN: volume show -state !online

FRITEAARNERZAIMZE, FIEEEGTFENIRTS.

clusterl::> volume show -state !online
There are no entries matching your query.
4. WIFREEBEARA—HME: volume show -is-inconsistent true

BEUAMIREXE "&ETRWAFL A—2" BXINAAER—EIIENES.

BXES

"HENREEIE"
73 MetroCluster B & /2 B B 5ht)if

REFIRM T B XTEEIR MetroCluster FRE R IHITHEMESHES.

1. BEBBTEIIMIHE: metrocluster modify -auto-switchover-failure-domain auso-on-
cluster-disaster

2. I8iFMetroClusterfd® : metrocluster check run

ERBEERA LIF #EERR 0

EEHEshEAE, FL LIF g B BN iifERZin0, RREHE, Bz
BHIERAEE RO EREM LIF .

network interface revert i SFUFIAETIROLRN LIF FRFEF RO, iR imOEEE1T. BIE LIF
BN&3EE LIF B9EEO; &8 LUEA network interface show a8 $HE LIF B9 iR,

1. BRFIELIFEIRE: network interface show

IR {527 Storage Virtual Machine ( SVM ) HIFRAE LIF FPIRZS.
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clusterl::> network interface show -vserver vs0

Current Is
Vserver

Home

Logical

Interface

Status

Admin/Oper

Current

Node

true

true

true

true

false

false

false

false

data001

data002

data003

data004

data005

data006

data007

data008

down/down

down/down

down/down

down/down

down/down

down/down

down/down

down/down

8 entries were displayed.

Network
Address/Mask
192. .120/24
192. .121/24
192. .122/24
192. .123/24
192. .124/24
192. .125/24
192. .126/24
192. .127/24

node0

node0

node0

node0

node0

node0

node0

node0

WNREM LIF BPIRES I Admin JAE R down BURES A false , BHEHITTF—F.

2. BRIEESER:

clusterl::> network interface modify {-role data}

network interface modify {-role data}

8 entries were modified.

3. BLIFEREIEEmA:

tES=EARE LIF RREHEFIRO,

clusterl::> network interface revert *

8 entries were acted on.

4. WIEFRARISIFsR A FHF RO

network interface revert *

ERBIER SVM vs0 BIFRE LIF U FEEIRO L,

network interface show

-status-admin up

-status-admin up

Port

ele

e0f

eza

e2b

ele

e0f

eza

e2b
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clusterl::> network interface show -vserver vs0

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
vs0

data001 up/up 192.0.2.120/24 node0 ele
true

data002 up/up 192.0.2.121/24 node0 e0f
true

data003 up/up 192.0.2.122/24 node0 e2a
true

data004 up/up 192.0.2.123/24 node0 e2b
true

data005 up/up 192.0.2.124/24 nodel ele
true

data006 up/up 192.0.2.125/24 nodel e0f
true

data007 up/up 192.0.2.126/24 nodel e2a
true

data008 up/up 192.0.2.127/24 nodel e2b
true

8 entries were displayed.

FIR 2B Snapshot 75

RRE 2 HARRZAH) ONTAP f&, HAEA Snapshot BSR4 BEEFHFFEAAIEE Snapshot
&7,

CIEEEFBERELRREIRHBRRZASHY ONTAP Z BiZ2 A Snapshot 11%!o
1. JIFRB¥4E SVM 2F Snapshot B 258K :
volume snapshot policy modify -vserver * -enabled true
snapshot policy modify pg-rpo-hourly -enable true

2. WFE/NTE, £ run-nodenamevol optionsroot_vol _namenosnap off #5< B FAIR#EH Snapshot BIZs5E
B&o

clusterl::> run —-node nodel vol options vol0 nosnap off
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IIER P i 315 (SMBFINFS)
FFEBREMNY, Mt SMB 1 NFS B iImEYIAIR], URIEEEEE AR
IS IPv6 FHAERE

MAERIRRZRY ONTAP 9 &R AT RE= FEPH AT REEH LRSS ERDERIN IPV6 BIAIES
o BEERIEFMFHNMAEFRERETERREIRS.

1. B EErAEHAE SRR S SOARBHITLIL . IIEXLE R ERIEM: system services firewall

policy show

U RABIER T ERINRES:

clusterl::*> system services firewall policy show

Policy Service Action IP-List

cluster
dns allow 0.0.0.0/0
http allow 0.0.0.0/0
https allow 0.0.0.0/0
ndmp allow 0.0.0.0/0
ntp allow 0.0.0.0/0
rsh allow 0.0.0.0/0
snmp allow 0.0.0.0/0
ssh allow 0.0.0.0/0
telnet allow 0.0.0.0/0

data
dns allow 0.0.0.0/0, ::/0
http deny 0.0.0.0/0, ::/0
https deny 0.0.0.0/0, ::/0
ndmp allow 0.0.0.0/0, ::/0
ntp deny 0.0.0.0/0, ::/0
rsh deny 0.0.0.0/0, ::/0

2. @ SR AIESRBE F e AR INE MR DB BRIAPVERA AIERE: system services firewall

policy create

clusterl::*> system services firewall policy create -policy newIPv6
-service ssh -action allow —-ip-list ::/0

3. G HRBEN A FLIFLAARFIARIMEEARSS . network interface modify
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clusterl::*> network interface modify -vserver VSl -1if LIF1
-firewall-policy newIPv6

REI G R BUE R A ST R R

INRIEM ONTAP 9.1 5 ONTAP 9.0 iIX=Z| ONTAP 8.3.x , M SHA-2 tkP AP ISTTEE
FEREZFEHITIHHRHINIE. EEA MDS IR, HNEEZR,

1. AEHED SHA-2 BFPIKFIRE—NGEYER AR 2 5iffiE: security login password

-username user name -vserver vserver name
2. BigNZBEEMNZEWNAR, FLMTESIEE &8 SSH RIEFRURBAFRIRTEREHER,
EEFHEH SP BHREEED

NREAT SP BxhEMINEE (RAUANKE) , NIFEKIERE] ONTAP 8.3.x AEEFHE
i%g SP Elf%. SP Elft=BmEMEETIREREIRI ONTAP HRZASFh TR R AR AR

9NR SP BEhEFIRECER (FREIGXFEH) , NTE ONTAP ERHERIIZTMGE, BURFF SP B
BT EIEIRREFER IR ONTAP higZs Sz 4589k 2N,

"NetApp BIOS/ONTAP Z#F&K"

"NetApp T&i: RAEGFIZHT"

Alip R RS A IR RR R A P K BYSEER

INRIETEONTAP 9.8 ERRAE LEIZETHAFIKF . MEHKEIONTAP 9.9.15% B S hras(
HAE) -role Bk

BEXRN admin). REEREIONTAP 9.8 ERIRA. Bl -role BEHEERANERI
B, BE. ENNIIHERENERT IES,

EREEAEl. INRMIFRT SPREFAE. N=idR "rbac.spuser.role.notfound" EMS/HE.

BXEFMESR, BSN "EAE SP R
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