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1. ST T R R BRI B SIMNERFHRE:

cluster show

FULRAIR. FRETRIFBITIVIREE. BRBIMANEE.

clusterl::> cluster show

Node Health Eligibility
node0 true true
nodel true true

MREATREBITRAREEIAAFERM, BHRE EMS BEFRIHEIRH RKINE EHE .
2. BRRBFIEERNER:

set -privilege advanced

E‘Fﬁ)\ Y L\/{él‘_*é;;:o
3. WIFE RDB #iEMEEIFAES.

° BT AKX RIERE epoch FIHUERE epochs FZILER,
° FRET REVEIR M ENERRARR

BER, BTV AREETRNPEER,

£ 2RIk RDB #7g ... BALEE< ...
EENARERF

cluster ring show -unitname mgmt

SUBEIERE

cluster ring show -unitname wvl1db

EPMEOEIEE

cluster ring show -unitname

vifmgr



ZE 2RItk RDB #i2 ... WALGES ...
SAN BIBEFIPHIE

cluster ring show -unitname

bcomd

RAIERT SUEBIERFETRE:

clusterl::*> cluster ring show -unitname vldb

Node UnitName Epoch DB Epoch DB Trnxs Master Online
node0 v1ldb 154 154 14847 node0 master
nodel v1db 154 154 14847 node0 secondary
node?2 v1ldb 154 154 14847 node0 secondary
node3 v1db 154 154 14847 node0 secondary

4 entries were displayed.

4. REIFEENREKS:

set -privilege admin

5. MREIE SAN MIEFIETT, BRIESMNTAE2E T SAN PERE:

event log show -severity informational -message-name scsiblade.*

BT RHRYERT scsiblade FEHHRMNAETR SCSI T A F &R,

clusterl::*> event log show -severity informational -message-name
scsiblade.*

Time Node Severity Event

MM/DD/YYYY TIME node0 INFORMATIONAL scsiblade.in.quorum: The
scsi-blade ...

MM/DD/YYYY TIME nodel INFORMATIONAL scsiblade.in.quorum: The

scsi-blade

BXER
"REEE"
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1. B ERRTS :

ENE ... HATUEIRIE ...
HiE BT a. BRERIRITAIRLE

storage disk show -state
broken

b. EI S E R RIRIFAIRE L

IEFEH THIP B B AR a. BT, FENERRSHEMEE:

storage disk show -state

maintenance
pending reconstructing ---- .. FRHEEIPNERIR(ETA, ARG
B,

2. B ETYENEEEFHEEFERES) RS RRIEFMIERS 2RI +

storage aggregate show -state !online

LEEr LR ER not BRHIVERG. ARITEAARIERZAMZE, FIBREGEHGALTFEHRIIRTS,.

clusterl::> storage aggregate show -state !online
There are no entries matching your query.

3. @I BRER not BRI ERBIEFAE SRR M.

volume show -state !online

APITEARARIERZENZIGE, FrBEERUITEA AT,



clusterl::> volume show -state !'online
There are no entries matching your query.

4. WIEREREA—HNE:

volume show —-is-inconsistent true

EE"NetAppHliRE: BRWAFLA—HEVE SRR —RYR,

BXER

"HMENREEE"

I R AT a]
EIRFEONTAPER 251, BNIIEREEEENTP. UNEHFNEIEIRERED,

TR
1. WIS E R ES5NTPIRS 28 XEX:

cluster time-service ntp server show

2. WIS ARV B EAFNET B 2 S AEE

cluster date show

clusterl::> cluster date show

Node Date Timezone
node0 4/6/2013 20:54:38 GMT
nodel 4/6/2013 20:54:38 GMT
node?2 4/6/2013 20:54:38 GMT
node3 4/6/2013 20:54:38 GMT

4 entries were displayed.

HiNgB EEETEL

ERONTAPEEF Z 7. SN IDIESEBHEWBVRTS. WREMREG. B, NDMP (FAEEE R )RR (R (Fl40e]
2. MR, Boh. 2ok, ERFERFL)EEETHEA. WA FXESFILRRIISEM T EEHARISF
Eo

p
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1. EEEFAERSITHEHNRE. SERERLATIR:

job show

FURBIFR. BRNELEHBA:

clusterl::> job show

Owning
Job ID Name Vserver Node State
8629 Vol Reaper clusterl - Queued

Description: Vol Reaper Job
8630 Certificate Expiry Check
clusterl = Queued
Description: Certificate Expiry Check

BIFRERIEEZITHEHNERE. SRR IEL

job delete -id <job_ id>

3 WIFERRBRE. EHRBIEWIETEIZITHEHIA:

job show

TR EIS, EMERFE EESITHERPARIEL:

clusterl::> job show
Owning
Job ID Name Vserver Node State

9944 SnapMirrorDaemon 7 2147484678
clusterl nodel Dormant
Description: Snapmirror Daemon for 7 2147484678
18377 SnapMirror Service Job

clusterl node0 Dormant
Description: SnapMirror Service Job
2 entries were displayed

BXER

» "storage disk show"
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remove-cors-configuration.html
remove-cors-configuration.html
remove-nfs-trunking-task.html
remove-nfs-trunking-task.html
remove-nfs-trunking-task.html
remove-nfs-trunking-task.html
remove-nfs-trunking-task.html
remove-nfs-trunking-task.html
remove-nfs-trunking-task.html
remove-nfs-trunking-task.html
remove-nfs-trunking-task.html
remove-nfs-trunking-task.html
remove-nfs-trunking-task.html
remove-nfs-trunking-task.html
remove-nfs-trunking-task.html
remove-nfs-trunking-task.html
remove-nfs-trunking-task.html
remove-nfs-trunking-task.html
remove-nfs-trunking-task.html
remove-nfs-trunking-task.html
remove-nfs-trunking-task.html
remove-nfs-trunking-task.html
remove-nfs-trunking-task.html
remove-nfs-trunking-task.html
remove-nfs-trunking-task.html
remove-nas-bucket-task.html
remove-nas-bucket-task.html
remove-nas-bucket-task.html
remove-nas-bucket-task.html
remove-nas-bucket-task.html
remove-nas-bucket-task.html
remove-nas-bucket-task.html
remove-nas-bucket-task.html
remove-nas-bucket-task.html
remove-nas-bucket-task.html
remove-nas-bucket-task.html
remove-nas-bucket-task.html
remove-nas-bucket-task.html
remove-nas-bucket-task.html
remove-nas-bucket-task.html
remove-nas-bucket-task.html
remove-nas-bucket-task.html
remove-nas-bucket-task.html
disable-in-band-authentication.html
disable-in-band-authentication.html
disable-in-band-authentication.html
disable-in-band-authentication.html
disable-in-band-authentication.html
disable-in-band-authentication.html
disable-in-band-authentication.html
disable-in-band-authentication.html
disable-in-band-authentication.html
disable-in-band-authentication.html
disable-in-band-authentication.html
disable-in-band-authentication.html
disable-in-band-authentication.html
disable-in-band-authentication.html
disable-in-band-authentication.html
disable-in-band-authentication.html
disable-in-band-authentication.html
task-disable-ipsec.html
task-disable-ipsec.html
task-disable-ipsec.html
task-disable-ipsec.html
task-disable-ipsec.html
anti-ransomware-license-task.html
anti-ransomware-license-task.html
anti-ransomware-license-task.html
anti-ransomware-license-task.html
anti-ransomware-license-task.html
anti-ransomware-license-task.html
anti-ransomware-license-task.html
anti-ransomware-license-task.html
anti-ransomware-license-task.html

*EE... ERMEFEEREZE. BFHRITUUTRIE. ..
ONTAP 9.6 MREEBSnapMirrorAIF X R, "EEFEZXRFENXR

o

{E{EIONTAP 9hRZs
EIRFONTAPZ HiZ 1L R LESMBRIE

EMERIRASHIONTAP 9IFRONTAPEE 2 HI. BN HAEHZEXIERIFLE A BT
AISMB£iE,

@3 EF SMB 3.0 17X A Hyper-V 5% Microsoft SQL Server & imikalYiELEAIAH SMB 2, EHEEFAHKK
(2 A= S

p
1. W B BARE ANERSMBRIE:

vserver cifs session show -continuously-available No -instance

tbas LA BRA XA RIEREAISMBRIERIFME S E4E: ONTAP [REZHT, BNAEE],

clusterl::> vserver cifs session show -continuously-available No
-instance

Node: nodel
Vserver: vsl
Session ID: 1
Connection ID: 4160072788
Incoming Data LIF IP Address: 198.51.100.5
Workstation IP address: 203.0.113.20
Authentication Mechanism: NTLMv2
Windows User: CIFSLAB\userl
UNIX User: nobody
Open Shares: 1
Open Files: 2
Open Other: 0
Connected Time: 8m 39s
Idle Time: 7m 45s
Protocol Version: SMB2 1
Continuously Available: No
1 entry was displayed.

2. MBXE. BENEHENESSMBRIEFT FAIS M
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concept_consideration_for_reverting_systems_with_snapmirror_synchronous_relationships.html

vserver cifs session file show -session-id session ID

clusterl::> vserver cifs session file show -session-id 1

Node: nodel

Vserver: vsl

Connection: 4160072788

Session: 1

File File Open Hosting

Continuously

ID Type Mode Volume Share

1 Regular rw voll0 homedirshare
Path: \TestDocument.docx

2 Regular rw voll0 homedirshare

Path: \filel.txt
2 entries were displayed.

SnapMirrorflSnapVaultx ZHIONTAPIE R ER

Available

No

No

‘system node revert- to oo ’%‘L%ﬂﬁ%gﬂﬂuF%ﬁi%ﬁﬁﬂ%ﬂ']&fﬂSnapMirrorﬂ]

SnapvVaultX%. A REFTRIEREIE. B, EFRERZA], TN T HXEENR,

* Fi& SnapVault MIEFIERIFRGRRBLICER, ARBETF.
TERMER. IRFEEARR. EAIUERRSMMEXLEX R,

* SnapVault X ZREEEE LT SnapMirror SREESEHY:
° BYHRK

A R AR L SRR R RV E I X R

o MirrorAndVault

WMREEEFPERRXZR, NEIE SnapMirror SREEELH mirror-vault o

°
\

HIIBRFRE B HZHRGEXARMB RS,

* WIRIBRS FlexClone B#r#&HI SnapMirror X %o

* MIAEA SnapMirror SRBEEE AL ESE,

* MM ERIZ P EERIEER SnapMirror FREEHMIFR all_source_snapshot #2M,

-~
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() BBICHMBXHREAR (SFSR) MEBHTHRIBER (PFSR) HfF.

* WISTR SRTIETEIETTRIPME BN XA MIRIRERIR(E. A REMREIER,
TR LAE IR RIRETER, WA RIEERIEIE,
* WIfE R a2 MIFRIERIR ST B RN XA RIRIERIZ(E snapmirror restoreo

BXBEMEE snapmirror restore, IBEM'ONTAP mS$&E",

TEIXRONTAPZ Al iFXIEE#1TES HIEM IR ER T B =IE

TEMERRRASHIONTAP 9IX[RONTAPEEE Z Hi. EATIAREES BB AT EIRAIT
R [EFIR1E,

ZEMNEA RBNZEIRENE T AECNZIRMERIMHTIE, EF "NetAppHiRE: EIFEONTAP 9 Fi&E
W EEHERRR. EEMEETEZE"

MRABLRE LRANERT EELHERFMBUELSE, WBITEERES SRR 2 aEREIEESE.

p
1. BB LEITIOMERFRHEE

volume efficiency show -fields vserver,volume,progress

2. BILFRREHANHAN E S HAEMIPRIZ(E:

volume efficiency stop -vserver <svm name> -volume <volume name> -all
3. BIPREFNZBENBR:

set -privilege advanced

4. BERMETEIERERZIONTAPHY B AThR s :

volume efficiency revert-to -vserver <svm name> -volume <volume name>

-version <version>

AR BREE Vol A_ERIR TTHUEE R EIONTAP 9.x

volume efficiency revert-to -vserver vsl -volume VolA -version 9.x
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@ volume efficiency revert-to e T IRREHITLHALTH TR EHNE, s SARED R ZENE
F5.

O. MiTPERHE
volume efficiency show -vserver <svm name> -op-status Downgrading

6. MNRERKL. BEREFUBELTRKMHERE,

volume efficiency show -vserver <svm name> -volume <volume name> -
instance

7. BRI AE. REZEENRES

set -privilege admin

T AR ERETFEEE
TEIRRONTAPE B Z BEEIRER

TEMERIHRZSHIONTAP IR RONTAPEE 2 i, &4 22 FAPRA Snapshot REE HMHIBRTE
R E HFi kA 5 )BT A Snapshot,

WNRETE SnapMirror IFERIRR, MAMFERIBRUTREXRRA:

* FREAHHERGRR
* 7€ ONTAP 8.3.x FREIZHERBURRIFFEE X R
* YNSR7E ONTAP 8.3 x REMEIR T &8, NAFMBHIERIFREXR

HIE
1. NFREHIESVME A Snapshot 5k :

volume snapshot policy modify -vserver * -enabled false

2. NENT RMNRE2ASnapshotsEg:

a METRIVRSE:

run -node <nodename> -command aggr status

b. AEFNREZEHSnapshotHE:
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run -node <nodename> -command aggr options aggr name nosnap on

C. WHESIMTREEMTE,
3. ENT AMIIREZHSnapshot KB :

a. WET RIRE:

run -node <node name> -command vol status

A LATEan < i A9* Options *FI-R{ER 218root RKARIRIRE vol statuso

vsl::> run -node nodel vol status

Volume State Status Options
vol0 online raid dp, flex root, nvfail=on
64-bit

a. 7E1R& _ 2 A SnapshotHkEg:

run -node <node name> vol options root volume name nosnap on

b. WEHRB MM REEMIE,
4. MERFARE HRIRAS /S EIZBPREIRR:

a. BREAISENSR:

set -privilege advanced

snapshot policy modify -vserver * -enabled false

C. MIFRTI RBVACHThRASRER |

volume snapshot prepare-for-revert -node <node name>

e SR MRS MRS, RESHIRE _ LRVBSThRZNRR,
NRTEMPREMIRIR. WtanRRM. HBERIETERPRREB Z BISTRBE RS BRI B
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SERRFREERNIRIE. SAIREHIZTT volume snapshot prepare-for-revert i<, AEBHET—H,

clusterl::*> volume snapshot prepare-for-revert -node nodel

Warning: This command will delete all snapshots that have the format
used by the current version of ONTAP. It will fail if any snapshot
policies are enabled, or

if any snapshots have an owner. Continue? {y|n}: y
a. IEEEEMIBRIRE:
volume snapshot show -node nodename

b. YNRAMAFEEIBEITARASRYIRER. B3R ELMIFR:

volume snapshot delete {-fs-version 9.0 -node nodename -is
-constituent true} -ignore-owners -force

C. WHREBIMTNREELRTE,
d. REZIEENRRS!

set -privilege admin

() 2%t MetroCluster FRERMFMEBHTXE S,

AFONTAPZHi. 15/SnapLlock&i&E Brhig AR

EMEAIARZSHFIONTAP 93F[RONTAPEE: 7 Bil. SnapLockE&RI B ohie REAREM L E
TN, MARK. ENICESnapLockENEoNIRRE. HIREEEREMKEEN /N
BY %K,

T

1. BIFEBPEREFEEAT I HN B R HARAISnapLocks :

volume snaplock show -autocommit-period *days

2. BAZXHEM B R R EAPR SR/ \BT
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volume snaplock modify -vserver <vserver name> -volume <volume name>
—autocommit-period value hours

7EiRE MetroClusterfit & 2~ 5122 F B &btk FMIiR

EMEITITERARZSONTAP 9 BMetroClusterfic B 2 5, 2 HBohitRIsMIik
(AUSO),

p
1. #MetroClusterP B9 NERE £, BRI BRhITRIIMIIR:

metrocluster modify -—-auto-switchover-failure-domain auso-disabled

HXERE
"MetroCluster EIEFA MRS

FEONTAPEIRZ B, M RE THRURMEIF (ARP) REERIE S,

EMEFIONTAP 9.17.1 S ERARA 2 H], ERIZIT Autonomous Ransomware Protection
(ARP) IREME S EENESMEIN, FHRERERIERE ARP RREEES

Fraz Al
BEE SRR BEMIER ARP HRER,

p
1. FHREERZ BIEEhE S MmN ARP" H AR RERETE R,
2. EMEZAT, BHIAXLRMERR, HERER BHRHBRATER LR RIERENREHME EE

ARP 1515,
3. BITU &<, FHEEEMXFE ARP REEE!
volume snapshot snapshot show -fs-version 9.18

4. MrSESHXNFE ARP RESE:

()  UmeEEIRITEARLNONAPAFBHIH, THEFRRRARP (I, H5(7
HmS2El, FRREMTERBREIRBRIL B,

volume snapshot prepare-for-revert -node <node name>
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../anti-ransomware/respond-abnormal-task.html

ONTAP 9.18.1

7£M ONTAP 9.18.1 X[ Z 8122 A Autonomous Ransomware Protection FIE IS A

NREFEEHLRE) ONTAP 9.18.1, MIFTREIEFEERRIRE (12 /) ERAENEBIRET

ONTAP ARP BhEH. BiINEEXRE] ONTAP 9.17.1 SRERRRAZ 81, EHLE
ONTAP 9.18.1 W& LEZR BB AIEE,

P$IE
1. BESEFEECFHEE ONTAP 9.18.1 HESIRAHSE _EEE B 5= %

security anti-ransomware auto-enable show

2. 71 SVM LBFREE LR R#HRURH R B 5hE AED:

security anti-ransomware volume disable -volume * -auto-enabled-volumes

-only true

ONTAP 9.17.1
MONTAP 9.17.1 IFFREZFHI, A SAN & LHE FEHZRMREHIF

ONTAP 9.16.1 MERMRAARZ1EF SAN EONTAP ARP TheE, ZINETEIR/REEIONTAP
0.16.1 KE PR ZEIZEF SAN & Y ARP, LABKIEZIhEEFEEESHIRSH S B CPU
MERRIR, MIAHMNIERBRRAHITERSZFREM,

1. TR

System Manager

1. BB EME > &, REEFENET,

2. 1 Volumes ¥ %119 Security JEIN£H, 1%&#F Status M Enabled $]#%%| Disabled.
WmLITRE

1. 2% LS RRERP:

security anti-ransomware volume disable -volume <vol name> -vserver

< sSvm_name >

ONTAP 9.16.1.
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7EM9.16.1 9.161IX /R ZH1. TENVMeEH| EZMAHTLS

NRIBENVMe N EFRE T HFNVMe/TCPIEIZEMTLSZ2@E. NEEMGHEH.,
SRIG A BEMONTAP 9.161i1F R EEEY,
EZ

1. MENPRFFRTLSZ2BERE

vserver nvme subsystem host unconfigure-tls-for-revert -vserver
<svm name> -subsystem <subsystem> -host-ngn <host ngn>

LEE M FREFRERILEEN. AREFREGTEMOIZILLEN. MAEATLSEKE.
2. WIERBEMENFRRTLS R 2IBIE:

vserver nvme subsystem host show

M9.16.1 9.16 1R IR 2 Hil. BEZRAY BatreetEELEE

MAPI.16.1FF18. ERTLIEFONTAP REST ONTAP 9ih (8l B gtree i ThaE. HAE
EILRIE A ERITES. WREE Aqtree EBRA T Eatree5iz. MTEM9.16.17FR

ZHl. HIEIEE "ext_performance_monitoring.enabled Afalse,
AT R BT B gtreeBEISITIRIRERE"
M9.16.1 9.16 1R Z Fi. EMIPRCORSECE

NREBFEABERARLEZ(CORS)IHINONTAP S3EE D ER. NHTTIEEMBR. REAEE
MONTAP 9.1611 J,T?_\o

AT R "ERIERONTAPEEE",
ONTAP 9.14.1

EM9.14.1 9.14.1F R Z BT FINFSv4. 1 21E 4R

MRAZPEZERR T 4. NXIEMONTAP 9.14 138 R Z BITEERINFSV4. 1 iR S 28
2R,

TN revert-to B9, EREI—FESER. BINEELASUREZARRAFH,

FEE|ONTAP 9.131/5. FRAPHERZNEFIHEEIREIGHEMERE. MITNHIEEHERZEEm,. BFR
SKRERR, ERITH ’51—:8VME’JNFSV4 1FRYRETIM /B R IE R Z B8R,

HIE
1. 7ZENFSv4. 1RSS5 28 22 A4k
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vserver nfs modify -vserver svm name -v4.l-trunking disabled

2. BirREERIEZERE NFS .

vserver nfs show -vserver svm name

ONTAP 9.12.1

M9.12.1 9. 12. 13X [R 2 H. BEMIBRS3 NASTEEDERECE

NREANASEHIREEESIE FimiAinl. MEZIEMONTAP 9.12. 118 R Z BI{FEFAONTAPE <
1T E (CLN)IBRNASTZ(E 73 BB & FH M PR {r1 2 FRER S (S3F F ElWindowsZ Unix B ).

KFIAES
U MESBEERIENGE S T

* MIFRFAAERD STRRIE NN R EVZ (BRI B RTEIFMERE).

* WFRFAERBIER; 81 EAREBE—1TBER. FIMS3 NASTHiED ERFIRGTHIS HBVIR B RiAiE,
* MFR £ &

* WIBSFRA B ECE RIS3IRS 28MYEAldefault-unix-userflldefault-windows-user{&,

p
1. BIFRS3 NASTFE D ERECE -

vserver object-store-server bucket delete -vserver <svm name> -bucket
<s3 nas_bucket name>

BXBEMEE vserver object-store-server bucket delete, IBEI'ONTAP @mS$E&E",

=

2. HIBRUNIXAEY R FRBR S :
vserver name-mapping delete -vserver <svm name> -direction s3-unix

BXBEMEE vserver name-mapping delete, JEEI'ONTAP i &E",

=

3. MiFRWindowsHy2 FRBRET :
vserver name-mapping delete -vserver <svm name> -direction s3-win

4. MSVMARIBRS3MY -
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vserver remove-protocols -vserver <svm name> -protocols s3

(D))

BXMEMEE vserver remove-protocols, BEI'ONTAP @i S$&E",

EM9.12.1 9.12.13F R 2 Hi. B2 ENVMe® N B9 181E

NREEITHENVMe Y. NI ZBHRE DI, AR 8EMONTAP 9.12.118R
EE, NEXEZRAFERADH-HMAC-CHAPEIH R BHIE. NHREIZLMK,

P
1. MFRGHBIFRENIUAZRDH-HMAC-CHAP S 338 3IE :

vserver nvme subsystem host remove -vserver <svm name> -subsystem

<subsystem> -host-ngn <host ngn>

2. IFEEE M ENAHMIPRDH-HMAC-CHAP S I8 E N :

vserver nvme subsystem host show

3. BENMEFRMEFRAMAHITE R IIE:

vserver nvme subsystem host add vserver <svm name> -subsystem

<subsystem> -host-ngn <host ngn>

M9.12.1 9.12. 1R F Z A, j57EMetroClusterfit & 2 FHIPsec
MONTAP 9.12.1:&EMetroClusterfit B 7 &il. T2 HIPsec.

RRZBISHRITIRE. UfRMetroCluster ECE H /& H IPseclit B, EHREERR 281 BRI A RIE
fAIPsecECBEHZAHIPsec, SIRBETONTAP . NIIRREGEHELE. BIMES B RECETAAEF RKIEHL 201k,

ONTAP 9.11.1

MM O MARRZEN FBRE"B ERAMRFRIP TR

NREEEE B =3 HRIP(ARP). TTEM.11.1 9.11.1:F/FE|ONTAP 9.10.183, 7]
BESHMELEHE. HEHARPIIEES R,

FEONTAP 9. 1117, REFWRMHIFENERN T ZHAFZAEEMTKM)IFEE. MRENARFZEBHHRNIT
AIE. EXEMT_EK MGMTIFRNE. MERFEHREZER—FES. BHERELTEENRE LERARP,

BEENARIFNEERRERALERTIE. FARTLUEAONTAP G {TREETARPIKE., MNREEMTKM
HFA[E. System Managerf& 75 & E RARPIRTS,
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Ftb. WREHELEARPIEIRREEIONTAP 9.10. 1544517, IBHRFREERR ZFIRZE T MTKMIFRE, "7
fEARPIFH], "

ONTAP 9.6
MEESnapMirror[E& X ZHJONTAP 9.61 X R ARFKREEEIN
EMONTAP 9 61X [REIONTAP 922 81, #4417 f#ESnapMirror[E% X RBVESFT,
WMREEBSnapMirrorBFZ X &#. MERRZF. HORITUTETE:
* 1A IBR IR S IE TE R FANFSvA S SMBIR BRI ERISnapMirror[E1 & X .
ONTAP 9.5 732 #5 NFSv4 #1 SMB
* BT ERIR R -TR IR R EX B E P RYERISnapMirrorE & X %o
ONTAP 9/ #JSnapMirror[B 4 X R AR ZIF R G- RERRELEE, 5
* WNRIERHEAIBIONTAP 9.5 @A R A, MR R EHiESnapMirror[@% X &o

FLREIONTAP 9.67/\BYf5. ONTAP 9.5/08VB IR IR BB IONTAP 9.6V E A RER, Fit. w0
SRONTAP 95508 @AREBAR B, NEEEE T EEFHED SnapMirrorEF % Fo

TEHZEE ONTAP {Ei(&
AFLFIMONTAPH 2B, EUTMNetAppSZH i FREIRR IR, AEHITR

ZYO

TEONTAPIR{4BRIR

RHERERETTaRS, BOMANEEREINERMRE, Ea LM NetApp IFILRIREERTENTEES
RURRFFBRER, ElfFRRZAS(S %%ﬂﬂ#ﬁlﬂ#& RIS EIETE R TR LA ERRZSH) ONTAP BYB] AR SRR A R A E 4o

Y1RITMONTAP 0 5T B RARAE RNt App B MBI RS. NAA FRERTFZRESR
() HRMONTAPHHBRE, HEPEENeAppEME, MPEEAZRERMEKNONTAPIERE
FREBNtADp BTN RS, WRGELERE, BRI HPTE.

p
1. 72" T 3" NetApp S Hih m R X 15 P B B RONTAPER {4,
2. SHEIERHEME (BIE0, 97 g image.tgz ) RENetAppZiFihs

TR LU MR E FIZIHTTPARSS 28 B F TPAR S5 88 L B4R (HEARIR BV B REASHIS 43k

ZIRONTAPIR IR {&:
MNetAppzi%it & T BFTONTAPEEMUE S, ISHREERT A F,
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TR
1. BIPREKAIRENER:

set -privilege advanced

SEIRTIT (>)o

2. HIERRES, BNy LAREE,
3. REREIRG:
o W FHRAERL B X INT SMetroClusterfit B. FHIAUTHS:

system node image update -node * -package
<http://example.com/downloads/image.tgz> -replace-package true
-replace {imagel|image2} -background true -setdefault true

L L RIETERAE T R L FTEHA SRR ARG, BE—EETTRLETHEALEREG. B7EES
%;o “-background' it Bn LEZERYT BREWFFAEARGREN BRI FIREE ST REIERIARR

o WFET AR/ \ T saMetroClusterfE. TR NERF RN THS:
system node image update -node * -package

<http://example.com/downloads/image.tgz> -replace-package true
-replace {imagel|image2} -background true -setdefault false

e LA ENERE TN R L THAZERGMRE, EZX—ES M TR LETHHARERE. B7EES
o “-background'tbEr LERERY BEWRENEMRAFRE. ZREIFAERREREES T
lF‘\\J:O

4. BN ...y HIHR R4,
5. WIFR MG REE TR RRAES A L:

system node image show-update-progress -node *

LR ERMARE T HMLERN IS, ENZHRSETIG<, BEMETRESE ETRE AR
1", FEBHIRE N BIN

system node image update LA REREAKHETBIZRES HE . BRAEABRRESE, EoILBEXE
TikE<,

WRFIETT =MW &R, HFREREEMIN TEAREER TR L:
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clusterl::*> system node image show-update-progress -node *
There is no update/install in progress
Status of most recent operation:

Run Status: Exited

Exit Status: Success

Phase: Run Script

Exit Message: After a clean shutdown, image2 will be set as

the default boot image on nodeO.
There is no update/install in progress
Status of most recent operation:

Run Status: Exited

Exit Status: Success

Phase: Run Script

Exit Message: After a clean shutdown, image2 will be set as

the default boot image on nodel.
2 entries were acted on.

HXERE
* "RAST RBGEN"

A2 ONTAP &2

ERONTAPEREBF RIS R G hlf. EIEREBRIBERER I RBERARIFER).
BRI REF &

BRFEMEEFNIAEE. BN AEERERBSMBUEBIsHBRERETRF MG, AR, BRIUERERF
BN R SN RAEKE,

FHEZ Ao
* BB ERARIE
* BB SRR TR S EONTAPRA,
* IRELE R R REE AT ONTAP BEFIRE .
F1T: EEEEUHITRE
ERREMERT 22, CURIRAERERTME. HE LRI RIEONTAP,
S
1. BAURESIZENEE:

set -privilege advanced

ERGFIRTRIEGEERS . BN
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2. BiIrREEREBIRONTAPIE:

system image show

TP RAIERIBABFATARGREER T TR L!

clusterl::*> system image show

Is Is Install
Node Image Default Current Version Date
node0
imagel true true 9.14.1 MM/DD/YYYY TIME
image2 false false 9.13.1 MM/DD/YYYY TIME
nodel
imagel true true 9.14.1 MM/DD/YYYY TIME
image2 false false 9.13.1 MM/DD/YYYY TIME

4 entries were displayed.

3. BRSERFTAHUEBIfs:

network interface modify {-role data} -status—-admin down

4. TSR FEEEEEFlexCache X&:

flexcache origin show-caches -relationship-type inter-cluster

S MREFEEHEIRA. BREREFER LASIELIF:

network interface modify -vserver <vserver name> -1lif <lif name> -status

—admin down

F2W: EREETR

BRRER. EFBXRHANPHNE—IT R ARERENTR. AR, HEEPNESTIHANEE ILTIE.
BIFMETRYERRALE. NREFERNEMetroClusterftE. MEEMZEEEFHRMEHES LIRPE,
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AP REZTIR
p
1. EREFNEERAIT o

BRFETR, BIBITRNTRER LIF BRIEE,

2. AHAX I T R B TR R 4LT5

storage failover modify -node <nodename> -enabled false

XF HARX, RAFRA—REFERERE. IRWNENTRREAEERERE, NZTRBENTRE
R AEERIERE.

3. BT SR EARONTAPIR 4 BRIGIG B I BRIABRER :

system image modify -node <nodename> -image <target image>
-isdefault true

4. IEBFRONTAPIRHF RGBS EIRBENEIRIRATT R BIBIARRE

system image show

U TRAIER.13.1218E 7 Inode0 L RIERIABR A -

clusterl::*> system image show

Is Is Install
Node Image Default Current Version Date
node0
imagel false true 9.14.1 MM/DD/YYYY TIME
image2 true false 9.13.1 MM/DD/YYYY TIME
nodel
imagel true true 9.14.1 MM/DD/YYYY TIME
image2 false false 9.13.1 MM/DD/YYYY TIME

4 entries were displayed.

o W RS EAESIFHITRE

system node revert-to -node <nodename> -check-only true -version 9.x
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10.

1.

“check-
only BHATFRIRERZ BN IR RNERBIIEZ M. Hla0. ZARBRIEIMIPFAKEE
ShRZASHIONTAP IS RIZEAYIRER,

‘—version EEIEEXRREIAONTAPRRAS, a0, WNRERK.14. 11K RE!
9.13.1, MZIEIMMIIEME *-version /9.13.1.

TRT RBVEREFECE |

system node revert-to -node <nodename> -version 9.x

LB RERECE, AEEEM clustershell F7EH,
ERHERET, ARERAENEESES R Esystemshel BIHIAN*No*,
AIREREKIR0D R E KB A BB RERIR T

{FEHadminZE R EIEE£Shell,
)i EInoshell:

run —-node <nodename>

BRES clustershell f5, RIREREJ LD HETE], ABEERITFIER nodeshell 85, FAltt, WMRHLE
W, EEFI Lo, AREIR.

EETRNXHRAEKE:

revert to 9.x

e HFRIET RBIX A RARRERS EEEHER, ARTERZEE. WRWE T EAaRFF. W
ISR RX LR AREIIEBIT revert_to'@n<o

() eRrsEHasETRIRTRRL nodeshell ESHIEAES,

R autoboot /3 true , MIEGRLTRE, TRRBEMRBEHE ONTAP,

R autobootMfalse. MIEMLTMGE. B RLoaderte ™. BN ‘yes' LUEER. REFER
‘boot_ontap' FEhEFH BT 2o

TREMBHME. BIARRGRSERIET!



system node image show

ELUUTREIF, imagel @ HI ONTAP hkZs, HiZE N node0 LRI ETARES:

clusterl::*> system node image show

Is Is Install
Node Image Default Current Version Date
node0
imagel true true X.X.X MM/DD/YYYY TIME
image2 false false Y.Y.Y MM/DD/YYYY TIME
nodel
imagel true false X.X.X MM/DD/YYYY TIME
image2 false true Y.Y.Y MM/DD/YYYY TIME

4 entries were displayed.

12. BIET mRERRESZE A Fcomplete:

system node upgrade-revert show -node <nodename>

RSN BTN TR "FRE X FREERERFE"
13 WHARFHN B I N REE LRTE, AEHEMSMHAREE ERPE,
NREFEABZEMetroClusteric B, NFBEXNEEFNRMEFEEXLES R
14 REFIBTRE. AEEENRASYRML:

storage failover modify -node* -enabled true

BRRETR, BIBITRNTRERE LIF ERIEE,

cluster ha modify -configured false

3. BRTFEHRIERETS .
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storage failover modify -node <nodename> -enabled false

MNF HARX, RFZA—REFERERS. IRWNENT/RRAEERERE, NZTRENTRLE
WERAFERERS,.

4. B SR B ARONTAPIR A BREIS B J BRIABRER ©

system image modify -node <nodename> -image <target image>
-isdefault true

o. IIFEARONTAPH A IRE RS BEIREN BRI T REIRIARE

system image show

TR E79.13.1B18E Fanode0 L AIRBRIABRE |

clusterl::*> system image show

Is Is Install
Node Image Default Current Version Date
node0
imagel false true 9.14.1 MM/DD/YYYY TIME
image2 true false 9.13.1 MM/DD/YYYY TIME
nodel
imagel true true 9.14.1 MM/DD/YYYY TIME
image2 false false 9.13.1 MM/DD/YYYY TIME

4 entries were displayed.

6. METRAERIES R Hepsi:

cluster show -node <nodename>

TR RZT =58 epsilon :



clusterl::*> cluster show —-node nodel

Node: nodel

UUID: 026efcl2-acla-11e0-80ed-0f7eba8fc313
Epsilon: true
Eligibility: true
Health: true

a. ill]%ltt’ﬁ“ﬁﬁﬁepsjz BEZT R ERepsi tric Mfalse. LAfEepsiz RILUMERIENZT mBVECHT

=t

cluster modify -node <nodename> -epsilon false

b. @I EE X T R L epsit tRic Htrue. Fepsh FRENZT SRV TR :

cluster modify -node <node partner name> -epsilon true

7. P RESEESEFHITRE:

10.
1.

system node revert-to -node <nodename> -check-only true -version 9.x

“check-

only BB TFIMRERBINERRIERIZ . FIa022 R RIE SRR MR R 2 E S hRasHY
ONTAP[SBIZRYIRER,

X -version EIIENZEEME FIAIONTAPhRZS, REEONTAPIRARBIRME, Fli0, WMREE
M 9.14.1 hRZA[EIRE! 9.13.1 higds, NMIEMAIEN: -version EIWA 9.13,

B R RERALE, SAREEM clustershell 7EH,
TR R RERACE

system node revert-to -node <nodename> -version 9.x

EFHHMERETR. ARERZAONEREEE R systemshel B HIN Noo

el

BEREARI0 N M E KBS BE B R ERIET.

fEadmin& R ZI&EE¥Shell,
Y E|noshell :
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run —-node <nodename>

BRES clustershell f5, AIRERE/ LD HETE], ABEERITFIER nodeshell 65, FAltt, WMRHLSEK
W, 1EEF Lo, AREIR.

2. BRT ARG RARE:

revert to 9.x

EE P REIET RN AR AR E RS EEEFE ,\, f”*): EFIZECE. WIRMAE 7 EMAIRSMH. W
ISR RX LIRS AREIIEBIT revert_to @<,

() ©RR5EHERETRIZA R nodeshell BSHIEAER.

NS autoboot 79 true ,

&R autoboot 73 false ,

MEsrLTERE, TREERBEE ONTAP

M7ES<L5EmE, BER LOADER 7R, WA ... yes TR, AEER

boot_ontap FHNEMBET R0

1B PTREHRDE. BINFRGESERET:

system node image show

FELLTRGIH, imaget

TEHTHY ONTAP hitZs, FHIRE A node0 RIS FIARES:

clusterl::*> system node image show

Node Image
node0
imagel
image?
nodel
imagel
image?

Is Is Install

Default Current Version Date

true true X.X.X MM/DD/YYYY TIME
false false Y.Y.Y MM/DD/YYYY TIME
true false X.X.X MM/DD/YYYY TIME
false true Y.Y.Y MM/DD/YYYY TIME

4 entries were displayed.

14. BIET RRERRESZE

A Acomplete:

system node upgrade-revert show -node <nodename>

RSN B R TERL"
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15 HHAWHFHN S — M NREE LR E,
16. ZEM M RE. NERENRASTAN:

cluster ha modify -configured true

7. TR R LB REEREES:

storage failover modify -node <nodename> -enabled true

BXER
* "EFERERR S

ONTAPEIR EEHITAIIRIE

EONTAPE R G0 IE EB M F BB TR

ERONTAPEE . BNRIETREREITRIARY. BRERARMAER. UNKERRE

SRTEIRTS, EENEIEHEE, BEMEEIRTS,
IIFEBETTIOR

p
1. RPN R E S BRI B SNSRI FR 4

cluster show

FURGIR. EEHETIRRART. FRET RSB REBMAER,

clusterl::> cluster show

Node Health Eligibility
node0 true true
nodel true true

MREATREITRARERRATEFRM, FRE EMS BERRIEIRAH RIEIEFETE.

2. BRIRESGENER:

set -privilege advanced
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HIN ...y DAREE,

3. IHIFES RDB HIZMEEIFAE S,

o BN AMKASIERE epoch MEIERE epochs M ITED,

° FRE T RS hEEAERRAB R

HAR, STFARERBERENMPEER,

ZEItk RDB #i2 ...

EENARERF

S BELHIERE

EPMEOEIEE

SAN BIEFiR#HIE

HRAIERT SUBEBIERETRE:

clusterl::*> cluster ring show -unitname vldb
DB Epoch DB Trnxs Master

BALLERZ ...

cluster ring

cluster ring

cluster ring

vifmgr

cluster ring

bcomd

show -unitname mgmt

show -unitname v1db

show —-unitname

show -unitname

Online

Node UnitName Epoch
node0 v1db 154
nodel v1db 154
node?2 v1db 154
node3 v1db 154

4 entries were displayed.

4. R[E BB R

set -privilege admin

S. MNRIETE SAN IIEHIETT, BRIESIT
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154
154
154
154

14847
14847
14847
14847

node0
node0
node0
node0

REGT SAN PEURES:

master

secondary
secondary
secondary



event log show -severity informational -message-name scsiblade.*

BT IR HT scsiblade EHHERNIER SCSI T/ A FAHEIRES.

clusterl::*> event log show

scsiblade. *

Time Node

MM/DD/YYYY TIME node0

scsi-blade

MM/DD/YYYY TIME nodel

scsi-blade

BXER
"RgERE"

WA RETITIRON

-severity informational -message-name

Severity

INFORMATIONAL

INFORMATIONAL

HREFRERE, ENWIEHE, BEMNETIRES.

p
1. BEREEIRTS

Z10E ...

HE BT

[ETEH TP EERHEE

pending

scsiblade.in.quorum: The

scsiblade.in.quorum: The

HATIHEIRIE ..
a. BRERIFRELE |

storage disk show -state

broken

b. EITFELE BRI AV

a. BRATHER, FENERRSHEMEE:

storage disk show -state

malintenance

reconstructing -—-- .. ERHEEIPRERIRERK, A

Bk,

2. B ETYIENZEEE (BEFHERS) RS, RIEFMERESESEHN.
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storage aggregate show -state !online

LR ER not BRHIVER G. ARITEAARIERZAMZE, FIBREGEGILTFERIIRTS,.

clusterl::> storage aggregate show -state !online
There are no entries matching your query.

3. @I BER not BRAHERIVIEFAE SR RHIEEM:

volume show -state !online

FRITEAARNERZAIMZE, FREEEGIFENIRTS.

clusterl::> volume show -state !'online
There are no entries matching your query.

4. WIEREREA—HNE:

volume show -is-inconsistent true

EE"NetAppHliRE: R RWAFLA—EHE AR AR —EA )T,

IR Fimif i) (SMBAINFS)

WNFEEENHI, ik SMB 1 NFS B IRRVIAIR, LISIEERBESR BRI,
BXES

* HENRSEE"

« "storage disk show"

7ELONTAPIX R 5 IMetroClusterfic & /2 F B il

IEJFEONTAP MetroClusterficE /5. EwiZE A Bt IR, LA{RMetroClusterfit &
TG%J_.EI% 'f-.ro

p
1. BRBRNTRISMIR:
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metrocluster modify -auto-switchover-failure-domain auso-on-cluster-
disaster

2. I§iFMetroClusterfic & :

metrocluster check run

ZONTAPERG. BAHFELUNZEREE EixO

TEEMEHEAE, R LIF JeeE B EDEiSERZ RO, EREONTAPEE R, &
AR RFERATE E 5w O ERYEAILUN,

network interface revert S8 S BF YA EFIROLMN LIF FRFEF RO, piieRTmOEEET. BIZ LIF
BN&3EE LIF B9EEO; &8 LUEA network interface show a5 S HE LIF B9EiRO,

p
1. BRFIALIFBRES:

network interface show

IR 2R Storage Virtual Machine (SVM ) BIFRAE LIF BPIRZS,
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2.

3.

clusterl::> network interface show -vserver vs0
Network

Current Is
Vserver

Home

true

true

true

true

false

false

false

false

Logical

Interface

data001

data002

data003

data004

data005

data006

data007

data008

Status

Admin/Oper

down/down

down/down

down/down

down/down

down/down

down/down

down/down

down/down

8 entries were displayed.

Address/Mask

192.

192.

192.

192.

192.

192.

192.

192.

0.2.120/24

0.2.121/24

0.2.122/24

0.2.123/24

0.2.124/24

0.2.125/24

0.2.126/24

0.2.127/24

Current

Node

node0

node0

node0

node0

node0

node0

node0

node0

WNREM LIF BPIRES I Admin JAE R down BURES A false , BHEHITTF—F.

BREE AR

network interface modify {-role data}

RLIFRREIH Eim O

network interface revert *

4. BIEFREMSIFsEREUFHEROS:

36

network interface show

IHERBIER SVM vs0 BIFRE LIF U FHEERO Lo

-status-admin up

Port

ele

e0f

eza

e2b

ele

e0f

eza

e2b



clusterl::> network interface show -vserver vs0

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Home
vs0

data001 up/up 192.0.2.120/24 node0
true

data002 up/up 192.0.2.121/24 node0
true

data003 up/up 192.0.2.122/24 node0
true

data004 up/up 192.0.2.123/24 node0
true

data005 up/up 192.0.2.124/24 nodel
true

data006 up/up 192.0.2.125/24 nodel
true

data007 up/up 192.0.2.126/24 nodel
true

data008 up/up 192.0.2.127/24 nodel
true

8 entries were displayed.

BXER
* "D

{EONTAPX]R /5 /5 FASnapshotZk i
FREIFHARRASEIONTAPIS. &3 FIRERERBE A BE B #T T 4A B B IR IR
EEEH R AEERE AR A ONTAP Y B2 FREIREB TR

T
1. NFREHIESVMIE A Snapshot 5k :

volume snapshot policy modify -vserver * -enabled true

snapshot policy modify pg-rpo-hourly -enable true

Port

ele

e0f

eza

e2b

ele

e0f

eza

e2b
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2. FEIT R, BERERNSnapshot KK

run -node <node name> vol options <volume name> nosnap off

FONTAPE R GIQIEIPVElH NS B

MAEEIRRASH) ONTAP O SRR ETAE S S B0 A S RS L AR S H VBRI IPv6 B ASE S
H. CEESMIFRBOBAIESEEECERERS.

pg
1 B RPIEPAIERIE S BN SRR ITIL IR, IIEX SRR B A I

system services firewall policy show

UTRAIERT ERIASRES

clusterl::*> system services firewall policy show

Policy Service Action IP-List

cluster
dns allow 0.0.0.0/0
http allow 0.0.0.0/0
https allow 0.0.0.0/0
ndmp allow 0.0.0.0/0
ntp allow 0.0.0.0/0
rsh allow 0.0.0.0/0
snmp allow 0.0.0.0/0
ssh allow 0.0.0.0/0
telnet allow 0.0.0.0/0

data
dns allow 0.0.0.0/0, ::/0
http deny 0.0.0.0/0, ::/0
https deny 0.0.0.0/0, ::/0
ndmp allow 0.0.0.0/0, ::/0
ntp deny 0.0.0.0/0, ::/0
rsh deny 0.0.0.0/0, ::/0

2. @I B RIBA AE RS F AN ER D BORAIAIPVERA MBS B -
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system services firewall policy create -policy <policy name> -service
ssh -action allow -ip-list <ip list>

3. KRR A FLIFLAARYFIA IR MLEARSS |

network interface modify -vserve <svm name> -1if <lif name> -firewall

-policy <policy name>

IIEAREZIONTAP 9.8/ LUA R IR Z ARSI A A K

7£9.9.1 9.9 1 NEEhRAEF, -role AFPKFHSEBEENN " adnin, HRE
7ZONTAP 9.8 BB E2RRA LRIZE TR . HA%KFN9.9.1 9.9 1 EShkA. AREIER
[EIONTAP 9.8. N “-role’ 2 RN ERIBE, ENRIHERENERT AIIES.

OXRERE. MR T SPRFPRAE. MEIZR rbac.spuser.role.notfound” EMSIH S,

BXIFEAER, BEN "7i5E SP AIKF",
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