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security ipsec config show
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security ipsec config modify -is-enabled true
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security ipsec config show

ZERUFEEIE IPsec Enabled: trueo
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an Ll
cluster::> security certificate install -vserver svm name -type server-ca
-cert-name my ca cert
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security ipsec ca-certificate add @<
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cluster::> security ipsec ca-certificate add -vserver svm name -ca-certs
my ca_ cert
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cluster::> security certificate install -vserver svm name -type server -cert
-name my nfs server cert
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security ipsec policy create -vserver vsl -name test34 -local-ip-subnets
192.168.134.34/32 -remote-ip-subnets 192.168.134.44/32
Enter the preshared key for IPsec Policy test34 on Vserver vsl :

security ipsec policy create -vserver vsl -name test34 -local-ip-subnets
192.168.134.34/32 -remote-ip-subnets 192.168.134.44/32 -local-ports 2049
-protocols tcp -auth-method PKI -cert-name my nfs server cert -local
-identity CN=netapp.ipsec.lifl.vs0 -remote-identity ANYTHING
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security ipsec policy modify

CEE@NG]
security ipsec policy modify -vserver vsl -name test34 -local-identity
192.168.134.34 -remote-identity client.fooboo.com
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. $NSR{EF*subnetconfiguration (FMECE )* 2% MPsecE F i :

security ipsec policy create -vserver vserver name —-name policy name
-local-ip-subnets IPsec IP address/32 -remote-ip-subnets
IP address/subnet -local-identity local id -remote-identity remote id

CEEcaaN ]l
security ipsec policy create -vserver vsl -name subnetl34 -local-ip-subnets

192.168.134.34/32 -remote-ip-subnets 192.168.134.0/24 -local-identity
ontap side identity -remote-identity client side identity
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security ipsec policy create -vserver vserver name —name policy name
-local-ip-subnets IPsec IP address/32 -remote-ip-subnets 0.0.0.0/0 -local
-ports port number -local-identity local id -remote-identity remote id
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security ipsec policy create -vserver vsl -name test35 -local-ip-subnets

IPsec IP address/32 -remote-ip-subnets 0.0.0.0/0 -local-ports 2049 -local
-identity ontap side identity -remote-identity client side identity
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IPsec SAS # ike SAS HIIRES,

@ WRERIPsectEHEIZIHEE, ML EEBR/LMHITEIES security ipsec config show-

ipsecsao

RNl
IKESA sl

security ipsec show-ikesa -node hosting node name for svm ip
IPsec SA <4 tH Rl

security ipsec show-ipsecsa —-node hosting node name for svm 1ip

clusterl::> security ipsec show-ikesa -node clusterl-nodel

Policy Local Remote
Vserver Name Address Address Initator-SPI State
vsl test34

192.168.134.34 192.168.134.44 c764£9%9ee020cec69
ESTABLISHED

IPsec SA #n<>F%aH 1



security ipsec show-ipsecsa —-node hosting node name for svm ip

clusterl::>

Vserver
State

INSTALLED

security ipsec show-ipsecsa -node clusterl-nodel

Policy Local Remote Inbound Outbound
Name Address Address SPI SPI
test34

192.168.134.34 192.168.134.44 c4cbb3d6 c2515559
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