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security key-manager external enable -vserver admin SVM -key-servers
host name|IP address:port,.. -client-cert client certificate -server-ca-cert
server CA certificates

X “security key-manager external enable'an <1 “security key-manager setup 88, 1R
() tusEsSErETETZSS, adnin SYM BN SEHNEIE SVM, BAILLET
“security key-manager external modify 5<% KB IMBZRAEIRACE,

TR NBRIMNBEZIRER clusterl AZMIMIZERRSE. F— T EARSFERAE VAN
OE%E, F_IMERRSHEMER IP HUMEOAROEE, F=1EHRSHFER IPv6 UM im OHE5E :

clusterl::> security key-manager external enable -vserver clusterl -key
-servers

ksl.local:15696,10.0.0.10, [fd20:8ble:b255:814e:32bd:£35c:832c:5a09]:1234
-client-cert AdminVserverClientCert -server-ca-certs
AdminVserverServerCaCert

2. EETAEIER SVM ¢

security key-manager external enable -vserver SVM -key-servers
host name|IP address:port,.. -client-cert client certificate -server-ca-cert
server CA certificates

° WRFE SVM BEFIRRAT FiEfTi%6<, SYM BIARYET SVM, EaILUETT “security
(D key-manager external modify s K ERIMNIZIHE R E,

° ZMetroCluster IF1EH., MNREBRHEIESVMECEINEZIAEIR, NFRHNEE security

key-manager external enable I:ﬁi%\o

U T RABAIMIZEABE svnl FRARBHRSSFIAEKINGKCOS5696:

svmll::> security key-manager external enable -vserver svml -key-servers
keyserver.svml.com -client-cert SVMIClientCert -server-ca-certs
SVMlServerCaCert

3. MMEMEM SVM BEERE—D

eI AR security key-manager external add-servers S ECEHMSVM,

@ ‘security key-manager external add-servers SSBEEMX “security key-
manager add %, BXIFMESRE security key-manager external add-
servers, BBN'ONTAP eGi%E&E",

4. IIFFAEEEREMN KMIP REZSB 2B ERE:

security key-manager external show-status —-node node name
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‘security key-manager external show-status @SEEML “security

key-manager show -status #3<, BXMIEHEERE
manager external show-status’

®

-

‘security key-

, 1B M 1link:https://docs.netapp.com/us-en/ontap-cli/security-
key-manager-external-show-status.html ["ONTAP meBE ],

clusterl::> security key-manager external show-status

Node

Vserver

svml

clusterl

node?2
svml

clusterl

8 entries were

Key Server

keyserver.

10.0.0.10:
:0255:814e:32bd:£35¢c:832¢c:5a09:1234

£fd20:8ble

ksl.local:

keyserver.

10.0.0.10:
:b255:814e:32bd:£35¢c:832c:5a09:1234

fd20:8ble

ksl.local:

displayed.

O (AIE)BAX A ERIMNMES,

svml.com:5696

5696

15696

svml.com:5696

5696

15696

volume encryption conversion start

THRREZH, DAL BIINIEAEES,

BXER
* ECESRRIVIMNR R AR S5 28

"RYFRIIEAR"

"RETAEBRTRTS"
"RETAEERIND NS B
"RETHERBIPRTRS"

Status

available

available
available
available

available

available

available
available
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7ZONTAP 9.5 X ERhrAsH 5 NVE B RINIZEHEIE

BRI LUMER—1EZ 1 KMIP iRS 2R FIPEEA T HIRMBRENZH. &ZSAILUET
™ KMIP fR5588ERE— 1T R, BNEMERAM SRS EFIRELITRIMAERE

XFIAES
ONTAP AEBFRIFTE T RECE KMIP fRS3281ERE.

FreaZ Al
* UWMBRE KMIP SSL B IHFIARS 2L o
* BRI BEIE R BB TIES
* EEREIMFZAEIESEZ A1, TRIECE MetroCluster 315,
* EMetroCluster}fiz . AT RN £ L RABRFIKMIP SSLIEH,

p
1. AEENRRCERREERERE.

security key-manager setup
LR B o B EERRE,

@ 7EMetroCluster}FiEH, EAMEMNER LIETILES <, ¥4 7T 2 “security key-manager
setup 7E"ONTAP @i &ZE",

2. MR NER AR,
3. N KMIP BRS328:

security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.1

() #EMetroCluster FFifich, BFERMER LETHAHS

4. FINESMY KMIP BRS3 288 USRI TSR :

security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.2

() #EMetroCluster FFifich, BFVERMER LETHRH S,

S. WIFFME EEEMN KMIP RSB E I EE:E:

security key-manager show -status
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AT RSP IRBYE L ONTAP 65 <

W

="

clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available
clusterl-01 5696 20.1.1.2 available
clusterl-02 5696 20.1.1.1 available
clusterl-02 5696 20.1.1.2 available

6. (FIiE) A AEEIRNINES,
volume encryption conversion start

BB 2. BATRLiEINIZAEIESE. EMetroClusterffEH. HAMENTER M IER AL EIMBEEA
EIE,

B IR EIEONTAPERIE SVM BY NVE %48

MONTAP 9.10.1/M8. BRI UERENBIEFFER"Azure ZERFME (AKV) "
#1"Google Cloud Platform BYZ$AEIEARSS ( Cloud KMS ) "{RIFONTAPHIZEZ .
MONTAP 9.12.07 88, &R A] LUERFRIFNVEZRH" AWSHIKMS',

AWS KMS. AKV#1Cloud KMSETEFRIF "NetApp E1% (NVE ) ZiA" UEATFEHIBSVM,

EFUES
ALERHSITREHONTAP REST APIE B =IREIEFNZIAEIE,

EEATRERFRIPZAN. FEE. BAMBERT. #ESVM LIFRT5aFAERIEa# TEE, TAEEN
FRATSTIRERNEHEIERS#HITERE (EBTF Azure B9 login.microsoftonline.com ; i&RF Cloud KMS
B9 oauth2.googleapis.com ) . WREFHMEZEERNEH. EEHIET L EREREEAEERS,

AEEACRHEEEREERSN. BAEETRS:

* CIRMHAFHAEERIER T NetAppFiEINZ (NSE)HINetAppRR S INZ(NAE),  "FMEE KMIP" BT LABZ A,
* ciRHBEZHEERE R FMetroClusterfi &,
© QEEESUESVM LR E iR EHEE,
Fria2 8
* EHMEEHENNEIREER LEEEKMS,
* ONTAPES B I RS Z FFNVE,

s "N B ZEENZR(VE) M ZHEFP NEZAEEMTEKM)IF " (EX)XLEHFrHIEEEER"ONTAP
One",

* BRI EEEHSVMER S,
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* BIESVMA BB S EAMNESE. UREEATHEIERER, NRBIESVMEEMEE. NN LTE XS,
REBEEKMS,

BRIMNBEAERE
BRSNREREIRIUA T ERNRE R A E RS, AN AEERMIFRANEDR,
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AWS
ez A

s AR EIENZMIAMA B EFERMNAWS KMSZEACIEIEN, IAMBBMAEE—PMATFHITUT
IRERIERBE

° DescribeKey
° Encrypt

° Decrypt

BXBFAER. BEIHAWSH "B,

7ZONTAP SVM_E/E FEAWS KMV
1. Fazai. IEMAWS KMSIRELA )22 $AI DA Z 2250
2. BNPRRFEENER: set -priv advanced

3. BEAWS KMS: security key-manager external aws enable -vserver svm_name
-region AWS region -key-id key ID -encryption-context encryption context

4. HIRRE. WANEER.

S. MINBEMECEAWS KMS: security key-manager external aws show -vserver
svm_name

BXBEMISE security key-manager external aws, BSI"ONTAP fGi$&E",

<=

Azure J&IE
7ZONTAP SVM_E/E B AzureZATE %

1. Fazwl, EEEM Azure KPP REUE UM B HICIEEIE, BIEFIHZATIER. b, TR
EBPHMETNRBTIRERT. EoJLUERGSRIEEIIBENN cluster showe BXMFHAER
cluster show, BEIW'ONTAP i $E&ZE",

2. BNPRRFNRENEHR set -priv advanced

3. ESVM EBHAKYV security key-manager external azure enable -client-id
client id -tenant-id tenant id -name -key-id key id -authentication-method

{certificate|client-secret} CHIETRET, I\ Azure KPR P ISIEPHE P R,

4. IFREEEMBAAKY: security key-manager external azure show vserver
svm name WIRRSZEIIHAERERE. HEBEIEHIESVM LIFEZILSAKVEREIRERSHERE,

BXBEMEE security key-manager external azure, IBBH'ONTAP fp$&E"

= o

Google Cloud
7ZONTAP SVM_E 2B =KMS

1. FreaZ i, 1ﬁL,{JSON1§"Y%wcHXGoogIe Cloud KMSHK R Z$AXX I E BT, eI LITE GCP kP ik
FIERE. b, i stﬁﬁﬁﬁ%ﬁﬂhﬁ’]ﬁﬁﬁ%ﬁi?ﬂkzﬂaﬁﬂ Eo] LU R an S RIQE LT
cluster showo BXMIFHMEE cluster show, IBEM'ONTAP <& ZE",

2. BNPRRFNRENEHR: set -priv advanced
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3. #SVM_E/EHCloud KMS security key-manager external gcp enable -vserver
svm_name -project-id project id-key-ring-name key ring name -key-ring
-location key ring location -key-name key name HIMRTREY, ERAMRSIKF T AZA
A JSON XHHAR

4. I8 Cloud KMS @5 HECE T 1IEHIRYS %K. “security key-manager external gcp show vserver
svm_name B3R “kms_wrapped_key_status & "UNKNOWN" SIR:Z B RIEMEE, INRARSAHAM
RIEE, NEIEHIE SVM LIF #iI5 GCP ZABEERSHIERE.

BXMEMEE security key-manager external gcp, IBEMW'ONTAP mS$EE",

MNRENEIBSVMELE— N HZMIES. HEMENAINVEZAHEESVMIREZAEIEREE. NIXLERH
ROESEISMNBRIAEIRRSS . BEMAGSITRERNITIURME. /EITU T <. security key-manager
key migrate -from-Vserver admin SVM -to-Vserver data_SVMRﬁ&ﬁilﬂﬁ$§§ﬂ%SVMmFﬁ
BENVEZRZfE. A aeAtEFRIEIESVMEI ZHINES.
HXER

* "EFIEAFCloud Volumes ONTAPHINetApp iR A RINZ 5"

* "RETAEIEIERIMN

B

{#/ Barbican KMS EIEONTAPZ$H

MONTAP 9.17.1 FF4&, EAILIEER OpenStack B"ELLE KMS{RIFONTAPINZ

o BarbicanKMS B—IZ = F#M P& AR5, BarbicanKMS B] 3T {RIFLLHE
SVM HINetAppEINZE (NVE) Z$H. Barbican{k#fiF"OpenStack Keystone" , OpenStack
HEHRS, BTEMKIE

KTFUAES

Ea] LUEE CLI S{ONTAP REST API {#H Barbican KMS EeBZ$HEIE, 7£ 9.17.1 fR4asH, Barbican KMS X
BEELUTRS:

* Barbican KMS R3Z3FNetApp EfiEiNZ (NSE) #NetAppR &% (NAE), TE, ErILUER"IMIE KMIP "
REZEAEIESS (OKM)"BF NSE # NVE 4,

* MetroClusterfit & A~z ¥ Barbican KMS,
* Barbican KMS RaEN#UEE SVM LB, TEARFEIE SVM,

PRAFSHIRER, BIER "admin i5IRA A IRIT A T &I IR,

ez Al

* WECE Barbican KMS #1 OpenStack Keystone . & FTF Barbican 9y SVM 7R AETS & L1718
Barbican # OpenStack Keystonefz5%25,

* YNRIEIEFE A Barbican 1 OpenStack KeystonefR33 28 A B E X IEBIMAAE (CA), NATEH

security certificate install -type server-ca -vserver <admin svm>o

Bl HEE Barbican KMS B2 &
&BI L SVM GBI FTEY Barbican KMS EEEHEHEE. —1 SVM A LUE Z N 3E/ERIHY Barbican KMS BE
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, BE—RRAEBE—TRTFEIRS.

TR

1. 73 SVM I3 AYIEEEH Barbican KMS ELE

2. %

IR

ANY

fc

3. 1§

security key-manager external barbican create-config -vserver <svm name>
-config-name <unique config name> -key-id <key id> -keystone-url
<keystone url> -application-cred-id

<keystone applications credentials id>

° ~key-id'f& Barbican HAMEZEH (kEK) HEBHEINRRT. BERATEN vrL, 81F
“https:// o

$2 URL B8FIS (7). ASBTAEONTAPHSITENEE. BHAHERSH URL
() . CEBEERALUTHSRAEDI set —active-help false o MEAIMEAN
T e S EF B EEIEER set -active-help true’ TIEE Z{EB"ONTAP G55 E"

° ~keystone-url '@ OpenStack KeystonelEZMNENIE URL. BMWNTEN URL, 8%
‘https:// o

° “-application-cred-id BN FfEFEIE 1D,

g)\lttﬁ%\fé, AGRFRTERANAREFERERH, i< ReIZ—13EE58Y Barbican KMS F2

LU RBIeIE—NE ARIEESD Barbican KMS ECE configl  JFSVM “svml :
clusterl::> security key-manager external barbican create-config
-vserver svml -config-name configl -keystone-url

https://172.21.76.152:5000/v3 -application-cred-id appl23 -key-id
https://172.21.76.153:9311/v1l/secrets/<id value>

Enter the Application Credentials Secret for authentication with
Keystone: <key value>

JEHTEY Barbican KMS ECE :

security key-manager keystore enable -vserver <svm name> -config-name

<unique config name> -keystore barbican

A LAER LA < 7E Barbican KMS BR& z i8], @15 SVM EBEF7E E518Y Barbican KMS E2&, Mi%

BERQTIREIRES, HEEMHIERE,

JEHTRY Barbican KMS ECE 2 & AT EEIRA:
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security key-manager external barbican check -vserver <svm name> -node

<node name>

It Er ¥R SVM 25 = _EJEBDRY Barbican KMS ECERVIRS. 90, 308 SVM ‘svm1 ET = E nodet”
BB ERIH Barbican KMS B2&, U Ta<iERENZEEIVRE:

clusterl::> security key-manager external barbican check -node nodel

Vserver: svml
Node: nodel

Category: service reachability
Status: OK

Category: kms wrapped key status
Status: OK

E 3 Barbican KMS ECEREIEMIZE
A BB M EFETNEIEEENEY Barbican KMS BB HENIRE,
SIE

1. &FF SVM B9 71 Barbican KMS Bi& :

security key-manager external barbican show -vserver <svm name>

£~ SVM £& Barbican KMS BLERIZEH ID. OpenStack Keystone URL F1RZ A2 E4E 1D,

2. §#f Barbican KMS BEEHISE :

security key-manager external barbican update-config -vserver <svm name>
-config-name <unique config name> -timeout <timeout> -verify
<true|false> -verify-host <true|false>

It e S EHISE Barbican KMS ECERVEBIIFIINIFIRE, timeout  HEONTAPTEEEANFIHFRT
Barbican MANAYESE] (LAFPRENGL) o BRIN timeout @+F ‘“verify M “verify-host HE
EEEZARENDHIE Barbican FHHNBMFENEZ. BRIANBRT, XESHIGEN true. X
‘vserver fll “config-name’ S EHNEN. HtWSEHE AL,

3. MNRFE, HEMETNHIETEEDA Barbican KMS ECERIEHE:
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security key-manager external barbican update-credentials -vserver
<svm_name> -config-name <unique config name> -application-cred-id
<keystone applications credentials id>

WAL LE, RERBRTERANBINBRERZEZH.

4. IIRFE, HESNH Barbican KMS BLEE EKHI SVM ZENNZEZEH (KEK):
a. FAUTAHEAMEEXLD SVM KEK security key-manager external barbican restore .

security key-manager external barbican restore -vserver <svm name>

It EF$FiBiT 5 Barbican RS 281815 KM E JET) Barbican KMS ECEHRY SVM KEK,

5. dNRZE, &Kk Barbican KMS FiBE#H24H SVM KEK:
a. BNPREFNEERNER:

set -privilege advanced

b. FEREUTAHREHZIH SVM KEK security key-manager external barbican rekey-
internal :

security key-manager external barbican rekey-internal -vserver
<svm_name>

LS NIEER SVM £RFHEY SVM KEK, HEBHHE SVM KEK EfFTEREMEZRH. #HE SVM
KEK 5= 2853489 Barbican KMS B2 & HI{RIF,

7T Barbican KMS #1 Onboard Key Manager 2 g% %A

ERI LUE A M Barbican KMS T B EHZAEIESE (OKM), RZTFR. ETHREX OKM WESER, ES
5"7E ONTAP 9.6 NEShRAHEARHEZAEE" .

p
1. BIREFIRENER:

set -privilege advanced

2. NREFE, ¥2ZEAM Barbican KMS TF% 3 OKM:
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security key-manager key migrate -from-vserver <svm name> -to-vserver
<admin svm name>
‘svm_name' 8% Barbican KMS EZEHI SVM BIZ FF
3 INREE, BEZIAM OKM iE#5 %! Barbican KMS:

security key-manager key migrate -from-vserver <admin svm name> -to

—-vsServer <svm_name>

2 MIBR Barbican KMS EZE&E
TR LIRS B NZEE7ES) Barbican KMS F2&, F HAILMIBRIFERIRY Barbican KMS F2&,
SB

1. BIPRERAIRENER:

set -privilege advanced

2. ZRETHH Barbican KMS &

security key-manager keystore disable -vserver <svm name>

YR SVM LE7F7E NVE &L, NHFA@REE], SWiTZEAEZRE Barbican KMS ECEZ i, BUEHH
Barbican KMS ECE A HEME NVE £ TR EH, FESZHHE1ERIR Barbican KMS ELE,

3. MIFRA;EENHY Barbican KMS ARE :

security key-manager keystore delete -vserver <svm name> -config-name
<unique config name> -type barbican

{EONTAP 9.6 X EShrA<HZF NVE Bt EZIAEIE

ERI L ERREZ A EESRIPESFA T HRNZESENE SR, EoIEhRNEE%E
MEWENESTRE LERARHEHREER,

XF IS
H9

BB TT security key-manager onboard sync BR<o

~—

NREFERANEMetroClusterfitE. MMATUETT security key-manager onboard enable 83, A[GIE
1T security key-manager onboard sync 88, HESN LERHERNZILDEE, BT security
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key-manager onboard enable BF<. AREECEEE LRP. WAFEIEIT enable @,

V¥4 7 #2 “security key-manager onboard enable’#]1 “security key-manager onboard sync' 7£'ONTAP i %S

[e]

HINBERT, ENBRTRANAEEMAEREIRSREEEE, BoJUER cc-mode-enabled=yes &I,
KEAFPEEMBERANZIEDIEE,

=z

B

FFFNVE (MIRBIZE) cc-mode-enabled=yes. FRALIENS volume create M volume move start
L EBHNE, EATF volume create, MEFIEE -encrypt true. EATF volume move start,

MITCEFERE -encrypt-destination trueo

EECEONTAPEUEMZERY, AT HRERUNZRRTG S (CSIC) WEXR, IR NSE 5 NVE —EEfER, 3

HBARTERTERN TERRAZAEES, &'CSFC R ZEETT,

TEREERX T AR ZEAEIESEN (cc-mode-enabled=yes). RFETHAFBEIUTAR

HITER:
* MEAERT TETE, RS BEESANNERZEEES,.
MR 5 MENERFIEKRM, BFFF 24 /)N EFEHT 2UEEREH,

* RYUREFTER NetApp RSA-3072 KIBEZIEH UK SHA-384 RKI3E 2RI E %
M, MASEAEEMN NetApp RSA-2048 RIZZ ZIFFHH SHA-256 RIBZ ZIHE,

ARE<BEINEZMRFELRNIEEGAT SR BN WNRWIEMT), RER

BEHTEGERIENT—F,; &N, BGEMRK. 1472 clusterimage 7£"ONTAP

AN
mLBE",

@ RHEZREERFEREEEZ RN EESRET. SRAEFBHRFLN, ZREFHESNAE
RetiElR. RAFLLEE 30 WRBRZKIERF.

ez Al
* B ERREEE R RHITIES.
* EERERHZAEESEZA, EIECE MetroCluster IF157,

TR
1. BERAEERRE:

security key-manager onboard enable -cc-mode-enabled yes|no

®E cc-mode-enabled=yes EXAFPEEMEHERAZHEIESIZINAEIE, WMFNVE

MR EIKE) cc-mode-enabled=yes. FEABIENSE volume create # volume move
@ start MYEBMMNE, o - cc-mode-enabled EMEMetroClusterft & P A2 X2 1,

o Security key-manager onboard enable mYHETER security key-manage

setup ¥

2. MN—NTTF 32 B 256 DNFRIZIENE, HEXWN T ‘cc-mode”, WA—NTTF 64 B 256 NFRFZIE]

25,

(

r

il
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@ YNRIETERY "cc-mode’ " BHIFEIEDTF 64 NFAF, NERPEERRERIEBRERENGE
ERTRZEIZE AMHIEER.,

3. FEEEIEMRINR TR, EFMANELEIE,
4. BIFREELIRSHIIERA:

security key-manager key query -key-type NSE-AK

@ ‘security key-manager key query B¥EENfL “security key-
manager query key %o

BXMEMSE security key-manager key query, IBZM'ONTAP <& E",
S. BRI LRI AN A EHRIRANE S,

volume encryption conversion start

BB 2. PRSI ERAZAEIESS. EMetroClusterffEH. HAMENTER N IER AL EREZ
EIEEE,

RS
REREEE SRS R SR, MEERER,
RERNDAEESTRE, FTHEEEENIFRRASININRSNE, B THENRHEHEEES"
GET
EREEH Y
R BB A
RS ERREREREY
R T EIRRRED A

7EONTAP 9.5 N EERrZA<#y NVE BHIREZHETE
el L AR E RIS IR FRIPEE A T A RNNEBHIENZ R, BN INEihRNEED B
MEBEENE N EE FERAREZRAEIESS,

% FILfES
#9

RIAIETT security key-manager setup @B

o

NREFEANZE MetroCluster BCE, 1BEFLATEN:

* 7EONTAP 9.5F0, WAJUEIT security key-manager setup fEAMIERE F. JA/G security key-
manager setup -sync-metrocluster-config yes {EIZfE&EEf . EE LERHERNEEAEE,

* 7EONTAP 9.5Z HiBShRASH., BB TT security key-manager setup {EASHIEEE F. FFKL20
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. PAIGIBTT security key-manager setup (EiZizfE®t . &N LERERMNEIEIEIE,

RINMBERT, EFNEHTRNAERMARAEIERTDEE, MONTAP 9474, ERILUER -enable-cc
-mode yes #EHl. EXRAFEENRMERANEZLIEIE,

FFFNVE (JIRBIZE) -enable-cc-mode yes. FRAEIENSE volume create #l volume move start

L BINE. BEATF volume create, MFELHEEE -encrypt true, EATF volume move start,
MIFTCFEFERE -encrypt-destination trueo

() =m@EsRews, SABFEHHA

a2 Al
* NRERE NSE 8¢ NVE 55MRETAEIE (KMIP) AR5 88— e, 1BMIFRIMNEZ A E ISR EUERE,
"MIMNER R A E IR R R IR AR A E IR

c BN EREIER A SERITIHMES.
* EEREERSZIAEERZH, AAiLEMetroClusterifiz,

p
1. BEERREERIRE:

security key-manager setup -enable-cc-mode yes|no

MONTAP 9.4FF48. f&RILIER ~enable-cc-mode yes IEAMER AR EEHBIEHE
@ ANZIEIERTINEIE, WFNVE (MIREIKE) -enable-cc-mode yes. FREIENE

volume create M volume move start FRS=BEINNE,

IUTFROEFIATE cluster! LISERAEIER, MAFTEBRENBMNERNZILDEIE:

clusterl::> security key-manager setup
Welcome to the key manager setup wizard, which will lead you through
the steps to add boot information.

Would you like to use onboard key-management? {yes, no} [yes]:

Enter the cluster-wide passphrase: <32..256 ASCII characters long
text>

Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>

2. N ... yes ERTFUERERNTAEE,

3. EEMERIBR AL, WA 32 B 256 MFRNEIIFEIE, HEXTF "cc-mode™ ", WA 64 F 256 MFRF
HEIAEIE.
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C) YNRIETERY "cc-mode’ " BHIFEIEDTF 64 NFAF, NERPEERRERIEBRERENGE
ERTRZEIZE AMHIEER.,

4. EERWEEERIAMRTEL, ENRARLEE.
o WIFRRENFIBET REERA:

security key-manager show-key-store

clusterl::> security key-manager show-key-store

Node: nodel
Key Store: onboard
Key ID Used By

<id value> NSE-AK
<id value> NSE-AK

Node: node?
Key Store: onboard
Key ID Used By

<id value> NSE-AK
<id value> NSE-AK

AT R “security key-manager show-key-store TE"ONTAP s 5&E",
6. (A GANAERIRAMES,
volume encryption conversion start
TS M BEIRY SRS, EMetroClusterifiEd, ERMbSE FHITRE,
e/
BELEESFIEEEAALUIMITLME, UIERER.,
FERHTAETEREEN, B EEENIEHMAZININRLMUE, UBRERE, B Fih&hiREmH

BIEER"

BXES
* "FEIRMIREEZREERER"
* "MIMNBEZIREIET R EIRERIAEE"
c "RERIABIRR B TRRAE"

20


https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html

EFTAINBYONTAPT RS AR Z HEE

ER L ERREE A EESRIPEERA T HRNZESEENZ R, EoEhRNEE%E
MEEENES R LB RIREEREER,

3T FONTAP 9.6 NEEhRAS, EMAIIEIT security key-manager onboard sync SX[AE
EBANT S HITIE RS,

@ 3 FONTAP 9.5 EBRRRA. HIIBTT security key-manager setup Bp<o
MRER T RANEEEIRAZEIAEIENES, BTSRRI EXRNEDR.

WNRIE(FEE MetroCluster Bt B, EEE LT EN:

* MONTAP 9.6FF18. EWAIDUEIT security key-manager onboard enable BFA{EAMER HiE1T
security key-manager onboard sync EinfZEE £, T8 LERMERNZEEIE,

XM security key-manager onboard sync‘ﬁéﬁﬂ%—%\ “security key-manager onboard
enable, IBBI'ONTAP i< &ZE",

* 7EONTAP 9.5F0, WTUEST security key-manager setup fEAMIERE . JAfF security key-
manager setup -sync-metrocluster-config yes FEinfEER . T8 LERERNEEIEIE,

* 7EONTAP 9.5Z HiBShRASH., BB TT security key-manager setup {EASHIEEE F. FFKL20
. SARIETT security key-manager setup EIZfZEE . EEN LERAERNZEBEIE,

HINBERT, ENERTRNATEEMAEIREIESRZIEEE, MONTAP 9.4FE. ERILUER -enable-cc
-mode yes M. BEXRAFPEEHBHERANEREIEIE,

JFFNVE (WIRBIZE) -enable-cc-mode yes. FRALIENSE volume create fl volume move start
L EBMNE, EATF volume create, MEHIEE -encrypt trueo EATF volume move start,
MFEEIEE -encrypt-destination trueo

() mmmmsstan, FEESA. BBE, CTMERERHNGE,

GEECET
EEEGHS

R THEIRRINDE A
R TRERR AR

21


https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+onboard
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+onboard
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+onboard
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+onboard
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+onboard
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+onboard
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+onboard
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+onboard
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+onboard
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli//security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli//security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli//security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli//security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli//security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli//security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli//security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli//security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli//security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli//security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli//security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli//security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli//security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli//security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli//security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli//security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli//security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli//security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli//security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli//security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli//security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli//security-key-manager-onboard-enable.html
https://docs.netapp.com/us-en/ontap-cli//security-key-manager-onboard-enable.html

RS B

HRINFRE © 2026 NetApp, Inc.o (REFFENRF, REEIR, REMRFABESLBEITFA, ANAEPZIMRIR
PRERSOARUEATRSEIERFER (B BFIMAN, SERH. 5. REAFHEERFL
RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
M BAM. 1B, ETMSERERL (BEEFRTHIEABMERS; £H. HEFES EHRL
; EWSHE) , BEREMNAUREFEHFRERL, BEHTEE. mRIEIENTH (BEHRZHE
fth179) , NetApp HARFAIETE, BIEERSNEFE LRRRAIATEEM,.

NetApp (REEARFITEMBIE S FHERS M A S PR R E A~ it 1T ECRBIAF) o FRIE NetApp LAFBEATVER
HER, SN NetApp AABREAASHEFR i~ EERRESRX S, ERNMER~mARTIREG
NetApp BYERIZFIMN. BIRNEEREMAIRFRIFA,

AFMRPRANTMAIEER I ZHEE T, SNEZTFHIEFERIBRIZ BRI,

BRNFIHEE: BFER. E5IsiATFANESS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) P FEARIENF] — IEFWA"EFE (b)(3) FMEBRBIFZHIILIR,

AXAEFFES RSB =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEEE. RIE
ISR HBIFRE NetApp FARBIBMITEVRGEEELER, HE2HMAREFL, EEBREX XL
ENERNAEI RS, 23k, SRERAEENGTE, ZFBERaEL, WAREFE, BMRESR
FHIRFARIBIN EE BT ERABE X EZEaRZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BEHETXLELHIE, ZEBRXERIPENYIET DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].

BIHER

NetApp. NetApp #RiRF1 http://www.netapp.com/TM _EFRFIBIETRE NetApp, Inc. BIETR. EMATM~HRA
il ge = HE BB & BIET.

22


http://www.netapp.com/TM

	配置NVE : ONTAP 9
	目录
	配置NVE
	确定您的ONTAP集群版本是否支持 NVE
	在ONTAP集群上安装卷加密许可证
	配置外部密钥管理
	了解如何使用ONTAP NetApp卷加密配置外部密钥管理
	使用ONTAP系统管理器管理外部密钥管理器
	在ONTAP集群上安装 SSL 证书
	在ONTAP 9.6 及更高版本中为 NVE 启用外部密钥管理
	在ONTAP 9.5 及更早版本中为 NVE 启用外部密钥管理
	通过云提供商管理ONTAP数据 SVM 的 NVE 密钥
	使用 Barbican KMS 管理ONTAP密钥

	在ONTAP 9.6 及更高版本中启用 NVE 的板载密钥管理
	在ONTAP 9.5 及更早版本中为 NVE 启用板载密钥管理
	在新添加的ONTAP节点中启用板载密钥管理


