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ACENVE

HEEEE AN B S < NVE

ELEFANEZ ], ENREERBRAEE X NVE . ErILIER version s ARE
SRR,

RFUIES
ERRAEERFPEMAT R LIZTTRRE ONTAP hitZs,

p
1. WE IR R AN B 5 NVE ¢

version -v

MRS LHHERXA "10no-dare’ " (XFF "no Data at Rest Encryption™ ") , EEERNFEERES
B, MARZIF NVE "SHFFAEE"

UTHSAHRELEREZIINVE clusterls

clusterl::> version -v
NetApp Release 9.1.0: Tue May 10 19:30:23 UTC 2016 <1Ono-DARE>

A%t 10no-DARE RNEHIEBFR AN A ZHENVE,

LRV
VE FAIHEEBENEREFRAET R LERLINEE. SRR FAIE, AR7EEfE
F3 NVE X EHITINE,

Faazal
* BB EEEERTERITIES
* BUIMEMHEARLWEIVEIFENER Ao

p
1. AT RERVEIFEIE:

system license add -license-code license key

TS E AR AL A)IE AAAAAAAAAAAAAAAAAAAAAAAAARAA,

clusterl::> system license add -license-code
AAAAAAAAAAAAAAAAAAAAAAAAAARAA


https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html#support-details
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html#support-details
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html#support-details
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html#support-details
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html#support-details
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html#support-details
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html#support-details
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html#support-details
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html#support-details
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html#support-details
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html#support-details
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html#support-details
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html#support-details

2. @ BRER FRFTAIFONIERIIE R T E LRI AT :
system license show
EXRENGSIEE, BERGSFMI

UTa<$BERENREIFAIE clusterl:

clusterl::> system license show

VEFAHEE R IR VE.

ECEINIRHER
BN TR e

EaIMER— 1 HZ MNP R A EIEIRS 28 RIRIPEEF A T AN ZEIENZE R, MR
IEERZB[BEEREMEFTNE=F RS, AERAZAEETIREEMN (Key
Management Interoperability Protocol , KMIP ) AT =g #HZH,

@ XF ONTAP 9.1 REERRA, AR T RERE LIF DL EEETREEAGNEO, AR
REfEAIMERE A E TR 2R,

NetApp &£11Z (NVE) 7£ ONTAP 9.1 NEShRAPZIHFHRFZEAEIEEE. MONTAP 9.3F 8. NVEZHFIMD
ZREER(KMIP) IR FHZEAEIEES. M ONTAP 9.10.1 Fia, ERILIER AzureZ ATFE5Google CloudZ A&
23RS RIPNVEZEEH. MONTAP Q.11 1FF 4. ErIE— M EHPEREZMNMINIRAEESS, B8N HEE
BHIEEARS 2R,

fEFASystem ManagerZ 25 R S IR

MONTAP 9.7H%4. ErILUERAIRFZAERESFHENEESHIIEMNINZEZA,
MONTAP 913184, EiRr] UER IR A E IR REF A EIEX LA,

RHZAE RSB RAFEEERABN R HIEEPHNEHITER, HEENER, IR AEESEATEE
BIMNITFAERIBIRE A, HE R LIRS B oStorage VM, AILUER— 1M ZNMIMNIZAEIESR, BHAEUT

.

* IRBATIRHZAEES. WEEESEHRBRIMNIRAEIER. EBr]LUTEStorage VM7 B AIMBE
HEER,
* NREEEBHLFIBRTINIRREES. WA EBAREZAEESS,

fERIMNRZEIAEIEERAY. B Storage VMK RZ ] LUEMIE N ERIARS B[, B8P ERPRSBRZAS
=N REIRARSS 2RAA RS BT
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VMEEMLEERH. NN ZA SR AMeIERE, B8 W "CIELIF (WEZEO),

FTE
&R LA M System Managerf B REII EF IAEC B SN IAE ISR

1. BERCEIMNITIAEIRSE. BRITUTHBRIRZ—

TER S FraaL 8

fCEZAE RS EE>GE” REpE*Security* &3, TEINE T, 1&F o i
E N AEIERS

AN E Eig>*3F* T HRINAHE EPFE IEERHEER'NE
TAE, EFEIMNI R E RS

EEEE EER B REENDH, EFESEME. RE. EFE
BERAEESR EFRIINEATER

ECEMZE ({XPRStorage  7ZEfiE>*1FiEVM* L% Storage VM , %&#F*Settings*iEI -k, L%

VMEE A EER) Ty INE gL, ‘ﬁl‘:?%Eji

2. ERMERRRS . BERE 4 add, ABES™ PSR ENZ WO F Ko
3. BREMMBIEBTITEKMIPARS SBCAIER* T KMIPE FIRIER*FEH, ErI BT T E—1R1E:
° ﬁ_f#i% ‘;ﬁ" EERERNEZAEERNELREILER. (AJMERSMIRSCAILER. BEREEE—ITEF
Ui o
° EFEAINFNER ORI R L RBIERFH R IR EISNB R A E IR,
° WERE . x FUBEB R BRI RSN A EIE RN E T RIED,
4. ERNINGEBNRIAMRSS 2R, B R ARSS 2T RIEEFE AN, FHRMEIFAER,
S. FEEHMREF LISTRECE,

RAEIIA SN IR E IR
NEEEREIMNIZHEERS. WATLUENHEIE,

TR
1. BYRiEIMNIRIAEIEBNRE. BRITUTHBESIRZ—

SEE S TP &
SECCESINPRAERSE KE>RE” REPE*Security* B3 FEIIE T, &R 1, ARk
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Storage VMSEEISMNEE  FEfiE>*TEEVM* 7% Storage VM , 1E#E*Settings*IEI£, %%
fHEIER MR ME SRR, &iE 1, AEEEREIND
ZIAEIEE

2. IEEARSH[/IITZHRS I RP. EoURITUTIRE:
WEFERINFZAIRS 28 + Addo

BEEERFREAIRSS RS | T ESRARSHBIMNRETRIRE. SZEEARS I KEKBIHEE)
$AARSS Bt AR E IR,

&

ES% (@t rﬁ«

RSN A E TR AR
NRERMME. WA LUMERIMNEDZZ A E IR R,

TR
1. EMPRIMBRIAEIRSE. BRITUTERZ—

EE Sn Fia g

SKEECEIINDPRAEIESE SRR EY RENEI*Security*#53. EXMET. @&FEE
[k RSN A E IR SR,

Storage VMSEEISMNEE  FEfiE>*TREVM* 7% Storage VM , 1E#E*Settings*iEI£, 2%

eSS MTRINE SR, 4% 1, AREERERIMT

RIAEIEE

EEREER ZEESER

NREEE LR TSN BHREES. WNIREAN— N ZAEERTIBINE N EAEIER, LIRS
id System ManagerEnﬁJxﬁEo

* MRESEHEFBRETIRAZEAEERIIIBEATIER. HERLESEME. AG. EStorage VMRS
FCESMEPZ A IRERET. MAURNX LRI MEB ARSI NVIR B ZRE EE%EZWI*“BT tAEIE23T 1% 5 Storage VM
KHINERERAEIRSS. LI FEHSystem Manager B i FEo

* YNR7EStorage VM LGS RFEITMNE. NWAFEIZER.

B ERE SSLIEH

B KMIP fRZZ23EF KMIP SSL IERRIIFK LRI B9 FHEIL SSL &R, TRES
KMIP 532809 SSL i&EIE 2 HI, ¢ zvbﬁjj%ﬁi;z KMIP i SSLIEH, HA KMIP iR
SBMRIEPMENN (CA) LI SSL ANFIEF.

KXFUILES

£ HA XA, BT RGAERERNABMER KMIP SSLIEH, MREZD HA XEZEIE— KMIP ARSS
25, M HA XFREIFRE T RER ERERIBABNE A KMIP SSLIEH.

a2 Al



* BIEBIEBAARSSEE, KMIP AR5 28MIE&EE ERBTEIAEY .

* BB IRENEEBE I A E SSL KMIP B ERIEH,
 IBNEITRENS B SSL KMIP B IRIEPXEXNE BEH,

* SSL KMIP B FimiE B BER ZEIERP,

* BB N KMIP RS SBIMRIERMANM (CA) FREX SSL AEIEH.
* EMetroCluster}fiz . EwA TR EEEF £ L =ABRRIKMIP SSLIEH,

@ TR LR EZEFIRMRS[IEBZAIHZE, ERILIE KMIP fRS328 LR XS,
p
1. NEBELRE SSLKMIP BEFIRIES:
security certificate install -vserver admin svm name —-type client
AGRIBTERN SSLKMIP 2B ERIEH,.
clusterl::> security certificate install -vserver clusterl -type client
2. 73 KMIP BRS328REIRIERMANIUE (CA) RE SSL AKIEH:
security certificate install -vserver admin_ svm name -type server-ca

clusterl::> security certificate install -vserver clusterl -type server-ca

7£ ONTAP 9.6 XEShrZE (NVE) HEBINZIEE

AT LER— 1% KMIP RSZB 28R RIPERE R Tih 0N 4ENZTH. MONTAP 9.6
FFa. ERILUEIREE — N RN SRR E IR . LURIPEEESVMA TR i EdER

ZHo

MONTAP 9.11.1798. ERILIABN EEAMS B[RS FMITZREARS . ULIBREHERARS .
BXEFAER, BN REEHEINEIERRS .

XFIAES
BERZ A LRI KMIP ARS8 ERER— M ERFE SVM . BINEMERR ARSI RLIMTRM K ERE

SMEREIAEEREREIRTE T RIABERSSHFERIFPER TG SVM E2{VRIFIEE SVM !

* R LAGER cluster scopter AEEBFRRIFRE SVM ECESMIZIRER, SHEEGALURREFEERSSH L
e ER.

* M ONTAP 9.6 FH4&, ERILUERR SVM scopter NEEEEFHHIENIE SVM ELEIMBFIHEIR, XRiEaZHEF
KR, HPSNMEPEERATRER SVM  (8—4H SVM ) RIBMEEIRE, RHELATEHEFH SVM BI2R 78BS
ia)iZ B,

s WFZHEPIE, BFERAUTHESH MT_EK MGMT L5 r3E:

system license add -license-code <MT_ EK MGMT license code>
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BXTBNGLEE, BELGLFMIT

TR UER—SBPERAXMISEE, MERN SVM BB 7T EAEERSEE, U ONTAP {XERXLEMRSS 2R ER
PEH. BN, ONTAP BERNEREENZAEIERS B[BRFRIFER,

TR UEEESCRRERBEREE, H7E SYM EEEEMIZREE, ErRILUER security key-
manager key migrate B3R AMEESCERNRHZAEETZEISVMEERIMNIEZ A EIE 2R

FeaZ Al

* BAMERE KMIP SSL & F it F1ARSS 28IE o

* BRITILES, BHMESEE SYM BER,

* SNREH MetroCluster IMEBRAIMNBZIAEIE, NHTERAIMNIZHREEZFIST2ECE MetroCluster o
* fEMetroCluster I EH. MR MNEEE ELREKMIP SSLIEH,

p
1. EEESEHNTAEESRER:

security key-manager external enable -vserver admin SVM -key-servers
host name|IP address:port,.. -client-cert client certificate -server-ca-cert
server CA certificates

o

o security key-manager external enable ipSHATEM security key-
manager setup e NREEBRSRIERFMETHS. admin_SVM%ﬁi)dUé’lﬁﬁ%
BHNEESVM, B EERAkilEEeE,. BrLUBETT security key-
@ manager external modify AFEXRIMNIZEIAEERENTL,

° fEMetroCluster I B, MNRBAHEESVMECEIIMNBZIPEIE. MHMEE security

key-manager external enable B

AT e SR NEAIMNBRAEE clusterl A= MIIMNIRARS . -1 BRRSBEAE TN NiE
C$E%E, B 1ERRSB[ERA IP HUAEINKOEE, E=1BARSSHEER IPv6 UK OHEE

clusterl::> security key-manager external enable -vserver clusterl -key
-servers

ksl.local:15696,10.0.0.10, [fd20:8ble:b255:814e:32bd:£35¢c:832c:5a09]:1234
-client-cert AdminVserverClientCert -server-ca-certs

AdminVserverServerCaCert

2. CETAEIER SVM !

security key-manager external enable -vserver SVM -key-servers
host name|IP address:port,.. -client-cert client certificate -server-ca-cert
server CA certificates



° NRESVMERIRRARIETHS. svM BRIANHFISVM, EEER K SVM BIE
A REELE SVM SEE, ERILUBTT security key-manager external modify FB
@ FEHIMEPEAEERENGT L.

° #£MetroCluster 5. MNRENFHIESVMECEINSIZIREIRE. WFAMNEE security

key-manager external enable <o

UTanRNERAMNIRAERE svml EARRARSHF0IIFEINRO5696:

svmll::> security key-manager external enable -vserver svml -key-servers
keyserver.svml.com -client-cert SVMlClientCert -server-ca-certs
SVMlServerCaCert

3. MHMEfIEM SVM EERF—H.

W] LIER security key-manager external add-servers i UARREHM
(D SVM, o security key-manager external add-servers anSFTFEM security
key-manager add 87 BXTENGIEEL, BENFMIL
4. WIEFAEEREERN KMIP iRSHBETIIEIEE:

security key-manager external show-status -node node name

(D o security key-manager external show-status SHTEM security key-
manager show -status ¥ BXTENGMIIEEL, BELFMI.



clusterl::> security key-manager external show-status

Node Vserver Key Server Status
nodel
svml
keyserver.svml.com:5696 available
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available
node?2
svml
keyserver.svml.com:5696 available
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available

8 entries were displayed.

S. (AIE)BANBEEEIRNMEE,
volume encryption conversion start

HiRE 2. WAL EINIZAEIESE. EMetroClusterIfEH. HAMENTER M IER AL EIMBZE A
EIE,

£ ONTAP 9.5 B R hig AR E MR A EE

BRI UER—1EZ 1 KMIP iRS 2R FIPEEA T HRMBRENEH. &ZSAILUET
™ KMIP fR5588EEE— TR, BNEMERAM SRS ERELIMTRIMAERE.

XFIES
ONTAP AEEHPMAE T AAE KMIP fRE25EE,

FeaZ Al
* BNMBERE KMIP SSL P imflARSS 2L+
* BATREEEERT BERITIIES,
* EEEINPEAEIESR Z2HI, EHIELE MetroCluster IF1R,
* EMetroCluster I RH. HMTEMNERE L LEKMIP SSLIEH,

p



1. AEBTRREETAEESRER:

security key-manager setup

A B oA E IR E .,
C) {EMetroCluster Ifi&Efh, HAEMNER _ LIT(TIE S S,

2. EENMERAT G N R AIE R
3. 7h0 KMIP fR5328:

security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.1

() #EMetroCluster FFifich, BAERMER LETHAH

4. FINESMY KMIP BRSS 288 AR TSR :

security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.2

() EMetroCluster FFifieh. AERMERE LIETIHAHD.

S. WIEFRE BELER KMIP RSB EER:

security key-manager show -status

BXTBNGLEE, BELFMRI

clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available
clusterl-01 5696 20.1.1.2 available
clusterl-02 5696 20.1.1.1 available
clusterl-02 5696 20.1.1.2 available

6. (ANE)FAXEERRAMES.

volume encryption conversion start



BREZH]. BT BEINIZAEIE. EMetroClusterIfEH. HARINTER ML S EECESMIZA
BT,

B SR E EEEH

M ONTAP 9.10.1 FF44, f&RILUER "Azure Z5A77(E (AKV ) " # "Google Cloud
Platform FYZEAEIEARSS ( Cloud KMS ) " RIPSEEN AERFRONTAPIIZEZ$H,
MONTAP 9.12.0F%5. Zix 7] LUERFRIPNVEZR A "AWSHIKMS",

AWS KMS. AKV#ICloud KMSEIFTFRIF "NetApp EMNZ (NVE ) A" (EAFEHIESVM,

EFUES
ALERHSITARMEIONTAP REST APIE A =IREIEFEMZAEIE,

EFERSRERFRIPERN. BIE. RABERT. #ESVM LIFBFS5aZHERRRHTERE. TREEN
ZATETIREBMNEMNEIEIRS #ITEE (ERT Azure B9 login.microsoftonline.com ; &FF Cloud KMS
89 oauth2.googleapis.com ) . YNREBMEBIERIER, LR L ERFIBEAEERS.

EEATRHEEAEERSN. EROER LU TRE:

* ZIREBEHEEETNE A TNetAppEfE NI Z (NSE)FINetAppR S INZE (NAE).  "/MNEB KMIP" BT LA AER.
* CIREREREENEE FMetroClusterfic &o
© REEEHIESVM LB IR IEZF ARSI,
Faazai
* B BEMENNERERER LEEEKMS,
* ONTAPEEI T U AT HINVE,
* BB RESINE (VE)F ZH A INEZAEE(MTEKM)FATIE,
* EATREBHSVMEIR R,
* HIBSVMAREESEAMBSE. UFREFERARAEIER, NRHUESVMEEIESE. NN ALTEX LS,
AIEBEEKMS,

BRSNS RERE
BRSNEZAERIUA T EERSERAEES. ERENZAEESISMIFRRNER R,

10
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AWS
ez A

* WA EEMBENIAMABEFRANAWS KMSEREIEEZN. IAMABXAEE—MRIFRITIUT
1R ERISRER

° DescribeKey
° Encrypt

° Decrypt

BXEFAEE. BESRBAWSH TR,

7ZONTAP SVM_LZFHAWS KMV
1. Fazai. IEMAWS KMSIRELA )22 $AI DA Z 2250
2. BRREFIEENER:

set -priv advanced

3. BEHAWS KMS:

security key-manager external aws enable -vserver svm name -region
AWS region —-key-id key ID -encryption-context encryption context

4. HIMRTE. HWANEER,
5 WIABIEMECEAWS KMS:

security key-manager external aws show -vserver svm name

Azure B[S
7ZONTAP SVM_E /5 AzureZZ i 31E &

1. Fiaz i, EHEEM Azure tKPREVE LS HIIEENE, BIEFHRERIGES.
tesh, ERTHRREBRFNFAETREBITNLRE. BRI UERSLHKNELERN cluster showo

2. BRIRBFIEERNER

set -priv advanced

3. TESVM_LEERAKV

security key-manager external azure enable -client-id client id -tenant-id
tenant id -name -key-id key id -authentication-method {certificate|client-
secret}

HIEREY, %N Azure tKFRIE P iRIEHEE P inZ tHo
4. WIFEREERBRAKV:
security key-manager external azure show vserver svm name
MRIRSAIAIEEARER. iHE@EIEIESVM LIFEIL SAKVEAEIERSHERE.
Google Cloud
£ONTAP SVM_LZF=KMS

1. FFIaZ Al ELLJSONIETLIREXGoogle Cloud KMSIKFZ AN M AZEH. ERILIE GCP 1K 1Kk
FER.
tesh, ERTRERERFIFAET REBITINVLRE. A UERSLKNELLERN cluster showo

2. BRRBFIEBERNER:

set -priv advanced


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant

3. #£SVM_E/E M Cloud KMS
security key-manager external gcp enable -vserver svm name -project-id
project id-key-ring-name key ring name -key-ring-location key ring location
-key-name key name

HIMRRE, ERARSK, ERAEREA JSON XHNRE
4. B9iiECloud KMSREERE T IEMAISEK:

security key-manager external gcp show vserver svm name
BYIRES kms_wrapped key status FZ “UNKNOWN” H1REREIZMZE S,
NRRSEHHIEERER. BEBEIEIBSVYM LIF5GCPEAEIERS B INERE.

MRENFIESVMEBE— M HZMNES. HEHENHNVEZAREESVMIREZAEIEREIE. MIXLRA
RES RSN R EIEIRSS . BEMAGTITTRERITIRE. BETUTHS:
security key-manager key migrate -from-Vserver admin SVM -to-Vserver data SVM

QEERIEEEIRSVMBFIENVEZAZ G, 7 A5 P AUEIRS VMBI BN 5,

HEXER
* “EHERFCloud Volumes ONTAPHINetApp/NZ iR R H RINZE"

7£ ONTAP 9.6 EEShk4~ ( NVE) PEAEREFIAEIE

TR UERREZ A EERFRIPESFA T HRMERENE R, EUIERRMNEESHE
MEEENES SR EERIRFEEREER,

%FiLfES
#

B IETT security key-manager onboard sync BR<o
NREFERNEMetroClusterfdE. MAATIEIT security key-manager onboard enable 83<. ARG
1T security key-manager onboard sync 88%. HESN LERERNZIEDEIE, BT security
key-manager onboard enable f%. RABEREEH LEAF. WAEEIZTT enable TR

HINBERT, EFRT AN ATEERARACIESZIEITIE, ErILIfER cc-mode-enabled=yes &Wl, &
KEBFIEEHBERNAZIEREE,

FHFNVE (JIRBIRE) cc-mode-enabled=yes. FRAEIENSE volume create #l volume move start
L 2BNE, EHTF volume create, MWFILHFEIERE -encrypt true. EATF volume move start,
MITFEISE -encrypt-destination trueo

fidE ONTAP TREUEMZRY, AT HESEBWARRSE (CSFC) MEXK, NI NSE 5 NVE &5
B, #RFTERTER TEEREZIHEIESE, 1550 "CSFC fRAZERT" B% CSFC Mi¥ME 8, B
=20

= o
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ERAEER TERAREZEHEIESEN (cc-mode-enabled=yes). RFTHBETUTHE
HITER:

* EEAMERN TSI, RASBIEESRNNERZEEER.
MREBCHE RN ERNERZRIDIEE, WAKEHNES, BEFIELRE, BHEHR
BT R HmANERNERZISEE, BiiE, NTREFEASREREEENSHRNEMR
Y, RARZAFEL 5 RERE 24 NIHNIERRNEERIDAIE, MREXZIRE (I

@ o0, EHEL 5 RAKRIEMMMNEREIEE) , NBAER 24 /NGERREE, HEEHR
TR, AREEELRF,

* RFMEEFER NetApp RSA-3072 KB R IEH LU SHA-384 KIS E BB ERIQEME
M, MASEAEEMN NetApp RSA-2048 I ZIFFHH SHA-256 RIB ZHE,

upgrade 8% ALEI IO ERMH FERRIIEMEABTEERKELTHIF, NRIVIERLLS
, REFIIRBFRERITT—F; BN, REEFRHRY. BB cluster image BX
AEKEMIEE. BERFMI

@ REFREESRFEAERERREARNER. RRAENBHHEFE, ZREANEABTRKERE
fRo BIEEBITRMUT, REGERFR, BRERFABTRE 30 BRERF.

FaaZ Al

* BB EREEERTERITIAES,

* EEERHTAEESRZH, EUMECE MetroCluster I 1%,
p

1. BEEREERIRE:

security key-manager onboard enable -cc-mode-enabled yes|no

& cc-mode-enabled=yes EXRAFEENBHERNBIHEEREERIE, WFNVE (
WNERBEIRE) cc-mode-enabled=yes. EALIEMNSE volume create #l volume move

@ start MYSBMNE, o - cc-mode-enabled EM7EMetroClusterfit & F A2 X2 #F,
o security key-manager onboard enable WS TEME security key-manager

setup AR
IUTRBPRKETE cluster! ERBEAEIERIGENT, MARTERENBHERANZEEIE:

clusterl::> security key-manager onboard enable

Enter the cluster-wide passphrase for onboard key management in Vserver

"clusterl":: <32..256 ASCII characters long text>
Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>

2. AFEEIBRTAL, WA 32 5 256 MNERRIRIBIEIE, EMNT "cc-mode’ ", BN 64 F 256 MNERT
MZRLETIE,
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(D YNRIETERY "cc-mode’ " BHIFEIEDTF 64 NFAF, NERPEERRERIEBRERENGE
ERTRZEIZE AMHIEER.,

3. FEEEIEMRINR TR, EFMANELEIE,
4. BIFREELIRSHIIERA:

security key-manager key query -key-type NSE-AK

(D o security key-manager key query S FEIR security key-manager
query key fi%: BXTENGIEZE, BEEWNFMIL

AT REFEIEREENEIB B MNIIEREIR clusterl:

clusterl::> security key-manager key query -key-type NSE-AK
Node: nodel
Vserver: clusterl
Key Manager: onboard
Key Manager Type: OKM
Key Manager Policy: -

Key Tag Key Type Encryption Restored
nodel NSE-AK AES-256 true

Key ID:
00000000000000000200000000000100056178fcbace6d91472df8a9286daacc00000000
00000000
nodel NSE-AK AES-256 true

Key ID:
00000000000000000200000000000100d£1689a148fdfbf9c2b198e£974d0baal00000000
00000000

2 entries were displayed.

O (AIE)BAXBEERIRNMES.

volume encryption conversion start

HIRE 2. PRSI ERAZAEIES. EMetroClusterIfER. HAENER MR FEEERIZEH
BT,

SERIE
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REEEEHEFERAKLIMIZ2MUE, UHIERER.

EERNTAEIERDNEEN, EENFHREEENFERAFLUINMILEME, UEERERERER.
BER "FHIEMRHEBHAEEEE"

7£ ONTAP 9.5 2 EEREhr4~ ( NVE) PEAEREFIAEIE

TR UERREZ R EERFRIPEEFA T HRMBLIENE R, EXIERRMNEESNE
MEHENES T EH LB RIREEREER,

%FULAES
#

BIABETT security key-manager setup BF<o

N EEHRNE MetroCluster Bt E, BEEEFLITEN

* 7ZONTAP 9.5, MATIEIT security key-manager setup fEASHNEERE E. JAfS security key-
manager setup -sync-metrocluster-config yes iz . T8 LERMERNEEREIE,

* 7ZONTAP 9.5Z HIRIARZASH ., EANIEIT security key-manager setup fEASHIERE F. FFAKL20
. RRIE1T security key-manager setup i . T8 LERBRNEREIEIE,

ARINERT, EMBRITRRNARERARIAEIEREEIEIE, MONTAP 947 8. EAILUER -enable-cc
-mode yes . EXRAFPEENBIEWMAELREIE,

FFTFNVE (SIREBIKE) -enable-cc-mode yes. BEAEIERE volume create Ml volume move start

L EMNE. EATF volume create, MIEFHFIEE -encrypt true. EATF volume move start,
NFTFEIEE -—encrypt-destination trueo

() =mEE2telE, SREREDTS.

FIaZ Al
* IIFRBNSESNVESIMNZ R EIR(KMIP)IRSZ EBRESER. WAMETMPRINBER A E IR IR,
"MIMNER R A E IR R IR A A E IR

c BT E R EIER A sERITIES,
c EFERERBERPAEIESE 21, EHNECE MetroCluster IF15,

p
1. BREhERAEERIRE:

security key-manager setup -enable-cc-mode yes|no

MONTAP 9.4FF18. &R LIfER -enable-cc-mode yes WIRINEBRA R EEH BN
@ ANZIEERZINIEE, WFNVE (JIREBIKE) -enable-cc-mode yes. FERAEIERNE

volume create _ﬂ] volume move start ﬁ@%ﬁﬁﬂm@o

AT RBIEFIATE cluster! LISERAEERRE, MAFTESRENBIERANELEIRE!

15


https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/delete-key-management-database-task.html

16

clusterl::> security key-manager setup
Welcome to the key manager setup wizard, which will lead you through
the steps to add boot information.

Would you like to use onboard key-management? {yes, no} [yes]:

Enter the cluster-wide passphrase: <32..256 ASCII characters long
text>

Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>

BN ... yes IR RECERHZAEIE,

EEBRIER TR, BN 32 B 256 MFRFHEEFTIE, HEXWT "cc-mode’ ", KA 64 F 256 MNFRF
AVEZRIRE IS,

C) NRAETER "cc-mode” " EHIFEIE DT 64 NFNF, MNERAEERREREBRERTNE
BRTZAIRE ATRIRER,

EEEEWAMRTAL, EMHWAEEEE.
WIERRENME T REEEZA:

security key-manager key show

BXTEWGLIEL, BERFMITL

clusterl::> security key-manager key show

Node: nodel
Key Store: onboard
Key ID Used By

0000000000000000020000000000010059851742AF2703FC91369B7DB47C4722 NSE-AK
000000000000000002000000000001008C0O7CCOAF1EF49E0105300EFC83004BF NSE-AK

Node: node?
Key Store: onboard
Key ID Used By

0000000000000000020000000000010059851742AF2703FC91369B7DB47C4722 NSE-AK
000000000000000002000000000001008C0O7CCOAF1EF49E0105300EFC83004BF NSE-AK



6. (A RAXEELRNMES,

volume encryption conversion start

HIREZ R, BT ERBZAEIER. EMetroClusterIfEH. HARINTER NS LA EREZA
EIEE,

SeRl/E
REDREETIFEAFLIMIZ2ME, UHIERER.

ECERHZAEESTIEEN, BRNFFEEENIAEHEARUIINMREMNE, UEELXERERER,
BEN "FHENRAZAEERSR

AT R P ERREZHRERE

TR UERREZ A EERFRIPESFA T HRMBRENE R, EXIERRMNESHE
MEWENS M EH EERIRFEREER,

JFFONTAP 9.5 EFRRA. BT security key-manager setup Bi<o
()  MTFONTAP 9 6RERkIA. BAEIT security key-manager sync B,
BT RNEIRE T IRAEAERNERS, GRIETEASRIRONER.
NRIEEAHIZ MetroCluster Bt E, IFEE U THEN:

* MONTAP 9.6FF18. EWAIDUEIT security key-manager onboard enable BFA{EAMER HiE1T
security key-manager onboard sync EiniZ&ER £ T8 LERMERNZEEIE,

* 7EONTAP 9.5F0, WATUEIT security key-manager setup fEAMIERE F. JA/G security key-
manager setup -sync-metrocluster-config yes {EiTiz5edf . E8 LERERNERREIE,

* 7EONTAP 9.5Z HiBShRASH., BB TT security key-manager setup {EASHIEEE F. FFKL20
. PAIGIBTT security key-manager setup izt t. &N LERERMNEZIEIEIE,

RINMBERT, ENRHTRNAERMARAEIERTDEE, MONTAP 9.47a. ERILUER -enable-cc
-mode yes #EHl. EXRAFEENRMEHWANEZLEIEIE,

FHFNVE (JIRBIZE) -enable-cc-mode yes. FRAEIENSE volume create #l volume move start
LS BINE,. BEATF volume create, NMFELHFEE -encrypt true, EATF volume move start,
MIFTCEFERE -encrypt-destination trueo

() =mEEsRens, SABFEHHA
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