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svmll::> security key-manager external enable -vserver svml -key-servers
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SVMlServerCaCert

3. MHMEfIEM SVM EERF—H.

BWATLUER security key-manager external add-servers fioBiEHAMSVM,

@ ‘security key-manager external add-servers BSBEEMX “security key-
manager add %, BXIFMESRE “security key-manager external add-
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4. IIFFAEEEREN KMIP lREZB 2B ERE:

security key-manager external show-status -node node name

‘security key-manager external show-status @<REEML “security
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clusterl::> security key-manager external show-status

Node Vserver Key Server Status
nodel
svml
keyserver.svml.com:5696 available
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available
node?2
svml
keyserver.svml.com:5696 available
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available

8 entries were displayed.
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* BAMERE KMIP SSL & F it f1ARSS 28IE o

* B REEEIERA R RITIES

* HEREIMIZAEIERZE, ERMECE MetroCluster IR,

* EMetroCluster}fiz . EwA TR EEEF £ L REABRRIKMIP SSLIEH,

TR
1. AEBTRRETAEESRER:

security key-manager setup
BB ohZ A EERIRE,

@ EMetroCluster}fiEH, S MEMNERE LIETILE <, 1F407T 2 “security key-manager
setup 7E"ONTAP @& E",

2. EE MR E NAB R BB R
3. "0 KMIP fR&328:

security key-manager add -address key management server ipaddress

clusterl::> security key-manager add -address 20.1.1.1

@ EMetroCluster I EH., WAMERNER BT S,
4. FINERSMY KMIP BRSZ 22 LASEIN AR :

security key-manager add -address key management server ipaddress

clusterl::> security key-manager add -address 20.1.1.2

() #EMetroCluster Fifieh, AATERMER LETHAR,

S. IR B BEEER KMIP RSB H[BEEIIEEE:
security key-manager show -status

AT RS IEPHIRBIE L ONTAP G55,
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clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available
clusterl-01 5696 20.1.1.2 available
clusterl-02 5696 20.1.1.1 available
clusterl-02 5696 20.1.1.2 available

6. (ANE)FAXEERRAMESE,

volume encryption conversion start

HIREZ Rl BT EINIZAEIE. EMetroClusterIfEH. HARINTER ML S LA EIMEZA
EIEEE,

B iR E EIEONTAPEHE SVM BY NVE Z$A

MONTAP 9.10.1HM8. BRI ERRENBIERFER"Azure ZEAEFME (AKV) "
#"Google Cloud Platform BYZ$HEIEARSS ( Cloud KMS ) "{RIFONTAPIIZZ R,
MONTAP 9.12.07%8, & LUERFRIPNVEZR " AWSHIKMS",

AWS KMS. AKVHICloud KMSEIATF{RIF "NetApp EN1Z (NVE ) ZH" EATFEHIESVM,

XFIAES
Bl LA <ITREEIONTAP REST APIIE AR IHEF I EAEIE,

EERACRERFRIPEHEN., BFEE. BABERT. $ESVM LIFAT 5 =ZHER - TEE, TREEW
ZATSIREEN MRS HITEES (EATF Azure B9 login.microsoftonline.com ; &R Cloud KMS
H oauth2.googleapis.com ) . INREFMEBILERER. KR EEREREPEERS

EEATRHETAEERSN. ERCER LU TRE:

* ZIREBEHEETNE A TNetAppEfE NN 2 (NSE)FINetAppR S (NAE),  "/MNEE KMIP" BT AR AER.
* ciRUHEZAEIERNER TMetroClusterfii &,
* REEEHUESVM LR E iR EFBHREE,
FraZ Al
* BB BN RIRERER EBREKMS,
* ONTAPEEFRIT b M2 FFNVE,

* "ERE R RSN (VE) NS MEZAER(MTEKM)F R (X)X LA IEE & EH"ONTAP
One"

* B REFHNSVMER S,

* SHESVMA R B EMAMEE. WAREREAEESS. MREESVMEENES. NBAF EIBEXLES,
ARBEEKMS,
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BRMNBEAEE

BRASNPEZREIRIUA T ERNRE R A E RS, ERENEAEERMIFRANEDR,
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AWS
ez A

s AR EIENZMIAMA B EFERMNAWS KMSZEACIEIEN, IAMBBMAEE—PMATFHITUT
IRERIERBE

° DescribeKey
° Encrypt

° Decrypt

BXBFAER. BEIHAWSH "B,

7ZONTAP SVM_E/E FEAWS KMV
1. Fazai. IEMAWS KMSIRELA )22 $AI DA Z 2250
2. BNPRRFEENER: set -priv advanced

3. BEAWS KMS: security key-manager external aws enable -vserver svm_name
-region AWS region -key-id key ID -encryption-context encryption context

4. HIRRE. WANEER.

S. MIANB I EMECEAWS KMS: security key-manager external aws show -vserver
svm_name

BXBEMISE security key-manager external aws, BSI"ONTAP fGi$&E",

<=

Azure J&IE
7ZONTAP SVM_E/E B AzureZATE %

1. Fazwl, EEEM Azure KPP REUE UM B HICIEEIE, BIEFIHZATIER. b, TR
EBPHMETNRBTIRERT. EoJLUERGSRIEEIIBENN cluster showe BXMFHAER
cluster show, BEIW'ONTAP i $E&ZE",

2. BNPRRFNRENEHR set -priv advanced

3. ESVM EBHAKYV security key-manager external azure enable -client-id
client id -tenant-id tenant id -name -key-id key id -authentication-method

{certificate|client-secret} CHIETRET, I\ Azure KPR P ISIEPHE P R,

4. IFREEEMBAAKY: security key-manager external azure show vserver
svm name WIRRSZEIIHAERERE. HEBEIEHIESVM LIFEZILSAKVEREIRERSHERE,

BXBEMEE security key-manager external azure, IBBH'ONTAP fp$&E"

= o

Google Cloud
7ZONTAP SVM_E 2B =KMS

1. FreaZ i, 1ﬁL,{JSON1§"Y%wcHXGoogIe Cloud KMSHK R Z$AXX I E BT, eI LITE GCP kP ik
FIERE. b, i stﬁﬁﬁﬁ%ﬁﬂhﬁ’]ﬁﬁﬁ%ﬁi?ﬂkzﬂaﬁﬂ Eo] LU R an S RIQE LT
cluster showo BXMIFHMEE cluster show, IBEM'ONTAP <& ZE",

2. BNPRRFNRENEHR: set -priv advanced
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3. #SVM_E/EHCloud KMS security key-manager external gcp enable -vserver
svm_name -project-id project id-key-ring-name key ring name -key-ring
-location key ring location -key-name key name HIMRTREY, ERAMRSIKF T AZA
A JSON XHHAR

4. I8 Cloud KMS @5 HECE T 1IEHIRYS %K. “security key-manager external gcp show vserver
svm_name B3R “kms_wrapped_key_status & "UNKNOWN" SIR:Z B RIEMEE, INRARSAHAM
RIEE, NEIEHIE SVM LIF #iI5 GCP ZABEERSHIERE.

BXMEMEE security key-manager external gcp, IBEMW'ONTAP mS$EE",

MNRENEIBSVMELE— N HZMIES. HEMENAINVEZAHEESVMIREZAEIEREE. NIXLERH
ROESEISMNBRIAEIRRSS . BEMAGSITRERNITIURME. /EITU T <. security key-manager
key migrate -from-Vserver admin SVM -to-Vserver data_SVMRﬁ&ﬁilﬂﬁ$§§ﬂ%SVMmFﬁ
BENVEZRZfE. A aeAtEFRIEIESVMEI ZHINES.
HBXER

* "EFIEAFCloud Volumes ONTAPHINetApp iR A RINZ 5"

* "RETAEIEIERIMN

B

{8 Barbican KMS EIEONTAPZ4H

MONTAP 9.17.1 FF4&, EBILUEFR OpenStack BY" L E KMS"RIFONTAPINZ 2

A, BarbicanKMS B—IL2FEM LRI ZHRVARSS . BarbicanKMS B BRIP4
SVM HINetAppEINZE (NVE) Z$H. Barbican{k#fiF"OpenStack Keystone" , OpenStack
NEHRS, BTFEHKIE.

KXTULES

XE] LIRS CLI 8{ONTAP REST API {#/ Barbican KMS FREZ$HEIE, 1£ 9.17.1 lkZd, Barbican KMS %
BEELUTRS:

* Barbican KMS R3z3ENetApp7EfiEiNZ (NSE) #NetAppRENZ (NAE), TE, ErILUER"IME KMIP"S"
REZAEIESS (OKM)"BF NSE #1 NVE Z$A.

* MetroClusterfit & A~z ¥ Barbican KMS,
* Barbican KMS 2EENEIE SVM BRE, FEAFEIE SVM,

PRAFSHIRER, BIER "admin 5IERA A IRIT L T EIET IR,

ez Al

* WIRERE Barbican KMS #1 OpenStack Keystone » & Barbican BJ SVM A7 RENS @I 417 18]
Barbican #1 OpenStack KeystonefR53 88,

* YNRIEIEFE A Barbican 1 OpenStack KeystonefRS3 28 A B E X IEBIMAAH (CA), NATERH

security certificate install -type server-ca -vserver <admin svm>o

BIZEFHHCE Barbican KMS &

B A SVM B1i2#8Y Barbican KMS EREHIEHBIE. —1 SVM RILIB %N IEERNAY Barbican KMS ECE
, B—XRAEEE— MU TFEDIRE,
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Uz
1. 73 SVM I3 AYIEEED Barbican KMS ECE

security key-manager external barbican create-config -vserver <svm name>
-config-name <unique config name> -key-id <key id> -keystone-url
<keystone url> -application-cred-id

<keystone applications credentials id>

° —~key-id '@ Barbican EAMZBEZEI (KEK) HBPENAF. BRATEN urL, 81
“https:// o

R URL B8RS (7). AISBTAEONTAPHSITENEE. BRAHERSH URL
() . EEBEEMLUTHSRAEDI set -active-help false o MEAIMEAN
T e S EF B EENEER) set -active-help true’ TIEE Z{ERB"ONTAP G$5&E"

° —keystone-url ;& OpenStack KeystoneiZMNENE URL. EMWATEN vrL, BIF
“https:// o

° “-application-cred-id' 2N AR ZIE IDo

%E@)\Jttﬁ’%fé, AGFRTERANBREFEERH, i< ReIB2—1IFE58Y Barbican KMS F2

LT RfIeliE—1N 2 A893E/EDD Barbican KMS BE2& configl  ¥FSvM “svml .
clusterl::> security key-manager external barbican create-config
-vserver svml -config-name configl -keystone-url

https://172.21.76.152:5000/v3 -application-cred-id appl23 -key-id
https://172.21.76.153:9311/v1/secrets/<id value>

Enter the Application Credentials Secret for authentication with
Keystone: <key value>

2. #5EFRY Barbican KMS ERE :

security key-manager keystore enable -vserver <svm name> -config-name
<unique config name> -keystore barbican

o] LAE R Itk #$7E Barbican KMS BRE 2 [B]Y]#E, 1R SVM L EF1E EaAY Barbican KMS EEE, NiZ
FEER A FIEERE, HECEHMNEE,

3. I8IFFFHY Barbican KMS ECB 2T FETHRE:
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security key-manager external barbican check -vserver <svm name> -node

<node name>

It Er ¥R SVM 25 = _EJEBDRY Barbican KMS ECERVIRS. 90, 308 SVM ‘svm1 ET = E nodet”
BB ERIH Barbican KMS B2&, U Ta<iERENZEEIVRE:

clusterl::> security key-manager external barbican check -node nodel

Vserver: svml
Node: nodel

Category: service reachability
Status: OK

Category: kms wrapped key status
Status: OK

7 Barbican KMS EC&EREEMISE
eI U EB N EF AN IEERNRY Barbican KMS BEER RIS Eo
PIE

1. &F%F SVM B9 X7 Barbican KMS BCE& :

security key-manager external barbican show -vserver <svm name>

£/~ SVM L& Barbican KMS BZERIZ$A ID. OpenStack Keystone URL FI B2 EE 1D,

2. E$f Barbican KMS FEEMISE :

security key-manager external barbican update-config -vserver <svm name>
-config-name <unique config name> -timeout <timeout> -verify

<true|false> -verify-host <true|false>

Lt ER S EFISTE Barbican KMS ERERBAIFIINIEIRE, timeout MTEONTAPTEEIZKRMATEFF
Barbican MENAYBYIE] (AFDAEAI) o BN timeout @+ s ‘“verify ' # “verify-host HE
EERZAIRE NS AEIE Barbican ENNEMMENB. BRIABERT, XESHIZEN true. X
‘vserver #ll “config-name’ SN EN. HtSEHERERN,

3. MNMRFE, FEIEMIHIEEENH Barbican KMS FeERIFEHE:
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security key-manager external barbican update-credentials -vserver
<svm_name> -config-name <unique config name> -application-cred-id
<keystone applications credentials id>

WAL LE, RERBRTERANBINBRERZEZH.

4. IIRFE, HESNH Barbican KMS BLEE EKHI SVM ZENNZEZEH (KEK):
a. FAUTAHEAMEEXLD SVM KEK security key-manager external barbican restore .

security key-manager external barbican restore -vserver <svm name>

It EF$FiBiT 5 Barbican RS 281815 KM E JET) Barbican KMS ECEHRY SVM KEK,

5. dNRZE, &Kk Barbican KMS FiBE#H24H SVM KEK:
a. BNPREFNEERNER:

set -privilege advanced

b. FEREUTAHREHZIH SVM KEK security key-manager external barbican rekey-
internal :

security key-manager external barbican rekey-internal -vserver
<svm_name>

LS NIEER SVM £RFHEY SVM KEK, HEBHHE SVM KEK EfFTEREMEZRH. #HE SVM
KEK 5= 2853489 Barbican KMS B2 & HI{RIF,

£ Barbican KMS 1 Onboard Key Manager z aif#5 %A

LA LUSEFAM Barbican KMS B EIRMEHEIRE (OKM), RZIA. BTWERX OKM WESEE, #2
"E ONTAP 9.6 REBBHAFERIRHEALEE .

p
1. BIPREKAIRENER:

set -privilege advanced

2. NREE, EHEAM Barbican KMS FF£E OKM:
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security key-manager key migrate -from-vserver <svm name> -to-vserver
<admin svm name>
‘svm_name' 8% Barbican KMS EZEHI SVM BIZ FF

3. MREE, ¥RAM OKM FF5% Barbican KMS:

security key-manager key migrate -from-vserver <admin svm name> -to

—-vsServer <svm_name>

= EHMIE& Barbican KMS &
e U2 S BNEERER) Barbican KMS Bi&E, HHrAILIMERIEIEENAY Barbican KMS BRE.
I

1. BRRRFNRERNSR:

set -privilege advanced

2. 2 E5ESHA Barbican KMS &

security key-manager keystore disable -vserver <svm name>
N SVM E7F7E NVE &S, WBZEel], fNEZ% A2 Barbican KMS EBEZ A, AUEF
Barbican KMS ECBE R HREME NVE BT ER, HESEAHFIERN Barbican KMS ER&.

3. MIFRA;EENHY Barbican KMS ARE :

security key-manager keystore delete -vserver <svm name> -config-name
<unique config name> -type barbican

7EONTAP 9.6 X EShRAF/Z A NVE MIRE X AEIE

TR UERREZ A EERFRIPEFA T HRMBRIENE R, EXIERRMNESHE
MEWENES T EH LB RIREEREER,

%FULAES
e

B IETT security key-manager onboard sync BE<o

NREERNEMetroClusterfidE. MAATEIT security key-manager onboard enable 3<%, ARG
1T security key-manager onboard sync 8%, HESN LERERNZIEEE, BT security
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key-manager onboard enable BF<. AREECEEE LRP. WAFEIEIT enable @,

JF4 T fi# “security key-manager onboard enable' 1 “security key-manager onboard sync' f£'ONTAP i % &%

[e]

HINBRT, ENESITANAEERAEZHEIEREBIEIE, BoLIFEA cc-mode-enabled=yes &M, E
KEAFPEEMBERANZIEDIEE,

FFTFNVE (SIREBIKE) cc-mode-enabled=yes. {FAEIEIE volume create #l volume move start
L EBHNE, EATF volume create, MEFIEE -encrypt true. EATF volume move start,
MITCEFERE -encrypt-destination trueo

EECEONTAPEUEMZERY, AT HRERUNZRRG S (CSIC) WEXR, MHIURF NSE 5 NVE —iEEfER, 3
HBARTERTERN TRARAZAEES, &'CSFC R ZEET,

TEREERX T AR ZEAEIESEN (cc-mode-enabled=yes). RFETHAFBEIUTAR
BHITE
* EBAERTETH, RASKIEESKRNIERZIEZIE=H.
WR 5 RMNEBFZEARN, FEFRF 24 NNREFBoIT R UEERS.

* RYUREFTER NetApp RSA-3072 KIBEZIEH UK SHA-384 RKI3E 2RI E %
M, MASEAEEMN NetApp RSA-2048 RIZZ ZIFFHH SHA-256 RIBZ ZIHE,

ARE<BEINEZMRFELRNIEEGAT SR BN WNRWIEMT), RER
BEHTEGEIIENT—F; TN, BEREMKK. ¥4 7 ## clusterimage 7£"ONTAP

AN
mLBE",

@ RHEZREERFEREEEZ RN EESRET. SRAEFBHRFLN, ZREFHESNAE
RetiElR. RAFLLEE 30 WRBRZKIERF.

ez Al
* B ERREEE R RRITIES.
* EERCERHZAEESEZA, EIECE MetroCluster IF157,

TR
1. BERAEERRE:

security key-manager onboard enable -cc-mode-enabled yes|no

I®E cc-mode-enabled=yes BEXRAFPEEHNEERNZHEIERTNEE. FNVE (

MR EIKE) cc-mode-enabled=yes. FEABIENSE volume create # volume move
@ start MYEBMMNE, o - cc-mode-enabled EMEMetroClusterft & P A2 X2 1,

o Security key-manager onboard enable mYHETER security key-manager

setup ¥

2. MN—TF 32 B 256 DNFRIZIEMNE, HEXN T cc-mode”, WA—NTTF 64 B 256 NFRFZIER

25,
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@ YNRISTERY "cc-mode’ " BHIFEIEDTF 64 NFAF, MERAERE
ERTRZEIZE AMHIEER.,

3. FEEEIEMRINR TR, EFMANELEIE,
4. BIFREELIRSHIIERA:

security key-manager key query -key-type NSE-AK

B EIRMFERETEEE

@ ‘security key-manager key query B¥EENfL “security key-

manager query key %o

BXMEMEE security key-manager key query, B2 "ONTAP &3

O. BRI LUERR AN A ELRAMESE,.

volume encryption conversion start

2B%,

BB 2. PRSI ERAZAEIESS. EMetroClusterffEH. HAMENTER N IER AL EREZ

EIEEE,

e
REBREETIFEARLIMIZ2ME, UIERER.

EERNEIRERSEENGE, FREEENIFRARININEZ2MUE, B FHEHRAEREEEE"

GET
EREEH Y

R BB A
RS ERREREREY
R T EIRRRED A

7ZONTAP 9.5 XERhrAsH 5 NVE BRIREZEHEIE

TR UE AR Z A SRS RIPREA T HMBSENZHR. &
MEZHWENE NS ERRARBEREES,

XFIAES

B IETT security key-manager setup me

[e}

MNREFERE MetroCluster BRE, iEEFUTEN:

* 7ZONTAP 9.5F0, WJUE{T security key-manager setup fEZANHIEEES I

B NEEHE

. AfG security key-

manager setup -sync-metrocluster-config yes {EiTie5edf . E8 LERERNEBREIE,

* 7EONTAP 9.5Z HiBShRASH., BB TT security key-manager setup {EASHIEEE F. FFKL20
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. PAIGIBTT security key-manager setup (EiZizfE®t . &N LERERMNEIEIEIE,

RINMBERT, EFNEHTRNAERMARAEIERTDEE, MONTAP 9474, ERILUER -enable-cc
-mode yes #EHl. EXRAFEENRMERANEZLIEIE,

FFFNVE (JIRBIZE) -enable-cc-mode yes. FRAEIENSE volume create #l volume move start

L BINE. BEATF volume create, MFELHEEE -encrypt true, EATF volume move start,
MIFTCFEFERE -encrypt-destination trueo

() =m@EsRews, SABFEHHA

a2 Al
* NRERE NSE 8¢ NVE 55MEETAEIE (KMIP) ARS8 —e e, 1BMIFRIMNEZR S E ISR EUERE,
"MIMNER R A E IR R R IR AR A E IR

c BN EREIER A SERITIHMES.
* EEREERSZIAEERZH, AL EMetroClusterifiz,

p
1. BEERREERIRE:

security key-manager setup -enable-cc-mode yes|no

MONTAP 9.4FF48. f&RILIER ~enable-cc-mode yes IEAMER AR EEHBIEHE
@ ANZIEIERTINEIE, WFNVE (MIREIKE) -enable-cc-mode yes. FREIENE

volume create M volume move start FRS=BEINNE,

IUTFROEFIATE cluster! LISERAEIER, MAFTEBRENBMNERNZILDEIE:

clusterl::> security key-manager setup
Welcome to the key manager setup wizard, which will lead you through
the steps to add boot information.

Would you like to use onboard key-management? {yes, no} [yes]:

Enter the cluster-wide passphrase: <32..256 ASCII characters long
text>

Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>

2. N ... yes ERTFUERERNTAEE,

3. EEMERIBR AL, WA 32 B 256 MFRNEIIFEIE, HEXTF "cc-mode™ ", WA 64 F 256 MFRF
HEIAEIE.
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@ YNRIETERY "cc-mode’ " BHIFEIEDTF 64 NFAF, NERPEERRERIEBRERENGE

ERTRZEIZE AMHIEER.,

4. EERWEEERIAMRTEL, ENRARLEE.
o WIFRRENFIBET REERA:

security key-manager show-key-store

clusterl::> security key-manager show-key-store

Node: nodel
Key Store: onboard

Key ID Used By

<id value> NSE-AK
<id value> NSE-AK

Node: node?
Key Store: onboard

Key ID Used By

<id value> NSE-AK
<id value> NSE-AK
AT R “security key-manager show-key-store TE"ONTAP s 5&E",
6. (AR RAIXAEHRIRNNES,
volume encryption conversion start

s 7 fii BRI R ABIESS, T MetroClusterifiBHR, ERMILS L#HITECE,

FERIE
REEREEFEFEARLOMNMZ2MUE, UHIGHRER,

FCERMZIAEIRSEZEN, BRESENIFEAFSININZ2NUE, UMRERE, B FuiEhiida®

BIEER"

BXES
* "FEIRMIREEZREERER"
* "MIMNBEZIREIET R EIRERIAEE"
c "RERIABIRR B TRRAE"

A
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EFTAMBYONTAPT RS AR EZ T ETE

ERILERREZ A EESRIPEEA T HRNZESENE . EOEhRNEE%E
MEZHWENE NS EBRARBEREES,

3T FONTAP 9.6 MEBhRZS, EMAINIEIT security key-manager onboard sync S/X[AE
EBANT S HITI RS,

@ JHTFONTAP 9.5 EREhRA. MIBTT security key-manager setup Bi¥o

MREF T RUANNE BB RBBAEENES, BTSRRI ERNER,

WNRIE(ERRE MetroCluster Bt E, BEEEFUTEN:

* MONTAP 9.6FF18. EWAIDUEIT security key-manager onboard enable BA{EAMERE HiETT
security key-manager onboard sync {EIZF2&EEE F. E8 LERERNEEREIE,

BXMNB security key- manager onboard sync‘ﬁéﬂ“ﬁ% "security key-manager onboard
enable, IBEM'ONTAP mi<$E&E",

* 7FONTAP 9.5F0, WTUEIT security key-manager setup fEARMIERE F. JAfG security key-
manager setup -sync-metrocluster-config yes {EIfEEEf b EE LEAMERNEEAEIE,

* 7ZONTAP 9.52Z HIRYRARAH ., EAEIT security key-manager setup fEASHIERE . FFAKL20
. JAISIETT security key-manager setup EITEEEE . &N LERERMNZEIEIE,

FRINBERT, EFMESTRRNAFEERMARIAEIESRRIE B, MONTAP 9.4, ERILUER -enable-cc
-mode yes M. EXRAFPEEHMBIERANZEZE,

FFFNVE (MIREBIZE) -enable-cc-mode yes. FRABIENS volume create M volume move start
LR BHNE, EATF volume create, MEFIEE -encrypt true. EATF volume move start,
MFEHEIETE -encrypt-destination trueo

() wmmRmmtan, FEESA. BBE, CTNERERHNGE,

BXES

| EREGH Y

L RSTREIEBINRA"
R TR EIRBIRGS "

\-HT \-HT

{5 NVE 2 NAE &R &R

T #RUN{AIER NVE INZZONTAPE IR

M ONTAP 9.7 FF48, WNREHA VE FrNEUMRIRESINBIZHAEIE, NMEANER TSR
BERAMEME, XF ONTAP 9.6 RNEERZA, EAILNHERINEERENE, KN
5&3;: ZVEFRNEHBRAZRHEIE. AT EBAENME. NVE & FIPS-140-2 1 iR
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ZONTAPH{FERAVEIF LB AB SR INE

MONTAP 9. 7H4, WRBE"VEF I "EBMIREZIASINEZREA, NFHEIZHNERSH
EREAFITINE, M ONTAP 9.6 744, EAILUMERARSRINMBAEMZNENFRE
BEoREH,

KFIES
?g%i'l'i"]#t TENSEEREAEEHIENIR, WATERRERME. BN, NVE AZFHRGREEHEN

BRRERINMBHREIRAN NAE aggregate (GEFT NetApp BEME) . NAERESHRFIESESANE
FANAESENVENNZ#{TINES EK'LMEE/R-F\ ERARESRFIMERN. EREPEIENESSERNAEIMZH#HITI
=, uﬂLXEEEk1k1ELXE&FHNVEHD

NAE BEAFAXEE,
FIaZ Al
TR R EE R REITIESS
p
1. BRAXERREAIME:

E .. RS ...

{#FH ONTAP 9.7 Sy E =k A6l NAE B2 storage aggregate create -aggregate
=} aggregate name -node node name

fEH ONTAP 9.6 €32 NAE B& storage aggregate create -aggregate

aggregate name -node node name -encrypt-with
-aggr-key true

HBIENAE RSN NAE B S storage aggregate modify -aggregate
aggregate name -node node name -encrypt-with
-—aggr-key true

¥ NAE BE#E%#ENIE NAE BE storage aggregate modify -aggregate
aggregate name -node node name -encrypt-with
—aggr-key false

#4A T fi# “storage aggregate modify TE"ONTAP G &ZE",
UTa<SHELBRARERAINNE aggrl:

° ONTAP 9.7 S{E S hiAs

clusterl::> storage aggregate create -aggregate aggrl
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° ONTAP 9.6 S{E 2 hR7s:

clusterl::> storage aggregate create -aggregate aggrl -encrypt-with
—-aggr-key true

BXMEMSE storage aggregate create, BEI'ONTAP fi$&E",
2 MIREENREBRAME:
storage aggregate show -fields encrypt-with-aggr-key

UTar SR IHITIRIE agorl EBAME:

clusterl::> storage aggregate show -fields encrypt-with-aggr-key

aggregate encrypt-aggr-key
aggr0 vsim4 false
aggrl true

2 entries were displayed.

BXBEMEE storage aggregate show, IBBM'ONTAP fi$E&ZE",

%
IB1T volume create SR UBIEINES,

o

dt

2

INREFER KMIP BRSSBBFET mBUINE A, WENESHITINER, ONTAP ZBH) "#IX " MERAZIR

S5aso

EONTAPHT & B RN
AT LUEA volume create s AXHETERBAMZE,

KXFUES

1S LMEFANetApp BN (NVE ) M & #H 1T, MONTAP 9.6 744, XA LUEANetAppEE A NZR(NAE )X i
Tm=, ETHREXANAEFMINVENEZEE. 58N SRR,

BEXIIESEFRRAGLHNESRER, BEI'ONTAP 5255
TEONTAP FAHERRAMENRES B SIREEFERRIONTAP A S EREMAEFRE:

* MONTAP 9.4H 4. SIREBAT cc-mode REMFZIREIEZEN . EFEACENSE volume create It
LEEIEE. mPE=BINE -encrypt trueo

* 7ZONTAP 9.6 B R hRAER., EAIER -encrypt true f volume create BFREEMEMNHRS(FI
REEREBHA cc-mode) o

* JNRBIEONTAP 9.6FBIENAES. MHAERSRAIBANAE, FEN EAVETENEE AR SR IINE
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THRAEXMESHNEZHAER.

* MONTAP 9. 7748, WREH"VEITENEMIRBIIMNIZIAEE, WHeIZNERIIANE. ERINER
T ENAERSHEIBAVFHIERIREANAE. MAENVE,

° 7ZZONTAP Q.7 EEhRAR. MIREFRIMT -encrypt true & volume create SRS EENAERS
FelES. ERRANVEME. MAENAENE. NAEREHFHFIESEBHAFERANVESINAERTTN
R

Lo

@ NAE B& R AE,

p
1. QI EHIEERREE LRAME, MRMEMUTNAERSH. NEAERT. LEBANAES:

EEIR ... fERItta< ...

NAE® volume create -vserver SVM name -volume volume name
-aggregate aggregate name

NVE#E volume create -vserver SVM name -volume volume name
-aggregate aggregate name -encrypt true+

EARZIFNAERIONTAP 9.6 B RIRASH. -encrypt true$g

@ ERNERANVEXBIHITMNE, EONTAP 9.7NEEhRAH. R
ENAERESHEIESE. -encrypt true BEIRIABINAEMZRZE
BIPIBIENVES,

W5 volume create -vserver SVM name —-volume volume name
-—aggregate aggregate name -encrypt false

BXIFHAER volume create, EBH'ONTAP @& E",
2. WIIRBENERBRNE:

volume show -is-encrypted true

BXHFEHAEER volume show, IEBM'ONTAP @Gi%E&E",

=

INREAKMIPARSS 37 AE T mUINE A, WA EHITNER. ONTAP Z BN INEE A #HEIX " FIARS 25,

T B ONTAPE L /EF NAE 3 NVE

eI LER volume move start f volume encryption conversion start @p

LURMBEERRAME,

KFULES

&B] LAER “volume encryption conversion start ap S B LTt BRI B ERNE, MR FEEEIE ML
B, WE, Eo]LUEA volume move start 85,
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&£ volume encryption conversion start < 7EI A% LB BN
f&B]LAER “volume encryption conversion start a5 RiZRIMB SR MM INE, MEFHEEEHRNEMUE,
BoERIRES. BITRIZIRE. REEIREHREBEI4EnfEAR. MBI LUETT volume encryption

conversion pause R IAEERIE. UMK volume encryption conversion resume n< UER

£
(D EARBEFEF volume encryption conversion start ##iSnaplLock®.

p
1. ZOEE LEAME:

volume encryption conversion start -vserver SVM name -volume volume name
BXMEHMEE volume encryption conversion start, 1BE'ONTAP Gi<$E&E",

TSI EELEBANE voll:
clusterl::> volume encryption conversion start -vserver vsl -volume voll

RSB NEEINEER. 5 LNMEENE
2. IOIERLHURIRRVIRTS |

volume encryption conversion show
BXMEHMEE volume encryption conversion show, IBEW'ONTAP m<$E&ZE",

LX—FF' y ’/ \ %?ﬁ*ﬁﬁf’ﬁﬁ’”ﬁu

clusterl::> volume encryption conversion show

Vserver Volume Start Time Status

vsl voll 9/18/2017 17:51:41 Phase 2 of 2 is in progress.

3. HiRMER G, RIIEERREEAME:

volume show -is-encrypted true
BXMEMEE volume show, IBEM'ONTAP Gi$&E",

UTeHSHEETRENNES clusterl:
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clusterl::> volume show -is-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr2 online RWw 200GB 160.0GB 20%

#ZR

NRIGEER KMIP BRSZ2BEFHET RMNEER, WEXEHITNERN, ONTAP ZBZ) "#EX " MNEZAZIR
ek

fEF volume move start S5 S EIEE LERNZE
&R LUER “volume move start ap LB B i B ERBRANE, L UERR—IBERXRENES,

*FUES
* MONTAP 9.8FF4. &ERILUEA volume move start fESnaplLockdiFlexGroup# E B HEIMNE,

* MONTAP 9.4FF8A. ﬁﬂ%fix%’f&ﬁy%ﬂﬁéﬁgﬁﬁ)ﬁFH"‘CC mode™. N=EREREIENE volume move

start R EEINE, ELEIETE —encrypt-destination trueo

* M ONTAP 9.6 FH#&, ERILUERREASININBANEBNERENREIEEH. ERAM—ZHMEN
LA _NVEE (RTEFEENetAppBENNR), FEARERIIZBHMBHEIRN NAE volume (GERT
NetApp BENZ) . NAE BERTIFMAAE,

* MONTAP 9.14. 19:F§1|:|\ SO IEEANVEX SVMIBEHITIIER. BXIFMER, 158N ESVMIEE L
ENetAppEINeE

FHaZ

ERTIES, BUNEERFEIER, RERHEEREMEZIMIEDN SVM EEE A,

"Z=IRA PR LAIETT volume move fp&%"

p
1. BohlAEHEERSEE LBRAME:

2t fERLLa< ...

N AREE| NVE & volume move start -vserver SVM name -volume
volume name -destination-aggregate aggregate name
-encrypt-destination true

¥ NVE A EAEEZEI NAE#E  volume move start -vserver SVM name -volume
(Ri&EfFLBATREERINME) volume name -destination-aggregate aggregate name
—-encrypt-with-aggr-key true

NAE %Z| NVE & volume move start -vserver SVM name -volume
volume name -destination-aggregate aggregate name
—encrypt-with-aggr-key false
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NAE &R A& volume move start -vserver SVM name -volume
volume name -destination-aggregate aggregate name
—encrypt-destination false -encrypt-with-aggr-key
false

NVE & & 4 A& volume move start -vserver SVM name -volume
volume name -destination-aggregate aggregate name
—-encrypt-destination false

BXRBFEMEE volume move start, IBEMW"'ONTAP GfS&ZE",

AT e R ALMB NNAXAEE voll EINVEE:

clusterl::> volume move start -vserver vsl -volume voll -destination

-aggregate aggr2 -encrypt-destination true

RigEBIF LA TRERME. MU TaSRERBNNINVERANARE voll FINAES:!

clusterl::> volume move start -vserver vsl -volume voll -destination

-aggregate aggr2 -encrypt-with-aggr-key true

TSR AHINAES vol2 BINVES:

clusterl::> volume move start -vserver vsl -volume vol2 -destination

-aggregate aggr2 -encrypt-with-aggr-key false

T ap SR IEIREB AHINAES vol2 ANAE:!

clusterl::> volume move start -vserver vsl -volume vol2 -destination

-aggregate aggr2 -encrypt-destination false -encrypt-with-aggr-key false

AT RERE NHINVES vol2 HNASE:

clusterl::> volume move start -vserver vsl -volume vol2 -destination

-aggregate aggr2 -encrypt-destination false

EESRHERINMNZE R
volume show -fields encryption-type none|volume|aggregate

o encryption-type FETEONTAP 9.6 EEhRASH AT,
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BXBFEMEE volume show, IBEI'ONTAP s S & ZE",

AT e ERPERNMEBZEE cluster2:

cluster2::> volume show -fields encryption-type

vserver volume encryption-type

vsl voll none
vs2 vol2 volume
vs3 vol3 aggregate

3 WIEREEAERAMNE:
volume show -is-encrypted true
BXBFMEE volume show, IBEI'ONTAP (s $&ZE",

UTamLRBERENNES cluster?:

cluster2::> volume show -is—-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr2 online RW 200GB 160.0GB 20%

“

NRIEERKMIPARSS B3 FET RRUINE A, MENESHITMER . ONTAPZ B MNEE AHEIXEIRSS 25,

7EONTAP SVM iR%& LEZE NVE

MONTAP 9.14. 1FF84. EAILA7EStorage VM (SVM)iE% L B FINetAppEINZZ(NVE), fE
FANVERY, REXFERAM—RIAHTINE. NMEESVMIIZ £ M,

XFIAES
RBEFCIESVMZ G, ZFRETESVMIRE LB RANVE,

FriazHl
* SVMIREFEENL T EANetAppR S MZ(NAE)IMEZEMERS L.
* BB ERIREE A SRR E SRR ERNE,
* HILETITONTAP 9.14 1S B S ks,

* B ESEANVEMZERRENSVM, BRITEEIBTREFSVMIRERBRANANEE. AREFHSVMIR
SEMME,
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° NRSVMIHHBIFRESERNAE. NZHAERT. iRESHEAENAE,
* NERSVMAAFSVMA MRS X ZH:

° SRIESVMERIEIRBEFRZERIZIBIR. MRTRIBIFEEANVE. NBFTERENSVMIRE LS
BFANVE,

° NRBIRERBFFRIFTBERSHEANAE. NISVMRERFERNAE,

P
& A LUfEFONTAPE £ 1T R E 3 System ManagerfESVMiR % /B FANVE,

L ITRE
TR AITESVMIR S EIR(IBANVE. WAILUBEER S Z B 5EREANVE,

MREFHITRAMNE
1. BiIRERIRAMNES:

volume encryption conversion start -vserver svm name -volume volume
2. BIAIDZEBIe o volume show -encryption-type volume RRERNVERFIEEHTIR,

BE B EISVMIRE X H 1T
1. BEnE&i%nE:

volume move start -vserver svm name -volume volume -destination-aggregate
aggregate -encrypt-with-aggr-key false -encrypt-destination true

BXRBFEMEE volume move, IBEEI'ONTAP (s & =",

2. ¥gi\ volume move IEFERIN. {#H volume move show 8% o volume show -encryption

-type volume ERERANVENFIEENTIR,

System Manager

1. SMAEFHE>S.

2. ZEMBNSVMIRENEIRZIA, &1, AEEE © HE.
3. FEFMEMMMAIRE T, EEEANE

4. EERFo

ZONTAPT iR & LACE NVE

M ONTAP 9.8 FF18, ERILUEA NetApp ENMZRFRIPT SRS,
ETFIATS

H2ES BERIIR AT aEE, ERERT SVM B%, SVMIESERLETRESREMBZFHITER
7. MONTAP 9.14 1F 4. JINVE,
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REMEFIERE, BATH. EFEEFEUIRE METKE, ERENREDEHER, WAERITREER
12 1Fo

FaaZ Al
* BRRFVIER HARRE.
* BB LIET RIRE.

c BHARSMNTEEFEEZHEERIREMMY ( Key Management Interoperability Protocol , KMIP ) BY#R
HERAEIESR NN EIERSS 25,

p
1. SREHITINE

volume encryption conversion start -vserver SVM name -volume root vol name
2. BRSPS :

volume encryption conversion show
3. BIUR(FEmE, WIIEEEEME:

volume show -fields

THER T MESHRAREL.

::> volume show -vserver xyz -volume vol0O -fields is-encrypted

vserver volume is-encrypted

XYZ vol0 true
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