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1. RNERZRIE SSLKMIP BFIHIER:

security certificate install -vserver admin svm name -type client
RFEBIRRERN SSLKMIP 28MERIEH.
clusterl::> security certificate install -vserver clusterl -type client

2. 3 KMIP FRSSEBREVRIEBIANE (CA) RE SSL AFIEH:
security certificate install -vserver admin_ svm name -type server-ca
clusterl::> security certificate install -vserver clusterl -type server-ca
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BXMEMEE system license add, JEEMN'ONTAP G5 $E&ZE",

TR LER—SBPERAXHIEE, SR SVM ECE 7 ZIAEIERSS:E, N ONTAP {RfERXLERSS 2BIKR
PEH. BN, ONTAP FERNEREENZAEERS BHRFRIFEH.

Eol ATESEEES R ERAZAEE, HE SYM CEEEIMNIZREIE, BaILUER security key-
manager key migrate SR EAMERSCENREZRIAEIETEZIISVMEERNIMIZEAEIESS,

VIFHME R security key-manager key migrate, BESR" sz
BXIFAESR k k ESI'ONTAP <5

FreaZHl
* BMERE KMIP SSL & F it f1ARSS 28IE o
* BRITILES, BHTREES SVM BER,
* WMRE A MetroCluster 5B RAIMIRAEIE, NN AEBBINIZREEZ fiFTe2EE MetroCluster .
* EMetroCluster}fiz . EwATE RN EEEF £ L RABRRIKMIP SSLIEH,
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1. EEESEHNTIAEESRER:

security key-manager external enable -vserver admin SVM -key-servers
host name|IP address:port,.. —client-cert client certificate -server-ca-cert
server CA certificates

o

o security key-manager external enable BpSHATEM security key-
manager setup Y MREEHERIERFTREITHD. admin svM BINAHEIE
BIEESVM, TN TSENESERAERBEEEE, EALUET security key-
@ manager external modify AT EXRINIFAEEEENT D,

° 7ZMetroCluster IF1EH., NREBANEIESVMECBEINIZIAEIRE, NIMNEE security

key-manager external enable <o

U TSR NEMINPEPEIE clusterl ERASMIMPEIRSR. F— I BPRSBERLINSHR
(S, B METRSSER P HIFISAROERE, B BRRSREM IPV6 AR OEE:

clusterl::> security key-manager external enable -vserver clusterl -key
-servers

ksl.local:15696,10.0.0.10, [fd20:8ble:b255:814e:32bd:£f35¢c:832c:5a09]:1234
-client-cert AdminVserverClientCert -server-ca-certs

AdminVserverServerCaCert

2. BEXAEIESE SVM ¢

security key-manager external enable -vserver SVM -key-servers
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host name|IP address:port,.. -client-cert client certificate -server-ca-cert
server CA certificates

° NRAESVMEBRIBRATIEITH . svM BIAAEHFISVM, BN IIEERfs SVM B8
G REEDE SVM SEE, EELUBTT security key-manager external modify FB
@ FEHRIMNBRAEERRENT D,

° fEMetroCluster 5. NREBHHIBESVMECEINIZEIAEE. MWAKEE security

key-manager external enable wm<o

TS ERNERINBEZAEIE svml FHARZARS S MIFEAIAKO5696:

svmll::> security key-manager external enable -vserver svml -key-servers
keyserver.svml.com -client-cert SVMlClientCert -server-ca-certs
SVMlServerCaCert

3. MMEMIEM SVM EERE—F.

BRI LIER security key-manager external add-servers Sn<HE0EHMSVM,

@ ‘security key-manager external add-servers BB “security key-
manager add Mm%, BXRMIFHMEE “security key-manager external add-
servers, BEU"'ONTAP i & E",

4. WIFFRIE EERCER KMIP BRS2BERIIEERE:

security key-manager external show-status -node node name

‘security key-manager external show-status BREML “security
key-manager show -status #%. BXHIFMESE “security key-

@ manager external show-status’
» T8 1link:https://docs.netapp.com/us-en/ontap-cli/security-
key-manager-external-show-status.html ["ONTAP ﬁi%\%%"m lo
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clusterl::> security key-manager external show-status

Node Vserver Key Server Status
nodel
svml
keyserver.svml.com:5696 available
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available
node?2
svml
keyserver.svml.com:5696 available
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available

8 entries were displayed.
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* TEMetroCluster}f iERR, S MTERNERE R EMERIKMIP SSLIEF,

p
1. hEBE TR RERAEESRER.

security key-manager setup
LR BRI IR .

(D fEMetroCluster IF R, HAERNERE LIZTTIH M. BXAIFMER security key-
manager setup, AEI'ONTAP Gi<&E",

2. EEMRETARIMNER AR,
3. //J\\j:”] KMIP HE%%%

security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.1

(i)  #MetroCluster Fitiirh, MRUERMERE DETIERDS.

4. FINEAIMY KMIP BRES28ATKINTTR

security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.2

() mEMetroCluster i, AATERMERE LIETHA L.

5. IIFFRE EEEER KMIP IREZEBETEEE:

security key-manager show -status

E;éﬂ:tﬁ*%qjﬁﬁ Fl E"JEQL:M_.\, 1%5% "ONTAP &5 Ap 7(5%"0

clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available
clusterl-01 5696 20.1.1.2 available
clusterl-02 5696 20.1.1.1 available
clusterl-02 5696 20.1.1.2 available
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6. (A RAXEELRNMES,

volume encryption conversion start

A 7B, MBI RIAEIEES, EMetroCluster’F B, HARER D IL S BB IMEZRER

EIEE,

ZONTAPHFEASIEHE EIEEA

MONTAP 9.10.1FF%8. ErIIECEEN BIEFPFER"Azure ZiFE (AKV) "
#"Google Cloud Platform FYZ$AEIEARSS ( Cloud KMS ) "{RIFONTAPINEZ R,
MONTAP 9.12.0F 88, E1RA] LUERFRIFNVEZR$H" AWSHIKMS',

AWS KMS. AKV#ICloud KMSEIFTFRIF "NetApp &1% (NVE ) ZA" UEATFEHIEBSVM,

*FIES
ALMERHSITREHONTAP REST APIE A =IREIEFENZIAEIE,

HEEASRERFRIPEHRN, IR, BRABERT. #UESVM LIFBTFS5ZEHERRHITERE. TREEN
ERTS5SREENE MRS #TEE (GERT Azure B login.microsoftonline.com ; &FAF Cloud KMS

B oauth2.googleapis.com ) . IREBEMEREREH. EEET L ERERZRAEERS,
EFERCRESZHEERSHN. ERCEFREUUTRS:

* SIREBFEHEIERNEHE T NetAppFEINZ(NSE)MNetApp B EMZ(NAE),  "7hEE KMIP" BT AR AEE,

* CIRUBEHEERNER FMetroClusterfit &,

* JEEEHUESVM L E iR HiEREREE,
Feaz a0

s BB AN IRERER EEEEKMS,

* ONTAPEEF YT AT FENVE,

s BN B ZESNZR(VE) M ZHEFP INEZAEEMTEKM)IFEE" (HEX)XLEHFIEE S ER"ONTAP
One",

* BRREEEHSVMER S,

* SIESVMA R B SEMMEE. UAREAEAEIER, WREUIESVMEENES. Ny EEXLEs,

RIEBEEKMS,

BRSMEBEIAEE
BRIMNIZREERR T EERNS ERAEIESS. AN ZRAEERMIMRANEITR,
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AWS
ez A

s AR EIENZMIAMA B EFERMNAWS KMSZEACIEIEN, IAMBBMAEE—PMATFHITUT

1R ERISRER

° DescribeKey
° Encrypt

° Decrypt

BXBFAER. BEIHAWSH "B,

7ZONTAP SVM_LZFHAWS KMV

1.
2.

a2z a1, IBMAWS KMSIREX AR Z (A IDFINIZZ 50,
BRREFNREN SR

set -priv advanced

BEAWS KMS:

security key-manager external aws enable -vserver svm name -region
AWS region -key-id key ID -encryption-context encryption context

HIRRES. SANZZ R,
HIABIEHRECEAWS KMS:

security key-manager external aws show -vserver svm name

BXIEMSE security key-manager external aws, IBZMW'ONTAP mS$EE",

Azure B[S
TEONTAP SVM_t [ Azure Z (A 17 1%

1.

FiaZEi, EEEM Azure K IREUE U B HIOIEEIR, BIEFIRZEATIER. Lth, EATHR
SEEPHAETRETREART. BOUEREGSRAELER cluster showe BXRFHAER
cluster show, IBBI'ONTAP ii$&E",

RRER IR E SR

set -priv advanced

ESVM_EEBAKV

security key-manager external azure enable -client-id client id -tenant-id
tenant id -name -key-id key id -authentication-method {certificate|client-
secret}

HIRTREY, N Azure Bk RYZ A IRIEREE F &R,
WIFREEEMBRHAKV:

security key-manager external azure show vserver svm name

RRSAARIMERES. EBTEIBESVM LIFERII SAKVEAEIRRS MEE.

BXBEMSE security key-manager external azure, BBW'ONTAP @i$E&ZE",

Google Cloud
7EONTAP SVM_ EFH=KMS
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1. Faz . BAJSONIETUFRENGoogle Cloud KMSik P Z (AR E A%, ERILITE GCP fhk)*'q:'?iz
FIES. ks, ERIBEREBRPFHNAET RETRART. ErolLUERGRSRIOEILLE.
cluster show. BXMIFHMEE cluster show, IBEBM'ONTAP <& E",

2. BRRBFIEERNEH:

set -priv advanced

3. f£SVM_LEHACloud KMS

security key-manager external gcp enable -vserver svm name -project-id
project id-key-ring-name key ring name -key-ring-location key ring location
-key-name key name

HIRREY, ERARSHKSERBHEEA JSON XHEHRE
4. B9iiECloud KMSREERE T IEMAIS K.

security key-manager external gcp show vserver svm name
HIRTES kms_wrapped key status =2 “UNKNOWN” WIRHEKEIEME S,
MNRBRSEIAAIMERER. muﬂﬂ)ﬁsvm LIF5GCPESREBIRIRS B ILER,

BXMEMEE security key-manager external gcp, BEMW'ONTAP m<$E&E",

MREHN &?ESVM@EE—’PE}Z%’: MiIZE. HEHENANVEZRHEESVMIREZAEIESREIE. NXLERHA
ROES RN INBEAEIEIRSS . BEABTITRENITLIRE. 1a1_ﬁL,{‘anv
security key manager key migrate -from-Vserver admin SVM -to-Vserver data SVM

QBRI EIESVMBFIENVERIBZ /G, 7 RE AT BUEUESVMAI TN Z %,
BXER

* "EH&ER FCloud Volumes ONTAPHINetAppiNZ iR R H N2 E"

* "R RAEIEIR NG

7£ ONTAP 9.6 XEShrZE (NVE) FHEBEREZIRERE

ERILERREZ A EESRIPEREA T HRNZESENZ R, EOEhRNEE%E
MEZHWENE NS EBRARBEREES,

% FILfES
#

RIAETT security key-manager onboard sync 855
NREFERNEMetroClusterfic B M HITHETT Security key-manager onboard enable 3%, REIE
17 security key-manager onboard sync . HES LERAERNEEAEE, \_ﬁlﬁ security
key-manager onboard enable . AREEEEE LAY . WAFEIEIT enable 1%,

BXM security key-manager onboard sync FH{EE “security key-manager onboard
enable, EBH"'ONTAP @m<E&E",

FINERT, EFMETHRANAEERMANEIAEIESREERIE, EAUER cc-mode-enabled=yes &M, &
KAFEEMBIERANBIEEIE,

FFFNVE (JIRBIKE) cc-mode-enabled=yes. FEAEIEE volume create Ml volume move start

ML BHNE, EATF volume create, MFEFIEE -encrypt true. EATF volume move start,
NFEFIERE - —encrypt-destination trueo

16


https://docs.netapp.com/us-en/ontap-cli/cluster-show.html
https://docs.netapp.com/us-en/ontap-cli/cluster-show.html
https://docs.netapp.com/us-en/ontap-cli/cluster-show.html
https://docs.netapp.com/us-en/ontap-cli/cluster-show.html
https://docs.netapp.com/us-en/ontap-cli/cluster-show.html
https://docs.netapp.com/us-en/ontap-cli/cluster-show.html
https://docs.netapp.com/us-en/ontap-cli/cluster-show.html
https://docs.netapp.com/us-en/ontap-cli/cluster-show.html
https://docs.netapp.com/us-en/ontap-cli/cluster-show.html
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+gcp
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+gcp
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+gcp
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+gcp
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+gcp
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+gcp
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+gcp
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+gcp
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+gcp
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+external+
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+onboard
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+onboard
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+onboard
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+onboard
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+onboard
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+onboard
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+onboard
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+onboard
https://docs.netapp.com/us-en/ontap-cli/search.html?q=security+key-manager+onboard

BdE ONTAP TREUEMZRY, AT HEDEBWARSZE (CSFC) HEKR, B NSE 5 NVE £&51F
B, #RFRTERTER TEEREZIHEIESE, 1520 "CSFC fRFERT" B% CSFC ¥ 8, &
=0,

ERANEER TERAREEZHEIESEN (cc-mode-enabled=yes). RFTHBEEIUTH
HITEN:

* EERAERTTIETH, RRASEEESKMASEHEZEEER,

NREBCIISRBANEREEBFZINEE, WASERNES, EEIELEE, SO0NEH
BTN RAMANERNERZIENEE, BilE, N THEEEREHENEEFNSHRNER
Y, RARSAVFES 5 REWTE 24 /NSRNIEFMASERHZEIEE, NREXEIRE (5

@ o0, &SR 5 RRIEMBNSEREDEE) , NoAER 24 )\BIHHRTG, NEEHNS
TR, AREEEUIRF,

* RFEMEEFFER NetApp RSA-3072 KIBE R IEH LA SHA-384 KIS E BB E RO EMER
M, MASEAEEMN NetApp RSA-2048 R ZIFFHH SHA-256 RIE ZHE,

upgrade Sp ¥ AEE K ERTHFE B REIEAB EE R E LT IRIF, MRIEUEHTI
, MEEIIERLEHITT—F,; BN, MEEIMEEK, BXNFMAER cluster
image, EBW'ONTAP Gi$&ZE",

@ REZIE RS RIAFEEERRERNE ., RAEMBHIRE G, ZRERNERATERE
bR, EEEBEBITRHGT, RAHEEG, ZEMEREREDRKE 30 B
FaZ
c BT EREER A RERITIIES.
* EEERBZIAEIER A, EBHIMECE MetroCluster IF15,

p
1. BEEREERIRE:

security key-manager onboard enable -cc-mode-enabled yes|no

& cc-mode-enabled=yes EXRAFLEENBHERNBIHEERZERIE, WFNVE (
yl:l%E',iﬁﬁ) cc-mode-enabled=yes.\ {EABIENSE volume create M volume move

@ start MYSBMNE, o - cc-mode-enabled EMEMetroClusterfit & F A2 X #F,
o security key-manager onboard enable WS TEM security key-manager
setup GIERCaN

IATRABIETE cluster! LR AERRIRER S, MARESRENBERMANELEIEE!
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clusterl::> security key-manager onboard enable

Enter the cluster-wide passphrase for onboard key management in Vserver

"clusterl":: <32..256 ASCII characters long text>
Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>

2. EFRIIBIRTAT, B 32 B 256 MNERFMFEBIEIE, HEMNTF "cc-mode’ ", N 64 Fl 256 NERT

AYERDRE IS,

@ NRIETER "cc-mode” " EHIFEIE DT 64 NFNF, MNERAEERREREBRERENE
BRTRZAISAE ATRYIEER,

3. FEETIEMRINR TR, EFMNEDEIE,

4.
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PR E eSS HINIERIA:

security key-manager key query -key-type NSE-AK

@ ‘security key-manager key query BRHGENfL “security key-
manager query key Bi¥o

U REFIIEREENEIB B NINIERER clusterl:



clusterl::> security key-manager key query -key-type NSE-AK
Node: nodel
Vserver: clusterl
Key Manager: onboard
Key Manager Type: OKM
Key Manager Policy: -

Key Tag Key Type Encryption Restored

nodel NSE-AK AES-256 true
Key ID: <id value>

nodel NSE-AK AES-256 true
Key ID: <id value>

2 entries were displayed.

BXBEMIEE security key-manager key query, IBZMW'ONTAP mS$&E",
S. (k) BANAEERNMNESE,
volume encryption conversion start

HIRE 2. DAL ERAZAEIEL. EMetroClusterIfER. HAENER N IER LA EREZ A
B,

SR
BEREEEHEERRAUINOR R AE, LSRR,

FCERHEZAEIESTIEEN, BRNFRBESENIEHARLIMREMNE, UETEAEREER,
BEN "FRENIRAERAEEER"

HxEE
. "R TRIARIELL R
7£ ONTAP 9.5 ERhgA& (NVE) HEHAIREZIRE

ERI LM ERREZ A EESRIPEEA T HRNZSENE SR, EUIEhRNEExE
MEZHWENE N EE ERRARBEREES,

XFIAES

fEAIIEIT security key-manager setup Ai<o
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MNREFERE MetroCluster BRE, iEEEFUTEN:

* 7EONTAP 9.5F0, WJUEIT security key-manager setup fEAMIERE . JA/G security key-
manager setup -sync-metrocluster-config yes {EIZf2&EEE . EE LEBHERNEEEE,

* 7EONTAP 9.5Z HiBShRASH., BB TT security key-manager setup {EASHIEEE F. FFKL20
. RAFRIGTT security key-manager setup EinizEEdi . & LERHERNZEEE.

RINMBERT, EFNEHTRNAERMARAEIERTDEE, MONTAP 94718, ERILUER -enable-cc
-mode yes EHl. EXRAFEENBMERANEZLEIEIE,

FFFNVE (SIREBIKE) -enable-cc-mode yes. FEAEIERNE volume create M volume move start

L BNE,. EATF volume create, MFELHFEE -encrypt true, EATF volume move start,
MIFTCEFERE -encrypt-destination trueo

() =mEEsRews, SRBFEHHA

a2 Al
* INRBENSEHNVESIMNBZIRER(KMIP)ARSZSSRE S M. NI ESMFRIMNRE A E IR R IR
"MIMNEB IR E IR IR A"

* B REREEERTERITIIES,
* EECEMRHZAEIER 280, EHUBECE MetroCluster IF15%,

p
1. BEEREERIRE:

security key-manager setup -enable-cc-mode yes|no

MONTAP 9.4FF48. f&RILAER -enable-cc-mode yes IEAIMER AR EEHBIEHE
@ ANZIEERTINEE, WFNVE (MIREIKE) -enable-cc-mode yes. FREIENE

volume create M volume move start BRS=BEINNE,

IUTFROEFIATE cluster! LISERAEIERE, MAFTEBRENBMERANZILDEIE:

clusterl::> security key-manager setup
Welcome to the key manager setup wizard, which will lead you through
the steps to add boot information.

Would you like to use onboard key-management? {yes, no} [yes]:

Enter the cluster-wide passphrase: <32..256 ASCII characters long
text>

Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>
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2. BN ... yes TEIR TR BRI ZHER,

3. EERMERIER TR, WA 32 B 256 MFRNEIIFEIE, HEXMTF "cc-mode’ ", HA 64 F 256 MFHF
HEIAEIE.

@ WRIEER "cc-mode’ " BILERIB/VTF 64 MNFER, NERHEESFKEIRERRERZEIE
BIRTRZESEAMER,

4. EERRBEWIARTL, ENRAEREREE
S WIFRRENFBETREERA:

security key-manager key show

clusterl::> security key-manager key show

Node: nodel
Key Store: onboard
Key ID Used By

<id value> NSE-AK
<id value> NSE-AK

Node: nodeZ2
Key Store: onboard
Key ID Used By

<id value> NSE-AK
<id value> NSE-AK

2
&
o

BXBEMIEE security key-manager key show, B2 I"ONTAP =",
6. (AR RANAEEIRNNES,

volume encryption conversion start

BREZ Rl BT ERBZAEIER. EMetroClusterIfEH. HARNTER ML S FEEEREZA
EIEEE,

SR
WERTEEHEEERASNIRSAE, LIERER,

FERHEZAEIRSTREEN, BENFIRBESENIEHARUIMNMREME, UEEAEREER,
BEEN "FREMIREERAEEER"

BXER
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* "R RIAEERRE"

RN T R ERIREEAEE

TR LMERRBE A EIESRIPES AT HRNZRSENE SR, EoIEhnNEExE
MEHENESTEE EERAIREEREER,

JFTFONTAP 9.5 EERRA. WMIBTT security key-manager setup fi¥o
@ I FONTAP 9.6 R EEhRA. MIEIT security key-manager sync Bn<o
MRERTRANIEE TIREZHEENER P, BEsTitaShIFR %R,

WMRIEFERRIZ MetroCluster BRE, BFEBEUTEN:

* MONTAP 9.6F88. EWIEIT security key-manager onboard enable BIA{EAMIER FIElT
security key-manager onboard sync TS . B8 LERBRNZEEIE,

BXHMM security key-manager onboard sync\ﬁéﬂﬂ%—% "security key-manager onboard
enable, IBEN'ONTAP @S E&ZE",

* 7EONTAP 9.5F0, WJUEIT security key-manager setup fEAMIERE F. JA/G security key-
manager setup -sync-metrocluster-config yes {EiTie5edf . E8 LERERNEEEIE,

* 7EONTAP 9.5Z HiBShRASH., BB TT security key-manager setup {EASHIEEE F. FFKL20
. PAIGIBTT security key-manager setup (it . &N LERERMNEIEIEIE,

BINBRT, ENERTRNAFTERANEZAEIEREINITIE, MONTAP 9.4FH14. ERJLUERA -enable-cc
-mode yes EHl. EXRAFEENBIEHWNEZLEIE,

FHFNVE (JIRBIZE) -enable-cc-mode yes. FRAEIENSE volume create #l volume move start

L =BNE. EHATF volume create, MWILHFIERE -encrypt true. EATF volume move start,
MIFTCFEFERE -encrypt-destination trueo

() =m@EsRens, SABFEHHA

BXER
* "R eTIAEERIRE"

£/ NVE W &EIEHITINE

£ NVE BiR 3 &R HITINE

M ONTAP 9.7 &, WMREHE VE FreiEANRIRBEIMNZRHAEIE, NWRINBE R TR
BMEME, 3FF ONTAP 9.6 NEEZ, EnlLFHERMEERRNE, BN
5&; EVEFrIEHBEEZIREE. AEAEBAEMNE, NVE 5 FIPS-140-2 1 £&#R
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ZONTAPH{FERAVEIF LB AB SR INE

MONTAP 9. 7H4, WRBE"VEF I "EBMIREZIASINEZREA, NFHEIZHNERSH
EREAFITINE, M ONTAP 9.6 744, EAILUMERARSRINMBAEMZNENFRE
BEoREH,

KFIES
?g%i'l'i"]#t TENSEEREAEEHIENIR, WATERRERME. BN, NVE AZFHRGREEHEN

BRRERINMBHREIRAN NAE aggregate (GEFT NetApp BEME) . NAERESHRFIESESANE
FANAESENVENNZ#{TINES EK'LMEE/R-F\ ERARESRFIMERN. EREPEIENESSERNAEIMZH#HITI
=, uﬂLXEEEk1k1ELXE&FHNVEHD

NAE BEAFAXEE,
FIaZ Al
TR R EE R REITIESS
p
1. BRAXERREAIME:

E .. RS ...

{#FH ONTAP 9.7 Sy E =k A6l NAE B2 storage aggregate create -aggregate
=} aggregate name -node node name

fEH ONTAP 9.6 €32 NAE B& storage aggregate create -aggregate

aggregate name -node node name -encrypt-with
-aggr-key true

HBIENAE RSN NAE B S storage aggregate modify -aggregate
aggregate name -node node name -encrypt-with
-—aggr-key true

¥ NAE BE#E%#ENIE NAE BE storage aggregate modify -aggregate
aggregate name -node node name -encrypt-with
—aggr-key false

BXIEIEFRRRGSHNESER, FEI'ONTAP 5 <SE "
AT B ELBAREGRIME aggrl:

° ONTAP 9.7 S{E S hiAs

clusterl::> storage aggregate create -aggregate aggrl
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° ONTAP 9.6 S{E 2 hR7s:

clusterl::> storage aggregate create -aggregate aggrl -encrypt-with
—-aggr-key true

2. WIIRBENREBAME:
storage aggregate show -fields encrypt-with-aggr-key
BXMEHMEE storage aggregate show, BEW'ONTAP i $E&ZE",

UTap SR IHITIRIE agorl EBAME:

clusterl::> storage aggregate show -fields encrypt-with-aggr-key

aggregate encrypt-aggr-key
aggr0 vsim4 false
aggrl true

2 entries were displayed.

94
1817 volume create B3 LLRIENMES,

on

ot

INREMER KMIP BRSS8B3FMET R BUNE R, WENSHITNERN, ONTAP ZBE) "H#IX " MEZAEIR

ek

EONTAPHRXT#1E B FINZE
RBILUER volume create sp S AMFIERBNZ,

KTFUIAES

1SE] LMEFANetApp BN (NVE ) X &1 TI122. MONTAP 9.6 4. AT LUEANetApp R A NZR (NAE )% &5
TR, ETHEXNAENMNVERNEZE R, 52N ENEEHA,

BXIIEEFFRGIHNELZER, BEW'ONTAP LS55,
TEONTAP I AFTERBEMZIRIES B SIRIBEERIONTAP A FtFEREMB ARG
* MONTAP 9.4FF%4. WREBEAT cc-mode REWMBFZIHEIR N, EEMALIENSE volume create It

WREIEE. WM BEINE -encrypt trueo

* 7ZEONTAP 9.6 M ERhRAA., EHIFER -~encrypt true M volume create BFREAMEBNHS (A

Te@RBHA cc-mode) o

* JNRBTEONTAP 9.6 RIENAES. MHAERELRHIBANAE, B2 EAVEFRNEE AR SR INNE
THRAEXIESHNESFMER.

* MONTAP 9. 778, WIREHE"VEITAHEMRBTIINBRAEIE, WHSIBIERIINNE, FRINER
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. ENAERESHEIZRFHEIIEEINAE. MAENVE,
° 7EONTAP 9.7 ESZhRASH. MNRERIMNT -encrypt true Fll volume create (RS EENAERS
Tﬁﬂ@%\ ILERBEEBNVEINZR. MAENAENZE ., NAERESHFHFRE EEHIERNVEZNAEFHITIO

o
o

(D NAEBaTmRAES,

pd
1. QIR EHIEERREE LRAME, MRMEMUTNAERSH. NERGAERT. LEBANAES:

BOIE .. fEALtE< ...

NAEH volume create -vserver SVM name -volume volume name
-aggregate aggregate name

NVE& volume create -vserver SVM name -volume volume name
-—aggregate aggregate name -encrypt true +

EARZHINAERIONTAP 9.6 ;B RIRAEH. -encrypt true 5

@ ENERANVEXEHITINE, EONTAP 9.7REEIRAH. MR
ENAEREHHIiEE. -encrypt true BEIMAMINAEMZERZRE
BIPIBIEENVES,

AN AKE volume create -vserver SVM name —-volume volume name
-aggregate aggregate name -encrypt false

BXEMEERE volume create, IBEI'ONTAP G5 &E",
2. WIIREBENERAME:
volume show -is-encrypted true

BXINFEMEE volume show, IBEM'ONTAP (<& ZE",

2

INREAKMIPARSS 37 AT mUMNE A, WAENSHITMERN. ONTAP 2 B INEE A X BIARS5 25,

7ZONTAPH {EHvolume Encryption conversion startfp < XA &R AINE

MONTAP 9.3F %8, ERILAEMR volume encryption conversion start 8RR
"MZBREE. MERKEBHEIHMMAIE,

XFIES
BoERRIRES, ZIREUIN5TM. WMREEIRIEEREEEI e IR, MBI LUEST volume encryption

conversion pause B AEERE. UK volume encryption conversion resume 8p< URER

Fo
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MONTAP 9.14 1778, &R LUER volume encryption conversion start fESVMIEE L, BHXIFM
58, B2 N ESVMIEE LA ENetAppEINE

@ & ABEfER volume encryption conversion start ¥#iSnaplLock®,

p
1. ZIEE LRAMNE:

volume encryption conversion start -vserver svm name -volume volume name
BXMEMIEE volume encryption conversion start, IBBW"'ONTAP fi$E&ZE",

TSR ESERAME voll:
clusterl::> volume encryption conversion start -vserver vsl -volume voll

RS NELEINEER. & LHNBIEENE,
2. IEREHIRIRRVIRES

volume encryption conversion show
BXBEMEE volume encryption conversion show, BEBI"ONTAP fGi$&E",

LX-FF' Y ’/ \?Fgﬁj:gﬁ{'ta’]'{kn_’\

clusterl::> volume encryption conversion show

Vserver Volume Start Time Status

vsl voll 9/18/2017 17:51:41 Phase 2 of 2 is in progress.

3. FiRiMEEMNE, RIISEEERANE:
volume show -is-encrypted true
BXIEMEE volume show -is-encrypted true, IBER'ONTAP <& ZE",

UTHLRBERENNES clusterl:

clusterl::> volume show -is-encrypted true
Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr?2 online RW 200GB 160.0GB 20%
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=

INREERKMIPIRS SR MET RRIIEER. WEXNEHITINER. ONTAPZ B ME R AEIXEIRSS 28

NMEEBRINE

eI LIMER volume move start Bf volume encryption conversion start @p

LUNMEBEERRAME,

KXTFUES

&B] LAER “volume encryption conversion start sp S B LTt BRI B EMMNE, MERFEBEIE ML
B, WE, Eo]LUEA volume move start 855,

#F3 volume encryption conversion start (s $EI A S LB AMNE
&R LA “volume encryption conversion start ap < RERIME SN MM INE, MEFHESHIEHMUE,
BEFEIRIREIE. WMTERZIRE. WREIEIR(ERR L&t RERIEEAR. MATLUETT volume encryption

conversion pause Ap < LAEISIE{E. UMK volume encryption conversion resume &< UIREER

=
@ EARBEMFF volume encryption conversion start ¥%#iSnaplLock®,

p
1. ZIEE LRAME:

volume encryption conversion start -vserver SVM name -volume volume name
BXMEMEE volume encryption conversion start, IBBR'ONTAP fi$E&ZE",

TR MBEEBRBME voll:
clusterl::> volume encryption conversion start -vserver vsl -volume voll

RESHNELIEMBRH, & LBIEESME,
2. INEFEIRIRVERIRTS |
volume encryption conversion show
BXBEMIEE volume encryption conversion show, IBE'ONTAP fi$&E",

IR an < B g E RS
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clusterl::> volume encryption conversion show

Vserver Volume Start Time Status

vsl voll 9/18/2017 17:51:41 Phase 2 of 2 is in progress.

3. HiRRMER MG, RIIEEREBAME:

volume show -is-encrypted true
BXRBFMEE volume show, IBEI'ONTAP (s & ZE",

UTHSEERLENINZESE clusterl:

clusterl::> volume show -is-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr?2 online RW 200GB 160.0GB 20%

&
Ei@ﬁﬁﬁ KMIP AR5 283778 T S RINE R, MENEHITNEER, ONTAP REG "X " MBZAZIR
5588,
&M volume move start s SEME L L EAMNE
1EBILAEFA “volume move start 8 L IBIBIMEERKBANE. EeILUERAR—MREHTENRS.
XFUIES

* MONTAP 9.8FF44. #ERILUfER volume move start fESnaplLocks{FlexGroup# L/ BNZ,

* MONTAP 94744, MREIRERHZAEIEREBA " cc-mode™. MEEREREIENE volume move

start MYEBEMNE, BLEIETE -encrypt-destination trueo

* M ONTAP 9.6 18, Er]LUMERRERFNINBABERINEFIENRENERZH, FAE—ZHNZN
EMN_NVEE (REERNetAppEINER), FERARESRIIZHMZBNENN NAE volume (GERTF
NetApp BEINE) . NAE BERZIFAN AL,

* MONTAP 9.14. 1718, &R UEBNVEXSVMIBEEHITINE ., BXIEFEMER, 55N ESVMIEE LD
BNetAppEINE,

FaZ Al
BRITILAES, GUTEEHEER, HEEHEEREREZMYRA SVM S5,

"Z=RAN PR LAIETT volume move fpS"

p
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1. BEpEEHEEREEE LERAME:

2235 fERLLa< ...

i AEE| NVE & volume move start -vserver SVM name -volume
volume name -destination-aggregate aggregate name
-encrypt-destination true

¥ NVE A EAEEZEI NAE#E  volume move start -vserver SVM name -volume
(Ri&EFLBATREERNMNE) volume name -destination-aggregate aggregate name
—-encrypt-with-aggr-key true

NAE %Z| NVE & volume move start -vserver SVM name -volume
volume name -destination-aggregate aggregate name
—encrypt-with-aggr-key false

NAE BEIAXAH volume move start -vserver SVM name -volume
volume name -destination-aggregate aggregate name
—encrypt-destination false -encrypt-with-aggr-key
false

NVEEER NN EKE volume move start -vserver SVM name -volume
volume name -destination-aggregate aggregate name
—encrypt-destination false

BXBFMEE volume move start, IBESM'ONTAP G5 S & =",

AT ap SR HERB ARV AE voll EINVEE:

clusterl::> volume move start -vserver vsl -volume voll -destination
-aggregate aggr2 -encrypt-destination true

RIFEER LR TRERME. NET SIS APINVERAXAEE voll EINAEE:

clusterl::> volume move start -vserver vsl -volume voll -destination
-aggregate aggr2 -encrypt-with-aggr-key true

AT e KR E NHINAES vol2 EINVES:

clusterl::> volume move start -vserver vsl -volume vol2 -destination
-aggregate aggr2 -encrypt-with-aggr-key false

T an SR EIRE NHINAES vol2 AXNAE:
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clusterl::> volume move start -vserver vsl -volume vol2 -destination
-aggregate aggr2 -encrypt-destination false -encrypt-with-aggr-key false

AT ap SR EIRE AMINVES vol2 AXNAE:

clusterl::> volume move start -vserver vsl -volume vol2 -destination

-aggregate aggr2 -encrypt-destination false

2. BEEEHENMELE
volume show -fields encryption-type none|volume|aggregate
o encryption-type FERTEONTAP 9.6 EShRASH AT,
BXRHEMAEER volume show, IBBI'ONTAP @GioE&ZE",

AT ERPERIMERE cluster2:

cluster2::> volume show -fields encryption-type

vserver volume encryption-type

vsl voll none
vs2 vol2 volume
vs3 vol3 aggregate

3. WiFRBZENEERME:
volume show -is-encrypted true

BXRENFHMAEE volume show, IBEI"ONTAP (pS&E",

UTaSRHERLEMINZRESE cluster2:

cluster2::> volume show -is-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr?2 online RW 200GB 160.0GB 20%

ZR
NRIEEAKMIPIRSS B3 FE T RRUINE A, NENESHITMER . ONTAPZ BB E IAHEIEEIARSS 25,
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ESVMiEE _LACENetAppEINE

MONTAP 9.14. 1FF84. EAILA7EStorage VM (SVM)iE%E L 2 FINetAppEINZZ(NVE), fE
FANVERY, RERFERAM—RAHITINE. MMEESVMIIZ 2,

XFIAES
QEFEIESVMZfE. A RETESVMIRE EBANVE,

Froaz Al
* SVMIBEREEMI T EANetApp RS MZR(NAE)NZN RS L,
* e AR E A EIERNIINI R EIERBANE
* HIALETTONTAP 9.14 1B Sk,

* B ESEANVEMZERRENSVM, BRITEEIBTREFSVMIBERBRANANAE. AEFHSVMIR
EEHNE.,

° NRSVMIBHEITRSEENAE. NEIANERT. RESYIANAE,
* tNRSVMAFSVMRHE X ZA 7

° SRIESVM ERIMEIRBEFRZERIZIBIR. MRTRIBIT EEANVE. NBITERENSVMIRE LHIE
BFANVE,

° WNRBIFEETIFIE R ASEERANAE. NISVMIEEIFERNAE,

P
&R LUERONTAPE £ 1TR E S System ManagerfESVMIR % LS FANVE,
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HITRE

ERILIFESVMIRS LIS ANVE, Al UBIIAER A 2 EIS A1 RS FANVE,
RHRG TR

1 IR RIS

volume encryption conversion start -vserver svm name -volume volume
2. HIAINZEBTNo o volume show -encryption-type volume BREFRNVEMIFIEEMNTIR,

BB EISVMIRE X H# TN
1. BEESE:

volume move start -vserver svm name -volume volume -destination-aggregate
aggregate -encrypt-with-aggr-key false -encrypt-destination true

BEXIFEMEE volume move, IBZM'ONTAP Gi$&E",

2. H4iAk volume move IEERRIN. M volume move show 83%: o volume show -encryption

-type volume ZBREANVERFIEENTIR,
System Manager
1. SMEFE>S,
2. ZEMEBNSVMIRERBIREA, %, ARERE : s
3. ETFEMMAITE T, EEBAMNE,
4. EERFo

BRTRIREME
M ONTAP 9.8 748, ErILIEA NetApp EIMZRRIFT SRS,

KXFUILES

IRES B ERTRAT SRE, ERNERT SYM IRE, SVMIRBERHETRERINZHI TR
A, MONTAP 9.14.1F . ANVE,

i%ihl]?ﬁ"ﬁﬁéié, WG EARREEFIRE, MERKE, BREAREDEHEZNR, BRERITE2ER
=1Fo
Freaz i
* BNARZRHAER HABRE.
* BRI SIRE,
 BHNRFGVTEGFERZHEERREMIX ( Key Management Interoperability Protocol , KMIP ) BY#x
HERAEIESR IR AEIERSS 2%

TR
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1. HREFHITINE

volume encryption conversion start -vserver SVM name -volume root vol name
2. IR ERUIRES |

volume encryption conversion show
3. iR FRAE, BIISEREME:

volume show -fields

THERTMEENRGHELE.

::> volume show -vserver xyz -volume vol0O -fields is-encrypted

vserver volume is-encrypted
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