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External key management servers?

Install SSL certificates. Enable onboard key
management.

Configure external key View generated

management servers. authentication keys.
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Back up key management
information.

Create authentication keys.
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Assign authentication keys to
self-encrypting drives.

BXER
* "NetApp Hardware Universe"

"NetApp &INZEF NetApp BAMZE"

EoEIMEpE T E R
ERE SN A IR

EaIMER— 1 HZ MNP R A EIEIRS 28 RIRIPEEF T AN ZEIENZE R, SMNRE
HEERSSEFEEIMEPTNE=ZF RS, IERAZHEETIRFEENN (Key
Management Interoperability Protocol , KMIP ) AT =g #HZH,

XF ONTAP 9.1 RERhA, AL RERE LIF piLEBEETREEACNIRO, AR7EERIINGEE
HEESS,

7€ ONTAP 9.1 &E.—JH&ZISEP _JLMEFHWEE EAE ﬁ%%;ui‘@ NetApp &% (NVE) ., £ ONTAP 9.3 ES

hRZsH, NVE Al@d5MEZAERE (KMIP) MREZAEIERRREIM. MONTAP 9. 111784, BRI LIE—
SBhACE 2NN %Héiﬂ%%o 520 EE%EEH;TE%EHE%EEO

£ ONTAP 9.2 R E R AFIRENEER

INRIGAERRIZ ONTAP 9.2 SRER A, NINFIREMBEETIRR, AGBRRAIINEE
PHEIE,


https://hwu.netapp.com/
https://www.netapp.com/pdf.html?item=/media/17070-ds-3899.pdf
https://www.netapp.com/pdf.html?item=/media/17070-ds-3899.pdf
https://www.netapp.com/pdf.html?item=/media/17070-ds-3899.pdf
https://www.netapp.com/pdf.html?item=/media/17070-ds-3899.pdf
https://www.netapp.com/pdf.html?item=/media/17070-ds-3899.pdf
https://www.netapp.com/pdf.html?item=/media/17070-ds-3899.pdf
https://www.netapp.com/pdf.html?item=/media/17070-ds-3899.pdf
https://www.netapp.com/pdf.html?item=/media/17070-ds-3899.pdf
https://www.netapp.com/pdf.html?item=/media/17070-ds-3899.pdf
https://www.netapp.com/pdf.html?item=/media/17070-ds-3899.pdf
https://www.netapp.com/pdf.html?item=/media/17070-ds-3899.pdf
https://www.netapp.com/pdf.html?item=/media/17070-ds-3899.pdf
https://www.netapp.com/pdf.html?item=/media/17070-ds-3899.pdf
https://www.netapp.com/pdf.html?item=/media/17070-ds-3899.pdf
https://www.netapp.com/pdf.html?item=/media/17070-ds-3899.pdf
https://www.netapp.com/pdf.html?item=/media/17070-ds-3899.pdf
https://www.netapp.com/pdf.html?item=/media/17070-ds-3899.pdf

()  MoNTAPo3 FA, R4ia

=
B EENEREORT

RIAEEMAIED IP it

ZAEIEMKIED IPv6 MERIEKE

BAEEM SO F RSN
RAEEMEREOMNX IP ik

SR NSO IPv6 Mk

1 KMIP [RZ28Mix05

EIATRIC AR

HEXES
"NetApp FAIRE 3954 :

"NetApp FAIRE 4074 :

ESE ERE SSLIED

{ SafeNet KeySecure FY NetApp ZENZER

B & IFE B ENMEES.

AR e

TEEIE LIF B9 IP ik, 2 IPv4
& IPv6 &=t

WMREAZ IPVE , MK IPv6 L
MIZRKE

REENBIREEMEIZOER IPv6
EI]“7_I' FE ISR

5%, FFE KMIP fRSZB2EMEOS %

FER, WMRARMEIROS, MEIA

RimE 5696 , BN/ KMIP By Internet
PEHESMAENME (IANA) S

)]s

Ak, BRFCRATIMRBTE
MHRBFMEER. BRIARARICR
MZE T mBA o

(GEFTF IBM Tivoli Lifetime Key Manager B NetApp FENIZ L

FERERMIIE)

ERERNIIE)

B KMIP BRS328(F A KMIP SSL IEHRIIF R LtbA B2 FH 81 SSL Fi&., TEifES
KMIP BR53280Y SSL i&EiEZHI, ¢ z\;ﬁh%ﬁi;z KMIP i SSLIEH, HA KMIP iR
SBMRIEPMENN (CA) T SSL NFIEF.

KXFULES

£ HAXHR, BT ROGERERNABMEA KMIP SSLIEH, R

28, W HA XHRRIFRE T RER E BRI QB ML A KMIP SSLIEH,.

a2 Al
* BIEIEFRIARSS 23

» KMIP BiRS328 058 E AR AlE D o

% HA X 1EEE|[E—

N KMIP RS


https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19676-tr-3954.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf
https://www.netapp.com/pdf.html?item=/media/19682-tr-4074.pdf

* B EIRENEEBE I A SSL KMIP &P imIEH,

* WRABIRENSEEM SSL KMIP F A IHIFBXEENE BEH.

* SSL KMIP & FIFIEBREEZ ZRERIF,

* BB A KMIP BRS2RMRIEBMANE (CA) FREX SSL 2AFIEH,
* TEMetroClusterffiEAR. EAMTER LR _E REABEFRRIKMIP SSLIEH,

@ R LR EZFIRMRSHIEBZAEHZE, ERILIE KMIP fR5328 £ R EX S,
TR
1. REBFRIE SSLKMIP EFIRIES:

security certificate install -vserver admin svm name -type client

AFRRTERN SSL KMIP 2B T AiEH.

clusterl::> security certificate install -vserver clusterl -type client
2. 73 KMIP BRSS283BUMRIEBAMAE NI (CA) RIE SSL AFIEH:

security certificate install -vserver admin svm name -type server-ca

clusterl::> security certificate install -vserver clusterl -type server-ca

£ ONTAP 9.6 REShiiads (A TFHEH) FERAIMNIRAEE

TR LUER—1MEZ 1 KMIP RS2 RFRIPER A T HIRMEBLSIENEHR. RSATURKEH
™ KMIP BRSBBEER— T R. BNEMEAR SRS BREMURMAERE,

MONTAP 9.11. 1744, BRI UNBNERIARS B[RS FMIN ZRTIRRSE. U BEEHEARIARS S
BXFAER, 5N ESFHRILIMNIRRRS 2.
FHAZ Al

* WMERE KMIP SSL & F imflARSS 283E P

* B EREBEERT BERITLIES.

* EECESMEBEFIAEIERRZAI, B MECE MetroCluster 3715,

* fEMetroCluster I RH. HMTEMNERE L ZEKMIP SSLIEH,
I

1. CESENTIAEIERER.

security key-manager external enable -vserver admin SVM -key-servers

host name|IP address:port,... -client-cert client certificate -server-ca-cert
server CA certificates



°, security key-manager external enable ipSHFEM security key-
manager setup <. EAILUETT security key-manager external modify

@ BTFERIIMNIZHERREN GRS, BXTEBHNGSIEEL, BERFMI.
° #ZMetroCluster IF1EH. NREBRNEIESVMECEINIZIAEIE, MMM EE security

key-manager external enable <o

TR NERIMNBEIRER clusterl A= MIMIERRSESE. F— T EARSFEREEN AN
C#ERE, B ERRSB[ER IP HUAIINROHEE, E=1BARSSEER IPv6 IR OHEE

clusterl::> security key-manager external enable -key-servers
ksl.local:15696,10.0.0.10, [£fd20:8ble:b255:814e:32bd:£35¢c:832c:5a09]:1234
-client-cert AdminVserverClientCert -server-ca-certs
AdminVserverServerCaCert

2. WIFFFEEREN KMIP RS H(ESHEEE:
security key-manager external show-status -node node name -vserver SVM -key

-server host name|IP_ address:port -key-server-status available|not-
responding|unknown

(D o security key-manager external show-status SpSHTEM security key-
manager show -status ¥ BXTENGIIEEL, BELFMI.

clusterl::> security key-manager external show-status

Node Vserver Key Server Status
nodel
clusterl
10.0.0.10:5696 available
£fd20:8ble:0255:814e:32bd:£35c:832c:5a09:1234 available
ksl.local:15696 available
node?2
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832c:5a09:1234 available
ksl.local:15696 available

6 entries were displayed.
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* FEEIINPEAEIER Z2HI, EHUIELE MetroCluster IF1R,
* EMetroCluster I RH. HMTEMNERE L ZEKMIP SSLIEH,
S
1. AEET AR ER A EERERE:

security key-manager setup
LR B A E IR IR .
() #EMetroCluster FFifich, BFVERMERE LETHRH,

2. EE MRS N AIPE R
3. 75N KMIP fR&328:

KRS

N

security key-manager add -address key management server ipaddress

clusterl::> security key-manager add -address 20.1.1.1

() #EMetroCluster FFifich, BFVER MR LET IR,

4. FINERSMNY KMIP BRSZ 22 LASEI TSR :

security key-manager add -address key management server ipaddress

clusterl::> security key-manager add -address 20.1.1.2

() #EMetroCluster FFifich, BAERMER LETHRH

. WIFFrE EEER KMIP ARS8 EDIIEEE:

security key-manager show -status

BXTENGLEL, BENFMIL



clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available
clusterl-01 5696 20.1.1.2 available
clusterl-02 5696 20.1.1.1 available
clusterl-02 5696 20.1.1.2 available

6. (Al RAXAEFIRNINES,
volume encryption conversion start
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EIEEE,
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Fo

BIEEREARSS
EREI R BURTERSRE T TRHARS .
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R EZARS B[/ R ZIRIRSS B AIMNEISVM
1. WINHRAERBAERERE:

security key-manager external show -vserver svm name
MRSVMEBRARZENEZARSEE. MW TEMFEPR— N IIE T ZARS R AEERIFREY
FRIARS 2R

2. BREERPEES:
security key-manager external enable -vserver svm name -key-servers
server ip -client-cert client cert name -server—-ca-certs
server ca cert names

3. BHEZIARS B LUMNI— A Z5AARSZ 28 o« -secondary-key-servers SHAESREZEE=1
ZIRRSBINES HIRTIR.
security key-manager external modify-server -vserver svm name -key-servers
primary key server -secondary-key-servers list of key servers

B ZRZ ARS8 EII A T2 ARS 2R

1. B EZIAMRS BRI — R Z5AMRS 2. o -secondary-key-servers BHAKERRLZEE=T
ZIRRSBHNES D IRTIR.
security key-manager external modify-server -vserver svm name -key-servers
primary key server -secondary-key-servers list of key servers

B X RHEPRSROGEMES. EEM [mod-secondary]o

B SEEIR N B ARSS 28

TR LUEd B E BHAIRS REVAS(EH =FK). AMNAMBIER — R ZRIRSS BN E A — R EAIRS2=ET 7RI
FFRIECRIMNER R EARRSS 2R ER B

R RIARS I IHEIE ARG 28
ERFTHIRS[BEMN ZREARS s, DAL ERIEEMSVMPRIPR security key-manager

LA .
external remove-servers i< .

R _RERRSFEM N TR AR R BIASEMEIE X ZRRSEPHERE—REZRRS . BEZS [mod-
secondarylo SNRTEMIPRINA BANEINE —REARS[ILMA TSR WIETTRMFFAEIR Z 5 =70
MRS SRR SRERAES.

ZRFARS B HITEIR -secondary-key-servers SRS security key-manager external
modify-server 8% . o -secondary-key-servers SEHIEZIES HIRYIR. tHIRP ZHEHIRS S0
EBEIRFERE T ZRZHHRS G RINFE, AT LUBTIEITm L REIFRINE security key-manager
external modify-server /REZFRS LA EIRFLE No

EMPRIEENZFABRSS 28 18 -secondary-key-servers SRV EIEERENEARSE. MASEEMFFR
AR 8. BEMIERFAEMBIE AR, BERSH -, XL,

FHFEMESRS . 152 MW security key-manager external DIE "ONTAP ep$&ZE",
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7£ ONTAP 9.6 NEShRAF EIZ BB ICIEERH

& ey LAfEFS security key-manager key create @p YA REIEBPIIEREAHE
HFEEERENKMIPIRS 28 L.

XFIAES

NRENREIRBEBBEREERARENZAHITHRES HIRIEN FIPS 140-2 SHWIE, NN ASMEHAIEZ—
BRAEH. BN, G0 LUERSHEFRERN SR ARBEFIPSEIMEER,

ONTAP 2 AEEHHFIE T Rl B M IIEERA,

* BRARHEAEERE, TXEFIG<S. B2, BRREEREERE, RASBHIERNSHRIER
Ho AIUERAUTHSEEXLEER:

security key-manager key query -key-type NSE-AK

* NMREBEENZREERSBEFMEET 128 MHHWIEERA, WSKIES,

* W] LUER security key-manager key delete s UUMBREMRFERINZEH. o security key-
manager key delete UIRATEZIALUAIIEHONTAPER. NS BEK, (EFEALHS, EBRNR
WA TF "admin™ "o )

fEMetroCluster IfiEH. MFFEAZ AT, LEHREC SR EREAILE A, ERILIERCX
SR LEAUTHSREB IR ARERKER:

@ ° storage encryption disk show -data-key-id key-id

° storage encryption disk show -fips-key-id key-id

Fraz Al
TR EER T RERITIES
pg

1. NEETREIZSMHIEEA:

security key-manager key create -key-tag passphrase label -prompt-for-key
true| false

IETFIRE ... prompt-for-key=true ARSI EFHEIERTEXN IR IRZFHITH D IRIE

@ BMERZRIEIEE. BN, RAEFEHER 32 FHERIEIEE. - securlty key manager
key create (RS FHTEM security key-manager create-key B35 . BXTEN®D
LIBE, BENFMIL

UTFREENIRZSHDIIEESA clusterl, BIEMI2FHEILDITIE

10



clusterl::> security key-manager key create

Key ID:
000000000000000002000000000001006268333£870860128fbel7d393e5083b00000000
00000000

2. WIFRREESHIIERA:

security key-manager key query -node node

query key 3% BAXTEBNGLIEEL, BEUFMA. BEPERNESR ID 2AT5IA

: o Security key-manager key query ST &R security key-manager
SMIIERARITIRTT. ERNEEMRNE R IR ANEIBINE R,

AT RAFEIER B E NSRS MNINIEREIR clusterl:

11



clusterl::> security key-manager key query
Vserver: clusterl
Key Manager: external
Node: nodel

Key Tag Key Type Restored
nodel NSE-AK yes
Key 1ID:

000000000000000002000000000001000c11b3863£78c2273343d7ec5a67762e00000000
00000000
nodel NSE-AK yes

Key ID:
000000000000000002000000000001006£4e2513353a674305872a4c9£3b£79700000000
00000000

Vserver: clusterl
Key Manager: external
Node: node?

Key Tag Key Type Restored
node?2 NSE-AK yes
Key ID:

000000000000000002000000000001000c11b3863£78c2273343d7ec5a67762e00000000
00000000
node?2 NSE-AK yes

Key ID:
000000000000000002000000000001006£4€2513353a674305872a4c9£3b£79700000000
00000000

£ ONTAP 9.5 2 5B R hig s 8l 5 1 E TR

/J \
Il._:\

TA]LUER security key-manager create-key s AT RAIE SRR AFIE

HizfE7E EECBRIKMIPARSS 88 Lo

KTFUAES

NRENR2IREBEREEATENZAHITHIES HIIEN FIPS 140-2 SHWIE, NNASMEHAIE—
BIREA, SN, EELERSHIERERNSMIEIERARRE FIPS SMIEEK,

ONTAP S NSEEHRHFIE T REIB B K IIEER.

* BRREZIAEER, FXFRIHL,
* MRERENZAEERSB[EFMEED 128 MHMHEIEER, NWRWEES,

12



TR LUERRAEERS B[R MRMEARERNER, AEHBRETHS.

ez Al
T eSS EE RS RHITIES.
p

1. AEET REIR S HIIERA:

security key-manager create-key

ﬁ?&%%ﬂ’]nn 71|:| /i: 1ﬁ mﬁi/ﬁ\q’:ﬂﬂ'ﬁo

(D b 2 RHER ID R T5IBEMRIEERIRRT. EXZ

ZEER.

AT RO AR B HIEIERESA clusterl:

clusterl::> security key-manager create-key
(security key-manager create-key)
Verifying requirements...

Node: clusterl-01
Creating authentication key...
Authentication key creation successful.

SRR SR AR

Key ID: FICB30AFF1ICB30B00101000000000000A68B167F92DD54196297159B5968923C

Node: clusterl-01
Key manager restore operation initialized.

Successfully restored key information.

Node: clusterl-02
Key manager restore operation initialized.
Successfully restored key information.

2. IR TEERREHIEIEEA:
Security key—manager query
BEXRENGIEE, BEIFEMIL

UTFRGIRBRIEREENCIREHIIEETA clusterl:
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clusterl::> security key-manager query
(security key-manager query)

Node: clusterl-01
Key Manager: 20.1.1.1
Server Status: available

Key Tag Key Type Restored

clusterl-01 NSE-AK yes
Key ID:
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

Node: clusterl-02
Key Manager: 20.1.1.1
Server Status: available

Key Tag Key Type Restored

clusterl-02 NSE-AK yes
Key ID:
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

BEIE B (W RO BRI FIPS IXGHEEEL SED (IMIPREAEIR)

&AILAfE storage encryption disk modify FATFREEIES M INIEEASEC
LAFIPSIRTHZS SN SEDR AR <, SEBF 0 R M L2 AP E Sk AR BBk Th 28 L RN ZR &3,

KFIEAES

QELEMBENBNS DR ID RENIFFRAER, FRIPERERZRNBIE, 28 ID J 0x0
MHIERLE ID (MSID) Z SAS KEhaZFRERIAE. XTF NVMe IXzhas, IERIAMBEANTER, RTRH
THA ID . KEA ID NELBEMEREBEN, RESKESHIIERA ID EXVIERIME.

IR ED R RSk,

a2 Al
T eSS EE RS RHITIES,

P
1. ¥R S PIIEZAD B4 FIPS IXEE8EE SED :

storage encryption disk modify -disk disk ID -data-key-id key ID

BXTENSLEE, BELNLFMI

14



(D @ﬂufﬁﬁa security key-manager query -key-type NSE-AK FHFEEZTHIDAYER
70

clusterl::> storage encryption disk modify -disk 0.10.* -data-key-id
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

Info: Starting modify on 14 disks.
View the status of the operation by using the
storage encryption disk show-status command.

2. WIFREE N ENIRIEEA:

storage encryption disk show

BXTEGLIEL, BENFMITL

clusterl::> storage encryption disk show
Disk Mode Data Key ID

0.0.0 data
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C
0.0.1 data
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

[oool

FCERHZAEE

£ ONTAP 9.6 B Sk A= AIRHZAERE

&R UERRE RIS 1228 M FIPS IXnh28ak SED WirEET R F 1), IREZAEIESS
E—TMREIER, IMNSHIEERNEEASANT RIRHEHRIERH, REFIAEIEEE
8 FIPS-140-2 1 RKink,

TR LMfERRBEAEERRIPEER T HRMESRIENZR, BRI HRNEENEMEHENES MR L
BRRHE AT,

KXFUES

RIABETT security key-manager onboard enable 855, fEMetroClusterBdEH. iz
security key-manager onboard enable B EAERE FiETT security key-manager onboard

sync TEIRTEEE E. E8 N LEEHERNEBIEE,

RINERT, EMRMTRNARZERMABAEERENRIE, FRTEMetroCluster. ERILUERA cc-mode-
enabled=yes &, EXAFLEEMBNERNEILEIEE,

15



ERAEER TERAREZEHEIESEN (cc-mode-enabled=yes). RFTHBETUTHE
HITEN:

* TEAVERR TIETH, RASEEESKMAVERZIENEERR.
NRBAT NetApp ZEMNZE (NSE) , BEBBSRENIEMRRISERFZEEE, NWRAE

T ERERZRHTE D IIEH BshER BTN, BEIEIRER, ERFERRRTAEAN
EWERTINEIE, BilE, NTEERRSEBEEEFISHNENSS, RERS

FVFELR 5 RFIATE 24 /NS AIEMNERFZIIEE, WREAZIRSE (Fla0, ©EL 5K
@ RIEMMNERZIDIZIE) , WpiFRE 24 /NSENARTE, XEERBITR, TE
B ILPRE,

* RFEMEREFFEA NetApp RSA-3072 KB ZIEH LUK SHA-384 I EZIMERIC TS
M, MASEREEMN NetApp RSA-2048 RIZE ZIFFHH SHA-256 RIS ZHE,

upgrade #3 < EEE N E R MY FEZRLIEREABT BT RKELSHIT, NRIEIEMTH

, MEREINIERSENITT—F; B, MEERERK. BXRAETNGEER, BFERL
"cluster image’ " FA 5,

@ REFREESFEAEREEZRERNER. RRAENBHHEFE, ZREANEATRKERSE
fR. EIEEBITRMUT, RGERFR, ZRERNFABTRE 30 BRERF.

a2z al
* WNR¥E NSE SHMEPEAEE (KMIP) ARSZ|[ESHER, MM EMERIMNERE A EIE R IR

"MIMNER R A E IR R IR R A E IR

* B EEEFEE R BERITIES.
* FECENRHEAEIER 2801, EBISLEE MetroCluster 15,

p
1. BRABEEREED D!

security key-manager onboard enable -cc-mode-enabled yes|no

’E cc-mode-enabled=yes BEXRAPEEHBHERNAEHEERELEEIE, o - cc-
@ mode-enabled EMEMetroClusterfid B AR HFo o security key-manager
onboard enable ST EM security key-manager setup p<:

IUTFROETE clustert ERBEABEERIKENS, MAREEXRENSHERMAEEEE:

clusterl::> security key-manager onboard enable

Enter the cluster-wide passphrase for onboard key management in Vserver

"clusterl":: <32..256 ASCII characters long text>
Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>

16
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2. EZFRIBIR TN, W 32 B 256 NFERMNZEITIE, SKEMNT "cc-mode’ ", A 64 Fl 256 NFERF
MZRLETIE,

@ NRIEER "cc-mode” " EHIFEIE DT 64 MNFNF, MNERAEERREREBRERENE
BT ZAI A AMIIEER,

3. FEETIEMRINR TR, EFMNEDEIE,
4. WIFREELIRSHEIIRA:

security key-manager key query -node node

@ o Security key-manager key query ST &R security key-manager
query key 83% . BXTENGIIEE, BEWNFMI

UTFRARKGIRIER S ENCIRZNIDIEETA clusterl:
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clusterl::> security key-manager key query
Vserver: clusterl
Key Manager: onboard
Node: nodel

Key Tag Key Type Restored
nodel NSE-AK yes

Key 1ID:
000000000000000002000000000001000c11b3863£f78c2273343d7ec5a67762e00000000
00000000
nodel NSE-AK yes

Key ID:
000000000000000002000000000001006£4e2513353a674305872a4c9£3b£79700000000
00000000

Vserver: clusterl
Key Manager: onboard
Node: node?2

Key Tag Key Type Restored
nodel NSE-AK yes

Key ID:
000000000000000002000000000001000c11b3863£78c2273343d7ec5a67762e00000000
00000000
node?2 NSE-AK yes

Key ID:
000000000000000002000000000001006£4€2513353a674305872a4c9£3b£79700000000
00000000

FeRkfa

A%

REOREEFEFEARLOMNMZ2MUE, UHIEHRER,

FrEZIRERESHSEENIEEHFNETHIEE (RDB) . BRNFHERIERS, UEERKERMERE
Ao

7£ ONTAP 9.5 N E R AT S HERSZEHEIE

e LUERIREZIAEIEE M FIPS IX5hgsok SED WitEET B, IREZFIAEIEES
E—THNEIER, IIMESHIEERNGFEERSEANT SIRHEPI0IEEH, REZHEIERS
4 FIPS-140-2 1 RiFE.

EE LSRR B S BRI ER BT IHMNEEENES, EXAEhRMBEsa NS Eane  EE
ERREEATES,

18



%FULAES
B

BATIEIT security key-manager setup BF<o

NREERE MetroCluster BRE, EEEFUTEN:

* 7ZONTAP 9.5, MATIEIT security key-manager setup fEASHNEERE E. AR security key-
manager setup -sync-metrocluster-config yes EinfEEE . T8 LERERNEEREIE,

* 7ZONTAP 9.52Z HIRYRARZASH ., EAEIT security key-manager setup fEASHIERE F. FFAKL20
. REIETT security key-manager setup EnfZEE . 8N LERERMNZEBRIIE,

ARINERT, EMBRMTRNARZERMATIAEESRZNIE. MONTAP 9.4718. ERILUIER -enable-cc
-mode yes . EXRAFEENBIEWMANELEREIE,

FFFNVE (MIRBIZE) -enable-cc-mode yes. FRALIENS volume create M volume move start

L EMNE. EATF volume create, MFEFIEE -encrypt true. EATF volume move start,
NFTFIEE —encrypt-destination trueo

() =mEEsRens, SABFEDHA

FIaZ Al
* Y05RK NSE SHMPEIAEIE (KMIP) BRSB[BESER, N MEMERIMNRERAE SR SIERE,

"MINERE A E IR R IR A A E IR

s BN EREREIER A BEITIVMES.
c EERERBZRPEIES 2], BHNISAEE MetroCluster I 1&,

p
1. BEhERAEIERIRE:

security key-manager setup -enable-cc-mode yes|no

MONTAP 9.4F48. f&RJLIfER ~enable-cc-mode yes WEMEBR AR EEHBEH
@ ANZHERRTIIEIE, W FNVE (JIRBIRE) -enable-cc-mode yes. FHEIENSE

volume create 5Fr|:| volume move start ﬁ@%ﬁfbﬂﬂ@o

AT RBIEFATE cluster! LiISERAEERSE, MAFESRENBIERAELEIRE!
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clusterl::> security key-manager setup
Welcome to the key manager setup wizard, which will lead you through
the steps to add boot information.

Would you like to use onboard key-management? {yes, no} [yes]:

Enter the cluster-wide passphrase: <32..256 ASCII characters long
text>

Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>

BN ... yes IR RECERHZAEIE,

EEBRIER TR, BN 32 B 256 MFRFHEEFTIE, HEXWT "cc-mode’ ", KA 64 F 256 MNFRF
AVEZRIRE IS,

C) NRAETER "cc-mode” " EHIFEIE DT 64 NFNF, MNERAEERREREBRERTNE
BRTZAIRE ATRIRER,

EEEEWAMRTAL, EMHWAEEEE.
WIERRENME T REEEZA:

security key-manager key show

BXTEWGLIEL, BERFMITL

clusterl::> security key-manager key show

Node: nodel
Key Store: onboard
Key ID Used By

0000000000000000020000000000010059851742AF2703FC91369B7DB47C4722 NSE-AK
000000000000000002000000000001008C0O7CCOAF1EF49E0105300EFC83004BF NSE-AK

Node: node?
Key Store: onboard
Key ID Used By

0000000000000000020000000000010059851742AF2703FC91369B7DB47C4722 NSE-AK
000000000000000002000000000001008C0O7CCOAF1EF49E0105300EFC83004BF NSE-AK



SeRl/E
FrERAEEESMBNENIEHNERKIEE (RDB) o

ECERHZAEESTIIEEN, BENFFESENIAEEARLIMNMREMNE, UEELAERERER,
BEN "FHENREZAEERSRE

KRS I E A Bcss FIPS IXnhe3sk SED (IREHZHIAEIE)

&BILUFER storage encryption disk modify FAFREEIBEHICIEEFANED
4AFIPSIRTH2S S SEDM AR <. B T RIF AL Z AR IKEhEs _ERVEIRE,

XFIAES

QEHBMBENENF HIIEER ID IKRENIEROANMEN, FRRIPEHBERZRNBIAIR, %A ID 7 0x0
FIHIEE L2 ID (MSID) 2 SAS IREpeRITRERIAE. T NVMe IREN2E, IAERIMEANTER, TN
THA ID. KBEA ID NELBEMEREDEN, RASKHEIHIIEER ID EXVIERIME.

Friaz Al
TR EE R REATIESS .

P
1. BEIRE PIIEZHH B4 FIPS IREESEE SED :

storage encryption disk modify -disk disk ID -data-key-id key ID

BXTBNGEE, BELGLSFMRIT

a

@ BB LAER security key-manager key query -key-type NSE-AK AFEEZIAID
Ha <L,

clusterl::> storage encryption disk modify -disk 0.10.* -data-key-id
0000000000000000020000000000010019215b9738bc7b43d4698c80246db1f4

Info: Starting modify on 14 disks.

View the status of the operation by using the
storage encryption disk show-status command.

2. BIEREESE S M IIEEA:
storage encryption disk show

BXTENGLIEL, BERFMIL

21


https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/backup-key-management-information-manual-task.html

clusterl::> storage encryption disk show
Disk Mode Data Key ID

0.0.0 data
0000000000000000020000000000010019215b9738bc7b43d4698c80246dbl1f4
0.0.1 data
0000000000000000020000000000010059851742AF2703FC91369B7DB47C4722
[...]

% FIPS 140-2 B9 1R0IEZ A BCLS FIPS IXGHZR

&BILUFEF storage encryption disk modify #p< -fips-key-id FIFIEFIPS
140-2 B 105 A BCLAFIPSIRTH2Z VIR, S8 11 U tb 25 £A A T 2dE A 1ml LASMAY IR
sHESIR(E, HIENRGLEIREhEE S RIEA RS T

EFIES

BN L LGB A REEREERARENZHHITEIES PRI FIPS 140-2 BIIE, &N, EAILUIERSHE
WHIRERN B P IRIEEEEHE FIPS SFIMEEK,

R ES B ARSI R,

FaZ
IREhEEE A F L3 FIPS 140-2 5814, o "NetApp Ei2EMRT E" G158 E XX IHMIREh 2R Bl ARAS RIS
SIE

1. BB RRREDIESIES MR, ATUUERREMIGRIE /NIFRAEIES X REEAEERS. &
Ba{RIEREE D HiEA storage encryption disk showe

2. ¥ FIPS 140-2 B2 5= $AD LS SED .

storage encryption disk modify -disk disk id -fips-key-id
fips authentication key id

] VAR security key-manager query FATFEEZRHIDRIGHS,

clusterl::> storage encryption disk modify -disk 2.10.* -fips-key-id
6A1E21D80000000001000000000000005A1FRA4EES8F62FD6D8AE6754C9019F35A

Info: Starting modify on 14 disks.
View the status of the operation by using the
storage encryption disk show-status command.

3. WIERABE NS IIEEA:
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storage encryption disk show -fips

BXTBNGLEE, BELFMRIT

clusterl::> storage encryption disk show -fips
Disk Mode FIPS-Compliance Key ID

2.10.0 full
6A1E21D80000000001000000000000005A1FBAEESF62FD6D8AE6754C9019F35A
2.10.1 full
6A1E21D80000000001000000000000005A1FB4EESF62FD6D8AE6754C9019F35A

[...]

70 KMIP B3 2852 A& EESCHE FIPS /IR

& LAERE security config modify 8R% -is-fips-enabled AT AFRAPBIEIE
BEREESCEFIPSHRARINANED, XIFMIBHIEEFTIEEET] KMIP fRS5288I7E FIPS
1= T fER OpenSSL o

KTUAESS

BREREE FIPS #B31ERG, RSN BEER TLS1.2 71 FIPS WIEMNZREHS, BRINMERT, £E5EE
FIPS #AREL A TFEZARS,

AR EENREEER, BONFHERBHNERET <o

FaZ Al
* FEIEHI RO IECE N FIPS AR

* BB KMIP fRZ238BANSZ 45 TLSV1.2 . BHESEHSTHE FIPS ®A/ERGE, RAFTEMFH TLSV1.2 THS
KMIP ARS328091E#%

p
1. BiREFIRENSR:

set -privilege advanced
2. IR EAEZRFTLSV1.2 ¢

security config show -supported-protocols

BXTBNGLEE, BELFMIT
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3.

4.
5.
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clusterl::> security config show
Cluster
Security

Interface FIPS Mode Supported Protocols

Cluster

Supported Ciphers Config

Ready

SSL false TLSv1l.2, TLSvl.l, TLSvl ALL:!LOW: yes
'aNULL: !EXP:
'eNULL

BFREEEEE FIPS AR

security config modify -is-fips-enabled true -interface SSL

BXTBNGLEE, BELFMIT

FOIENEERT S,
WIFEREEERAEREHE FIPS #B/IEL:

security config show

clusterl::> security config show
Cluster

Security

Interface FIPS Mode Supported Protocols

Ready

SSL true TLSv1.2, TLSvl.1

Cluster

Supported Ciphers Config

ALL: !'LOW: yes
'aNULL: !EXP:
'eNULL: !RC4
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