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1. REEBELRE SSLKMIP BFIRIES:
security certificate install -vserver admin svm name -type client
RHBIRTERAN SSLKMIP 2EMEBIEH,.
clusterl::> security certificate install -vserver clusterl -type client

2. A KMIP fRSSEBREVMRIEBIANME (CA) LE SSL AFIEFH:
security certificate install -vserver admin svm name -type server-ca
clusterl::> security certificate install -vserver clusterl -type server-ca
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1. EESEHNTAEESRERE:

security key-manager external enable -vserver admin SVM -key-servers
host name|IP address:port,... -client-cert client certificate -server-ca-cert
server CA certificates

o

security key-manager external enable @SB “security key-
manager setup 8%, BAILUSEIT “security key-manager external
modify\ﬁ%%%aﬂl%gﬁg{ﬁ%fiﬁﬂﬁo BXFMER ‘security key-manager
@ external enable, BEBMN"ONTAP ti%E&ZE",

° 7ZMetroCluster IFiEH., MNREBRNEIESVMECEINFZIAEIE, MMM EE security

key-manager external enable wm<o

AT RNBERIMNBEIRER clusterl A= MIMIZERRSESE. F— T EARSFERE AN
OiE%E, F_IMERRSHEER IPHUMEOAROEE, F=1EHRSHFMER IPv6 UM iR OHE5E :

clusterl::> security key-manager external enable -key-servers
ksl.local:15696,10.0.0.10, [£fd20:8ble:b255:814e:32bd:£f35¢c:832¢c:5a09]:1234
-client-cert AdminVserverClientCert -server-ca-certs
AdminVserverServerCaCert

2. WIFFAEEREM KMIP RSB E BB ERE:

security key-manager external show-status -node node name -vserver SVM -key
-server host name|IP_ address:port -key-server-status available|not-
responding|unknown

‘security key-manager external show-status @SBEEML “security
key-manager show -status %, AXHFHAEER ‘security key-

@ manager external show-status’
» W28 1link:https://docs.netapp.com/us-en/ontap-cli/security-

key-manager-external-show-status.html ["ONTAP M¥BE""],
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clusterl::> security key-manager external show-status

Node Vserver Key Server Status
nodel
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available
node?2
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available

6 entries were displayed.
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setup 7E'ONTAP Gp$&E",

2. EE MRS N AIPE R
3. 7SN KMIP fR&328:

security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.1

() EMetroCluster i, A ERMERE LIETHAS.

4. FRINERIMY KMIP ARS5 88 IARINTTR

security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.2

() mEMetroCluster i, AATERMERE LIE(THA L.

S. WIEFRA BECER KMIP fRS 2 S E &R
security key-manager show -status

AT RS IEPIRBYE L ONTAP G S5,

clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available
clusterl-01 5696 20.1.1.2 available
clusterl-02 5696 20.1.1.1 available
clusterl-02 5696 20.1.1.2 available

6. (Al AN AEFIRNINES,
volume encryption conversion start

HiRE 2. WAL EINIZAEIESE. EMetroClusterffEH. HAMENTER N IER AL EIMBEE R
B,


https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-setup.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-setup.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-setup.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-setup.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-setup.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-setup.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-setup.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-setup.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-setup.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html
https://docs.netapp.com/us-en/ontap-cli-9161/security-key-manager-show-key-store.html

EONTAPHEC E SR EHETVINER AR SS 25

MONTAP 9.11.1 FHa, &ErRILIE SVM EERESSEIINBEIREERS BHER. EHAE
BEIAIRSSEE, ERILITE SVM LIS X Z AR 23 MBI B sARRSS 8. T EMBLZRE A
g, ONTAPE S =iHininl T ZRMRS 2, ARMKRZHIARHEIARSSE, EEHR(ERINI

17T LASE PSR ER EARR 55 88 SRIREXNetApp7ZiEIIZE (NSE). NetApp#HINEE (NVE) FINetAppZRAIIZE (NAE) &
#Ho — 1 SVM RZAILIZFHIUNEINE KMIP iS85, &1 ERFEBRSALZFH=THEERRSS S,

XFIAES
* ISR NFHERKMIPRERIRSS 28, BRXIFHIERARSS B[R, BEF "NetApp BIR{FIERTA"

FraZ Al
* "BIMAISVMB BKMIPZ AE IR,
© EEPMFTE T S ESTUSITONTAP 9.11. 1K B SRS,
* AR5 2RRVHESIIRRE "-secondary-key-servers iZ S R T SMNBETAEIE (KMIP) ARSSZ28BVIARIINAF

BIRERRIARS S
EREP R R TEERREE T T BARSEE
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R EZARS B[/ R ZIRIRSS B AIMNEISVM
p
1. i &8 (admin SVM) KiBREAZHEIEINEE:

security key-manager external show -vserver <svm_ name>

9NR SVM ERARZETEEARSEE, NWBEfiz— M MENERA/RSSE, ARBRIFHHE
ARS8

2. BRTZIAEES

security key-manager external enable -vserver <svm name> -key-servers
<primary key server ip> -client-cert <client cert name> -server-ca-certs
<server ca cert names>

° NRICEBESHPIETIRO, -key-servers MIRFEHASE, MELAERIKO 5696,

WR{RIEFEIZIT “security key-manager external enable’ XfFMetroClusterfit & HJ

@ EIE SVM @i, BAEMNERE LIETZm<. WRMFRENENEIE SVM 5178
2, WEEEMNER LiZiTiZmD. NetAppsRZ R INEM N EEE LERERNE
fARRSS 28

3. B EZIARSR, HTINGHBIZAIRS 2. X "-secondary-key-servers iZB IS — 1N LUES SR
FR, REUEBE=1EHARS:E:

security key-manager external modify-server -vserver <svm name> -key
-servers <primary key server> -secondary-key-servers <list of key servers>

* BB R ARG B E 2R S, -secondary-key-servers SEE, EffAS5FEEAMRSS R
ERIRES,

WR{RIEFEIBTT “security key-manager external' X FMetroClusterfd & Y & 12
@ SVM @<, BMERNEE LETZHT. NRITBENRENMEIE SYM B1T6H <,
NEEERNER FIB1T1ZHS. NetAppirZ BN TR MNER L ERERMNZEAR

5588

¥ REIARS RN ME T RPRS R

i

1. B EZRIRS S, FNHBIZIAIRSS 25, X “-secondary-key-servers Z SIS — N LUES DFRH
FR, REUEE=1EHRS:E:

security key-manager external modify-server -vserver <svm name> -key
-servers <primary key server> -secondary-key-servers <list of key servers>

* BB R ARG BPE 2R OS, -secondary-key-servers SEE, EffAS5FEHAMRSS R
ERIRES



WRIRIEFEIEIT “security key-manager external modify-server' ¥t FMetroClusterfit

@ BEFPNEE SVM @, HAERNER LIE1T1Zm<. NRIFEANENEIE SVM
BT, WERERNER LIE1TZ6T. NetApps@Z I INFEMMEEE L EAME
RNZAIRS 2R,

BEXEIEARSHBNEZEER, FEE [mod-secondaryls

EAEBIR VB AR5 25

TR LUEE AR INAN M PRYEBN 2 EARRSS 88 B ARBI AR BRAVIL RN BB LT E B AARSS BRAVIEE (EE A
AR5 23 BB Z EAARSS28) RIECAEBIMBEIANRSS 28, YR EMetroClusterBc & PIECA SRR MR Z AR5 25
NetApp3RZHZ ITE M N5 8F_ L EAERINE AR 25,

e — R EZ IR 2=

f#H security key-manager external modify—server\ﬁéﬁ/‘v\ﬂ'ﬂ ‘-secondary-key-servers [

HKIKIB R EIRHBI Z ARS8, X —~secondary-key-servers BHIEZ LIES HMRAVTIR, §IFRPEEE)
ZIRRSBIIEEINF RE T MBI EIARS BHIFEIRF. ERILUERIARIRE, FH7ERIEIT security key-
manager external modify-server 88%, HIEREMIRFMN_REZAIRS SR, BN ARSI LFIR

HimOS,

WR{RIEFEIBIT “security key-manager external modify-server' ¥tFMetroClusterfic & P A E IR
(D) svMsS, KAERHIER DETEHS. NRFEHEMHE SUMETHS, NEBERT
B LIETES D

ERIREEARS S, BRERBNEZIHRSIAMNEITIZRSD, -secondary-key-servers' S5, FHEEREM
BREBE. EMPRFAIEHEIZHIRS S, BERUTE - R,

TR BN Z AR 28
ERILER U TP BESERARSSH/AVIETE (ERARSB[IHBNEARS ) -

10



R EZRIRS [|IE BN E TARR S5 25
p
1. MSVMAEBREZRIARARSS 28

security key-manager external remove-servers

WR{RIEFEIBIT “security key-manager external remove-servers' ¥t FMetroClusterfic &
(D) +wEEsM &S, KRERIMER DETERS. NBREHSIMIE SVM iETH
2, WERERNMEE LIETZHL,
2. TR B R RAR S 2 R R T B HARS R[RIEN BB HRS S/E T IE,

RimBh & AR S BRI N T ETARRSS 25
p
1. MBI EZRAMRSS 2RISR MBN Z TARRSS 25 -

security key-manager external modify-server -secondary-key-servers

* NRIRIEFEITTT security key-manager external modify-server -secondary-key-servers' ¥t3FMetroClusterfic
BERHEIE SVM i, HIERNEE LE1TiZm<. NRIMBRNRENEIE SYM B176 <, NEHER
MR LB TiZE T,

* WMREMBRIN A ZARS BN FE IS B Z RS 285 N E MRS 23, MTESTR PRI Z si=1d7
MFHNZ ARG BRI RERSHEHRES,

1. AT OIS EH R S 23 R B B AR S B E MR B R AR S M E B AR S 28 1T A2,

EZF[mod-secondary] T fRE Z 1= 8.

HXER
* THRE % “security key-manager external 7E"ONTAP i <$& "
7£ ONTAP 9.6 X EShRAFEIEZ 1 IIEE A

BRI LA security key-manager key create s AT REIESNIIERIFAFHE
HEMEEERENKMIPARS 2 L.

KXTFULES

NREN L 2IRBEREERAREANBRATHIES MO IIEM FIPS 140-2 BHWIE, NNASMEREIE—
BERAEHR. SN, G0 LUERSHIERBRN S M INERARREFIPSEIMMEER,

ONTAP = ASEEFHFIE TR EIZ S 7 IIER H.

* BRARHZAEERE, TXFHken<. B2, BRRAEREERE, RASBIER NS HIRIER
Ho AILUERLUTHLEEXLEEN:
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security key-manager key query -key-type NSE-AK

* IREERENZAEERSR[EFMEED 128 MHMHINIEEHR, NWIWEES,

s BRI LIER security key-manager key delete tRSMIBRERIKERIZIH, security key-
manager key delete HIRATEZALUFTIEHONTAPER. MFSBEK. (EEALHGS. MM
¥rrivilegesiRBNARF “admin. )

7EMetroCluster IfiaH. MFFEAZ AT, LBHRECEERF EREAILE A, ERILIEREX
SR EERU TS KIOEIRARTARMER:

° storage encryption disk show -data-key-id <key-id>

° storage encryption disk show -fips-key-id <key-id>

a2 Al

TR R EE R REATIES
p

1. REFTN RRIR S HEIERA:

security key-manager key create -key-tag <passphrase label> -prompt-for
-key truelfalse

KBS prompt-for-key=true. RAASRTNEFHEERMATIEEE. WEMINZIRNEE

(D HITEMIIE. BN, RERENERK 32 FHEBITIE, securlty key-manager key
create BRSEEUL ‘security key- manager create-key’ Y. BXMFHEE
‘security key-manager key create, IBZM'ONTAP Gi$&E",

UTRAEACIRESMHIEIEESA clusterl, BMIEMI2FHEEIEE:

clusterl::> security key-manager key create
Key ID: <id value>

2. WIERRELESHIIERA:

security key-manager key query -node node
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‘security key-manager key query BRREL ‘security key-
manager query key Bi¥o

®

WP EREESR ID EAT5IASMIIERARNIMNRATN. ERERMNE MR ASEE
EER.

UTRGIBEIEREENCEEHIOIEE clusterl :

clusterl::> security key-manager key query
Vserver: clusterl
Key Manager: external
Node: nodel

Key Tag Key Type Restored
nodel NSE-AK yes

Key ID: <id value>
nodel NSE-AK yes

Key ID: <id value>

Vserver: clusterl
Key Manager: external
Node: node?2

Key Tag Key Type Restored
node?2 NSE-AK yes

Key ID: <id value>
node?2 NSE-AK yes

Key ID: <id value>

BXBEMEE security key-manager key query, IBZMW'ONTAP @mS$&E",

iHs%Ee
TR
£ ONTAP 9.5 X & R hizs 8 2 5 1A 10IEE 47

BB LUER security key-manager create-key s AT REAIE SR IEZAFIE
HiF#EEEEEENKMIPARSS S8 L.

KTUAESS

NRENR2IRBBREEARENZAHITHES HIRIEN FIPS 140-2 SHWIE, NNASMEHAIE—
BIREA, SN, EELERSHIERERNSMIRIERZANRRE FIPS SMIEERK,
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ONTAP 2 AEEHHFIE T REIE B M IIEERA,.

* BEARBBREERS, FEFIH<,
* NMREBEENZREERSBEFMEET 128 NHHWIERA, WSKRIES,

TR LUERZAEIERS B[R MRMERRERNER, AEHBREITHS.
FaZ Al
BB EE R BERITIESS

p
1. REBT AR S MR

security key-manager create-key

BXBEMEE security key-manager create-key, IBEM'ONTAP mS$&E",

@ WP ETRNEH ID BT 5IBEMRIEEHANINART. EAEXEMRNEHINIERAEIE
ME=%EH,

AT RO RCIZZDIEIEESA clusterl:

clusterl::> security key-manager create-key
(security key-manager create-key)
Verifying requirements...

Node: clusterl-01

Creating authentication key...
Authentication key creation successful.
Key ID: <id value>

Node: clusterl-01
Key manager restore operation initialized.

Successfully restored key information.

Node: clusterl-02
Key manager restore operation initialized.
Successfully restored key information.

2. WIFRRELESHIIERA:

security key-manager query
BXIEMEE security key-manager query, BaZSI'ONTAP ei$&ZE",

UTFRAFEIER B ENEIB B MNINIERIR clusterl:
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clusterl::> security key-manager query

(security key-manager query)

Node:
Key Manager:
Server Status:

clusterl-01
Key ID:

Node:
Key Manager:
Server Status:

clusterl-02
Key ID:

clusterl-01
20.1.1.1
available

Key Type Restored

NSE-AK yes
<id value>

clusterl-02
20.1.1.1
available

Key Type Restored

NSE-AK yes
<id value>

fEFAONTAPIINEREZ SR E IR HIE S IRIER A7 Bc4s FIPS JXnh25EL SED

&BILUFER storage encryption disk modify FAFREEIBEEHICIEEFADED
4AFIPSIRTN2S S SEDM A <. BT m(F A It % sAPIE S R Bl K sh 28 L BN & £41R.

RFUIES

QELBMBENENF HIIEER ID IRENIEFOANMEN, FRRIPEHBERZRNBIAIR, %A ID 7 0x0
HIHIEELE ID (MSID) 2 SAS IREpeRHITRERIAE. T NVMe IREN2E, IAERIMENTER, RTN
THA ID. KEA ID NELBEMERDBEN, RASKHESHIIEEA ID EXVIERIME.

IRED R RER .

FIaZ Al
B R R B EE R REITIES,

p
1. KRS IR A B FIPS JREhEREL SED -

storage encryption disk modify -disk disk ID -data-key-id key ID

BXIEHMEE storage encryption disk modify, IBZR'ONTAP <& ZE",
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(D @Tufﬁﬂa security key-manager query -key-type NSE-AK FHFEEZTHIDAYER
70

clusterl::> storage encryption disk modify -disk 0.10.* -data-key-id
<id value>

Info: Starting modify on 14 disks.

View the status of the operation by using the
storage encryption disk show-status command.

2. BIIRBENESHRIEER:

storage encryption disk show

BXBEMEE storage encryption disk show, BEM'ONTAP fGi$E&ZE",

clusterl::> storage encryption disk show

Disk Mode Data Key ID
-0 data <id value>
50

0
o dl data <id value>
]

BXES
* "EFENEHBE R

* "EFRENEZERE R TRE

EEERHZRER
7Z ONTAP 9.6 RREBHRATEARNTAEE

,@fﬂuﬁ%fﬁiﬁk SAEIERRM FIPS IXGh2eaY SED WiFEHT NS 1., IREZIAEIEES
— IREIR, IMNSHIEERNEERANT RIREEDRITEA, REZIPEIEE
?—?é FIPS-140-2 1 Z&fr,

TR LMERRBEAEERRIPEFA T HMESRIENER, BRI HRNEEXEMEHENS MR L
BRIREEAEER.
XFIAES

RIAIETT security key-manager onboard enable 5%, fEMetroClusterBdEH. EAIETT

security key-manager onboard enable BT EA R FiETT security key-manager onboard
sync EinfZER . £ LERERMNEBIEIE,

16


https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html

#4077 fi# “security key-manager onboard enable’#] “security key-manager onboard sync' 7£"ONTAP @i &%

o

RINBRT, ENETRNAFERMANE A EIERENIRIE, X7 EMetroClusterd. ERJLUER cc-mode-
enabled=yes &M, EXAFPEENBHNERABEZIE,

EERANER T EAREZRIAEIERN (cc-mode-enabled=yes). AFTHEEIUT A
HITEN:
* TEEAERT TETH, RASKITESRMNERFZEEEZ,
NREAT NetApp FEME (NSE) , BEBMERBAEBNERTEEE, WRASR
TERER SR HTENIIEH BhENBE, BEIEMPE, SRIERNRRTAEA
IEMREREINEIE, B, NTFHEECERAERENEERFISHNERG S, RARS
@ RVFIELE 5 RRIANTE 24 /NESRIEMMNERBINEE, MREAZIRS (Fla0, %L 5%

RIEMNEBZIOEE) , WHMER 24 /NHENERE G, HNEEMBITR, ZEEE
B ILPRH,

* RAEREERER NetApp RSA-3072 EIZRIEFH LUK SHA-384 AIEE R HERICEIRE
TR, MAZEABEERN NetApp RSA-2048 A3 E R IEFHH SHA-256 RIBEBHE.

AR LEINESMBFERZRNIIEGATESHENTIIN RGN, BGE

FRHENT—F, NREIETR, NWEGREFMKK, ¥4 7 ## clusterimage 7£"ONTAP &5 <
ZE"

@ REZAERBBRRAEEERRIERNETR. RAENMBINEFE, ZRERNERATRRE
ff. HIERBBITHRMAT, RAERFRE, HRUEREFARBTHE 30 WRBERK.

FIaZ Al
* Y05 NSE SHMPZIAEIE (KMIP) RSB[BESER, N MEMERIMNRERAE RS BIERE,
"MINER R A E IR R R IR AR A E IR

c BN EHEIEA A sERITIES,
c ETERERBERPAEIESE 2], EHNIECE MetroCluster IF15,

p
1. BohBREERRER D!

security key-manager onboard enable -cc-mode-enabled yes|no

% E ‘cc-mode-enabled=yes N EKBFREEMBIERMAERAEESREILE
@ 1. MetroClusterfi & AR~z #F 1t *- cc-mode-enabled %17, “security key-manager onboard
enable 3 ¥ EX1X “security key-manager setup a8 <%

AT RBIETE cluster! LEEIEAERRIRER S, MAREERENBERANELIEE!

2. AN—INTF 32 B 256 MERFZIENER, HE T Fcc-mode”, WA—MNTF 64 F 256 NFERFZ BB

5,
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@ YNRIETERY "cc-mode’ " BHIFEIEDTF 64 NFAF, NERPEERRERIEBRERENGE
ERTRZEIZE AMHIEER.,

3. FEEEIEMRINR TR, EFMANELEIE,

4. WIIRARREIRT SHIIERA:

security key-manager key query -node node
@ “security key-manager key query a5 % FEXL “security key-manager query key #5 <
BXMEMEE security key-manager key query, 1BZH'ONTAP <& E",

SRR
BEREERHIERRSINIR R E, WUERER.
AAETEXREIIE SR HBERVEHIIEE (RDB) . EENRFHEHILESUBTAENE.
e

 EBEEHS

RS BEIEIRBINTE A
R BHERERREY

R T ERIRIRAE
SN IR R R

N

B B} F

7£ ONTAP 9.5 N ERMAF S ARSZEHEIE

S UERRE RIS 1228 FIPS IRnhgsay SED WiFEET =B, IREZFHAEIES:
E—TMREIER, IMNSHIEERNEEAZANT RIRHERRIEERR, REZIAEIES
4 FIPS-140-2 1 £tn,

TR LUERRBEAEESRFRIPEEB T RNBSUENE R, mhRlEsXBNZEHENE %828
B A E RS,

KTFUAES

BWATIEIT security key-manager setup #F<

[e}

NREERNIE MetroCluster it E, BEEELUTEN:

* 7FONTAP 9.5F8, WTUEST security key-manager setup fEAMIERE . JAfG security key-
manager setup -sync-metrocluster-config yes fEii2&EE F. EE 1 LERBERNEEZIE,

* 7ZONTAP 9.52Z HIRYRARASH .. EAEIT security key-manager setup fEASHIERE . FFAKL20
. JAISIETT security key-manager setup EIXTEEEE . FEN LERERMNZEEIE,

HRINBERT, ENBRTANATEEMAEREIESRZIEEIE, MONTAP 9.4FE. EAJLUER -enable-cc
-mode yes W, BEXRAPEEHBHERNERIZIE,
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FFFNVE (SIREBIKE) -enable-cc-mode yes. FEHEIENE volume create M volume move start
L SBINE,. BEATF volume create, NMFELHFEE -encrypt true, EATF volume move start,
MITCEFERE -encrypt-destination trueo

() =mEEsREnE, SABFEHHA

a2 Al
* YNSRI NSE SHMBRAEIE (KMIP) Ars52s—iefEm, BMIERINIRA SRR IIERE.
"MIMNEB IR E IR IR A EE"

s BN EREIER A BERITIHMES.
* EEREERSZIAEERZH, AL EMetroClusterifiz,

p
1. BEERREERIRE:

security key-manager setup -enable-cc-mode yes|no

MONTAP 9.47F88. ERILAfER -enable-cc-mode yes IEMEBRBA R EEME oG
@ ANZIEER TN E, WFNVE (IREIRE) -enable-cc-mode yes. FEREIENE

volume create M volume move start BRS=BEINNE,

IUTFROEFIATE cluster! LISERAEIER, MAERTEEBRENBMERNZILDEIE:

clusterl::> security key-manager setup
Welcome to the key manager setup wizard, which will lead you through
the steps to add boot information.

Would you like to use onboard key-management? {yes, no} [yes]:

Enter the cluster-wide passphrase: <32..256 ASCII characters long
text>

Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>

2. [N ... yes ERTFUERERNBAEE,

3. EEIFEBIR TR, A 32 B 256 NFRINEGIEE, HEXTF “cc-mode™ ", HiN 64 F 256 NFRF
AVZRDRE B,

(D NRAEER "cc-mode” " EHIFFIE DT 64 NFERF, MNERAEERREBREBRERELNE
BT ZEIZE AMHIEER.,

4. EERBEWIARTL, ENRAEREEE
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S. BitEBENFIBE T RECERA:
security key-manager show-key-store

AT R "security key-manager show-key-store TE"ONTAP s 5 & E",

clusterl::> security key-manager show-key-store

Node: nodel
Key Store: onboard
Key ID Used By

<id value> NSE-AK
<id value> NSE-AK

Node: node2
Key Store: onboard
Key ID Used By

<id value> NSE-AK
<id value> NSE-AK

Fehl/E
ONTAPZ B HAERE B &1 ISR EHIERE (RDB).

ERNEREERSENG, BFIRERENIEERAGININE2UE. B FEMREEAEEEE"
BXER

* "FRIENIREEREEER"

* "RERIREERRE"

"R RAEIRRERRAE"

* "MIMR RSB IR EIR BRI R

fEFONTAPIR B Z IR EIRF RS HIIER A2 B4 FIPS JXnh25EL SED

&BILUFER storage encryption disk modify FAFREEIBREHICIEEFADED
4AFIPSIRTH2S S SEDM AR <. B T R AL Z tAIA MK EhEs _ERIEIRE,

XFIAES

QELBMEBENEHFHIIEER ID IRENIERNMEN, FRFRIPEHBERZRNBIAIR, %A ID 7 0x0
HIHIEELZE ID (MSID) Z SAS IREp2RITRERIAE. T NVMe IREh2E, IAERINMEANTER, RTHN
TEA ID . KEA ID DEcLh BMERRNRN, RAZFHEMIIEER ID BEAIFFOAE,
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1. BEIE S HIIER A B4 FIPS IXnhasak SED :

storage encryption disk modify -disk disk ID -data-key-id key ID

BXMEHMEE storage encryption disk modify, 1BZR'ONTAP <& ZE",

(D oI LA#EF security key-manager key query -key-type NSE-AK AFEEFEZIAID
B8,

clusterl::> storage encryption disk modify -disk 0.10.* -data-key-id

<id value>

Info: Starting modify on 14 disks.
View the status of the operation by using the
storage encryption disk show-status command.

BXBEMIEE security key-manager key query, IBZMW'ONTAP @mS$&E",

2. WiIFRE SE RS PDIRIEEE:

storage encryption disk show

BXBEMEE storage encryption disk show, BEM'ONTAP Gi$&ZE",

clusterl::> storage encryption disk show

Disk Mode Data Key ID
-0 data <id value>
40

0
o dl data <id value>
]

PSS
* "TEHENNE

o
* "EFENNEHSE B RRE

¥ FIPS 140-2 B I0IE A BEC4ONTAP FIPS JXGhzs

AT LI storage encryption disk modify 8% -fips-key-id BFHEFIPS
140- 253 I Z A ERLAFIPSIRTIZSHNIAN, S8 T RIS 22 5A BB FEdEIA 1R LAY IR

= —u
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WRERN B P IEIEEEHEHE FIPS SFIMEEK,

HHRES B AiE R R,

FraZ
IREHESE T3 FIPS 140-2 53114, o "NetApp EiREMRTE" &6 XX IHMIREh2E B AR RIS
SIE

1. BB RRREDIEHIES MR, ATUERRTEMIGRIE /NIFRAEIESE X REEAEERE. &
Ba{RIEREE D% storage encryption disk showe

2. 3% FIPS 140-2 B1p10iE =R Bcss SED

storage encryption disk modify -disk disk id -fips-key-id
fips authentication key id

] LAER security key-manager query FATFEEZRFIDRIGHS,

clusterl::> storage encryption disk modify -disk 2.10.* -fips-key-id
<id value>

Info: Starting modify on 14 disks.
View the status of the operation by using the
storage encryption disk show-status command.

3. MR B ENESMHIIIERA:
storage encryption disk show -fips

BXBEMEE storage encryption disk show, BEI'ONTAP fGi$E&E",

clusterl::> storage encryption disk show -fips
Disk Mode FIPS-Compliance Key ID

2.10.0 full <id value>
2.10.1 full <id value>

BXER
* "EFREMEEEE
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* EFENNEHE R

* "EFENESE RIS

EONTAPHF AKMIPAR S 28 5& 1% B FHEESCEIFIPSFE AR

BRI LUER security config modify AR< -is-fips-enabled AT AERPAIEIE
BREESCEFIPSEAIRANED, X MBI EEFTEREE KMIP RS 2ZE1E FIPS
=X T EH OpenSSL .

KTFUAES

BRSEEE FIPS RAERG, SEERNBMER TLS1.2 M FIPS WIENZEENH. RINMERT, SEEE
FIPS BB THEARS.

EAEREENREEER, BONFHERBNERFT <o

FFaz Al
* FEITHIZSMINECE A FIPS AR,

* FiE KMIP ARSS2FEDONZHE TLSV1.2 . BAKEESEE FIPS B IRNGE, RAFTEMEM TLSvI.2 BHS
KMIP ARS3 28 RYIESS

p
1. BIREFIRENSR:

set -privilege advanced
2. BIERAZHF TLSV1.2 ¢
security config show -supported-protocols

BXBEMEE security config show, IBEEI'ONTAP Gid&E",

clusterl::> security config show

Cluster Cluster
Security
Interface FIPS Mode Supported Protocols Supported Ciphers Config
Ready
SSL false TLSv1.2, TLSvl.1l, TLSvl ALL:!LOW: yes
'aNULL: 'EXP:
!eNULL

3. BASESEHE FIPS AR

security config modify -is-fips-enabled true -interface SSL
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BXBEMIEE security config modify, IBBM"ONTAP fi$E&ZE",

4. FrhEMBERT R
°. WIFERERBASESEE FIPS AR

security config show

clusterl::> security config show

Cluster Cluster
Security
Interface FIPS Mode Supported Protocols Supported Ciphers Config
Ready
SSL true TLSv1.2, TLSvl.l ALL: !LOW: yes
'aNULL: 'EXP:
'eNULL: 'RC4
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