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FoE MR A EIE

T RN EC E ONTAPY NS B SR E IR

TR ER— 1 HZ MNP E A EIRIRS 23 R RIPER A T IA RN RN ZE R SMNEEE
IIEERSREFEEMEFNE=F 2%, AERARAEETIREYNN (Key
Management Interoperability Protocol , KMIP ) AT =iz 5A,

A LUMEARE R A E IR L ENetAppBINZE(NVE), £ ONTAP 9.3 XESARZASH, NVE ali@idsMpZAEE
(KMIP) MiREFZAEIEB KL, MONTAP 9.11. 1. BRI UE—NEETEE S NN EIESS,
EEN LB EHER R ARS 2.

TTONTAPEEF EZ3E SSL iF$H

B KMIP fR5325 A KMIP SSL IE BRI IR B 19 H 2L SSL &g, TERRES
KMIP BR52288Y SSL &EiE 2 51, HWMNEEZTE KMIP EF % SSLIEH, #79 KMIP RS
SEMRIEPMAENK (CA) L3 SSL AFIEF.

XFUtES
£ HA 33, BT RS AERERNABEMER KMIP SSLIEH, MIREZD HA IHEZEIE— KMIP RS
28, W HA XHRIFRET R RERMERNABME A KMIP SSL iE+,
FeaZ Al
* BIBIEPRRIARSEE, KMIP ARS523FN&EEE MR ELA RS,
* BB IRENEEBEI A E SSL KMIP B FERIEH,
* BB IRINS B SSL KMIP B IRIFBXEXE BEH,
* SSL KMIP B FImIEBFBER ZIERP,
* BB KMIP BRSSSRAVRIEBMAMNE (CA) FREX SSL AHIEH.
* TEMetroClusterffiER. B MER N ERF L ZRABAFRIKMIP SSLIEH,

() EEmressErERRSREBIRNE, ST KMP RS EREXETS,

P
1. PERRIEE SSLKMIP BFEIFS:

security certificate install -vserver admin svm name -type client

RIERIRTERAN SSLKMIP 2EMERAIEHR.

clusterl::> security certificate install -vserver clusterl -type client
2. 73 KMIP BRSSERAVIRIEBIMAN M (CA) RE SSL ABIEH:

security certificate install -vserver admin_ svm name -type server-ca



clusterl::> security certificate install -vserver clusterl -type server-ca

BXER
* "RRIEPRE"

EONTAP 9.6 XESRAFERETRANMENIMEIZHER

BRI UER—TEEZ 1 KMIP iRS 2R FRIPEEA T HIRMBRENEH. &ZSAILUET
™ KMIP fR55881ERE— TR, BNEMERRM SRS RELITRIMAERE

MONTAP 9.11. 178, ERIUAS N ERHARSBRZSHAMINZRZARS 2R UeIREHENZARS S,
BXFAEE, 580 ILEEHRIMBEHIRS 28,
PR, =P
* B %A KMIP SSL & imflARSS 28IE .
* BB EIE R BB TIES.
* EMetroCluster}fiEH:
o EECEINPZIAEIER 2 A, TBHMECE MetroCluster 1715,
o IWAITE RN EERE L 2RI KMIP SSL iEH,
I
1. BEEHNRAEEREE:
security key-manager external enable -vserver admin SVM -key-servers

host name|IP_ address:port,... -client-cert client certificate -server-ca-cert
server CA certificates

° security key-manager external enable BRSHEX ‘security key-

manager setup %, ZAILUEIT “security key-manager external
modify SRS REXIMBEZIAEIRRE, BXRMFHAES "security key-manager
(D external enable, IBEBI'ONTAP fis&ZE",

° fEMetroCluster I EH., NREBANBIESVMEBIMNEIZIABIE. MMNTEE security

key-manager external enable B

U TR NBERIMNEEIRER clusterl EA=MIMIRRRSESE. TN EARS[EAE VAN
OE%E, - IERRSSHFER IP MBI OEE, $=1"ERRS[ER IPv6e UM IR OHERE :

clusterl::> security key-manager external enable -key-servers
ksl.local:15696,10.0.0.10, [fd20:8ble:b255:814e:32bd:£35c:832c:5a09]:1234
-client-cert AdminVserverClientCert -server-ca-certs

AdminVserverServerCaCert

2. BIEFTB EERERN KMIP RSB ETHEIERE:
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security key-manager external show-status -node node name -vserver SVM -key
-server host name|IP_ address:port -key-server-status available|not-
responding|unknown

‘security key-manager external show-status 8RREML “security
key-manager show -status %, AXHFHAER ‘security key-

(:) manager external show-status’
» WEMW1link:https://docs.netapp.com/us-en/ontap-cli/security-

key-manager-external-show-status.html ["ONTAP B¥BE""],

clusterl::> security key-manager external show-status

Node Vserver Key Server Status
nodel
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available
node?2
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available

6 entries were displayed.
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* B REEEIER A R RITIES

* HEREIMIZAEIERZE, ERIECE MetroCluster IR,

* EMetroCluster}fiz . EwA TR EEEF £ L REABRRIKMIP SSLIEH,

TR
1. AEBTRRETAEESRER:

security key-manager setup
BB ohZ A EERIRE,

@ EMetroCluster}fiEH, S MEMNERE LIETILE <, 1F407T 2 “security key-manager
setup 7E"ONTAP @& E",

2. EE MR E NAB R BB R
3. "0 KMIP fR&Z28:

security key-manager add -address key management server ipaddress

clusterl::> security key-manager add -address 20.1.1.1

@ EMetroCluster I EH., WAMERNER BT S,
4. FTINERSMY KMIP BRSZ 22 LASEIN AR :

security key-manager add -address key management server ipaddress

clusterl::> security key-manager add -address 20.1.1.2

() #EMetroCluster Fifieh, AATERMER LETHAR,

S. IR B BEEER KMIP RSB H[EEIIEEE:
security key-manager show -status

AT RS IEPHIRBIE L ONTAP G55,
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clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available
clusterl-01 5696 20.1.1.2 available
clusterl-02 5696 20.1.1.1 available
clusterl-02 5696 20.1.1.2 available

6. (A AN AEFZIRNINES,
volume encryption conversion start

HIREZ Rl BT EINIZAEIE. EMetroClusterIfEH. HARINTER ML S LA EIMEZA
EIEEE,

TEONTAPHEC B SEEFRTUIMER AR SS 25

MONTAP 9.11.1 748, &RILITE SVM LECE SEEINIR AT IBIRS :30E R, FHREE
BIZEANRSS RS, ERILITE SVM LIEE AR s A 5HEN R AR SS 88, M REH
g,CWWPE%%ﬁwmI%%W%%,%Eﬁﬁ%ﬁﬁﬁﬁ%%ﬁ%,Eﬂﬁﬁ&%%

1&B] LAE SN BB ZE SARR 55 28 SRIREXNetAppEHiEINES (NSE).  NetAppEAIZE (NVE) HINetAppZRR S1NZ (NAE) &
Ho —1 SVM RZAILIFF N EIMNE KMIP ARS588. ST ERSBRZSA I =MEBEARS 2.

KFILAES
* WEIRHHERKMIPRZ ARS8, BXIFHERARSETIR. 15EE "NetApp BIR(FERTA"

FroaZ Al
* "RBIMAISVMEB FKMIPEAE IR,
* EBPHPET REBIUSITONTAP 9.11. 1 E SR,
* AR5 2RAVHESIIREE -secondary-key-servers iz S R T SMNBZEAEIE (KMIP) ARSS2889iA RN

SRR R AR 43
RERESE NATERERET TRMRSH.
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R EZARS B[/ R EIRIRSS B AIMEISVM
p
1. #i &8 (admin SVM) KBREABHAEIEINEE:

security key-manager external show -vserver <svm_ name>

9NR SVM ERARZETEEARSEE, NWBEfiz— M MENERA/RSSE, ARBRIFHHE
ARS8

2. BRTZIAEES

security key-manager external enable -vserver <svm name> -key-servers
<primary key server ip> -client-cert <client cert name> -server-ca-certs
<server ca cert names>

° NRICEBESHPIETIRO, -key-servers MIRFEHASE, MELAERIKO 5696,

WR{RIEFEIZIT “security key-manager external enable’ XfFMetroClusterfit & HJ

@ EIE SVM @i, BAEMNERE LIETZm<. WRMFRENENEIE SVM 5178
2, WEEEMNER LiZiTiZmD. NetAppsaZ R INEM N EEE LERERNE
fARRSS 28

3. B ERIARS2R, HTINGHEBIZAIRS 2R, X "-secondary-key-servers iZS IS — 1N LUES SR
FR, REUEBE=1EHARS:E:

security key-manager external modify-server -vserver <svm name> -key
-servers <primary key server> -secondary-key-servers <list of key servers>

* BB R ARG B E 2R S, -secondary-key-servers SEE, EffAS5FEEAMRSS R
ERIRES,

WR{RIEFEIBTT “security key-manager external' X FMetroClusterfd & Y & 12
@ SVM @<, BMERNEE LETZHT. NRITBENRENMEIE SYM B1T6H <,
NEEERNER FIB1T1ZS. NetAppirZ BN TR N ER EERERMNZEAR

5588

¥ REIARS RN ME T ZPRS R

g

1. B EZRIRS S, FNHBIZIAMRSS 25, X “-secondary-key-servers Z B IS — PN LUES DFRH
FR, REUEE=1EHRS:E:

security key-manager external modify-server -vserver <svm name> -key
-servers <primary key server> -secondary-key-servers <list of key servers>

* BB R ARG BPE 2R OS, -secondary-key-servers SEE, EffAS5FEHAMRSS R
ERIRES



WRIRIEFEIEIT “security key-manager external modify-server' ¥t FMetroClusterfit

@ BEFPNEE SVM @, HAERNER LIE1T1Zm<. NRIFEANENEIE SVM
BT, WERERNER LIE1TZ6T. NetApps@Z I INFEMMEEE L EAME
RNZAIRS 2R,

BEXEIEARSHBNEZEER, FEE [mod-secondaryls

A SRBHIR U AR SS 28

] LOB S A INAN PRI R ARk S 28 ECiRBh R IRARSS SRRVIA RN F S E LT E BIRMRS RAVIEE (EEA
ARSSZRIEBNETARRSS2R) RIS BF MNP EARRSS 28 YIRTEMetroClusterBC & HECREEBF IMNEREZZ SAAR S5 28
NetAppsRZUB BT MR LA ERRE ARS8,

BN R E AR 25

=] security key-manager external modify—server‘ﬁi%\ﬂ'ﬂ ‘—-secondary-key-servers me

HKIKIZ R EIRHEN R AR5 88, X -secondary-key-servers S¥IEZLLES HRHIFIR. FIFRAIHE)
FIARS[BAVIEE N RE 7 B Z AARS 23V IARINA . el LMEBEIERINE, FiARIEIT security key-
manager external modify-server %, HERFNIRFHN-REIRESE. BYEPRSRLER

HixsOS,

WR{RIEFEIETT “security key-manager external modify-server' ¥fFMetroClusterfic & F A E IR
() swmme, BRERIMEE BETRRS, NRITERRME SUM ETHS, UEBERD
B LE1TiZES<

BRI R AIRSS2S, BB ERENZIAIRS[/BAMENTIERF, “-secondary-key-servers’ S5k, HEABEEHI
PRIV, EMIBRFrEIEBIZIHRS 2R, BERUTESE KT

i 2Rk S SR MR B B EAAR S5 25
ERILMGERU TS RESGERARSB[BOEE (EERRS[IIHEIZARS D) o



R E 2RSS S[|IE BN E TARRSS 25
p
1. MSVMHAEBREZRIARARSS 28

security key-manager external remove-servers

WR{RIEFEIBIT “security key-manager external remove-servers' ¥t FMetroClusterfic &
(D FwEE s &S, BRI EE CETEmY. NRIFENENIIE SVM BT
<, MEFRERNERE LIZ1TZHT.
2. TR B R R AR S 2 R R T B HAR S R[/IEN BB HRS S/H T IE,

RimBh R AR S BRI N T ETARRSS 25
p
1. MBI EZRAMRSS 2RISR MBN Z TARRSS 25 -

security key-manager external modify-server -secondary-key-servers

* NRIRIEFEITTT security key-manager external modify-server -secondary-key-servers' ¥t3FMetroClusterfic
BERHEIE SVM i, HIERNEE LE1TiZm<. NRIMBRNRENEIE SYM B176 <, NEHER
MR LB TiZE T,

* IREMBRILA B AR SR EP R ARBI B AR S R N T HIAARSS 2, WTETTAMIBRMAR IR Z A=A R
M ERIRS B e SRR HAER,
1. BT(EI R R R TR AR S5 28 [ (e A R BN B SRR S 2 E N R B R FARR S B8 U T R ARSI B 1T T A=

&% [mod-secondary| T iREZ =B,

HXER
* THRE % 'security key-manager external 7E"ONTAP i <$& "

7€ ONTAP 9.6 E Sk AF eI B IR UEEH

BB LUER security key-manager key create s AT RRIE B DR IEZHAFIE
HFEEEEEENKMIPARS 28 L.

KTFUAES

ﬂﬂ%‘”ﬂ’];zéu%%ﬁ‘”ﬁﬁﬁ? BEINZAHITEIEZ M IIEN FIPS 140-2 4 I0IE, NEASMEHAIE—
BREHR. SN, G0 LUERSHIERRBRN S M INERANRREFIPSEIMMEER,

ONTAP S NSEEHRHFIE T REIBF M IIEER.

* BRRAZAEESRRE, TxXFHiken<. B2, BRRAEHREERE, RA=BIER NS HIRIER
Ho AILUMERUTa<LEREXLERENA:
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security key-manager key query -key-type NSE-AK

* IREERENZAEERSR[EFMEED 128 MHMHINIEEHR, NWIWEES,

s BRI LIER security key-manager key delete tRSMIBRERIKERIZIH, security key-
manager key delete HIRATEZALUFTIEHONTAPER. MFSBEK. (EEALHGS. MM
¥rrivilegesiRBNARF “admin. )

7EMetroCluster IfiaH. MFFEAZ AT, LBHRECEERF EREAILE A, ERILIEREX
SR EERU TS KIOEIRARTARMER:

° storage encryption disk show -data-key-id <key-id>

° storage encryption disk show -fips-key-id <key-id>
FHEZ Al
TN EREEEAT RERITIES.
R
1. AEBETRIES MR

security key-manager key create -key-tag <passphrase label> -prompt-for
-key truelfalse

KBS prompt-for-key=true. RAASRTNEFHEERMATIEEE. WEMINZIRNEE

(D HITEMIIE. BN, RAERENERK 32 FHEBITIE, securlty key-manager key
create BRSEEUL ‘security key- manager create-key’ Y. BXMFHEE
‘security key-manager key create, IBZM'ONTAP Gi$&E",

UTRAEACIRESMHIEIEESA clusterl, BMIEMI2FHEEIEE:

clusterl::> security key-manager key create
Key ID: <id value>

2. WIERRELESHIIERA:

security key-manager key query -node node
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‘security key-manager key query BRREL ‘security key-
manager query key Bi¥o

®

WP EREESR ID EAT5IASMIIERARNIMNRATN. ERERMNE MR ASEE

INZEE Ao

U RAFIEIEREE NSRS MNINIERER clusterl:

clusterl::> security key-manager key query
Vserver: clusterl
Key Manager: external
Node: nodel

Key Tag Key Type Restored
nodel NSE-AK yes

Key ID: <id value>
nodel NSE-AK yes

Key ID: <id value>

Vserver: clusterl
Key Manager: external
Node: node?2

Key Tag Key Type Restored
node?2 NSE-AK yes

Key ID: <id value>
node?2 NSE-AK yes

Key ID: <id value>

BXBEMEE security key-manager key query, IBZMW'ONTAP @mS$&E",

BXER
* "EFENNEHSE R

£ ONTAP 9.5 N ER A6 ZE S 10 IEZtH

BRI LUFER security key-manager create-key s AT REIE BRI AFIE
HEM#TEERENKMIPARS 28 L.

RFUIES
NRENREIRBEREERARENZAHITHES HIRIEN FIPS 140-2 SHWIE, NN ASMEHAIE—
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BMAREE, BN, S LUERSHIERRERNEMNIIEZIARHE FIPS SIMEERK,
ONTAP £ AEEFME T R EE S IIEEH,

* BRRHEREERER, FFthad.
* NREBEENZREERSBEFMEET 128 MHHWIERA, NSKRIES,

TR LUERRAEERS B[R MERMERRERNER, ARBXEITHS.
a2 Al
TR EE R REATIESS

p
1. REBETN RIS HEIERA:

security key-manager create-key

BXMEMEE security key-manager create-key, IBEM'ONTAP S & ZE",

@ WHPERNESR ID 2B T35 ASMHEIEREANINRAT. EXRERMRNEHIIERATEE
EEHR.

TG REIZESDIRIEES clusterl:

clusterl::> security key-manager create-key
(security key-manager create-key)
Verifying requirements...

Node: clusterl-01

Creating authentication key...
Authentication key creation successful.
Key ID: <id value>

Node: clusterl-01
Key manager restore operation initialized.

Successfully restored key information.

Node: clusterl-02
Key manager restore operation initialized.
Successfully restored key information.

2. WIERRE LS M.

security key-manager query

BXIEMEE security key-manager query, IaSI'ONTAP i $&ZE",

11


https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-create.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-create.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-create.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-create.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-create.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-create.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-create.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-create.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-create.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html

AT RAFEIER B E NSRS MNINIEREIR clusterl:

clusterl::> security key-manager query

(security key-manager query)

Node:
Key Manager:
Server Status:

clusterl-01
Key ID:

Node:
Key Manager:
Server Status:

clusterl-02
Key ID:

{EFONTAP/MEZ IR EIER LIRS M IRIEE A D BCLs FIPS URE]

233y SED

clusterl-01
20.1.1.1
available

Key Type Restored

NSE-AK
<id value>

yes

clusterl-02
20.1.1.1
available

Key Type Restored

NSE-AK
<id value>

yes

&BILUFER storage encryption disk modify FAFREEIEEHICIEEFADED
4AFIPSIRTN2SESEDM A%, BT (B Itk % SAPIE S AR B K sh 28 L BN £,

RFUIES

QELBMEBE M F HIIEER ID IRENIERANMEN, FRRIPEHBERZRNBIAIR, %A ID 7 0x0
HIHIEELE ID (MSID) 2 SAS IREp2RITRERIAE. T NVMe IREh2E, IRAERINMEANTER, TN
TEA ID . KEA ID DEcLh BEMERRNRN, RAZKHBMIIEER ID BEIFENAE,

LR (ED IR ARER IR,

FaZ Al
B R REFEE R REITIEESS,

PIE
1. BEIRS D IIE R AD B4 FIPS IXEHESEL SED

storage encryption disk modify -disk disk ID -data-key-id key ID

12



BXMEMEE storage encryption disk modify, IBZM'ONTAP <& E",

@ L’ATL,U%}EH security key-manager query -key-type NSE-AK BFEFZEIIDAYE

70

clusterl::> storage encryption disk modify -disk 0.10.* -data-key-id
<id value>

Info: Starting modify on 14 disks.
View the status of the operation by using the
storage encryption disk show-status command.

2. WIFRTE N BN IRIEEA:

storage encryption disk show

BXIEMSE storage encryption disk show, IBER'"ONTAP Gi$&E",

clusterl::> storage encryption disk show
Disk Mode Data Key ID

0.0.0 data <id value>
0.0.1 data <id value>
[ ]

HXER
* "EEINBHERE R

* "EFENNEHRE B RRE
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