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BRIEBMAENE (CA) &3 SSL ABIEH,
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Friaz I
* QEIEPRIARSES, KMIP ARSSE3FEEE LM EIA TR,
* BB IRENEEBERI A E SSL KMIP &R imIEH,
* WRABRENSEEM SSL KMIP F A IRIEPXEE BZH.
* SSL KMIP B FimiE B R B IERIP,
* BB A KMIP BRS2RMRIEBMAMNE (CA) FREX SSL 2AFIEH,
* TEMetroClusterffiZ . fEAIEM M EEERE L LEABERIKMIP SSLIEH,

() 7w rwrErBRRSRIBZ ARG, GALFE KMIP RS EREXETS,

PIE
1. JEERt R SSLKMIP B IEITEH:

security certificate install -vserver admin svm name -type client

RFBIRTEHAN SSLKMIP 28 % BIER.

clusterl::> security certificate install -vserver clusterl -type client
2. 73 KMIP AR5 83 RIEBIMAENHM (CA) &3 SSL ABIEH:

security certificate install -vserver admin svm name -type server-ca

clusterl::> security certificate install -vserver clusterl -type server-ca
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FFaZ Al

* BB ZEE KMIP SSL E P iEFARSS 285 E B,

s N ERBIERABERITIES.

s TECEINPRIAEIEER Z A1, EHABCE MetroCluster 1715,

* fEMetroCluster I EF. AMEFNERE_EZEKMIP SSLIEH,

p
1. ICESHNRIAEIESRERE.

security key-manager external enable -vserver admin SVM -key-servers
host name|IP address:port,... -client-cert client certificate -server-ca-cert
server CA certificates

°, security key-manager external enable spSHTFEM security key-
manager setup <. EAILUETT security key-manager external modify

@ BTESIMIEZREIRRENG L. BXRTENGEE, BSILFMIL
° fEMetroCluster I EH. NRBANEIESVMEBINEZIABIE, NN MEE security

key-manager external enable wm<o

TR NBERIMNBZIRER clusterl A= MIMIZRRSEE. BT EARSFEREEN AN
O, B ERRSB[ER IP HUAIINROHEE, E=1BARSSEER IPv6 HutFIROHE

clusterl::> security key-manager external enable -key-servers
ksl.local:15696,10.0.0.10, [£fd20:8ble:b255:814e:32bd:£35¢c:832c:5a09]:1234
-client-cert AdminVserverClientCert -server-ca-certs
AdminVserverServerCaCert

2. BWIFFTEEEEN KMIP IREBEBWEERE:

security key-manager external show-status -node node name -vserver SVM -key
-server host name|IP_ address:port -key-server-status available|not-
responding|unknown

(D o security key-manager external show-status S HTEM security key-
manager show -status ¥ BXTENGIIEEL, BELFMI.



clusterl::> security key-manager external show-status

Node

node?2

Vserver

clusterl

clusterl

Key Server

10.0.0.10:
fd20:8ble
ksl.local:

10.0.0.10:
fd20:8ble
ksl.local:

6 entries were displayed.

5696

:b255:814e:32bd:£35¢c:832c:5a09:1234

15696

5696

:b255:814e:32bd:£35¢c:832¢c:5a09:1234

15696

£ ONTAP 9.5 ERRAP S AIINIZAEE

TR LUER—1MEZ 1 KMIP RS2 RFRIPER A T HIRMEBLSIENEHR. RSATURKEHN
BINEMERAM SRS SFRKLILTRMKEME

D KMIP BRSZ28:&EZEE— 1M1 e,

KXFUIES

ONTAP AEEHRIFTE T RECE KMIP fRS28EE.

ez Al

* BAMERE KMIP SSL & F it FIARSS 28IE o
* B R BEIER A BRI TLES
* ERCEINPEABIER 2, BHMMEZE MetroCluster IR15,

* EMetroCluster I 1RH. AMTEMNEEE L LEKMIP SSLIEH,

TR

1. AEETNRRERREERER:

security key-manager setup

R B E R E IR E,

®

fEMetroCluster IR, TR MR LiE1TIaR <,

2. MR NER AR,
3. F N KMIP BRS528:

Status

available
available
available

available
available
available



security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.1

() #EMetroCluster FFifieh, BAERMER LETHR

4. FRINEASMY KMIP RSS2 LASSINTSR

security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.2

() #EMetroCluster FFifich, BAERMER LETHAH

S. IR B BEEER KMIP RSB BEEIIEEE:
security key-manager show -status

BXTEWGLEL, BERFMITL

clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available
clusterl-01 5696 20.1.1.2 available
clusterl-02 5696 20.1.1.1 available
clusterl-02 5696 20.1.1.2 available

6. (AR RAXAEEHRRNNNES,
volume encryption conversion start

BREZH]. WAL BEINIZAEIE2. EMetroClusterIfEH. HARINTER ML S EECEIMIZEA
B,

ECESERTVIM AR SS 25

MONTAP 9.11.17F48. TR LECE 5SVM LRIEEHEIVIMI 2t A EIEARSS S8 AVERS, £/
SRRV E ARS8 EALESVM LIS T Z RS BN _RZAIRS . EMEH
Bt ONTAP =&ZIXINIEE RS E. ARBRINFZXIAP —RIRSS2E. EEHRIER
Ihsemi. MmBrLEZREES,



SMEREEEARRSS 2R AT FAFNSE. NVE. NAEMISEDZE . —1MSVMERZ AIZ NN ESMEBKMIPARS 28 &1 ERR
SRERZAXF =N ZREARS R,

Fiazan
* "RIASVMEB FKMIPEZSAEIE",
* RS RHERKMIPHZ AR S 28, BXZIFMNERIRSEVIR. EEE "NetApp BiR(FERTA"
© EEPHFAET SESUIUSITONTAP 9.1 A B SRS,

° Eﬁ%é&ﬂ’ﬂﬂlﬁf?"iﬂtﬂqﬂﬂ’ﬂgiﬂz -secondary-key-servers SR MIMNPZIHEIE(KMIP)IRSS 23891H R
Fo

BIRRE R ANRSS 23
RERFS R WATERERE T THARS SR

R RIRRRSS B — R EARRSS 2RARMEISVM
1. WINHR AR EAERRERE:

security key-manager external show -vserver svm name
NRSVMEBRAZRZENEZAMRSE. MoBEhbrER— NG X EARS R AEHERNFHN
FERIARSS 28

2. BRITAEESS.
security key-manager external enable -vserver svm name -key-servers
server 1p -client-cert client cert name -server-ca-certs
server ca cert names

3. B EZIARS B LN — ARS8 o« -secondary-key-servers SHABESTREZEE=1
ZIAMRSS BMIE S DRI
security key-manager external modify-server -vserver svm name -key-servers
primary key server -secondary-key-servers list of key servers

B —RE AR SR ARMNEIINA T HAMRSS 23

1. B EZFPRS BRI —RZHIRS 8. o -secondary-key-servers SHAESRZEHES =1
ZIAMRSS BIIE S DRI
security key-manager external modify-server -vserver svm name -key-servers
primary key server -secondary-key-servers list of key servers

B X REPRSRAGEMEE. EEM [mod-secondary]o

BN SRBIRTUE AR SS 28

TR LUEd B E BAIRSBEVAS(EH=FK). AMNABIEF LB RIRSS BN E A — R EAIRS2RET IR
FF RIS MNER R SARR S5 2R R B

i AR S5 S HBI B EAAR S 2%
ERFTHRS[BEMN ZREARS S, DAL ERIEEMSVMPRPR security key-manager

ANAN .
external remove-servers <.

R _RBARS[|ERNERARS R BIAEMEINE X EARSFIPRIF _RERRSEE. BESN [mod-
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secondarylo SNRTEMIFFILE BANRRRE —REZARSS B[R N TSR, NETTRMIFRFE IR Z B = A0
MRS RIS SRERES.

B R EZ AR 25

ZRBIARRS BT HITEIR -secondary-key-servers BB security key-manager external
modify-server 8% . o -secondary-key-servers SEHIEZIES HIRYIR. tHIRAP ZREHIRS 20
FEEIRFRE T ZRZRIRS2BVFRINE. ATLOUBEIE TS REBARIRF security key-manager
external modify-server REZRFRS R ZAREIRFLE N0

EfIpRIEBN 2 EAIRS328. 1B -secondary-key-servers SNV EIEERENZR ARS8, MAEIEEMBRAY
ZiARS 2. EMPRPIEMEEIEAIRS 2. BERSHK -, R-L.

FHFEMEER . 158 MW security key-manager external DiE "ONTAP e &ZE",

£ ONTAP 9.6 EShRZAFEE S (I E h

BRI LUER security key-manager key create s AT REIE BN RUEZRAFF
HE#EERENKMIPIRS 28 L.

XFIAES

NRENREIREBBEREERARENZAHITHRES HIRIEMN FIPS 140-2 SHIIE, NN ASMNEHAIE—
BREH. BN, G0 LR SHERRERN S M IIERARBEFIPSEIMMEER,

ONTAP S ASEETHFIE T R LIRS K IIERH.

* BRRBEAEERG, TEanS. B2, BRRIBAEERG, RAAZEERTIHRIEE
Ho AILUERUTRLEEXLEEN:

security key-manager key query -key-type NSE-AK

* NMREBEENZREERSBEFMHEET 128 MHHWIERA, NSKRIES,

* O LU security key-manager key delete ap¥LURIBREMRMERAINZEH, o security key-
manager key delete UIRATEZIALUAIIEHONTAPER. NS BEK, (EFEALHS, EBAINR
WTATF "admin™ ", )

EMetroCluster IF1EH. MIRZIHZ FI. HOHRREXERE ERERLEZH, &a]LUER
ERFFRUTHOROBLFARE R MER:

®

° storage encryption disk show -data-key-id key-id

° storage encryption disk show -fips-key-id key-id
Frazal
BB EE R BRI T ESS

ps
1. NEETREIZSMHIEEA:
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security key-manager key create -key-tag passphrase label -prompt-for-key
true|false

EFIRE ... prompt-for-key=true FRARTEHEERTENMNB R HITE R IIE

@ BIERZIEEE, BN, RFEEER 32 FHEBIEIE, o security key-manager
key create (RS FHTFEM security key-manager create-key fi%. BXTEMND
LEE, BEERFMI,

UTFRBIERNEIRZSHDIIEESR clusterl, BRNERI2FHEIBIE:

clusterl::> security key-manager key create
Key ID:

000000000000000002000000000001006268333£870860128fbel7d393e5083b00000000
00000000

2. WIFRRE LS M.

security key-manager key query -node node

o Security key-manager key query ST ER security key-manager
(D) query key #%: BXREMSEL, FENFMT, HHHRTHNEE D 2ATIH
SR ARITIRTT. EREEMRNE R IR ANEIBNEZA,

AT RAFEIER B E NSRS MNINIERIR clusterl:



clusterl::> security key-manager key query
Vserver: clusterl
Key Manager: external
Node: nodel

Key Tag Key Type Restored
nodel NSE-AK yes

Key 1ID:
000000000000000002000000000001000c11b3863£f78c2273343d7ec5a67762e00000000
00000000
nodel NSE-AK yes

Key ID:
000000000000000002000000000001006£4e2513353a674305872a4c9£3b£79700000000
00000000

Vserver: clusterl
Key Manager: external
Node: node?

Key Tag Key Type Restored
node?2 NSE-AK yes

Key ID:
000000000000000002000000000001000c11b3863£78c2273343d7ec5a67762e00000000
00000000
node?2 NSE-AK yes

Key ID:
000000000000000002000000000001006£4€2513353a674305872a4c9£3b£79700000000
00000000

£ ONTAP 9.5 KB RhRZAHEZE & {18 Z $H

BB LUFER security key-manager create-key s AT RRIE BRI AFIE
HE#TEERENKMIPARS 28 L.

KTFUAES

NRENREIRBBREEATENZAHITHES HIIEN FIPS 140-2 SHWIE, NN ASMEHAIE—
BIRER. SN, EEILERSHIERERNSMIEIERARRE FIPS SMIEEK,

ONTAP S A& HPIFIE T R IR S K IIER A,

* BEARBBREER, TS,
* MREERENZAEERSB[EFMEED 128 MNHMHIIEEHR, NWRWEES,



TR LUERRAEERS B[N MERMERRERNER, ARBXETHS.

Faazal
TR R EE R REATIESS

p
1. NEETREIZSNIEEA:

security key-manager create-key
BXTENGMLEE, BERNGHLTFMIL

@ MR EREESR ID 2RT5IASMNIIERARNIMRAN. EXRERMIE MR AEE

INEE Ao

AT RO AR ZNIEIEEA clusterl:

clusterl::> security key-manager create-key
(security key-manager create-key)
Verifying requirements...

Node: clusterl-01

Creating authentication key...

Authentication key creation successful.

Key ID: F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

Node: clusterl-01
Key manager restore operation initialized.

Successfully restored key information.

Node: clusterl-02
Key manager restore operation initialized.

Successfully restored key information.

2. BIIRBE RS HIIEEA:

10

security key-manager query
BXTBNGLIEE, BFERFMI

AT REFEIEREENEIB B NINIERER clusterl:



clusterl::> security key-manager query

(security key-manager query)

Node: clusterl-01
Key Manager: 20.1.1.1
Server Status: available

Key Tag Key Type Restored
clusterl-01 NSE-AK yes

Key ID:
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

Node: clusterl-02
Key Manager: 20.1.1.1
Server Status: available

Key Tag Key Type Restored
clusterl-02 NSE-AK yes

Key ID:
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

;I%%&?E%ﬁ%ift%%ﬁﬁ@ﬂéé FIPS IXzp2ssk SED (SMEBERFAEIER

A LAfE storage encryption disk modify FATFREEIER MR INIEEIADEC
4AFIPSIRTHE3ESEDRYAR <, BT (B It Z AP E s A Biok shas LRI INZ 2548,

KXFULES

QELEMBENBRNS DR ID RENIFFFAER, FRIPERERZENBIE,. 28 ID J 0x0

MFIERHLRE ID (MSID) Z SAS IKEhaZFRERIAE. XTF NVMe IXzhas, IERIAMBEANTER, KRN

THA ID . KEA ID NELBEMERDEN, RESKHESHIIERA ID EXVIERIME.
IRED R RSk,

FRZ Al
T eSS EE RS RHITIES,
p

1. BEES M IIER A B FIPS JREhEREE SED

storage encryption disk modify -disk disk ID -data-key-id key ID
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AXEENHSEBA, BENHSFHT,

@ A LAER security key-manager query -key-type NSE-AK BFEFZEIIDAYA

A
Yo

clusterl::> storage encryption disk modify -disk 0.10.* -data-key-id
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

Info: Starting modify on 14 disks.
View the status of the operation by using the
storage encryption disk show-status command.

2. WIERBENESHIIERA:

12

storage encryption disk show

BXTENGLEL, BENFMIL

clusterl::> storage encryption disk show
Disk Mode Data Key ID

0.0.0 data
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C
0.0.1 data
F1ICB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

[...]
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