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Ao & X SVMHAYSMB 5 7]

AR 7 SVMEYSMBI 3]

WNREARA SMB BFIHIARIAEE SVM , NAMEIEHEEF SVM HECEIE SVM
o OBCE SMB BFEFTFF SVM R&EifiR], Gl SMB RSS2, 6IEE LIF , BREENZER,
ACERITARS, WREE, B Kerberos 214,

Bl3E SVM :
R EE B RIT R B/ D — N SVMR HISMBE A iSRS 5. MSTBIZ—SVM,

Froaz Al
* MONTAP 9.13.1F44. &rILLJStorage VMISERABE, TEr UATESVMELEHERERHINIEEE
;Eo ﬁ*-ﬁgéﬁﬁn ) 1ﬁ£m r_E.QEES\/I\/L'/&;:%O

-

1. 8l SVM . vserver create -vserver svm_name -rootvolume root volume name
-aggregate aggregate name -rootvolume-security-style ntfs -language C.UTF-8
-ipspace ipspace name

° WERANTFSIZE -rootvolume-security-style &M
° EFIBAC.UTF-8 —language 2
°, ipspace ®EEAIZEMN,
2. IIFFReIEN SVM WEREMNIRE: vserver show -vserver vserver name

o Allowed Protocols FERMIMEBECIFS, ErILAHEYRIEILTR,

o Vserver Operational State FERMIER running K& WMRER initializing RE. T|R
FRLhEHRIE(UILIBRE)RM. EHITMFFESVMHAERCIEE,

ANl
T e S EIPT IR EIER A FEHIRIARAISVM ipspacea:

clusterl::> vserver create -vserver vsl.example.com -rootvolume root vsl
-aggregate aggrl
-rootvolume-security-style ntfs -language C.UTF-8 -ipspace ipspaceA

[Job 2059] Job succeeded:
Vserver creation completed

U TS 2RERIEIESE N1 GBMSVM, HEISVME BiIEHHMFH running KBS, REEE—PEHIA
SHEE, ZEKBRAESEAIN, REREELENAESH,
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clusterl::> vserver show -vserver vsl.example.com
Vserver: vsl.example.com
Vserver Type: data
Vserver Subtype: default
Vserver UUID: b8375669-19b0-11e5-b9d1-
00a0983d9736
Root Volume: root vsl
Aggregate: aggrl
NIS Domain: -
Root Volume Security Style: ntfs
LDAP Client: -
Default Volume Language Code: C.UTF-8
Snapshot Policy: default
Comment:
Quota Policy: default
List of Aggregates Assigned: -
Limit on Maximum Number of Volumes allowed: unlimited
Vserver Admin State: running
Vserver Operational State: running
Vserver Operational State Stopped Reason: -
Allowed Protocols: nfs, cifs, fcp, iscsi, ndmp
Disallowed Protocols: -
QoS Policy Group: -
Config Lock: false
IPspace Name: ipspaceA

MONTAP 9.13. 17745, fERILUKE BIEN QoSRERARIR. LUEASVMARENAEE T RA
()  tmmsl. REEAESVMZE. THNABILER, BTREXIGIRNESER. HE0 8E
B vE
WIFRE EESVM_LE FASMBAY
BESVM LA ENERASMB. I ESERA.

XFIES
IR EBEESVMISE BT BINREEIREREIRBALMY. NeJUEERFERARBETE vserver add-

protocols F<:
C) Bl LIF 5, fEFRETEZ LIF SRnsimibainise

BIE AT LUERESVM EZA1Y vserver remove-protocols A<

ps
1. 1% SVM HeiBEEBAMZANMY: vserver show -vserver vserver name -protocols
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SO LUER vserver show-protocols SRR UEEEEFFIESVM LEEFIEBBINN

2. MEVE, BRNEAMIN:
° BASMBIMY: vserver add-protocols -vserver vserver name -protocols cifs

o BHEMN: vserver remove-protocols -vserver vserver name -protocols
protocol name[,protocol name, ...]

3. MR AMNEZAMMMYBIERERN: vserver show -vserver vserver name -protocols

UTe<LER SVMvs1 EEHFIEBRAMER (RFNARRIF) BIHY:

vsl::> vserver show -vserver vsl.example.com -protocols
Vserver Allowed Protocols Disallowed Protocols

vsl.example.com cifs nfs, fcp, iscsi, ndmp
AT e < @ AR A VB SMB#1TIAIR cifs FISVM VS1 EERAMMINGIZR:

vsl::> vserver add-protocols -vserver vsl.example.com -protocols cifs

FTH SVM HREF LSRR

SVMIRERIINSFH RO S —FAN. UAFRE R im@Ed SMBi#t
MRLB UMM, WSIELFAESMBEF imihElSVMAEE,

XFIAES

@'JL¥J?E’J SVM B}, RSB ENA SVM RIRECIEZRINSHER (F4 default) o WRFARIAS HERIR
DS, FP A BEVIR SVM _ERYERE.

7

9:F173_|E.|o
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{
>

BNIIER S BARINGHRBPITHFAE SMB ihi, ARBINRENE gtree SIR B E X T HRIEKRE
RT%A%E’NE ao

B
1. NREFERANVZRIE SVM , BRERINRESHEE . vserver export-policy rule show

B RENEMUTFUTRE:



cluster::> vserver export-policy rule show -vserver vsl.example.com
-policyname default -instance

Vserver: vsl.example.com
Policy Name: default
Rule Index: 1
Access Protocol: cifs
Client Match Hostname, IP Address, Netgroup, or Domain: 0.0.0.0/0
RO Access Rule: any
RW Access Rule: any
User ID To Which Anonymous Users Are Mapped: 65534
Superuser Security Types: any
Honor SetUID Bits in SETATTR: true
Allow Creation of Devices: true

MBAFAE AVFFRORIARAIN, MILESHFR, NRGH, BRLIITT—5.

2. 9 SVM iREBIESFEMN: vserver export-policy rule create -vserver vserver name
-policyname default -ruleindex 1 -protocol cifs -clientmatch 0.0.0.0/0 -rorule
any -rwrule any -superuser any

3. {ERIENIAIEE vserver export-policy rule show B3<:
L2

WE. EAISMBE FimIIRIARITESVM LB ERET gtree,

Bl% LIF

LIF B 5 5¥EZ 80RO REXRY IP Stiiik, MNRBAHHIMAIE, W LIF A LISRPEHRE R
IR EMYIERO, MMBRSMEERS.

FreaZ Al

© ERYEEENS KOS AERENERIEN up K.

* MREHRIERTF MR LIF HER 1P R EnE, MitFRaSABET,

FWEESETFRE—F 3 BEFMAY IP b, E{12FEBEIEN network subnet create <!

* FATFISE LIF R IBAREREANFIEREFT R, XTF ONTAP 9.5 MEERRZA, LIF EFRAEIEEENIE
BIREZER, M ONTAP 9.6 18, LIF ERRSHRRISE BB RS,
KXFIESE
* &R ATERE—MZ8im O L6 IPv4 #0 IPV6 LIF o

* NREBFHHRELIF. WA LUFERARIEER FTFMLIFAE network interface capacity show #p
SUREIN TR LEEIFHLIFAE network interface capacity details show s (TEEHKNPER
Al)o



M ONTAP 9.7 7148, tNRE—FMHPEEE SVM BVEM LIF , MFEFIEE LIF BWEIHO, ONTAP 2Bx)
E5BER—FNHREENEM LIF (U FE— I E T a8 LERE— w0,

p

1.

Bl LIF :

network interface create -vserver vserver name -1if 1if name -role data -data
-protocol cifs -home-node node name -home-port port name {-address IP address
-netmask IP address | -subnet-name subnet name} -firewall-policy data -auto
-revert {true]|false}

* ONTAP 9.5 E R RS *

‘network interface create -vserver vserver_name -lif lif_name -role data -data-protocol cifs -home-node
node_name -home-port port_name {-address IP_address -netmask IP_address

-subnet-name subnet_name} -firewall-policy data -auto-revert {true

false}’

* ONTAP 9.6 &XE SR *

‘network interface create -vserver vserver_name -lif lif_name -service-policy service_policy _name -home
-node node _name -home-port port_name {-address IP_address -netmask IP_address

-subnet-name subnet_name} -firewall-policy data -auto-revert {true

false}’

° o -role fFEAIRS REGOIELIFN AR ESE(MONTAP 9.6F84)o

° o, -data-protocol AMELIELIFEHEESEN. MRAFHEHBHEHEELUELIF. NS MBI
S

o -data-protocol FRARSBEREECIZELIFRNAREEZESLH(MONTAP 9.6F18).
—home-node ELIFIREIFINT &= network interface revert S {ELIF_ EIETT,
R UERIEELIFRE N BiRRE ET M EIKO -auto-revert EIMN

° ~home-port LIFREIFFYIESZ BRI network interface revert SRIFTELIF EIETT,
o R LUEBIEEIPHIL -address M —-netmask &M, HEEAZAMFMIEC -subnet name IR

° (ERFRRM IP UL FILRHERGEY, MREAMKEX T FW, WECRZFHEIRZ LIF By, RA=
Eh[E SVM ZANFERZ MK B ERINER B o

° MNREFohoEC IP ik (MAEAFM) , WEEM IP FR EEEEF RSz HIR, ATERER
BIEMMXNEIABE. o network route create FMIIBEAEXRESVMAGIEFHFSEAMNIE

1CN0

° o -firewall-policy &I, {FERAHERBEIAE data EALIFEE,
MRFE, EALIEGCIENAINEE X AERE,



(D MONTAP 9.10.179a. BrAIERIEEFA. H2BMALIFIRSRR. BXFAREE, FS
W "A LIF BEE A ISR

° -auto-revert AFIEEMERI. ENEBHIEFERSHEIMBEREFBRT. YELFESBME

E?Uﬁi TR BMANKEN false, BERLUGHISEN false AREURATEMIEFRHMNEZEIRER

2. WINPT ERMINEIEE LIF :

network interface show

3. IFFCER) IP MR A RIiAR):

ZI0E ... R ...

IPv4 it network ping

IPveiiit network ping6
Nt

AT ep 4G A 8B LIFHIEE IPHIIEFI NS E -address M -netmask B

network interface create -vserver vsl.example.com -1if datalifl -role data
-data-protocol cifs -home-node node-4 -home-port elc -address 192.0.2.145
-netmask 255.255.255.0 -firewall-policy data -auto-revert true

AT REIE—D LIF , HMIEEFM (8B client1_sub ) ZEC IP sthik A& HEIDE:

network interface create -vserver vs3.example.com -1if datalif3 -role data
-data-protocol cifs -home-node node-3 -home-port elc -subnet-name
clientl sub -firewall-policy data -auto-revert true

LUITFEs< 87 cluster-1 FIMIFRE LIF o #43E LIF datalif1 # datalif3 BC& 7 IPv4 Hilik, W datalif4 BEZE T IPv6
gk


https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html

network interface show

Logical Status Network Current Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
cluster-1

cluster mgmt up/up 192.0.2.3/24 node-1 ela
true
node-1

clusl up/up 192.0.2.12/24 node-1 ela
true

clus? up/up 192.0.2.13/24 node-1 e0b
true

mgmt 1 up/up 192.0.2.68/24 node-1 ela
true
node-2

clusl up/up 192.0.2.14/24 node-2 ela
true

clus?2 up/up 192.0.2.15/24 node-2 e0b
true

mgmtl up/up 192.0.2.69/24 node-2 ela
true

vsl.example.com

datalifl up/down 192.0.2.145/30 node-1 elc
true
vs3.example.com

datalif3 up/up 192.0.2.146/30 node-2 elc
true

datalif4 up/up 2001::2/64 node-2 elc
true

5 entries were displayed.

U TS ERMNMERIEDELLAINASEIELIF default-data-files IRSHRE:

network interface create -vserver vsl -1lif 1if2 -home-node node2 -homeport
e0d -service-policy default-data-files -subnet-name ipspacel

JSF DNS LUATTEN 2 fEAR

S LAE vserver services name-service dns g8 LAESVM_EEADNS. FHi&
HECE {EFADNSHITEN R M. FARAIERIME DNS AR 23:1H#1THET.



FIaZ Al
I sSEERY DNS fRS S BT ENZER.

BNV ECE 21 DNS fRSS528, LIBREAHIE, . vserver services name-service dns create I8
A AN—""DNSHRSZ 23 2R, MmL L HES,

XFIES
WL EIEIEEm B85 X7E SVM LA ERNZS DNS ME 8.

p

1. £ SVM L/ZEFH DNS | vserver services name-service dns create -vserver
vserver name -domains domain name -name-servers 1ip addresses -state enabled

T e <R7E SVM vs1 LIS FA4MER DNS ARS5 28

vserver services name-service dns create -vserver vsl.example.com
-domains example.com -name-servers 192.0.2.201,192.0.2.202 -state
enabled

(D MONTAP 9.2F 4. vserver services name-service dns create (S =HITEL
BOEIOUE. S1RONTAPE LB AEIZfERSE 2. NSREHEIZHER.

2. [FAHERDNSIHAIE vserver services name-service dns show 8p%:

MUTFer< B REEDFRE SVM BY DNS & :

vserver services name-service dns show

Name
Vserver State Domains Servers
clusterl enabled example.com 192.0.2.201,
192.0.2.202
vsl.example.com enabled example.com 192.0.2.201,
192.0.2.202

LUT&<$ER SYM vs1 B9i¥40 DNS BREE 8

vserver services name-service dns show -vserver vsl.example.com
Vserver: vsl.example.com
Domains: example.com
Name Servers: 192.0.2.201, 192.0.2.202
Enable/Disable DNS: enabled
Timeout (secs): 2
Maximum Attempts: 1



3. FRIIEFZIIRSBAVIRS vserver services name-service dns check %!

o Vvserver services name-service dns check 88 MONTAP 9.2 %R A,

vserver services name-service dns check -vserver vsl.example.com

Vserver Name Server Status Status Details
vsl.example.com 10.0.0.50 up Response time (msec): 2
vsl.example.com 10.0.0.51 up Response time (msec): 2

£ Active Directory 1% = SMB [R55 28

=t e

7 Active Domain #2883 SMB iRSZ 25281, EATRRERATB)F] SMB RS 23F
B ptEiTE|2E a9t el 7E A D FhRITAD,

EFIAES
1ENDEERE NTP BIRSECE N{EAS Active Directory 14BEIRY NTP IR 28# TR BRI

M ONTAP 9.5 g, EeJLUIERNIREMILIEIRE NTP fRS28.
BB

1. EREEERSS cluster time-service ntp server create Mi<:

o BB XA MNIRIEAITEIRS. BMIAL TS cluster time-service ntp server

create -server server ip address

o BERMIRB MR ERBIARS .. BMALTHL . cluster time-service ntp server
create -server server ip address -key-id key idcluster time-service ntp
server create -server 10.10.10.1 cluster time-service ntp server create
-server 10.10.10.2

2. FARKIIREEEMEERIEARS cluster time-service ntp server show Bp<:

cluster time-service ntp server show

Server Version
10.10.10.1 auto
10.10.10.2 auto



FF1E NTP RS 8&B  BEWNFREHINIENER S
M ONTAP 9.5 FF4, ZIEFMKLEEthi¥ (NTP) hiZds 3 . NTPv3 B3E{E A SHA-1 24

HIXNRBPIIE, FIIREMNERE .

EHATUIERE ...
FCENERAXMTRZILIER NTP ARS528

ERAXNREMILIEACE NTP ARS528

AIAE NTP IRS528/E FAXTRE (3 3IE ] LUBIE AR NP
FHELR ID RESENE NTP RSB UBHEMHE
iEo

BEEHE NTP 248

ERKRZEA ID B2E NTP RS 28

fEFRTE NTP BRS523 LECERYZE A ID FCEMRSS 25

ZRAMEHIIE

7E Active Directory 1FH 62 SMB RS 23

fEMALLE< ...

cluster time-service ntp server create
-server server name

cluster time-service ntp server create
-server server ip address -key-id key id

cluster time-service ntp server modify
-server server name -key-id key id

cluster time-service ntp key create -id
shared key id -type shared key type
-value shared key value

®

cluster time-service ntp server create

HZ2AM ID 51, T=A NTP ARSS
#2 LAY ID , REFEXIHEE

-server server name —-key-id key id

cluster time-service ntp server create
-server server name —-key-id key id

®

#5A 1D , XBMEXHS NTP BRS523
LECEMEIA ID , XEMERER,

cluster time-service ntp server modify
-server server name -authentication
disabled

BRI LA vserver cifs create as¥LUAESVM_LERIZESMBARSE 25 HIsEHFIE

AJActive Directory (AD)iE,

ez Al

TR MEEEER SVM A LIF A2 ECE N 23F SMB thi¥e LIF AZEENSEEE] SVM LEZERY DNS RS 28

IUNMZENIN SMB ARS3258VIERY AD B HEs,

10



EEIBITE SMB ARSZ2ZZMARY AD S EIZITEAKF AP ERILIE SVM LRI SMB RSS25. XA
REEFE R B HMIERIA .

M ONTAP 9.7 FF#&, f&H9 AD BEIE R a] LU EIRM keytab X URI , TIARAEIRMEIFN Windows 1 RY
BIFFERE, WEILLURIG. BEHEEER -keytab-uri B vserver cifs %

XFIES
7£ Active Directory 13iH8l3E SMB RS20 :

* FEEEN, “IERATLRERHZ (FQDN)

* BN ERR SMB ARSS 251 E MK, ZINE Active Directory CN=Computer 3%,

* PRI LURAZE IS SMBARSS 28 R N E Eth4H R B2 i1 (OU) -ou I

* BHETLUEE S SMB ARS8 FM—1EZ 1 NetBIOS 518 (% 200 1) HIES R,

MRBREMHARZ 2P HEIEE ST SMB RE25HFE SMB IRSE 23NN RIGARSZ 2B TR, MR
SMB ARS328E0E NetBIOS BIZIEEEA,

o vserver cifs FMTIESEMAIIESHIHFRAENK,

@ M ONTAP 9.1 FFt4, EaILUEE SMB hR4s 2.0 LUEIEZRIFIESHISE (DC) » MR BEHITHISE
FEASMB 1.0, MIMATHAITLIEE. M ONTAP 9.2 Fft4, SMB 2.0 KA FEARS,

M ONTAP 9.8 48, EEILUEE N SEIEHISRAERHITINE., HEY. ONTAPEREXEITH B EH TN
-encryption-required-for-dc-connection EBIIEE N true; FRIAMEN false. WRIKE T %D,
N R%E SMB3 1L AT ONONTAP DC #E#%, FHARE SMB3 7 2% »

"SMBEIE" BlAHB X SMB RSB EETRIFAER,

B
1. IFEEE FMISMBEREEIRSIFR]: system license show -package cifs

MRARZ, BRARLEHIHERR,
9NR SMB RRSZ2/NA T HMIEIE, WARFE CIFS Wik

2. EADIYFBIESMBIRSZ 2. vserver cifs create -vserver vserver name -cifs-server

smb_server name -domain FQDN [-ou organizational unit] [-netbios-aliases
NetBIOS name, ...][-keytab-uri {(ftplhttp)://hostnamelIP_address}][—comment
text]

IONERY, Lbar < AIRER R0 ¥4 BETe Mo

T an< =72 “example.com” Fg# SMB k5588 " sMB_server0l "

clusterl::> vserver cifs create -vserver vsl.example.com -cifs-server

smb_server(0l -domain example.com

11
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UTaLEMEE mydomain.com™ " HRIE sMB ARSEZ2EE “sMB _server02 , H{EFR keytab X HxT
ONTAP B R#HITHDIIIE:

clusterl::> vserver cifs create -vserver vsl.mydomain.com -cifs-server
smb_server02 -domain mydomain.com -keytab-uri

http://admin.mydomain.com/ontapl.keytab

3. {EFIESMBARSZ 2RE0E vserver cifs show 895

T RAIF, HLMEEETRETE SVM vsl.example.com EBIEZ N SMB server0l B SMB ARS528, FHil
A\ “example.com” i,

clusterl::> vserver cifs show -vserver vsl

Vserver: vsl.example.com
CIFS Server NetBIOS Name: SMB SERVERO1
NetBIOS Domain/Workgroup Name: EXAMPLE
Fully Qualified Domain Name: EXAMPLE .COM
Default Site Used by LIFs Without Site Membership:
Authentication Style: domain
CIFS Server Administrative Status: up
CIFS Server Description: -
List of NetBIOS Aliases: -

4 MRFE. BEASEHITHIZZRINEIES(ONTAP 9.8 EEhRZAS): vserver cifs security modify

-vserver svm name -encryption-required-for-dc-connection true

Nl

LTS 27E SVM vs2.example.com Y “example.com” EHBIE—1NZ A sMB_server02 B SMB RS
25, ITEAMKFTE "OU=eng , OU=corp , DC=example , DC=com’ " B2H6l}E, SMB RSN EHE
NetBIOS %%,

12



clusterl::> vserver cifs create -vserver vs2.example.com —-cifs-server
smb_server(02 -domain example.com —ou OU=eng,OU=corp -netbios-aliases
old cifs server0l

clusterl::> vserver cifs show -vserver vsl
Vserver: vsZ2.example.com
CIFS Server NetBIOS Name: SMB SERVEROZ
NetBIOS Domain/Workgroup Name: EXAMPLE
Fully Qualified Domain Name: EXAMPLE.COM
Default Site Used by LIFs Without Site Membership:
Authentication Style: domain
CIFS Server Administrative Status: up
CIFS Server Description: -
List of NetBIOS Aliases: OLD CIFS SERVEROL

UTHLAFREEMIENAR (LG AZEEAWEESR) 7£ SVM vs3.example.com EBIERZ A
sMB_server03 B SMB lR55288. o -domain EHATIEEZTEHPEIESMBARSS 280915V FR(TEDNSED
BEFIEE). o username HEHIEEXEEHMNEER,

* Fi3: example.com
* Z{={EiH: trust.lab.com

s RIEEIHEAF R Administrator.

clusterl::> vserver cifs create -vserver vs3.example.com -cifs-server

smb_server(03 -domain example.com

Username: Administratorl@trust.lab.com
Password:

S AT SMB B{7I8IERY keytab X1

M ONTAP 9.7 FF#4, ONTAP z#F{E M keytab X3t Active Directory (AD ) BRSS8E8#H
17 SVM B19I8F, ADBERERM—NkeytabX . FEEERNSE—ERBIFIAFT(URI)IRMH
L50NTAPEIER vserver cifs ipSERIFADIE#HITKerberos & AI0iIE,

ADEIE G o] UEAREWIndows ServertliEkeytabX 4 ktpass fi<%: WS NEREZHITEHIIENFEE L
iB1To o ktpass B8 REERT RHEMAF £RlkeytabXF; FA2IFERAZEEEHAF ERNZA,

RSB NEE ONTAP BESIAF LR keytab Xt RBEERAFANERAENR, NSEMBLEMEER
WZRMA=EL. Flt, SHELNEELRAFPHENEN, #HEE—1H keytab XfF.

LA N REL

+ ES256-SHA1

13



- DES-CBC-MD5
(i)  ONTAP Fszi% DES-CBC-CRC ML,
- RC4-HMAC
AES256 Bi=RIMZEEE, W1R7E ONTAP R4 LB, NIRERLLIEE,
A LUBE S E EIE R BB S (E R M E R EERERR keytab X1, BZ, EEMLAENE, REFER—E

BOED, EA7E AD BRS2: LREEEERAR TRNET AEARME keytab XHHRIEH, MWEFEEERAI
FITEI BRI ZME keytab XK,

T IL{RAFIKE SMB k5528

FEITEABRFIZE SMB ARS588

¥ SMB k55281 BN TIFAR R EIECIEE SMB BkS588, ASeIEZA AR A,
% Microsoft Active Directory I ERIZEMAR I FEY, el IELTEAHECE SMB AR5 28
TE4AEZNTEY SMB BRSZ 231X ZHF NTLM B95IE, RZ#F Kerberos B143IIE,

TEIFHEPEIZE SMB ARS52=

SR LAER vserver cifs create s LATESVM EGIZESMBRRSS 28 HISE HFTER T
4R,
FreG 2 /i

AT RMEEER SVM A LIF 4B EE AT SMB #hille LIF A7NAEHEERES] SVM EEZERY DNS ARSS
%o

XFIES
TELAEILTHY SMB BRSZ 28 FZHFLLF SMB IhEE:

* SMB3 JLIEY

* SMB3 CA HZE

* #F SMB 89 sQL

* XHEEEH

* BHEENM

* LASRBEIR (GPO)
* HIREARS (VSS)

o vserver cifs FMTIEEHEMAIERESHI G EERK,
P$IE

1. IFEEE FMISMBREEIRSIFR]: system license show -package cifs

14



MRTZE, BHRAEHHEERR.
9N SMB BRSFNAFTHHINIE, WAFE CIFS WL,

2. ETFAPEIESMBARSSES: vserver cifs create -vserver vserver name -cifs-server
cifs server name -workgroup workgroup name [-comment text]

MU T e =ELIEL "workgroup01' " AR SMB ARZ528 " sMB_server01 " :

clusterl::> vserver cifs create -vserver vsl.example.com -cifs-server
SMB SERVERO1 -workgroup workgroupOl

3. {FERRIIFSMBARSS28ACE vserver cifs show sy

FEUTRAG, S<HEERBETIELR "“workgroup01' " 9 SVM vs1.example.com ERIERZ K
sMB_server01 HJ SMB AR5523:

clusterl::> vserver cifs show -vserver vsO

Vserver: vsl.example.com

CIFS Server NetBIOS Name: SMB SERVERO1

NetBIOS Domain/Workgroup Name: workgroupOl
Fully Qualified Domain Name: -
Organizational Unit: -
Default Site Used by LIFs Without Site Membership: -

Workgroup Name: workgroupOl
Authentication Style: workgroup
CIFS Server Administrative Status: up
CIFS Server Description:

List of NetBIOS Aliases: -

FERIE
NFIIEAFI CIFS ARSS28, BT SVM ERliZ At P LUK IRy Ac it e,

HXER
"SMBEIE"

ellfeRnsiulz al i va

TR LIBIZAH A K , 0K eI T RAGEE SMB E#1718] SVM RESRYEEE. €

22 SMB =IERY, EIRAILUER At P IR #1757 51k,

XFIAES
RINERT, el sVM =B RAZHA I,
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SIEAMAFIKFE, BIIEERF B, FELITIEEESZIKF XEXH SVM,
o vserver cifs users-and-groups local-user FMIIEEEXAIESHMRAERNFHEE,

p

1. QIEAHAF . vserver cifs users—-and-groups local-user create -vserver
vserver name -user-name user name optional parameters

U RLESHFTRE B A
° —full-name
RFH2E,
° -description
Z 3 A P B9 Rl R
° -is-account-disabled {true]|false}
EERAFKFREAEZREA. MRKEELSH, NWBIANBRAFKS,
BRI NS P YRS

2. MNAMABFRNER, AEHFHINZERE.
3. WIFRTEMMNBIBILAF: vserver cifs users—-and-groups local-user show -vserver

vserver name

ANl
UGG RIE—N5S SVM vs1.example.com XKEXEYAMMAF " SMB server0l\sue", HE2E N " Sue
Chang " :

clusterl::> vserver cifs users-and-groups local-user create -vserver
vsl.example.com -user-name SMB SERVEROl\sue -full-name "Sue Chang"

Enter the password:
Confirm the password:

clusterl::> vserver cifs users-and-groups local-user show

Vserver User Name Full Name Description

vsl SMB_ SERVEROI1\Administrator Built-in administrator
account

vsl SMB_SERVERO1l\sue Sue Chang

B HhZH
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TR LI, BFRNEE SMB iEZ1RS SVM XEXRVER TR, S r] LA ECAR
PR, LAREXARRY 538 F P A PREINRE,

XFIAES
BIEE SVM BY, BUANER T=BRAZSHAATIEE,

BUEAMAR, BINZAEE—1BF, FELTUEEBRSZAXEKE SVM ., ErRILUEEESHAEE 1M
ERBARNE, BA]LOEEAAMAISEREER, EREFAMARME At

o vserver cifs users-and-groups local-group FMAIBEEXAIESHMGRAERNIEAEE.

TR

1. QIEEZAHMIZE: vserver cifs users—-and-groups local-group create -vserver
vserver name -group-name group name

AT aESHelaeRE M.
° —description
i ZH RV )RR

2. WIFRTEEMINEIEIAE: vserver cifs users-and-groups local-group show -vserver
vserver name

5l
TR RIE—NS SYM vs1 KEXAIZAHIZE SMB serverOl\engineering :

clusterl::> vserver cifs users-and-groups local-group create -vserver

vsl.example.com -group-name SMB SERVEROl\engineering

clusterl::> vserver cifs users-and-groups local-group show -vserver

vsl.example.com

Vserver Group Name Description
vsl.example.com BUILTIN\Administrators Built-in Administrators
group

vsl.example.com BUILTIN\Backup Operators Backup Operators group
vsl.example.com BUILTIN\Power Users Restricted administrative
privileges

vsl.example.com BUILTIN\Users All users

vsl.example.com SMB SERVEROl\engineering
vsl.example.com SMB SERVEROl\sales

TR/
A E e R 1) AR

17



BIRA L Y 51 75

T LU AN AR ER A B AR P, & AN RBRISAE R SR A MBS EME, TR
&7 EREX ARV I R B RITHIX TERY AR, HELEHER P A S5ZAXREKRIRR
,» MikTheeIEEE Ao

*FUES
MBEABEEAMAR, BAFPSEASEETHRRZKRIFRISTE, Bl MARRIFRLEEER.
AR RN 36T, AMFEIBA T LA
* EARBER B P AINEIRERY _Everyone 48,
* BRI AR RN R Eth At 4H
s B AP SRARMEI AL, ONTAP SRBENSIS L /AR SID o
MASEBPIBRAE ST, HAMEFIELTLR:
* IERBEMIFTEY _Everyone  AMIBRAL R
s BEMAHLARRIFRLR, ONTAP HATRENSIGHZFRERTHA SID .

p
1. BRI 55 M IIBRAY 5o

° WNIFGR: vserver cifs users—and-groups local-group add-members -vserver
vserver name -group-name group name -member-names namel[, ...]

TR L E BN S EAMANAAR, HAFSEANES DREIIR.

= ., .
° fiifREY G : vserver cifs users-and-groups local-group remove-members -vserver
vserver name -group-name group name -member-names namel[, ...]

ERILEEEMEE A A FRIFRAAEF, EA A SINARNES DIRYI&R.

Nyl
UTREIEAMAR sMB_server01\sue ZINE| SVM vs1.example.com EHIZiZE

SMB server(Ol\engineering :

clusterl::> vserver cifs users—-and-groups local-group add-members -vserver
vsl.example.com -group-name SMB SERVEROl\engineering -member-names
SMB_SERVERO1\sue

BURRBIREM SVM vs1.example.com EEYAHIZE smb serverOl\engineering MRS F

Smb_server0l\sue M Smb_server0l\james :

18



clusterl::> vserver cifs users-and-groups local-group remove-members
-vserver vsl.example.com —-group-name SMB_SERVER\engineering -member—-names
SMB_SERVER\sue, SMB_SERVER\james

IEE B FRY SMB hrZs

ONTAP 9 hRAFIHERINE R T ASE P inflisEH28p0ER S A8 SMB hids, &0
IIE SMB Ax55 88 2 & I R R BRI E P im Al T REo

KXTFULES

MNFEEFimHIEIEHIsERYERE, WRPIsEEA SMB 2.0 REEMA, HTFRERE, ERE%RER SMB 1.0
, NREEWINFIRPAFE SMB 1.0, NRKHEEA,

7£ ONTAP 9 1, BN R TENTFHIEIZEEE SMB 2.0 NEShRZAS, BIXABEH SMB 1.0 AABUR T &
B9 ONTAP AR,

* M ONTAP 9.1 P8 FF44, BJLATE SVM L2 H SMB 1.0,
o -smbl-enabled %Il vserver cifs options modify spSHAFREAHEZASMB 1.0,
* M ONTAP 9.3 F88, BRIANER F=7EHMH SVM EZAItIN8EE.
SN SMB ARSI T Active Directory (AD) 3/, NIATLLM ONTAP 9.1 FFHAE A SMB 2.0 LUEZEIEE

#lg8 (DC) o WNR7E DC EZERAT SMB 1.0, MAIHITIELIRIE. M ONTAP 9.2 718, EAIABR TSH DC
B SMB 2.0,

@ £ -smbl-enabled-for-dc-connections BN false A -smbl-enabled I8B N
true, ONTAPIE4IESMB 1.0EZENTFin, B4REIEST NIESMB 1.0iEZENIRSE 280

"SMBEIE" B EHE XN SMB RAEFMINEENIFAES.

p
1. BIPREKAIRENER:

set -privilege advanced
2. WIEE A T ML SMBhRZS :

vserver cifs options show

ERILA N REFIRUAEBNZ A IREZB AR SMB hRZs, WNRETE AD HHEE SMB fr32E, NAIUE
&7 AD HiEEE R SMB hiRZs,

3. IRIEFRENEF inEER AR SMB i#hiY:
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° [BFSMBhf4s:

vserver cifs options modify -vserver vserver name smb version true

o ZHASMBARZS:

vserver cifs options modify -vserver vserver name smb version false

HYR]RE(E smb_version:

* -smbl-enabled
" —smb2-enabled
* -smb3-enabled
* -smb3l-enabled

LU Ep 38 1ESVM vs1.example.com EEFASMB 3.1:

clusterl::*> vserver cifs options modify -vserver vsl.example.com -smb31
—enabled true

1. 908 SMB fR5328{1 T Active Directory i/, BIRIBEEE N DC iEEEATHEZRA SMB HhMiY:
o FBFESMBARZS:

vserver cifs security modify -vserver vserver name -smb2Z-enabled-for

—-dc-connections true

o ZHESMBARZ:

vserver cifs security modify -vserver vserver name -smbZ2-enabled-for

—-dc-connections false

2. RO F|EENPRER

set -privilege admin

7T DNS [R5 5t SMB RS 28
&k a B9 DNS RSZ 23 MEE—1% 8, AT SMB AREZ 232 FRFEM NetBIOS 51



SEEE LIF BY IP i3k, LUE Windows FA P BT LUSIRGH2SBRETE] SMB ARS528 2 #Fo

FaZ Al
Tt uh B DNS ARS8 AA EIRHRNIR. MRELKBEERIHRMIR, MWHHEKR DNS EEGZHITIE

5o

XFIAES
INRIEFT SMB AR5 288 2 FREER NetBIOS 5%, NRFASTHIZE)E DNS lRSBAO R,

P$IE
1. Z 3% DNS IR 28,

2. gIBIEM (A-#HHER) MkmE (PTR-#EHIER) &HFKE, ¥ SMB IRSB[AVREIZIEIE LIF 89 1P
Hohik,

3. YNREM NetBIOS 5%, FHRIE—THIBRISERIT (CNAME HFIER) EHFE, UERKES &M
2| SMB ARZ52RBVERE LIF B9 IP ik,

=

IR TENEZPERE 2, Windows AP PILUGIRThSRIRETE] SMB ARS5 282 #FH NetBIOS 318
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