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Ao & X SVMHAYSMB 5 7]

AL EXTONTAP SVMEISMBIf|a]

WNREARA SMB BFIHIARIAEE SVM , NAMEIEHEEF SVM HECEIE SVM
o OBCE SMB BFEFTFF SVM R&EifiR], Gl SMB RSS2, 6IEE LIF , BREENZER,
ACERITARS, WREE, B Kerberos 214,

BIZZONTAP SVMLLUIR HtSMBELIEIT 7]
MREBHPEEEE L —IPSVMENSMBE Fimigt#iE AR, WAHmEE—INSVM,

Fiaz Al
* MONTAP 9.13.17F4a. &rRILIIStorage VMIRERARE, BRI UESVMIZEREREL NEEE
R BXIFAER, 15BN EESVMEE,
p

1. 8l SVM . vserver create -vserver svm_name -rootvolume root volume name
-aggregate aggregate name -rootvolume-security-style ntfs -language C.UTF-8
-ipspace ipspace name

° WERANTFSIZE -rootvolume-security-style &M
* EFBERIAC.UTF-8 —language 35
°, ipspace ®EEAIZEMN,
2. IR SVM ERENIIRES: vserver show -vserver vserver name

o Allowed Protocols FERMIMEBECIFS, ErILAHEYRIEILTR,

o Vserver Operational State FERWAINET running RS, WRER initializing RRE. TR
HLerhai2E(RRIRE) LK. EATMBRSVMHEREIEE,

ANl
T e S EIPT IR EIER A FEHIRIARAISVM ipspacea:

clusterl::> vserver create -vserver vsl.example.com -rootvolume root vsl
-aggregate aggrl
-rootvolume-security-style ntfs -language C.UTF-8 -ipspace ipspaceA

[Job 2059] Job succeeded:
Vserver creation completed

U Tan< ERERIERE N1 GBRISVM, HEISVMEBGIBIHAIFH running K& REAF—THIA
SHEE, ZREAESEAAN, REREFELIENFZSH.
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clusterl::> vserver show -vserver vsl.example.com
Vserver: vsl.example.com
Vserver Type: data
Vserver Subtype: default
Vserver UUID: b8375669-19b0-11e5-b9d1-
00a0983d9736
Root Volume: root vsl
Aggregate: aggrl
NIS Domain: -
Root Volume Security Style: ntfs
LDAP Client: -
Default Volume Language Code: C.UTF-8
Snapshot Policy: default
Comment:
Quota Policy: default
List of Aggregates Assigned: -
Limit on Maximum Number of Volumes allowed: unlimited
Vserver Admin State: running
Vserver Operational State: running
Vserver Operational State Stopped Reason: -
Allowed Protocols: nfs, cifs, fcp, iscsi, ndmp
Disallowed Protocols: -
QoS Policy Group: -
Config Lock: false
IPspace Name: ipspaceA

MONTAP 9.13. 17748, fERILUKE BIEN QoSRERARIR. LUEASVMARENAELE TR
()  tmmsl. SEEAESVMZE. THENABILER, BTREXIGIRNESES, HENEE
B vE

IIFE R E7EONTAP SVM_E EFASMBTY
EAESVM EEEMERSMB. ALty et e B,

XFIES
IREBEESVMISE BT BINRETEIREREIRBALMY. NeJUEERFERARBETE vserver add-

protocols F<:
C) Bl LIF 5, fEFRETEZ LIF SRnsimibainise

BIE AT LUERESVM EZA1Y vserver remove-protocols A<

ps
1. 1% SVM HeiBEEBAMZANMY: vserver show -vserver vserver name -protocols
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BRI LIER vserver show-protocols SRS UBREETFABESVM EYHFE BB

2. MEVE, BRNEAMIN:
° BASMBIMY: vserver add-protocols -vserver vserver name -protocols cifs

o BHEMN: vserver remove-protocols -vserver vserver name -protocols
protocol name[,protocol name, ...]

3. MR AMNEZAMMMYBIERERN: vserver show -vserver vserver name -protocols

Nl
UTe<LER SVMvs1 EEHFIEBRAMER (RFNARRIF) BIHY:

vsl::> vserver show -vserver vsl.example.com -protocols
Vserver Allowed Protocols Disallowed Protocols

vsl.example.com cifs nfs, fcp, iscsi, ndmp
AT e < @ AR A VB SMB#1TIAIR cifs FISVM VS1 EERAMMINGIZR:

vsl::> vserver add-protocols -vserver vsl.example.com -protocols cifs

FTFFONTAP SVMIEEHISMBS i 5k 18

SVMIRERIBIASFHREAMEE—FMN. DATFFRIE R P im@d SMB#HIT AT A,
MRLB UMM, WSIELFAESMBEF imihEISVMAEE,

XFIAES

BIEEHEY SVM B, RS HEDIN SVM BIRECIZMIASHERE (¥ default) o M ARIAS HRER G
—PHE N, FFIRAEEHIR SVM LRIEEE.

BNIIER S BARING HREPITHFAE SMB ihi, ARBINRENEY gtree SR B E X T HRIEKRE
RN EHIE,

T
1. NREERNRIME SYM , BRERIMEESHEE: vserver export-policy rule show

i PIHN R UTFUATREA:



cluster::> vserver export-policy rule show -vserver vsl.example.com
-policyname default -instance

Vserver: vsl.example.com
Policy Name: default
Rule Index: 1
Access Protocol: cifs
Client Match Hostname, IP Address, Netgroup, or Domain: 0.0.0.0/0
RO Access Rule: any
RW Access Rule: any
User ID To Which Anonymous Users Are Mapped: 65534
Superuser Security Types: any
Honor SetUID Bits in SETATTR: true
Allow Creation of Devices: true

MBAFAE AVFFRORIARAIN, MILESHFR, NRGH, BRLIITT—5.

2. 9 SVM iREBIESFEMN: vserver export-policy rule create -vserver vserver name
-policyname default -ruleindex 1 -protocol cifs -clientmatch 0.0.0.0/0 -rorule
any -rwrule any -superuser any

3. {ERIENIAIEE vserver export-policy rule show B3<:
L2

WE. EAISMBE FimIIRIARITESVM LB ERET gtree,

AlZ2ONTAP SMB Sifs
LIF 215 5YIRRIBMEE OB 1P duli, SNSRAAEEHHINEEE, M LIF &) LiKrEssis sl
TR BRI, MMmAtsE5NEE:ES,
AR = A
 KEYEHZEMEZIRONNERBENEIE up KRS BXHEMEE up, BEBBW'ONTAP Gi$&E",
s NBEHRNERFMNZIRN LIF 9 1P shhtFI M HerE, Ntk FRA5 ET1EE.

FWMEESETFRE—F 3 BEFMAY IP b, E{12FEBEIEN network subnet create 3%
BXRBFEHMEE network subnet create, JBEN"ONTAP i< &ZE",

* FAFEE LIF R IBRUREXREBNFIE L EF R, XTF ONTAP 9.5 NERRRZA, LIF FRABIEEENE
RIRESE, M ONTAP 9.6 FFHA, LIF FERRSRRIEEELNERERE,
XFIES
* BRI LU7E R — ML iR O _EBIZE IPv4 #0 IPv6 LIF 6

* NREFHPEKRELIF. MeJLUERRIEER EZIFMLIFAE network interface capacity show #f
SUNRBI TN R EZFHLIFAE network interface capacity details show S¥(TESRINFEL
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All)o
BXIEFEHMEE network interface, IBEN"ONTAP GiS&ZE",

M ONTAP 9.7 7148, WNRE—FMAETEE SVM BVEM LIF , MFEFEIEE LIF BEIKO, ONTAP 2BEI)
EE5EeER—FWHEENEM LIF (I FRE—T #HiEE T R LiEFE— 1 milis0.

p

1.

BIEE LIF :

network interface create -vserver vserver name -1if 1if name -role data -data
-protocol cifs -home-node node name -home-port port name {-address IP address
-netmask IP_address | -subnet-name subnet name} -firewall-policy data -auto
-revert {true]|false}

* ONTAP 9.5 B2 hRZs *

‘network interface create -vserver vserver_name -lif lif_name -role data -data-protocol cifs -home-node
node_name -home-port port_name {-address IP_address -netmask /IP_address

-subnet-name subnet_name} -firewall-policy data -auto-revert {true

false}’

* ONTAP 9.6 XE SR *

‘network interface create -vserver vserver_name -lif lif_name -service-policy service_policy name -home
-node node_name -home-port port_name {-address IP_address -netmask IP_address

-subnet-name subnet_name} -firewall-policy data -auto-revert {true

false}’

° o -role FARSZSRIBAIZELIFINAEEZESE(MONTAP 9.6FF5).

° o -data-protocol EARSEELIZELIFINRFESE(MONTAP 9.6715). FFONTAP 95KER
hRZsBS. -data-protocol AITERIELIFEIIEESE. MRAEHRHEHCIBEUELIF. WEIBETE
BRIt B,

° —home-node =LIFIREIFIAT & network interface revert B8 TELIFEIETT,.
R A U ERIEELIFRE N BRI ET M FEIRO -auto-revert &N

° ~home-port eLIFREIZNYIESZiEiH ] network interface revert SRR ELIFLEIETT,
° TR LMERIEE IPHIL —address M -netmask EW. HEFERBAMFNIE -subnet _name &I

° EARFMEEM IP ALFILRHERGEY, MREAMXEX T FM, WECRZFMEIEZ LIF Y, AR
&E SVM FINERZM X BIERINER BHo

° NREFohHEC IP sk (MAERFM) , WEHM IP FR EEERFIHIIREHIZEET, TR ER
BEIERMXHNRINEE, BXESVMPEEFHSEAMNIFMER network route create, AS
J"ONTAP &i 5 E",

° o -firewall-policy . FEHAHEREREIAE data EALIFAE,
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NRFE, GRS B E X AERE,

@ MONTAP 9.10.1F 88, FAANIBREEFTH. 2B RALIFIRSEE. BXIFHAER, 58
W "A LIF BRE RS N IEEREE

° —auto-revert BTEEERI. ENERMIEFRSIEIMELERSFHRT. BELIFRSBMIE
EEUEI%',#\O AINREN false, BEFJURBHIGEN false AFFURTFEIFMERHNKEERSR

2. WIFREERMINEIE LIF :
network interface show

3. WAL ERY IP bR T R :

EIE ... A ...

IPv4 i3k network ping

IPv6iiilE network ping6
ANl

TR ERSIRLIFHISEIPHIUEFINESHEIS(E -address M -netmask %K

network interface create -vserver vsl.example.com -1if datalifl -role data
-data-protocol cifs -home-node node-4 -home-port elc -address 192.0.2.145
-netmask 255.255.255.0 -firewall-policy data -auto-revert true

AT e SREIE— LIF, HMIEEFM (R client_sub) 53EC IP AL HEIHE:

network interface create -vserver vs3.example.com -1if datalif3 -role data
-data-protocol cifs -home-node node-3 -home-port elc -subnet-name
clientl sub -firewall-policy data -auto-revert true

LU TFe< 87 cluster-1 FMIFREB LIF o #X3E LIF datalif1 # datalif3 BC& 7 IPv4 ik, 1 datalif4 BEZE T IPv6
Mk
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network interface show

Vserver

Home

Logical
Interface

Status

Network
Admin/Oper Address/Mask

Current
Node

Current Is
Port

cluster-1

true

node-1

true

true

true

node-2

true

true

true
vsl.example.

true
vs3.example.

true

true

cluster mgmt up/up

clusl

clus?2

mgmtl

clusl

clus?2

mgmt 1

com
datalifl

com
datalif3

datalif4

up/up

up/up

up/up

up/up

up/up

up/up

up/down

up/up

up/up

5 entries were displayed.

192.0.

192.0.

192.0

192.0.

192.0.

192.0.

192.0.

192.0.

192.0.

2001::

2.3/24

2.12/24

.2.13/24

2.68/24

2.14/24

2.15/24

2.69/24

2.145/30

2.146/30

2/64

node-1

node-1

node-1

node-1

node-2

node-2

node-2

node-1

node-2

node-2

U TS ERMNMERIEDELLAINASEIELIF default-data-files IRSHRE:

ela

ela

eOb

ela

ela

e0b

ela

elc

elc

elc

network interface create -vserver vsl -1lif 1if2 -home-node node2 -homeport

e0d -service-policy default-data-files -subnet-name ipspacel

BXER
° "|X_X_]é§ plngn
* PRI OER"
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2 EDNSLUH#{TONTAP SMB A3 fi#4h

BB LI vserver services name-service dns BpSfESVM EBADNS. HEHE

FCE NERADNSHITEN AR, VB OERIME Dns IRSZ2[#H1THRT. BXEVIF4H
{8 ‘vserver services name-service dns, BZMW"ONTAP Gi$Z&ZE",
FeaZ /i

Ih RSEEIRY DNS RS2 BF EN BT,

ERIARE S DNS FRE%, LSk B, MBLNHA—DNSIRE BB, MtHSH vserver

services name-service dns create RHEE, BXMIFEMESE vserver services name-
AL
service dns create, IBEI"'ONTAP @i &E",

XFIAES
TR "1 SVM EERE 5 DNS",

TR

1. £ SVM LB DNS : vserver services name-service dns create -vserver
vserver name -domains domain name -name-servers ip addresses -state enabled

LU Ter$¥81E SVM vs1 LB FEYMER DNS BR5388:

vserver services name-service dns create -vserver vsl.example.com
-domains example.com -name-servers 192.0.2.201,192.0.2.202 -state

enabled
@ o vserver services name-service dns create B ESHTEHIECELIE. W0
RONTAPLZEL R B B ITARS 23, NSIREBEIZHEE

2. (FAAERDNSIHEIE vserver services name-service dns show Ap%:

TS EREETE SVM B DNS B2E:

vserver services name-service dns show

Name
Vserver State Domains Servers
clusterl enabled example.com 192.0.2.201,
192.0.2.202
vsl.example.com enabled example.com 192.0.2.201,
192.0.2.202

T a< 2R SVM vs1 B93%4H DNS FCEFE R :
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vserver services name-service dns show -vserver vsl.example.com
Vserver: vsl.example.com
Domains: example.com
Name Servers: 192.0.2.201, 192.0.2.202
Enable/Disable DNS: enabled
Timeout (secs): 2
Maximum Attempts: 1

3. {EAWIFRITARSZ2BAVIRTS vserver services name-service dns check %

vserver services name-service dns check -vserver vsl.example.com

Vserver Name Server Status Status Details
vsl.example.com 10.0.0.50 up Response time (msec): 2
vsl.example.com 10.0.0.51 up Response time (msec): 2

£ Active Directory 5% = SMB [R5 28

FISMBHRZS 22 EC B ONTAPHY [B] iR SS

7 Active Domain #2588 SMB ARSZ 25281, EATRRERFATB)F] SMB AR 28F
BT 2E _FayRt el 7E B FhRITAD,

XTFIES
1ENIZECEEEE NTP RS LUERS Active Directory 15#BEIRY NTP fRSZ 28i#1TES

M ONTAP 9.5 5, ErILUERMTREMBILIEIEE NTP ikSS528.
FTIE
1. (FRBEBARS cluster time-service ntp server create fp<y:

° BfEEARKAMIFEHIIERIBTEARS. BMALU TS cluster time-service ntp server

create -server server ip address

 BEEAMME MR ENBIARS. BRI TGS cluster time-service ntp server
create -server server ip address -key-id key idcluster time-service ntp
server create -server 10.10.10.1 cluster time-service ntp server create
-server 10.10.10.2

2. FARKIIREEEMEERIEAMRS cluster time-service ntp server show B

cluster time-service ntp server show



Server Version

10.10.10.1 auto

10.10.10.2 auto
HXERE

* "EREERYIEIARSNTP"

BFEENTPARS 25 LR IR B4 ICIEAIONTAPER <
M ONTAP 9.5 FF#4, ZHEMLESEthiX (NTP) hiZds 3 . NTPv3 B3E{F A SHA-1 24

RIS PIIE, FIIREMER L.

BHITIERE ...
ECENERAXMTRZDINIERY NTP ARS528

ERAXMNIREMILIEECE NTP ARS523

AIAE NTP IRS528/E AXTRE 43 3IE ] LUBE AR NP
FHELR ID REENE NTP RSB UBHEMHE
iEo

BOEHZ NTP 248

fERKREZEA ID B2E NTP IR 28

fEFARTE NTP BRS5 28 LECERIZ A ID FCEMRSS 25

ZRAMEHIIE

10

EALtE< ...

cluster time-service ntp server create
-server server name

cluster time-service ntp server create
-server server ip address —key-id key id

cluster time-service ntp server modify
-server server name —-key-id key id

cluster time-service ntp key create -id
shared key id -type shared key type
-value shared key value

@ HE=ZEAH ID 51H. T =AM NTP iR
25 bR ID , EERFEXERE

cluster time-service ntp server create
-server server name —-key-idkey id

cluster time-service ntp server create
-server server name —-key-id key id

®

cluster time-service ntp server modify

250 ID , REFMENTS NTP fRSS28
TEREMZREA ID , ERMEHER.

-server server name -authentication
disabled
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BXER
* "EREIRYIEARSNTP"

7ZONTAP Active DirectoryiZH8ZSMBARS 25

BB LUfER vserver cifs create B8 LUIESVM ELAIZESMBARSE 285 E EFAE
AYActive Directory (AD),
FiG 2 /i

& TR EEIEARY SVM A LIF AT EECE AR F SMB 1hiXe LIF ATEERSEZE] SVM LECERY DNS fRSE28
PUIRENMN SMB ARSS5 238915189 AD 3331T 623,

EEIEIIE SMB ARSZZFZNMARY AD eI T EAIKF IR P &I LE SVM E6# SMB AkS588. XFATEE
BiERBEHMERIAR.

M ONTAP 9.7 744, &8 AD BIER A LA keytab SXHHY URI , ﬁ'ﬁTEﬁ“hTﬁﬁW Windows i #Y
BIRFEZE, WEILLURIG. BEEBESEP -keytab-uri B¥ vserver cifs ¥

XTFHATS
7£ Active Directory 13{F 8132 SMB AR5 2369 :
A, HAERARLREHEZ (FQDN) .
* BNRERE SMB ARSZ 25T ENIM A INE] Active Directory CN=Computer X%,
* R LOEERE R SMBARSS 23R MBI 2B 4R £ (OU) -ou IEI
* A LA SMB BRSZEBSFIM—1 32 NetBIOS 58 (&% 200 1) HIESHRYIR.

MREBEEHM GRS [BHHIEIEE ST SMB fRZ288HFEE SMB ARSZ2[BMNRIGIRS 2R TR, MA
SMB ARSS2:E0E NetBIOS BIZIEEEA,

BEXUNALESEHINGEERIFMEE vserver cifs "ONTAP e & ZE", HEM,

M ONTAP 9.8 748, ERJLUEER SigizhssrEE#ITINE ., Y. ONTAPREXEITH @S #HTME
-encryption-required-for-dc-connection EHUKE N true; FAINEN false. WRIGE T ILIEIN,
MRH SMB3 AT ONONTAP DC &%, FHARE SMB3 A ZIFME, -

"SMBEIE" B2HFX SMB RS REEIXTAVFAER.

T
1. ISR FRISMBREEIRSIFRA]: system license show -package cifs

SMBiFEIERE—{2iRH"ONTAP One"s WREEHEONTAP One. HBRLEFAE. BHALZHHEER

o

9N SMB BRSFNATFHHINIE, WAFE CIFS WL,
2. ZADIEHHBIESMBARSS28: vserver cifs create -vserver vserver name -cifs-server

smb_server name -domain FQDN [-ou organizational unit] [-netbios-aliases
NetBIOS name, ...][-keytab-uri {(ftplhttp)://hostname|IP address}][-comment

11
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4.

text]
AN, e < PIRE R R LD ¥ A BETTAk.
AT e L7 “example.com”: g2 SMB fR5588 " sMB_server01 "

clusterl::> vserver cifs create -vserver vsl.example.com -cifs-server

smb server(0l -domain example.com

U TS 27EE mydomain. com™ " HEIE svB ARSS2E sMB server02 , FFE A keytab XX
ONTAP EIRERH#ITEHIILE:

clusterl::> vserver cifs create -vserver vsl.mydomain.com -cifs-server
smb server(02 -domain mydomain.com -keytab-uri
http://admin.mydomain.com/ontapl.keytab

. {ERIQIESMBIRSS 2JECE vserver cifs show M.

FIERGIH, HSEEEREE SYM vsl.example.com L8R SMB server01 B9 SMB fRS528, FHil
A “example.com” i,

clusterl::> vserver cifs show -vserver vsl

Vserver: vsl.example.com
CIFS Server NetBIOS Name: SMB SERVERO1
NetBIOS Domain/Workgroup Name: EXAMPLE
Fully Qualified Domain Name: EXAMPLE.COM
Default Site Used by LIFs Without Site Membership:
Authentication Style: domain
CIFS Server Administrative Status: up
CIFS Server Description: -
List of NetBIOS Aliases: -

MRFE. FRASHIEHIZSINNZEBES(ONTAP 9.8 EEHRA): vserver cifs security modify

-vserver svm name -encryption-required-for-dc-connection true

Nl

T LATE SVM vs2.example.com _E£BY “example.com” S BIE—NE 7 sMB_server02 B SMB fRSS
25, ITEAKF7E "OU=eng , OU=corp , DC=example , DC=com " B2§H8l}®£, SMB IR EH
NetBIOS 53,

12



clusterl::> vserver cifs create -vserver vs2.example.com —-cifs-server
smb_server(02 -domain example.com —ou OU=eng,OU=corp -netbios-aliases
old cifs server0l

clusterl::> vserver cifs show -vserver vsl
Vserver: vsZ2.example.com
CIFS Server NetBIOS Name: SMB SERVEROZ
NetBIOS Domain/Workgroup Name: EXAMPLE
Fully Qualified Domain Name: EXAMPLE.COM
Default Site Used by LIFs Without Site Membership:
Authentication Style: domain
CIFS Server Administrative Status: up
CIFS Server Description: -
List of NetBIOS Aliases: OLD CIFS SERVEROL

UTHLAFREEMIENAR (LG AZEEAWEESR) 7£ SVM vs3.example.com EBIERZ A
sMB_server03 B SMB lR55288. o -domain EHATIEEZTEHPEIESMBARSS 280915V FR(TEDNSED
BEFIEE). o username HEHIEEXEEHMNEER,

* Fi3: example.com
* Z{={EiH: trust.lab.com

s RIEEIHEAF R Administrator.

clusterl::> vserver cifs create -vserver vs3.example.com -cifs-server

smb_server(03 -domain example.com

Username: Administratorl@trust.lab.com
Password:

£l72 T ONTAP SMB & {414 IFfkeytab S 5

M ONTAP 9.7 FF#4, ONTAP Z#F{E M keytab X3t Active Directory (AD ) BRSS88#H
17 SVM B1918F, ADBERERM—NkeytabX . FEEERNFE—RBIFIAFT(URI)IRMH
L50ONTAPEIER vserver cifs ipSERIFADIE#HITKerberos &3I4,

ADEIE G o] UEAREWIndows ServertliEkeytabX 4 ktpass fi<%: WS NEREZHITEHIIENFEE L
iB1To o ktpass B8 REERT RHEMAF £RlkeytabXF; FA2IFERAZEEEHAF ERNZA,

RSB NEE ONTAP BESIAF LR keytab Xt RBEERAFANERAENR, NSEMBLEMEER
WZRMA=EL. Flt, SHELNEELRAFPHENEN, #HEE—1H keytab XfF.

LA N REL

+ ES256-SHA1

13



» DES-CBC-MD5

(i)  ONTAP Fszi% DES-CBC-CRC ML,
- RC4-HMAC
AES256 Bi=RIMZEEE, W1R7E ONTAP R4 LB, NIRERLLIEE,
A LUBE S E EIE R BB S (E R M E R EERERR keytab X1, BZ, EEMLAENE, REFER—E

BOED, EA7E AD BRS2: LREEEERAR TRNET AEARME keytab XHHRIEH, MWEFEEERAI
FITEI BRI ZME keytab XK,

T IL{RAFIKE SMB k5528

T AEONTAP L{FHHRISMBARSS 23 ECE

¥ SMB k55281 BN TIFARR R EHECIZE SMB BkS588, ASeIEZA AR A,
% Microsoft Active Directory IERIZEMARB] FEY, eI IELTIEAHECE SMB AR5 28
TE4ARETNTHY SMB BRSZ 231X ZHF NTLM B95IE, R Kerberos B143RIIE,

EEEIEEIFERONTAP SVM L EIZESMBARS 28

SR LAER vserver cifs create 8B5S LATESVM EAIZESMBRRSS 28 HISE HFTER T
4R,
FreG 2 /i

AT RMEEER SVM A LIF 4B EE AT SMB #hille LIF A7NAEHEERES] SVM EEZERY DNS ARSS
%o

XFIES
TELAEILTHY SMB BRSZ 28 FZHFLLF SMB IhEE:

* SMB3 JLIEY

* SMB3 CA HZE

* #F SMB 89 sQL

* XHEEEH

* BHEENM

* LASRBEIR (GPO)
* HIREARS (VSS)

BXRUKANEEESHM a2 ERVIFHAEE vserver cifs"ONTAP e8¢ &%E", 1FENM,

B
1. IFEEEE FMISMBREEIRSIFR]: system license show -package cifs

14
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SMBiFA[IERE—IZiZH"ONTAP One", WREEHEONTAP One. HE XL FANE. FHRATHEER

o

9N SMB BRSFNAFTBHINIE, WAFE CIFS WML,

2. ETEAPEIESMBARSSES: vserver cifs create -vserver vserver name -cifs-server
cifs server name -workgroup workgroup name [-comment text]

T e RELIEA "workgroup01™ " HEIE SMB ARS588 " sMB_server01 " :

clusterl::> vserver cifs create -vserver vsl.example.com -cifs-server
SMB SERVERO1 -workgroup workgroupOl

3. {FRRIIFSMBARSS 28BCE vserver cifs show By

FEUTRAG, <HHERBETIELR "“workgroup01' " # SVM vs1.example.com ERIERZ K
sMB_server01 HJ SMB fR5523:

clusterl::> vserver cifs show -vserver vs0

Vserver: vsl.example.com

CIFS Server NetBIOS Name: SMB SERVERO1

NetBIOS Domain/Workgroup Name: workgroupOl
Fully Qualified Domain Name: -
Organizational Unit: -
Default Site Used by LIFs Without Site Membership: -

Workgroup Name: workgroupOl
Authentication Style: workgroup
CIFS Server Administrative Status: up
CIFS Server Description:

List of NetBIOS Aliases: -

SERfE

FTELAFH CIFS BRSS28, BATE SVM LRIt B P LU AT &Ry Azl
HXER

"SMBEIE"

BlIEAHIONTAP SMBF K~

TR ARIZ A KR, , ZIKF TR TRNED SMB #1518 SVM RE SRR,
2 SMB =1ERY, &I AI LUERZAMA IR #1T S Ik,

XFIAES
RINERT, 8l sVM R BE AP IhEe,

el
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SIEAMABAKAN, SIHEERFP S, HELITIEEES XK KEXE SVM .

i
O

BRUKRALES M BERIEMSE vserver cifs users-and-groups local-user "ONTAP e &%E", i
Mo

p

1. QIEEAMIAF . vserver cifs users-and-groups local-user create -vserver
vserver name -user-name user name optional parameters

U RLESEAIRER A

° -full-name
RAFRB£AE.

° -description
Z 3 A P B9 IRl R

° —~is-account-disabled {true|false}
EERAFKFRRAERER. MRKIEELSH, NERIANBEAFKF,

L RHR R RN AN A P R EE RS,

2. MNEHMAFNESE, AEHRIAZER,

3. WIrEEEMINEIZELLAF: vserver cifs users—-and-groups local-user show -vserver

vserver name

ANl
LT RHNEEIE—D5S SVM vs1.example.com XBXBIZAS#IFAF " SMB server0l\sue ", HE&EHN " sue
Chang " :

clusterl::> vserver cifs users-and-groups local-user create -vserver
vsl.example.com -user-name SMB SERVEROl\sue -full-name "Sue Chang"

Enter the password:
Confirm the password:

clusterl::> vserver cifs users-and-groups local-user show

Vserver User Name Full Name Description

vsl SMB_SERVERO1\Administrator Built-in administrator
account

vsl SMB_SERVERO1\sue Sue Chang

16
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BIEZAHIONTAP SMB4H

TR AR AHAE, AFIRAGET SMB &85 SVM XEXRVEEE, EHE R LS BCA AR
» LATE XA RY 53 BY AR P A PR T RE

XFIAES
Bl SVM B, BUAER T2EAZAAINEE,

7/

SUEAMABR, BINZAEE—1BF, FELTUEEBRSZAXKE SVM ., ErRILIEEESHAEa 1M
ERBARNE, BALOEFAAMAISEREER, EREFAMATRME At

i
(o

BRUNELES MG R BERVIFEMEE vserver cifs users-and-groups local-group "ONTAP @S & E", ]
o

p

1. BUEASHILE: vserver cifs users—-and-groups local-group create -vserver
vserver name -—-group-name group name

U TaESHMeTaeRE M.
° —description
i ZH RV IR

2. WIFREEMINEIRIAE: vserver cifs users-and-groups local-group show -vserver
vserver name

]l
UTFREEEIE—DS SVM vs1 KEXRIZASHIZE SMB serverOl\engineering :

clusterl::> vserver cifs users—-and-groups local-group create -vserver
vsl.example.com -group-name SMB SERVEROl\engineering

clusterl::> vserver cifs users—-and-groups local-group show -vserver

vsl.example.com

Vserver Group Name Description
vsl.example.com BUILTIN\Administrators Built-in Administrators
group

vsl.example.com BUILTIN\Backup Operators Backup Operators group
vsl.example.com BUILTIN\Power Users Restricted administrative
privileges

vsl.example.com BUILTIN\Users All users

vsl.example.com SMB SERVEROl\engineering
vsl.example.com SMB SERVEROl\sales

e
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AT RN o
EIRAHONTAP SMB4HRY 572 &%

EeI OB AN BRI BN A P, SE AN MIERIE A SR EIEA B AL R B, R
AR EERIEX AR PRI BHERYIA R, HEERERF B S5 ZAEREKIINR
,» NkTheeIEEE R

XFIES
MBEABEEAMAR, BAPSEASEETHMRRZKRFRISTE, BT MARRIFRLEERR.
BZASHILE AN AT, MBI T L=
* EARBER P AINE4F#EY _Everyone 48,
* BARREF AR AN E E th A< ith 4R,
s B AP SRARMEI A, ONTAP SMBENSIS L /AR SID o
MR PRIBRAE 5T, MRMFIEL TR
* IERBEMIFTEY _Everyone  AMIBRAL R
s EMAHLARRIFRE R, ONTAP ARAENSIZEZ MR SID o

p
1. EAERAL S3EMAB P RIFRR o

° AIMEYGR: vserver cifs users—and-groups local-group add-members -vserver
vserver name -—-group-name group name -member-names namel[, ...]

TR L EEANE S EAMANAAR, HAFSEANESDRYIR.

= . .
° MIBREXG: vserver cifs users—-and-groups local-group remove-members -vserver
vserver name -group-name group name -member-names namel[, ...]

ERILEEEMEE A A TR AAF, A A NARNES DIRYIxR.

)
TG RMAR sMB server01\sue #NE| SVM vs1.example.com ERyZSithZE

SMB server(Ol\engineering :

clusterl::> vserver cifs users-and-groups local-group add-members -vserver
vsl.example.com -group-name SMB SERVEROl\engineering -member-names
SMB_SERVERO1\sue

BUTRBIEM SVM vs1.example.com ERYA#IEE smb server0l\engineering FHIFRZASHA P

Smb_server0l\sue fl Smb_server0l\james :
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clusterl::> vserver cifs users-and-groups local-group remove-members
-vserver vsl.example.com —-group-name SMB_SERVER\engineering -member—-names
SMB_SERVER\sue, SMB_SERVER\james

IIFE =S FEHONTAP SMBRRZS

ONTAP 9 hRAFIHERINE R T ASE P inflisEH28p0ER S A8 SMB hids, &0
IIE SMB Ax55 88 2 & I R R BRI E P im Al T REo

KXTFULES

WNFEEFmHIEETEHsERYERE, NRPIEEEA SMB 2.0 REEMA, HFRERRE, ERE%RER SMB 1.0
, NREEWINFIRPAFE SMB 1.0, NRKHEEA,

M ONTAP 9.3 745, FRINER F=TEH SVM LEALtThEE.

(D £ -smbl-enabled-for-dc-connections 18BN false A -smbl-enabled IRB N
true, ONTAPIELRSMB 1.00EZERNE Fin, BEIZET ANILSMB 1.0&EZENIRSE 280

"SMBEIE" B AH X% SMB IRAHITHEERIFAE R

p
1. BIPREKAIRENER:

set -privilege advanced

2. EE AT HILESMBRR A :

vserver cifs options show

TR B TREIFIRUERNE R IRERE AR SMB ik, NRETE AD HHEE SMB fks3es, NAJUE
&9 AD ER S AR SMB RS,

3. RIEFEEANTFimEEEAINEZR SMB Y:
° FBFHASMBARZS:

vserver cifs options modify -vserver <vserver name> -<smb version>

true

HYB]8EfE smb_version:

" —smbl-enabled

" —smb2-enabled
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" —smb3-enabled

" —smb3l-enabled

U TFapSRESVM vs1.example.comEEFASMB 3.1: clusterl::*> vserver cifs
options modify -vserver vsl.example.com -smb3l-enabled true

° B FSMBhfi4s:

vserver cifs options modify -vserver <vserver name> -<smb version>

false

4. 9NR SMB ARZ5231F Active Directory 35H, BIRIBEE N DC EHIZE AR SMB hHiY:
° [ZFSMBhREs

vserver cifs security modify -vserver <vserver name> -smb2Z-enabled

-for-dc-connections true

o EASMBARZ:

vserver cifs security modify -vserver <vserver name> -smbZ-enabled

-for-dc-connections false

5. REIZIEIENRES!

set -privilege admin

EDNSARSS 25 _EHLETONTAP SMBARSS 23

Rub SRy DNS fRSZ s MEE—1%HB, AT SMB ARSZ 252 FFF11E/@ NetBIOS 514
SMEUE LIF BY IP i3k, LUE Windows FBF BT LU IR ch2s IR ETEl SMB S5 28 2 Ko
Froa 2 &

LR TR DNS IS BABERIAUIR. NRELHERIHAINVE, WLAEK ONS ERRATILIE

ZJo

KXTFULES
INRIEXT SMB AR5 28R FREF NetBIOS 5%, WEIFAS T HIBREIE DNS BRSZSFAO R,

p
1. ZR% DNS AR552%.
2. gIBIEM (A-#HHER) MkmE (PTR-1EHHER) THKE, ¥ SMB IRSB[BAFRRSEIEIE LIF 9 1P
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ik,

3. YNREM NetBIOS 5%, FHEIE—THIBRISERIT (CNAME HFIER) EHFE, UERKES &M
2| SMB ARZ5ERBVERE LIF B9 IP ik,

=

BRI TEMEZPERE 2GS, Windows AP I LUEIRTh2RIRETE] SMB ARS528 2R H NetBIOS 318
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