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a. FN#FBStorage VM: B EH*7ZfiE> Storage VM*. AFEE* RN
MNP XB—NEEIMEStorage VMBI RS : BEEEBIR>EE DI

MREIES3ARSS /A NMEN I A Storage VM BE*7Z1iE> Storage VMs*. #&#E—"Storage VM. BE*
wE* ARRE S3 f T,

a. B |5/ 83, AR S3 RSB\ A.
b. AR AR,

TIRERRFLERRIEBEREB CHIERZ—, FRRHEEREIIE.
C. AR,

2. NREFRET RFERIES, WIEHIACIEH Storage VM f5, BREBINEHER. B * TH * HRF

AN AN
]

4
1.

FUME R IR,
> REBE RN ZZHA,
c NREHRFZIEBRER: B EFHE>-FMHFEVM . EFEStorage VM. RAFEEHRE

21THRE
IOIF S3 BREBESEE HIRFIFA:

system license show -package s3
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2. B3 SVM :

vserver create -vserver <svm name> -subtype default -rootvolume
<root volume name> -aggregate <aggregate name> -rootvolume-security
-style unix -language C.UTF-8 -data-services <data-s3-server>
-ipspace <ipspace name>

° JHERAUNIXIZE -rootvolume-security-style &I



° fEFAEAIAC.UTF-8 -1language &N
°, ipspace ®E&EEFIZEM,
3. IIEFRIEER SVM MECEFVRTE

vserver show -vserver <svm_name>

o Vserver Operational State FERMIER running K&, MIRER initializing K&

RMFKLEREIREANEIERE) KW, EBIMERSVMAEFREIZRE,
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PUT a8 1E IP =U8] ipspaceA IR TFEHIEARIAY SVM :

cluster-1::> vserver create -vserver svml.example.com -rootvolume
root svml -aggregate aggrl -rootvolume-security-style unix -language
C.UTF-8 -data-services data-s3-server -ipspace ipspaceA

[Job 2059] Job succeeded:
Vserver creation completed
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cluster-1::> vserver show -vserver svml.example.com
Vserver: svml.example.com
Vserver Type: data
Vserver Subtype: default
Vserver UUID: b8375669-19b0-11e5-b9d1-
00a0983d9736
Root Volume: root svml
Aggregate: aggrl
NIS Domain: -
Root Volume Security Style: unix
LDAP Client: -
Default Volume Language Code: C.UTF-8
Snapshot Policy: default
Comment:
Quota Policy: default
List of Aggregates Assigned: -
Limit on Maximum Number of Volumes allowed: unlimited
Vserver Admin State: running
Vserver Operational State: running
Vserver Operational State Stopped Reason: -
Allowed Protocols: nfs, cifs
Disallowed Protocols: -
QoS Policy Group: -
Config Lock: false
IPspace Name: ipspaceA
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1. QIZBERHFIES:

security certificate create -vserver svm name -type root-ca —-common-name
ca cert name

o -type root-ca EHATFLIEHLEBERUFIUEN. UEEI 7 HIEBMANIID(CA)XT EMIEHiH
1—_|—_L%o

o -—common-name UG EIESVMAYIEF A #1443 (Certificate Authority. CA)BFR. FHIEEMIEPRITEE
BFREIER,

RAIAEF A/ 2048 {iL,
Nl

cluster-1::> security certificate create -vserver svml.example.com -type

root-ca -common-name svml ca

The certificate's generated name for reference:
svml ca 159D1587CE21ES9D4 svml ca

ERNEBNERBIRE, BZHWEREFLIER, UHIRESBERIEENDS BER.
BXBEMEE security certificate create, JBEEI'ONTAP i &E",
2. ERIEPERIEK:

security certificate generate-csr -common-name s3 server name
[additional options]

o -common-name ¥ ZIFERNSHLTZESIIRSS2ZZFR(FQDN),

MRFE, EAJURM SYM A B EIFRER.

X *-dns-name & imiE H FE B IZS HORIEE IR M DNS BFFFIRMEAMER BT Bo

X -ipaddr & FIREE R 2 IZSHCRIE TR M 1P Ml FIRMNEBMERET Ro

AARIRTERBIETERMFAPNEE, UHEAESE,

BXMIFMER security certificate generate-csr, BB MW'ONTAP Gi$&E",
3. {5/ SVM_CA ¥t CSR &8 IRk S3 BRSS2FAVIEH:

security certificate sign -vserver svm name -ca ca cert name -ca-serial
ca cert serial number [additional options]

WMANEELF S B ERGSIED:
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° —ca -EBESEAPBANCANLABR,

° —ca-serial ~-FB1HWCARSIS, a0, WNR CAIEBRITA
svm1_ca_159D1587CE21E9D4_svm1_ca , MEFIS % 159D1587CE21E9d4

BUANBERT, BRIEPHE 365 XK. EaLUAREMEHISEHEMSRIFEES.
HIVRREY, EHHBNEGESE 2 PREFNIEDERFR R,

2 R— NSRRI, BRELEBURBEEER.

- FEBAT S3 M SVM LRESZIEH:

security certificate install -type server -vserver Svm name

HIMRREY, MWNIEBNERAER.

MERFBBIEREE, S LLERENPERES,

ZRIAE CA SRMKRFTIERE, BRECIIURERSE,

- RENABZAIES:

security certificate show -vserver svm name -common-name ca cert name -type
root—-ca -instance

REABRHIEBUMEENE P IRECEER,
Nl



cluster-1::> security certificate show -vserver svml.example.com -common

-name svml ca -type root-ca -instance

Name of Vserver: svml.example.com
FQDN or Custom Common Name: svml ca
Serial Number of Certificate: 159D1587CE21E9D4
Certificate Authority: svml ca
Type of Certificate: root-ca
(DEPRECATED) —-Certificate Subtype: -
Unique Certificate Name: svml ca 159D1587CE21E9D4 svml ca
Size of Requested Certificate in Bits: 2048
Certificate Start Date: Thu May 09 10:58:39 2020
Certificate Expiration Date: Fri May 08 10:58:39 2021
Public Key Certificate: ----- BEGIN CERTIFICATE-—----
MIIDZ ...==

Country Name: US
State or Province Name:
Locality Name:
Organization Name:
Organization Unit:
Contact Administrator's Email Address:
Protocol: SSL
Hashing Function: SHA256
Self-Signed Certificate: true
Is System Internal Certificate: false
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RNRIREEANER:

set -privilege advanced

- BUEARSS BRSNS

network interface service-policy create -vserver svm name -policy policy name
-services data-core,data-s3-server

o data-core M data-s3-server IRSFEBFAONTAP S3FAHHE—ARSS. B URIEEEGIEEM
RS,

BXMEMEE network interface service-policy create, JBEMW'ONTAP Gi$E&ZE",

JJONTAP S36IiEEUELUN
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ROIZETHE SVM , M S3 FiR6IEE R LIF N AEEE LIF .

ez Al
* REYESZENKHEAVNEEENERE up K&, AXIFAESE up, BEI'ONTAP G555
* INREIHRIERFMEIA LIF S IP bR HESE, Wit FRAREFE.

FMEEETRE—FE 3 EFMEY IP #iltit, S I12FEALERN network subnet create Bi%:

BXBFHMZE network subnet create, JEEI'ONTAP GiS&ZE",

* LIF RS SRE& A EFFTES
* ERNRIESEEK. AT EIEAIRIMILIF(data-s3-server-server)f1 A T &2 ERILIF (management -https)RZ 43

Fo FARER—DLIF LFENEAXENRS.

* DNSIiZR R EEE & Sdata-s3-serverxBXBILUNRIPHENE, SNREDNSIZERFISTE 7 HMLIFAYIPH#ILE, NE

fthARSS 2R AT RER A IEONTAP S315K. MMSEESMNE S EIEER.

KFULES
* A ATER—MI4S iR O L6 1Pv4 ] IPV6 LIF .
* NREFHPEARELF. Mol UAFERKIEER EZIFHILIFAE network interface capacity show 8

PSRBT R EZIFHLIFAE network interface capacity details show S (TESRINEL
[=]
7J|J)o

BXHMA network interface capacity details show JEHH{EE “network interface
capacity show, 1BEBI'ONTAP Gi<$E&ZE",

* MR EFFIZFE FabricPool B2 (&) 9E, WEKNECEEREE) LIF .
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network interface create -vserver svm name -1if 1if name -service-policy
service policy names -—-home-node node name -home-port port name {-address

IP address -netmask IP address | -subnet-name subnet name} -firewall-policy
data -auto-revert {true|false}

° ~home-node LIFREIZIMT &= network interface revert S TELIF EIBTT,
BXRHEMEE network interface revert, IBEIN'ONTAP i E&ZE",
R UERIEELIFRE N BRI ETRMEIRO -auto-revert &

° ~home-port LIFIREIF|MYIEEZIEIHO network interface revert m¥RFELIF EIETT,

o IERILUMEARIEE IPHIL ~address M —-netmask &M, HEEASAMFMIEC -subnet name EIN

° FEAFMEEM IP ULFILE GRS, MREAMKXEX T FW, WECRZFMEIRZ LIF Y, RE=
&E SVM A INERZ M X BIERINER B o

° NREFohHEC IP sk (MAERFM) , WEHM IP FR EEERFIHIIREHIZER, TR ER
BIERMXNRIANEE, BXESVMPEEEHSEANIFMAER network route create, AS
B"ONTAP @& 5E",

° o, -firewall-policy EIA. ERMERMNIIAE data FEALIFAE,

NRFE, EAILAEECIRMNZAIMN B E X AIERER,

@ MONTAP 9.10.1FF48. FIAIBREESEFA. HeBMALIFIRS RS, BXIFAER, S
W "R LIF EEER A IERER",

° -auto-revert AFIEEMERI. ENEBHIEERSHEIMBEREFERT. YELFESBME

FREEETR. AINREN false, BERILUGHIZEN false AFREURTEIFMREHRINLEER
B&o

° o -service-policy EIATIEEECIZNEIEMN EIEIRS K LA A FHE R H SRR,
2. NREBIEFHECIPVEHINE ~address &I

a. {8 network ndp prefix show < UBEEERMIEO _ERIAIRATIETIR.
o network ndp prefix show B BITEEEARES FEM.
b. EEI& prefix:id FEIIEIPveitiiL,
prefix BEEMEO _ERINAIFIZ,
FAFIRE id T, EEFE—DREA64+ 73 H 5
3. FEAWIEREEMINBIZELIF network interface show #p%:

4. WIFRCER IP #IERE AR

EIIE ... £/ ...
IPv4 ik network ping
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ZIIE ... fERA ...

IPv63iilE network pingé

Nl

UTa<ERMNMAERIE DB LA RISIEIELIF my-S3-policy ARSS R

network interface create -vserver svml.example.com -1if 1if2 -home-node

node?2 -homeport e0d -service-policy my-S3-policy -subnet-name ipspacel

LITFe5< 87 cluster-1 FMIFREB LIF o #4038 LIF datalif1 # datalif3 BC& 7 IPv4 Hhlik, 1M datalif4 EZE T IPv6
sk

10



cluster-1::> network interface show

Logical Status Network Current Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
cluster-1

cluster mgmt up/up 192.0.2.3/24 node-1 ela
true
node-1

clusl up/up 192.0.2.12/24 node-1 ela
true

clus? up/up 192.0.2.13/24 node-1 e0b
true

mgmt 1 up/up 192.0.2.68/24 node-1 ela
true
node-2

clusl up/up 192.0.2.14/24 node-2 ela
true

clus?2 up/up 192.0.2.15/24 node-2 e0b
true

mgmtl up/up 192.0.2.69/24 node-2 ela
true

vsl.example.com

datalifl up/down 192.0.2.145/30 node-1 elc
true
vs3.example.com

datalif3 up/up 192.0.2.146/30 node-2 elc
true

datalif4 up/up 2001::2/64 node-2 elc
true

5 entries were displayed.

BEXER
* "4 ping"
o n ?_L

* "network ndp prefix show"

JI{EFAONTAP S3BYIitE 7 B8 SEEf8]FabricPool

WNREFEFH ONTAP S3 BRIt FabricPool B2 (&) 9F, M MECESEEEE LIF .
R U ESHIEMEHEZMN RO FECEEREE LIF o XHER]LUR/D 8% 8] R EIZFT SR

Jﬁ'ﬁD?&Eo
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ez Al

REYEHZENZ R OAGNEEENER up K& BXNFAES up, BBM'ONTAP B3LESE",

* LIF RS ERBSUINEFTEo

XFIES
Z3 Fabric Pool 53 B3 #MB S3 MR AZEERfE LIF .

p

1.

12

FI SRRV IR ] :
network port show

UTFRBIERT PRMNELIRD cluster0l:

cluster0l::> network port show

Speed
(Mbps)
Node Port IPspace Broadcast Domain Link MTU Admin/Oper
cluster01-01
ela Cluster Cluster up 1500 auto/1000
e0b Cluster Cluster up 1500 auto/1000
elc Default Default up 1500 auto/1000
e0d Default Default up 1500 auto/1000
cluster01-02
ela Cluster Cluster up 1500 auto/1000
e0b Cluster Cluster up 1500 auto/1000
elc Default Default up 1500 auto/1000
e0d Default Default up 1500 auto/1000

BXBEMSEE network port show, IBB'ONTAP GS$E&E",
RS SVM oI E#E LIF :
network interface create -vserver Cluster -1if LIF name -service-policy

default-intercluster -home-node node -home-port port -address port IP —-netmask
netmask

MUTF R eIEER LA cluster0l ic101 M cluster0l icl02:
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cluster(0l::> network interface create -vserver Cluster -1if
cluster0l icl0l -service-

policy default-intercluster -home-node cluster(01-01 -home-port eOc
-—address 192.168.1.201

-netmask 255.255.255.0

cluster0l::> network interface create -vserver Cluster -1if
cluster0l icl02 -service-

policy default-intercluster -home-node cluster01-02 -home-port eOc
-—address 192.168.1.202

-netmask 255.255.255.0

BXMEMSE network interface create, IBEI'ONTAP ei$E&E",
3. WIER R E GIEERFE LIF :

network interface show -service-policy default-intercluster

cluster0l::> network interface show -service-policy default-intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
cluster(O1l
cluster0l iclOl
up/up 192.168.1.201/24 cluster01-01 eOc
true
cluster0l icl02
up/up 192.168.1.202/24 cluster01-02 eOc
true

4. IIFEEEEE LIF BEUR:
network interface show -service-policy default-intercluster -failover

T RIS RT ERFEMERER cluster0l ic101 # cluster0l icl02 7EE eOc IRAEHIERTE
2l e0d I,
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cluster0l::> network interface show -service-policy default-intercluster

-failover

Logical Home Failover Failover
Vserver Interface Node:Port Policy Group
clusterO1

cluster0l icl0l cluster01-01:e0c local-only
192.168.1.201/24
Failover Targets: cluster01-01:e0c,
cluster01-01:e0d
cluster0l icl02 cluster01-02:e0c local-only
192.168.1.201/24
Failover Targets: cluster01-02:e0c,
cluster01-02:e0d

BEXINFEMZE network interface show, BZM'ONTAP G55 E&ZE",

BlZZONTAP S3X R1FEARS 2

ONTAP M RIFMEARS 23 FEIE(EN S3 WRHAITEIE, MAEH ONTAP NAS #1 SAN AR
Z R HF I IRIF

Fraz Al

ER SIS IRSREMBANZLINEHE (FQDN). B M ERZE ST, FQDNFEEUS B
ATk, EAEPITEERBNS R, RSB FEAIE nydonain. cono I,

bucketname.mydomain.como

EBNAEBEER CAIEP (EhaiPBEFOIE) AN CAHNEERER, T4t EERBERES, IP
REUBETEER LIF BY, REE CAIFH,

XFIAES

SR REMEIRSS 26T, LI UID 9 0 B root BF . A=A root BF & RIAIRIZ AN ZEZH. ONTAP
BIERWNINEIT object-store-server users regenerate-keys fn< K E A F AR Z PR

2tho

@ E/9 NetApp B=fESLEL, B70MERLL root BF. £ root AP RYIFIRIZ AN Z ZANEREF
ImM e AR ] IAST 2 1A R REFMERBIFRE 77 BRI Ro

BXBEMEE vserver object-store-server, BEEI'ONTAP (i & E",
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il 2. BB

System Manager

MR B SIARSE 2]/ AMNEITE Storage VM., IBEALLIRIEL B, BIESIIRSZ 25 A MEFAYStorage VM.
HB N "NS3LIEIFHESVM,

EBNOES RO A BHIER AP,

1. £ E Storage VM LB ES3,

a. #&EStorage VM: B IH*7EfE> Storage VM*. iEIFE— Storage VM. BHE*ZE*. ARFPETH*S3*
£ THY,

b. BF * 5 S3* , ARHA S3 RSBEM.
C. EHEIEPEEL,
TRFRFLERNIEBEREB SHIEBZ—, EFHRANEBEELIER.

d. mANRILEC,
2. NRIEFE T RAEERBNES, WIEHILALIEH Storage VM f5, EEBINERER. 2 T&H * HE
EADRE Tl
° ABERINEER,
c NMREBRFBIERER: B& - 76E > F6E VM* , 1%E8F Storage VM, ARREH *I8E ¥,
RITRE
1. BIFE S3 BRS325:

vserver object-store-server create -vserver svm name -object-store-server
s3 server fqdn -certificate-name server certificate name -comment text
[additional options]

ERI LATERIR S3 ARSS 280 3 LU fRIBT (E)4s e H ik 15T,

* NRBEREARMDE. MSVMBZFRET LI EIESVMELRASVM (828R o

© IEBBMNZARS [P ZM(ELAFIEBHMHIES). MARRSZFCAIEB(FEICAIEFEL
HRCAIEH)o

° BMABRT, HTTPS fEisM 443 FAATFRRRS. ErJUFERERIKOS ~-secure-listener
-port &I

BRHTTPS/E. E5SSLTLSIEMERM. FECAIEH. MONTAP 9.15. 1715, S3IKRFEX
FTLS 1.3,

o BAIANBERT. HTTPRTFEBRRKS. BRE. RSFEMIAHKO0, ERILFERBATE -is-http
-enabled ET. HEFHAERIFHOS -1istener-port M

BRHTTPE. BEXRMMEORE LA U@ A & iX.
2. BIIRBERESS:

vserver object-store-server show
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Tl
It En SIFIIEFRE N RFMERSS RRVECE(E:

clusterl::> vserver object-store-server show

Vserver: vsl

Object Store Server Name:
Administrative State:

Listener Port For HTTP:

Secure Listener Port For HTTPS:
HTTP Enabled:

HTTPS Enabled:

Certificate for HTTPS Connections:
Comment :

s3.example.com
up

80

443

false

true

svml ca

Server comment
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