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7 S3 gl SVM

EIASIAI LIS SVMA R Eh TR, (BIERIREFREIB— M RISVMKIRRE an 2 == (a) il
TEE,

KTFUIAES

NRIGIXMSVMIBHSIIT RIFE. NSRS BAFEEIDNSELE, B, MNREAEMNIN, NATEFEE
SVM L#ZE DNS,

£ £ System Managerfit & X #Storage VMBIS3iF A, RARBTRERMNIEPHMEESE. HE—RIZEH
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1. SR

System Manager

TN EEFRFS3ARS B EAMBANTLREE R (FQDN). B IRFERIZERHITSIAIR, S3ARS
22FQDNABE A B B TR FF Ko

EBNOES RO A EHIER AP,

INREERRIZINE CAZRIES, WEIMRIETRERRE, RFBRTERALIES; EHrILOERER
RYERHTIET.

1. 7£ Storage VM LB S3,
a. FN#FBStorage VM: B EH*7ZfiE> Storage VM*. AFEE* RN
MNP XB—NEEIMEStorage VMBI RS : BEEEBIR>EE DI

MR ERSIARS 2R ME I A Storage VM. B i*72fiE> Storage VM*, #%EE— Storage VM. EEH*&
B ARRE L E*S3 T

a. B |5/ S8, AIRMA S3 ARSZB[A.
b. AR HAE,
TIRERRFLERNIEBEREB CHIERZ—, FRHHEEREIIE.

C. BN,

2. NREFET RFERIES, WIEHIACIEH Storage VM f5, BREBINERES. B * TH * HRF
FUHE P iEHR,

° FEBERINERR,
c MREBRAFBIERER . BHFHEFHEVM . % Storage VM. AFRTHKE

TR E
1. I93F S3 BEBEEE ER1FIFH] .

system license show -package s3

MRARE, BHRAEHHEERE,
2. g SVM

vserver create -vserver svm name -rootvolume root volume name -aggregate
aggregate name -rootvolume-security-style unix -language C.UTF-8 -ipspace
ipspace name

o IHMFEAUNIXIEE -rootvolume-security-style W
° {EFZIAC.UTF-8 -1language %I
° o 1pspace BB AIEN,

3. EFBIER SVM MECEMNRES:



vserver show -vserver svm_name

o Vserver Operational State FEMMETR running K&, WRER initializing K&

RAFKLERERENEIERE)RK. EBIRERSVMHAEFREIZE,

NG
LITFa<¥E7E IP Z08] ipspaceA HEIEATFEIRIHIER SVM .

cluster-1::> vserver create -vserver svml.example.com -rootvolume

root svml -aggregate aggrl -rootvolume-security-style unix -language

C.UTF-8 -ipspace ipspaceA

[Job 2059]
Vserver creation completed

Job succeeded:

UTa<ETRERIERE N1 GBHMISVM. HEISVMEBEIBIMHAFH running K& REAFT—1
AIANFHRE, ZERBALSEAMAN, RREELIENTZIH. FIABERT. vsadmin AR IKF =8

BER locked K. vsadmin BEFEDELAERIA vsadmin AP K,

cluster-1::> vserver show -vserver svml.example.com

Vserver:

Vserver Type:
Vserver Subtype:
Vserver UUID:

00a0983d9736

Root Volume:

Aggregate:

NIS Domain:

Root Volume Security Style:

LDAP Client:

Default Volume Language Code:

Snapshot Policy:

Comment:

Quota Policy:

List of Aggregates Assigned:

Limit on Maximum Number of Volumes allowed:
Vserver Admin State:

Vserver Operational State:

Vserver Operational State Stopped Reason:
Allowed Protocols:

Disallowed Protocols:

QoS Policy Group:

Config Lock:

IPspace Name:

svml.example.com
data
default

b8375669-1900-11e5-b9d1l-

root svml
aggrl
unix
C.UTF-8
default

default
unlimited
running
running

nfs, cifs

false
ipspaceA



£ SVM LEIZEHZE CAIIEH

%F‘WA S3EFIHEIEAT S3 M SVM B HTTPS &, EEIFPMAENM (CA) I

KTFUAES

BT LURG S3 IRSFECENNMER HTTP , HAEALUEARERR CAIEBHIRR TEEE i, BREHERME
FA CA IEBRIFRIXEI ONTAP S3 BRSS28HY HTTPS &,

EAyBERBEA, IPRS(UETER LIF Y, FFE CAIEH,

IS RPN B G H 23 ONTAP BERZIEH, LI, BXFFREFE=FHNER CAIED; BXIFH
'flzl i) 1@7‘35"_, ﬁm%ﬁhlﬂfjﬁéo

"EIE R B/ RBAC
20 security certificate EMECEIEINMMNFMII,

p
1. glEEE R HFIEHR:

security certificate create -vserver svm name -type root-ca -common-name
ca cert name

o -type root-ca AT RIBHREREZARFIUER. UEBITHIEBMANIA(CA)X EIEH3H
TER.

o —common-name EIUERIESVMAYIE B AL M1 (Certificate Authority. CA)ZFR. HIEERIEHAITE
BIRESEA,

AAIAIEF AR/ 2048 {iLo
Nl

cluster-1::> security certificate create -vserver svml.example.com -type

root-ca -common-name svml ca

The certificate's generated name for reference:
svml ca 159D1587CE21ES9D4 svml ca

ERIEPRERRTE, BSORFIIES, UHIMEELEPIHENS RER.
2. £REBERIFK:

security certificate generate-csr -common-name s3 server name
[additional options]

o -common-name E&IFRIBSENINESIIRSZ25BFR(FQDN),
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MRFE, ERILURHE SVYM MU BEMEMIFAESR,
AR TERBIEFHERMLANEZ, UHEHESZE,
- £/ SVM_CA Xt CSR E& LAERK S3 ARSS2FHVIET:

security certificate sign -vserver svm name -ca ca cert name -ca-serial
ca cert serial number [additional options]

MANEERIS B ERR <0

° -ca -EEZBRIFHARNCAN AR,

° —ca-serial ~-FB1HWCAFIIS. HI40, NR CAIEBBZITA
svm1_ca_159D1587CE21E9D4_svm1_ca , NIFFIE% 159D1587CE21E9d4 »

RINERT, ERIEPRE 365 X, ErlLUsFEMEFIEEEMERIFAER.
HIRRE, EFRHBANEETR 2 PREFVIEFBERFRFH.

IR ER—MERIES; BREIEBUEREER,

- EBA7T S3 M SVM LREZZIEH:

security certificate install -type server -vserver svm name

IR, BWNIEBHERER.

NRFBBIEHHE, SR LU NPERES,

ERTATAT CA EBHNHFIERE, BRECIIUERERSE,

- RRABBIRIES:

security certificate show -vserver svm name -common-name ca cert name -type
root-ca -instance

FREABEMIBUREENE P IRECEfER.

Nl



cluster-1::> security certificate show -vserver svml.example.com -common

-name svml ca -type root-ca -instance

Name of Vserver: svml.example.com
FQDN or Custom Common Name: svml ca
Serial Number of Certificate: 159D1587CE21E9D4
Certificate Authority: svml ca
Type of Certificate: root-ca
(DEPRECATED) —-Certificate Subtype: -
Unique Certificate Name: svml ca 159D1587CEZ21E9D4 svml ca
Size of Requested Certificate in Bits: 2048
Certificate Start Date: Thu May 09 10:58:39 2020
Certificate Expiration Date: Fri May 08 10:58:39 2021
Public Key Certificate: ----- BEGIN CERTIFICATE-—----
MIIDZ ...==

Country Name: US
State or Province Name:
Locality Name:
Organization Name:
Organization Unit:
Contact Administrator's Email Address:
Protocol: SSL
Hashing Function: SHA256
Self-Signed Certificate: true
Is System Internal Certificate: false

Bl S3 ArSSENE R

ERILLA S3 BB EEARS QIZERS K&, E7E LIF LB S3 #uERE, FEMEMA S3
AR 55 EHE SRR

KTFUIAES

NREABEEUE LIF AEBEE LIF , NFEBERER S3 IRSHIERRS. MRELRMDEERBIHERES LIF
, MAFELThEE,

79 LIF $8REARSSERBEAY, FEMRIZERESN LIF MERAAE, HERBRBMEIEDINTIR.
BRI L) SVM # LIF EEEZ MY, B&IFF S3 MENRMHN REIERIME 111

p
1. BIRIREEANER:

set -privilege advanced



2. BIEARSEUEREL

network interface service-policy create -vserver svm name -policy policy name
-services data-core,data-s3-server

o data-core M data-s3-server IRSZEBFAONTAP S3FTHHME—RSS. B URIESZEGIEEM

AR5,

BIEELHE LIF :

ANREIE T HEY SVM , N S3 i5iR eI T A LIF AR LIF o

Frea 2 Fi
* KEYIEBEHZEMNZIHEONNERENER KO up RS
* NRBIHXNERFMZFRA LIF 98 1P #utFImKisiaE, itk FRHAmEFZE,

FWEEEFRE—F 3 BFWH IP #iit, E{1RFEHEEIEN network subnet create A%

* LIF RS SRE&A N E 1T,

XFIES

&R ATERE—MZim O L6 IPv4 #0 IPV6 LIF o

* MREBEPEKRELF. MATUFERRIEER ETRFWLIFAE network interface capacity show &
LUNRBI PR EZFIILIFAE network interface capacity details show SR (TESRINPELR
All)o

* MREFFIZIE FabricPool B2 (&) #BE, WEKNECEEREE) LIF .

P
1. BJE LIF :

network interface create -vserver svm name -1if 1if name -service-policy
service policy names —-home-node node name -home-port port name {-address

IP address -netmask IP address | -subnet-name subnet name} -firewall-policy
data —-auto-revert {true]|false}

° _home-node ELIFIREIFIAT S network interface revert B8 E7ELIF_EIE T,
R UMERIEELIFRE N B R B F T S F KO —-auto-revert &I

° ~home-port LIFREIFFIEZ BRI network interface revert AR¥FTELIF EIETT,
o ISR LAERIEE P -address #l -netmask &I, HEFEABAMFMIE -subnet name IR

° ERFRRM IP AL ARG, MRFEAMKEX T FW, WECRZFMEIRZ LIF By, RA=
&hlE SVM ZANFERZ MK B ERINER o

° MNREFshoEC IP ik (MAEAFM) , WEEM IP FR EEFEEF RSz HIE, ATERER
BIEMMXNEIABE. o network route create FMIIBEHXRESVMAGIEFHFSEARMIE

[[s%Ye}



° o -firewall-policy I, FEHEHERIEIAE data EALIFAE,
NRFE, EALIEGCIZZNE E X KSR,

@ MONTAP 9.10.179a. BrAIBERIEEFA. H2BRALIFIRSRIR. BXIFAEE, FS
W "h LIF BRE G ASERER

° —auto-revert BTFEEERT. ENERMIEFERSIEIMZEZSFHRT. BELFREBME
Eéﬂﬁiﬁ.ﬁﬂo BINRENRN false, BERAILSHIZEN false AFBURTIEIFRFRINKEIRR

° o -service-policy EHMATIEEECIEINEIEMNEIERS R UNFIFENEAEMIRE,
2. NREHEPDEIPVEHINE -address &I :

a. f§f network ndp prefix show @< UBEBBEESMIEN LRIHIRARIZTIZR.
o network ndp prefix show 39 RITEESRINERS TR,

b. AN prefix:id FEIHFEEIPveibiL,
prefix BT EEO LIRENAIRIS,

BFIRE idF, EEFE—FEN641L+7#EIE

3. FABKIFEREBEMINEIZELIF network interface show fps:

4. IIERCERY IP it R A Al iA(E

ZIIE ... A ...

IPv4 i3t network ping

IPv6iiilE network ping6
Nl

UTFipS BRI ECLEBISIENIELIF my-S3-policy RS HREE:

network interface create -vserver svml.example.com -1if 1if2 -home-node
node2 -homeport e0d -service-policy my-S3-policy -subnet-name ipspacel

LU T8<$ 8 cluster-1 FHIETE LIF » #U3E LIF datalif1 1 datalif3 E2E 7 IPv4 ik, i datalif4 E2E T IPv6
ik
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cluster-1::> network interface show

Logical Status Network Current Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
cluster-1

cluster mgmt up/up 192.0.2.3/24 node-1 ela
true
node-1

clusl up/up 192.0.2.12/24 node-1 ela
true

clus? up/up 192.0.2.13/24 node-1 e0b
true

mgmt 1 up/up 192.0.2.68/24 node-1 ela
true
node-2

clusl up/up 192.0.2.14/24 node-2 ela
true

clus?2 up/up 192.0.2.15/24 node-2 e0b
true

mgmtl up/up 192.0.2.69/24 node-2 ela
true

vsl.example.com

datalifl up/down 192.0.2.145/30 node-1 elc
true
vs3.example.com

datalif3 up/up 192.0.2.146/30 node-2 elc
true

datalif4 up/up 2001::2/64 node-2 elc
true

5 entries were displayed.

J9itiE FabricPool /26 ZE&E 8] LIF

MNEE{FH ONTAP S3 BRI FabricPool B2 (&) 9F, WHMECEEEFE LIF .
A IIESHENEZHEZ=MIRO LA EEEEE] LIF ,» XA LURD RSB NLE EIZFr SR
g
Fra Bl

- ERYIESRSIEML SR ONACREE N SRR up KA.

* LIF RSB HRBEHAMEFE,



XFIAES
Zk3th Fabric Pool 93 2 aiefit5ME S3 AR AT EEE£5 LIF o

g
1. B HERFPRYIR O

network port show

UTREERTFHIMLEIRD cluster0l:

cluster0l::> network port show

Speed
(Mbps)
Node Port IPspace Broadcast Domain Link MTU Admin/Oper
cluster01-01
ela Cluster Cluster up 1500 auto/1000
e0b Cluster Cluster up 1500 auto/1000
elc Default Default up 1500 auto/1000
e0d Default Default up 1500 auto/1000
cluster01-02
ela Cluster Cluster up 1500 auto/1000
e0b Cluster Cluster up 1500 auto/1000
elc Default Default up 1500 auto/1000
e0d Default Default up 1500 auto/1000

2. TER4 SYM L BIZEEEEHE LIF
network interface create -vserver Cluster -1if LIF name -service-policy

default-intercluster -home-node node -home-port port -address port IP —-netmask
netmask

TG eI ee BB 4 p/AHA cluster0l ic101 Ml cluster0l icl02:

10



cluster(0l::> network interface create -vserver Cluster -1if
cluster0l icl0l -service-

policy default-intercluster -home-node cluster(01-01 -home-port eOc
-—address 192.168.1.201

-netmask 255.255.255.0

cluster0l::> network interface create -vserver Cluster -1if
cluster0l icl02 -service-

policy default-intercluster -home-node cluster01-02 -home-port eOc
-—address 192.168.1.202

-netmask 255.255.255.0

3. WIFERE G EEHE LIF :

network interface show -service-policy default-intercluster

cluster0l::> network interface show -service-policy default-intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
cluster0O1l
cluster0l iclO1
up/up 192.168.1.201/24 cluster01-01 eOc
true
cluster0l icl02
up/up 192.168.1.202/24 cluster01-02 eOc
true

4. BIFEEE¥IE) LIF BEUR:
network interface show -service-policy default-intercluster -failover

UTRHIERTEEHBNERER cluster0l icl101 M cluster01l icl02 7L eOc IROFHIEEH
§|J eld ﬁ#lﬁl:lo

11



cluster0l::> network interface show -service-policy default-intercluster

—failover

Logical Home Failover Failover
Vserver Interface Node:Port Policy Group
clusterO1

cluster0l icl0l cluster01-01:e0c local-only
192.168.1.201/24
Failover Targets: cluster01-01:e0c,
cluster01-01:e0d
cluster0l icl02 cluster01-02:e0c local-only
192.168.1.201/24

Failover Targets: cluster01-02:e0c,
cluster01-02:e0d

BIE 83 WRTFEARSS 2=

ONTAP X RIFMERZ I FEIE(EN S3 WRHAITEIE, MAEH ONTAP NAS #1 SAN AR
Z R EIXHF T IRIFE,

FaZ Al
BN ERIFFSIIRS B[R MBANTEREE SR (FQDN). FF IR ER ISR #1TS35A. FQDNAREEL D
BT Ko

EBNAEEBEER CAIEP (EhFiPBEFOIE) AN CAHNEERER, T4t EERBRES, IP
HEUBTEER LIF BY, REE CAIFH,

XFIAES
BIBNREFMEARSS RS, KEIZ UID 79 0 B9 root AF . A=A root AP AR RIZ AN ZEZH. ONTAP

Ny I N— g —

2tho

@ E/9 NetApp B=fESKEL, BRI root BF. £ root AP RYIFIRIZ AN Z ZANEREF
ImM e AR B IAST 2 1A R REFMERBIFRE 77 BRI Ko

B2 vserver object-store-server BXEMECEN BIEHHYFA DL,

12



il 2. BB

System Manager

MR B SIARSE 2]/ AMNEITE Storage VM., IBEALLIRIEL B, BIESIIRSZ 25 A MEFAYStorage VM.
HB N "NS3LIEIFHESVM,

EBNOES RO A BHIER AP,

1. £ E Storage VM LB ES3,

a. i#¥Storage VM: B E7FfiE> Storage VM*. #EHFE—Storage VM. BEH'RE* AERE Q&
*83 o

b. BF * 5H S3* , ARHA S3 RSBEM.
C. EEIEPEEL,
TEFRFLERNIEBEREB SHIERZ—, BFHANEEEIIER.

d. I NRILIEC,
2. NRIEFET RAEERBNES, WIEHIAGIEH Storage VM f5, ERBINERER. 2 * T&H * H&F
EADREE Il
° ABERINEER,
c NMREBARFBIERER: B - 76E > F0E VM* , 1%E8F Storage VM , AFRE *IRE ¥,
aR1TRE
1. BIfE S3 BRS325:

vserver object-store-server create -vserver svm name -object-store-server
s3 server fqdn -certificate-name server certificate name -comment text

[additional options]
EAI ATERIFE S3 ARSS 230 ok LA SR fRI AT |E)38 & H %I,

* NRBEREARMDE. MSVMBZFRET LI EIESVMELRASVM (828R o

C IEBRZMNZARS SFJIEBHZM(ELAFIEBHMHIES). MARRSZFCAIEB(FEICAIEFEL
RCAIEH)o

° BMABRT, HTTPS £k 443 EAATFRRRS. ErUFERERIKOS -secure-listener
-port &I

BERHTTPS/E. E5SSL/TLSIEMER. EECAIEH,

° BUIAMBER T HTTPRTFEBRKS. BAE. RSF#BEMIAIKO0, ERILERBATE -is-http
-enabled &I, HEFEAENHOS -1istener-port &M

BRHTTPE. BEXRMMMELRE LBAS A INEE S & iE.
2. WA EARESS:

vserver object-store-server show

13
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Tl
It En SIFIIEFRE N RFMERSS RRVECE(E:

clusterl::> vserver object-store-server show

Vserver: vsl

Object Store Server Name:
Administrative State:

Listener Port For HTTP:

Secure Listener Port For HTTPS:
HTTP Enabled:

HTTPS Enabled:

Certificate for HTTPS Connections:
Comment :

s3.example.com
up

80

443

false

true

svml ca

Server comment
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