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£ ONTAP 9.6 NEShRAF ERIRHZHERE

S UERRE RIS 1228 M FIPS IRnhgsoy SED WiFEET B, IREZFHAEIES
E—TMREIER, IMNSHIEERNEHEAZANT RIRHERRIEERR, REZIAEIES
74 FIPS-140-2 1 tn,

TR U ERRBEREESRIPEEA T HRMERIENER, BoIEinRNEsSsBNEHENS MR L
BRRHEAE RS,
KFUIES

BWATIEIT security key-manager onboard enable 8%, TEMetroClusterfcBEH. EHATETT
security key-manager onboard enable BRESMER LiETT security key-manager onboard
sync EIRtEEE £ T8 LERAERNEEIEIE,

HINBERT, ENBROTRNAETEMAEREIESREEEE, BRT EMetroClusterd, &R LAERA cc-mode-
enabled=yes %M. EXAFREEHBIERAZEBITIE,

ERAEER TERAREZEHEIESEN (cc-mode-enabled=yes). RFTAHBEIUTH
HITER:
* EEAMERN TSN, RASBIEESRNNEHZEEESR.
WIRBAT NetApp 7ZiEMZ (NSE) , EEBHERBANERNEFREIEEE, WEASR
TEME RS H TR O BohEHEE), BEEIELRE, SRNEREiiEnfFemA
[EHANSEEIEEIE, B, MTREERSHEEEEBENSENERGS, RARS
@ IFIEL 5 REATE 24 /NETAEMMANERBHZLEE, WREAZPRE (Fla0, &L 5K

RIEMMNERZIDIZIE) , WpnERF 24 /NENEARTE, XEENBITR, FEE
B ILPRE,

* RFEMEEFFEA NetApp RSA-3072 KIBEZIEH U SHA-384 RIZE BB E RO EME
TEM, MASEREER NetApp RSA-2048 KIBEZIEHF SHA-256 LIBEZHE,

upgrade 3% ALEI IO ERMH FERRIIEMEANBTEERKELTHIR, INRIVIERLLN

, BMEEMTERBERITT—F, B, REEHFIFEERK. BEXEZAEMNER, FENL
"cluster image’ " FA 7T,

@ REEREESBEAERERRERNER. RRAENBHHEFE, ZREAEATRKERE
fRo EIERBITRMUT, REGERFR, ZRERNFABTRE 30 BRER.

a2z al
* WNR¥E NSE SHMEPEAEIE (KMIP) BRSZB[LESHER, MM EMERIMNERE A EIE R IR

"MIMNER R A E IR R R R R A E IR

c BN ERSIER A SERITIHES.
* FECERBZASIER 281, BUNMSEE MetroCluster IF1E,
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1. BohBREERRER !

security key-manager onboard enable -cc-mode-enabled yes|no

KE cc-mode-enabled=yes ERBAREENERRAZAEESRZEEE, o - cc-
@ mode-enabled M 7EMetroClusterfidE R AR HFo o security key-manager
onboard enable MiSHATFEM security key-manager setup #p<:

AT RABIETE cluster! LEEIEAERSFRREN S, MAERESXRENBEMANEZLEIEE!

clusterl::> security key-manager onboard enable

Enter the cluster-wide passphrase for onboard key management in Vserver

"clusterl":: <32..256 ASCII characters long text>
Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>

2. EERSFERTAR, BN 32 B 256 NFERNEBIZIE, SHEXTF “cc-mode’ ", HiA 64 F 256 NFHRF
A ZDFTIE,

(D YNRISTERY “cc-mode’ " BHIFEIEDTF 64 NFAF, NERPEERRERIEBRERENGE
ERTZEIZAE AMHIEER.,

3. FEEEIEMRINRE TR, EFMNEDEIE,
4. BIFRSRELIRSHIIERA:

security key-manager key query -node node

@ o security key-manager key query S FIFEIR security key-manager
query key B3¥ . BXREENGIIEE, BERFMI.

U RAFEIER B ENEIBBMNINIERER clusterl:



clusterl::> security key-manager key query
Vserver: clusterl
Key Manager: onboard
Node: nodel

Key Tag Key Type Restored
nodel NSE-AK yes

Key 1ID:
000000000000000002000000000001000c11b3863£f78c2273343d7ec5a67762e00000000
00000000
nodel NSE-AK yes

Key ID:
000000000000000002000000000001006£4e2513353a674305872a4c9£3b£79700000000
00000000

Vserver: clusterl
Key Manager: onboard
Node: node?2

Key Tag Key Type Restored
nodel NSE-AK yes

Key ID:
000000000000000002000000000001000c11b3863£78c2273343d7ec5a67762e00000000
00000000
node?2 NSE-AK yes

Key ID:
000000000000000002000000000001006£4€2513353a674305872a4c9£3b£79700000000
00000000

FeRkfa

REOREEFEFEARLOMNMZ2MUE, UHIEHRER,
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FrEZIRERESHSEENIEEHFNETHIEE (RDB) . BRNFHERIERS, UEERKERMERE
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E—TMREIER, INSHIEERNEHEAZAT RIRHERRIEERR, REZIAEIES
48 FIPS-140-2 1 &fnk,

TR U ERRBEREESRIPEEA T HRMELRIENER, EoIEinRNEESsBNEHENS MR L
BRIRHEAEES,



%FULAES
B

BATIEIT security key-manager setup BF<o

NREERE MetroCluster BRE, EEEFUTEN:

* 7ZONTAP 9.5, MATIEIT security key-manager setup fEASHMEERE E. AR security key-
manager setup -sync-metrocluster-config yes EinfEEE . T8 LERERNEEREIE,

* 7ZONTAP 9.5 HIRYRARZASH ., EAEIT security key-manager setup fEASHIERE . FFAKL20
. REIETT security key-manager setup EnfZEE . 8N LERERMNZEBRIIE,

ARINERT, EMBRMTRNARZERMATIAEESRZNIE. MONTAP 9.4718. ERILUIER -enable-cc
-mode yes . EXRAFEENBIEWMANELEREIE,

FFFNVE (MIRBIZE) -enable-cc-mode yes. FRALIENS volume create M volume move start

L EMNE. EATF volume create, MFEFIEE -encrypt true. EATF volume move start,
NFTFIEE —encrypt-destination trueo

() =mEEsRens, SABFEDHA

FIaZ Al
* Y05 NSE SHMPEIAEIE (KMIP) BRSB[BESER, N MEMERIMNRERAEESRSIERE,
"MINERE A E IR R IR A A E IR

s BN EREREIER A BEITIVMES.
c EERERBZRPEIES 2], BHNISAEE MetroCluster I 1&,

p
1. BEhERAEIERIRE:

security key-manager setup -enable-cc-mode yes|no

MONTAP 9.4F48. f&RJLIfER —~enable-cc-mode yes EMEBR AR EEHNBGEH
@ ANZHHERRTIIEIE, W FNVE (JIREBIRE) -enable-cc-mode yes. FHEIENS

volume create 5Fr|:| volume move start ﬁ@%ﬁfbﬂﬂ@o

AT RBIEFATE cluster! LiISERAEERSE, MAFESRENBIERAELEIRE!
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clusterl::> security key-manager setup
Welcome to the key manager setup wizard, which will lead you through
the steps to add boot information.

Would you like to use onboard key-management? {yes, no} [yes]:

Enter the cluster-wide passphrase: <32..256 ASCII characters long
text>

Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>

BN L. yes THIRTRATRECERHZAEIE,

- TEEGRIER AR, WA 32 B 256 MFIFRNEEIRIE, SHEXT “cc-mode’ ", KA 64 F 256 NFERF
AYEZRIRE B,

C) NRAETER "cc-mode” " EHIFFIE DT 64 NFRF, MNERAEERREREBRERTNE
BRTZAIRE ATRIEER,

- EBBREERIAMR TR, EMRAEREE.
- WIEREENFET REEERA:

security key-manager key show

BXTEWGLIEL, BERFMITL

clusterl::> security key-manager key show

Node: nodel
Key Store: onboard
Key ID Used By

0000000000000000020000000000010059851742AF2703FC91369B7DB47C4722 NSE-AK
000000000000000002000000000001008C0O7CCOAF1EF49E0105300EFC83004BF NSE-AK

Node: node?
Key Store: onboard
Key ID Used By

0000000000000000020000000000010059851742AF2703FC91369B7DB47C4722 NSE-AK
000000000000000002000000000001008C0O7CCOAF1EF49E0105300EFC83004BF NSE-AK



SeRl/E
FrERAEEESMBNENIEHNERKIEE (RDB) o

ECERHZAEESTIIEEN, BENFFESENIAEEARLIMNMREMNE, UEELAERERER,
BEN "FHENREZAEERSRE

;I%%&?E%ﬁ%@iﬁuﬁ%%ﬁﬁﬁﬂéﬁ FIPS IXzh2ssk SED (IREFZ{AEIE

&BILUIFR storage encryption disk modify FAFREEIBREHICIEEFANED
4AFIPSIRTHES S SEDM AR <. B T RIF AL Z $AIA R IKEhEs _ERIEIR,.

XFIAES

QELBMBE RN F HIIEER ID IRENIERANMEN, FRRIPEHBERZRNBIAIR, %A ID 7 0x0
HIHIEELE ID (MSID) = SAS IREp2RITRERIAE. T NVMe IREh2E, IRAERINMENTER, RTN
TEA ID . KEA ID DEcLh BEMERRNRN, RAZKHE MR ID BEAIFENAME,

FaZ Al
TR R EE R REATIESS

P
1. BEIRE PIIEZAD B4 FIPS IXEDESEE SED :

storage encryption disk modify -disk disk ID -data-key-id key ID
BXTENGLEE, BERGTTFMIT

@ BB LA#FER security key-manager key query -key-type NSE-AK AFEEZIAID
E‘Eﬁi%\o

clusterl::> storage encryption disk modify -disk 0.10.* -data-key-id
0000000000000000020000000000010019215b9738bc7b43d4698c80246db1f4

Info: Starting modify on 14 disks.
View the status of the operation by using the
storage encryption disk show-status command.
2. WIFRBERESMIIEEA:

storage encryption disk show

BXTENGLIEL, BENFMIL
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clusterl::> storage encryption disk show
Disk Mode Data Key ID

0.0.0 data
0000000000000000020000000000010019215b9738bc7b43d4698c80246dbl1f4
0.0.1 data
0000000000000000020000000000010059851742AF2703FC91369B7DB47C4722
[...]
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