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W ECE R S e B P RTETT
RS TR SR E L RIS TRESREER

BITRREEREEXENEFPHN ARSI TRANER, BT GIEES & SMB
1537 Hyper-V # SQL Server BicE, LRERNAEFIRS2SSCHEIEIT (NDO) o MR
KB degraded , MAIUEEFBXAENIFMER, SIERRENAERRMEBNNINE
124

BEZMNETRASIEER. ONTAP AliiE & N TNV BESENEARABITIRRMIETIOR. BRERETR
muiTad e S CIFS-NDO FR4L, NirsAE—HBITIRRRE, AIEREYIERA A ESEPURMA LR
, IRFEPUER, WERERAREEXRBIEZENES. X TFET SMB BINDO BB, HFi AT
MIEREMER:

#&4p |p severity &
HaNotReadyCifsNdo Alert major P FBRESMENEREN—1

S H B @i 4] FRY SMB =
ST, HARBELREHIERSTE
ATFE; B2, SEEXTH R HA
X AKREEH B TIRRARE

NoStandbyLifCifsNdo Alert HXE Storage Virtual Machine (SVM)
[EEBEE TR Eh@EE SMB 12{H%k
1B, HEEHSEIRANEZ ERA
fIA7T SMB Xf4; B2, HEcxT
RASRF SVM B9EERIEIE
LIF -

ERRSBI TN R BET R R R ARSI TR

& LIfER system health AFEREXEHNBARFAZITIRAFCI-NDoFRSFIE
ﬁl{ﬁ?ﬁﬁ’gfﬁ_%\ MmN ER. RERRERUNEREXMAREEI TR EITEE S8
<o
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1. BRI T AR EREEETIROR:

EETHAR BMANGBL ...

RGREITINR, RIREMEITRREEEEEAIN system health status show
=

N

Bk CIFS-NDO FAREFBITIRAMER system health subsystem show
-subsystem CIFS-NDO -instance



2. B RAEXRNEESHITHENIZERE CIFS-NDO ZiRISIEMEER:

ZETHER BN
CIFS-NDO FR GBI TIR R ISIEBMECEFIRE, {7l system health config show -subsystem
MZEET R, BRMCRSHRES CIFS-NDO

CIFS-NDO Z1k, TiTIRR iz e LIt Z4R system health alert definition show
-subsystem CIFS-NDO

CIFS-NDO 1TV R ST R, ATFHREMN &ZHE system health policy definition show
# -monitor node-connect

@ f#H -instance AFERFHAEENSE,

AN
UTHHEERTEXERF CIFS-NDO FEAANBAETRRINEE:

clusterl::> system health status show
Status

clusterl::> system health subsystem show -instance -subsystem CIFS-NDO

Subsystem: CIFS-NDO
Health: ok
Initialization State: initialized
Number of Outstanding Alerts: 0
Number of Suppressed Alerts: 0
Node: node2
Subsystem Refresh Interval: 5m

UTiHERTHEX CIFS-NDO FRAFETR A EIFSHRHNREFIRSHIFAES



clusterl::> system health config show -subsystem CIFS-NDO -instance

Node: nodel
Monitor: node-connect
Subsystem: SAS-connect, HA-health, CIFS-NDO
Health: ok
Monitor Version: 2.0
Policy File Version: 1.0
Context: node context
Aggregator: system-connect
Resource: SasAdapter, SasDisk, SasShelf,
HaNodePair,
HaICMailbox, CifsNdoNode,
CifsNdoNodeVserver
Subsystem Initialization Status: initialized
Subordinate Policy Versions: 1.0 SAS, 1.0 SAS multiple adapters, 1.0,

Node: node?2
Monitor: node-connect
Subsystem: SAS-connect, HA-health, CIFS-NDO
Health: ok
Monitor Version: 2.0
Policy File Version: 1.0
Context: node context
Aggregator: system-connect
Resource: SasAdapter, SasDisk, SasShelf,
HaNodePair,
HaICMailbox, CifsNdoNode,
CifsNdoNodeVserver
Subsystem Initialization Status: initialized
Subordinate Policy Versions: 1.0 SAS, 1.0 SAS multiple adapters, 1.0,

IEFF4E ] FARY SMB H=EALE

EBY T HETT, $90% Hyper-V #1 SQL Server SMB HEZ A B NIFEATANHE, It
oh, SRR ERLEMESZIRE, NRLZE TR RIS, ENIIEEE
BREEERILE, UWEANBREFIRS S RETETHINETT,

XF IS
TR TR TR SR TR EER:

*s -offline-files BHIRENE— manual (BAIME)Z noneo



WIS 5.
ELIIEMRBILRENETT, BIREUATHERML:

* continuously-available

* oplocks
TEERBEUTHEZREM.:

®* homedirectory
* attributecache
* branchcache

* access-based-enumeration

PIE
1. BAFRRAI R HFIEEN manual B disabled HEZEANTSHHE:

vserver cifs shares show -vserver vserver name
2. I9iF SMB =B E BB AR A

vserver cifs shares properties show -vserver vserver name

ANl

BUFRIEZ2RT Storage Virtual Machine ( SVM , LAHI#R/I Vserver) vs1 E8J9 sharel IHEMHEZG
Ho BAXMHIEE N manual MAFSHZERB(TEPFERAEFFIETE) Symlink Properties FERIaIH):

clusterl::> vserver cifs share show -vserver vsl -share-name sharel
Vserver: vsl
Share: sharel
CIFS Server NetBIOS Name: VS1
Path: /data/sharel
Share Properties: oplocks
continuously-available
Symlink Properties: -
File Mode Creation Mask: -
Directory Mode Creation Mask: -
Share Comment: -
Share ACL: Everyone / Full Control
File Attribute Cache Lifetime: -
Volume Name: -
Offline Files: manual
Vscan File-Operations Profile: standard

UTRAIERT SYMvs1 ERA sharel IHERNHZEREE:



clusterl::> vserver cifs share properties show -vserver vsl -share-name

sharel
Vserver Share Properties
vsl sharel oplocks

continuously-available

g_L.l«J-.E LIF ’Ikn_.\

BMEEE R A Hyper-V F1ETF SMB BY SQL Server EZ&RY Storage Virtual Machine  (
SVM) BEANEEEFTNESINTSLEAES LIF, EHERERRE, R LIF togEs
EF—TRIELNmEO. ERIE LIF Jk,u#%iéﬂﬂ?cﬂ/lé\gﬂ’]%lﬁs?ﬂ’ﬁo

KXFIAES

BRI, TR, SRFNS I TROAEDN SVM EEE—1 LIF , FEFFE LIF fipisE
ImOXES, MRFLEEER LIF HRiRSHEIROXE, NSIEEEMAEORE, ARE LIF EREIEER
Ho

$IE
1. BREXHN SVM ECEM LIF IE 8 :

network interface show -vserver vserver name

LRGSR, "ift " AMrFEmO L

network interface show -vserver vsl

Logical Status Network Current Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
vsl
1if1l up/up 10.0.0.128/24 node?2 e0d
false
1if2 up/up 10.0.0.129/24 node?2 e0d
true

BXINFEHMEE network interface show, IBEM"ONTAP ipS&E",
2. NRFEL LIF AEEFIROLE, BRITUTTE:
a. WFELF, HBELFWETmARHA:

network interface show -vserver vserver name -1lif 1if name -fields home-
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node,home-port

network interface show -vserver vsl -1lif 1ifl -fields home-node,home-port

vserver 1if home-node home-port

b. XFELIF, HE LIF NEmOSEERE:

network port show -node node name -port port -fields port,link

network port show -node nodel -port e0d -fields port,link

EUERBIH, "if " RERRREIE RO, nodel:eldo

BXBEMEE network port show, IBB'ONTAP GiS$E&E",

- SNRN 5 XEIFREREA E iR AMEEORAE T up RS, BRI, UEXEEOES

BUIF4HES “up, BEIONTAP G55

CWRFE, B5F LIF ARFIEFKO:

network interface revert -vserver vserver name -1if 1if name
network interface revert -vserver vsl -1lif 1ifl

BXBEMEE network interface revert, IBESMW'ONTAP mS$E&E",

- WIEEHPNESIM T RESHABERT SYM RYESRN LIF ©

network interface show -vserver vserver name

network interface show -vserver vsl

e

BE1T0
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Logical Status Network Current Current Is

Vserver Interface Admin/Oper Address/Mask Node Port
Home
vsl

1ifl up/up 10.0.0.128/24 nodel e0d
true

1if2 up/up 10.0.0.129/24 node?2 e0d
true

IfE SMB =i 254 r
ZE7T SMB £iEFE8

BB REXEEIL SMB 2IENEE, 8 SMB EEM=IE ID UNERSIENT
ELERY IP #ilit, EEI LU R REXESIERN SMB iR AFHF4 0] BRIPRFINER, XH
B FHRESIE BB ZIF L MTR(E,

XFIAES

TR LHWERAETR SYVM LFrERIENGER. BR, AIFZERT, BRENEHERK, EALUBZIERE Ak
SHREEXEPETROES !

s AT LIERRIIE -fields BFEREXFAEFENEHNSE,
AT -fields ? UBER R LIERHILFER,

s EAILUER -instance BT EREXBRISMBEIGEIFME EHSE,
s EAILUMER -fields B8 -instance S EMFEHRANSHEMrESHESFER,
SIE
1. AT TFIREZ—:
ZE/~ SMB BWMAUTHRS ...
SHE R
SVM FHIFRESIEHE vserver cifs session show -vserver vserver name

3155

IBEEREEE ID vserver cifs session show -vserver vserver name
-connection-id integer

IEEN T Eul IP Hthk vserver cifs session show -vserver vserver name -address
workstation IP address



£ E’~ SMB WAL TaS ...

REE SR

ISEM LIF IP #bik vserver cifs session show -vserver vserver name -1lif
-address LIF IP address

FEETS L “*vserver cifs session show -vserver vserver_name -node {node_name

local}* $8TERY Windows FHF

vserver cifs fEREERN S IR

session show

—-vserver

vserver name
-windows-user
user name

BRI user name /9

[domain]\usero

vserver cifs EREEIINARA
session show

-vserver

vserver name -auth

-mechanism

authentication_mec

hanism

BY{E -auth
-mechanism B] LAZLEL
TiEmZ—:

°* NTLMvl
°* NTLMv2

* Kerberos

* Anonymous



£ E’~ SMB WAL TaS ...

SIHE R

vserver cifs BEHIEERFAIFE ] ARIP
session show

-vserver

vserver name
-protocol-version
protocol version

BB -protocol
—version BILLE LA TZE
Mz—:

* SMB1
* SMB2
* SMB2 1
* SMB3

* SMB3 1

FyeEe]
FARY{R
/Al
SMB
ESEHE]

&R

SMB
3.0 &
BB
AR
i B
() ===
i
B
s
R
RS
3%
3151
BER
SMB3
B
K,
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Z 2 SMB
REE SR

vserver cifs
session show
-vserver

vserver name
-continuously
-available
continuously avail
able protection_le
vel

BY{E -continuously
-available AJLLELA
TRz —:

* No
* Yes

* Partial

e A
KER
Partial
, XEMR
=RIEE
LEE—
MTHH
e B
X, 8
=RIEFH
Rt
RIERHE
&a] AR
FFTFHo

ORE LY

F

vserver
cifs
session
s file
show #p
< BF
fEBEE
ARIER
PARLE ST 4
R
AR
T
o

MANUA T ...

ABEEN SMB EERIERE



UTFa<$ 8 SYVMvs1 EM IP #itiES 10.1.1.1 W ITEEZBIINSIENSIEER:

clusterl::> vserver cifs session show —-address 10.1.1.1
Node: nodel
Vserver: vsl

Connection Session Open Idle
ID ID Workstation Windows User Files Time
3151272279,
3151272280,
3151272281 1 10.1.1.1 DOMAINN\ joe 2 23s

UTa<LER SVM vs1 EEERSAIARIPHVZIENIFARIEES. WERZSEREKA BII/.

clusterl::> vserver cifs session show -instance -continuously-available
Yes

Node: nodel
Vserver: vsl
Session ID: 1
Connection ID: 3151274158
Incoming Data LIF IP Address: 10.2.1.1
Workstation IP address: 10.1.1.2
Authentication Mechanism: Kerberos
Windows User: DOMAIN\SERVER1S
UNIX User: pcuser
Open Shares: 1
Open Files: 1
Open Other: 0
Connected Time: 10m 43s
Idle Time: 1m 19s
Protocol Version: SMB3
Continuously Available: Yes
Is Session Signed: false
User Authenticated as: domain-user
NetBIOS Name: -
SMB Encryption Status: Unencrypted

UTap<E/R SVMvs1 EfFA SMB 3.0 #1 SMB Zi@EMSIENRIEE R, FEIRGIG, BPMER LIF IP it
M3z SMB 3.0 WEFIEZREIHEE; Fit, QTﬁEJIIEm?E'J%jUKﬂ NTLMv2 o ATEF Kerberos H14303E
HITIERE, DIREREE N BRRIP.
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clusterl::> vserver cifs session show -instance -protocol-version SMB3

Node: nodel
Vserver: vsl
Session ID: 1

**Connection IDs:

Connection Count:

3151272607,31512726078,3151272609

3**

Incoming Data LIF IP Address: 10.2.1.2
Workstation IP address: 10.1.1.3
Authentication Mechanism: NTLMv2
Windows User: DOMAIN\administrator
UNIX User: pcuser
Open Shares: 1
Open Files: 0
Open Other: 0
Connected Time: 6m 22s
Idle Time: 5m 42s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: false

User Authenticated as:
NetBIOS Name:
SMB Encryption Status:

domain-user

Unencrypted

ETRBEXTEONTAPHFITHBISMBX HRIE B

TR ETREXITAR SMB XHRIER, €1 SMB EENZIEID, HES, HERW
MHEZRZ. BEAIUETREXRXGNFEARRIPAIINGER, XAEHTHEITANX

G AT FFLP RIS,
ETFUAES

TRILETEXERILN SMB RELITANXHNER. MRFEMHE SMB ZIEFHEXHH SMB RiE(E
B2, NERHNERIEEER,

Blan. WMREE—ISMBRIE. HPR—EITANXGETABERGHFEAANGARIP. ME —EXHRITHARER
BN BERRIP(B9E -continuously-available FERHIAN vserver cifs session show an<iaith
79 partial). MIR]LAER b S HAE WP 4 RRFERT Ao

1EA] LUER LB ER,R E R Storage Virtual Machine (SVM) LB HISMBRIE EMFIEH AXEMNER

vserver cifs session file show ApS. MAHEABLESE,

BR, AIFZHEAT, REMEEHERK, ERILEIEEMESHREEX MHFETHER, NREREE

BB AXHNGER, XRBIFEER.

* WA LAERAENE -fields AT ERFmkFERAVEHAISE,
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TR LIRS, WA SEMESHRESER.

s &R LIfER ~instance ATFEREXITHMSMBXXHRIFM(E BERISE

TR BIRERIL S, WA SEMESHRESER.

TE
1 BITUUT#REZ—!

WMREERITHE SMB X5 ...
BRI ERTE SVM £

local}*

vserver cifs session file show
-vserver vserver name -file-id integer

vserver cifs session file show
-vserver vserver name -connection-id
integer

vserver cifs session file show
-vserver vserver name -session-id
integer

vserver cifs session file show
-vserver vserver name -hosting
-aggregate aggregate name

vserver cifs session file show
-vserver vserver_name -hosting-volume
volume name

vserver cifs session file show
-vserver vserver name -share
share name

vserver cifs session file show
-vserver vserver_name -path path

WNUA T ...

vserver cifs session file show
-vserver vserver_name

“*vserver cifs session file show -vserver
vserver_name -node {node_name

EENXH ID

1EXEH SMB ZE# ID

IEEH SMB £i% ID

EiEENEERS L

FEEH SMB H=E |

EER SMB &2

BHEESBFEF BRIF

13



NRBERITFRY SMB XXfF ... WANUA T2 ...

vserver cifs session file show BEBIEENEMEERS
-vserver vserver name -continuously
-available

continuously available status

BY{E -continuously-available AJLLEA TR
Mz—:

* No
®* Yes
FERTRRAA No, XEIEX
BT IS (TR IS A
(D) =xzsuisE. SiBTEN

SR AMXAFHESIFAFZIE
MWEMRESEREMAPRE.

TR U EREMANESHRAMHER, AXEIEFFARGSHNESER, BEN'ONTAP G55 ZE",

Nl
UTFRFIETRTHERX SVM vs1 EITHANXHEHRER:

clusterl::> vserver cifs session file show -vserver vsl

Node: nodel

Vserver: vsl

Connection: 3151274158

Session: 1

File File Open Hosting Continuously
ID Type Mode Volume Share Available

41 Regular r data data Yes

Path: \mytest.rtf

UTFRAIETRTAEX SVMvs1 EXH ID 82 NEFTH SMB XHHIFMAER:
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clusterl::> vserver cifs session file show -vserver vsl

-instance

Node:

Vserver:

File ID:

Connection ID:

Session ID:

File Type:

Open Mode:

Aggregate Hosting File:
Volume Hosting File:
CIFS Share:

Path from CIFS Share:
Share Mode:

Range Locks:
Continuously Available:
Reconnected:

nodel
vsl

82
104617
1
Regular
rw
aggrl
datal
datal
windows\win8\test\test.txt
rw

1

Yes

No

-file-id 82
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