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#!/usr/bin/perl
use warnings;

use strict;

my Sargnum;

my $logfile = '/support/support/log env.log';
open (FH, '>>', S$Slogfile) or die $!;

foreach (sort keys %ENV) {

print FH "$_ = SENV{$_}\n";

}

print FH "=========\n";

close (FH);

T FPerlfil 2<#2

TR EREXENHER.

#!/usr/bin/perl
use warnings;

use strict;

my Sargnum;

my $logfile = '/support/support/log env.log';

open (FH, '>>', S$logfile) or die $!;

print FH "BACKUP_ PHASE is $ENV{'BACKUP7PHASE'}\H";

print FH "Backup name SENV{'BACKUP NAME'}\n";

print FH "Virtual Machine S$ENV{'VIRTUAL MACHINES'}\n";

print FH "VIRTUAL_MACHINE # is $ENV{'VIRTUAL_MACHINE.l'}\n";
print FH "BACKUP DATE is $ENV{'BACKUP_DATE'}\H";

print FH "BACKUP_TIME is $ENV{'BACKUP_TIME'}\H";

print FH "STORAGE SNAPSHOTS is $ENV{'STORAGE_SNAPSHOTS'}\H";
print FH "STORAGE_SNAPSHOT # 1is $ENV{'STORAGE_SNAPSHOT.I'}\n"'
print FH "PWD is S$SENV{'PWD'}\n";

print FH "INVOCATION ID is $ENV{'INVOCATION_ID'}\n";

print FH "=========\n"

close (FH);
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#!/bin/bash
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1. ZREEATF VMware vSphere #9 SnapCenter G54 EIE GUI
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2. BERINETAEZFRNILEET.

M NetApp: SnapCenter Plug-in for VMware vSphere

§ Dashboard Version Support

mysupport.netapp.com Usemame  admin

Configuration Preduszt Version Ritp s
Build Genarate Support Bundle

Date and Time # Edit Network Settings (D # Edit

Date  Jam/z1/2021 IPv4 IPVE

. EXIRE CTIEM * BF *HoH, BEHEE".
4 ANRERHRE *RE
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* FREIPIER SN AR E X RO AIMFASHE,

TE
1. ZREIEATF VMware vSphere fJ SnapCenter iGHHEIE GUI

15ERAMI https: //<appliance-IP-address>: 8080

2. TEMSMERSD, B BE .

M NetApp SnapCenter Plug-in for VMware vSphere

Dashboard vCenter /' Edit s

ame (FQ ' Port 443
Configuration -

sername  administrator@vephere.local

ggggggggggg

Plug-in Details
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& Connected

3. 7 * E2& * TIEM * vCenter * A, BEH * FHiE "
4. NRER, AEBRECREF

BNERIROS,
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1Ea] LUEIEERF VMware vSphere #9 SnapCenter &P ERBEHINRZIGE, IGHHEER
XEEGEIHIA) vCenter o
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S HEIE BT VMware vSphere Y SnapCenter 1G4 EIE GUI Y IP it FIEREIRE. E@ELIIE MR
=H 8 ERBIMFAS R,
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* ERLEPIER &R RSRECE XL B IMFAS R,

T
1. ZREEATF VMware vSphere #9 SnapCenter G5 EIE GUI

15EAMT https: //<appliance-IP-address>: 8080

2. BETNE TAEZFRIZEER.

S admin [ SignOut |Gy

M NetApp: SnhapCenter Plug-in for VMware vSphere

B Dashboard

= Configuration
Generate Support Bundie

Date and Time # Edit Network Settings (@ # Edit h

Pva IPVE

3. £ *IRE * TIERY * MZIRE * MO, BEHE*IPv4*F* IPve*, AFRE *HIE" .
MAMERHREL * RE

4. NREMIPEMLIGE, BRITUTIRE:
° IPv4:. TE*IPHINE*FERHR, BN, 0.0.0.0 AEEE*Save*,
° |Pv6: 7E*IP Address*=FEgH: N : :0, JAfGEd*Save*,

@ NREBSEER 1Pv4 1 1Pv6 , NIARBERBHERX A TNMEIRE, HRMELIIEE DNS A58
MEREF K.

BeECERNIAE

ATIREBERE. EoILUEDR scbr.override FEEXHUENERINE, XLETHIE
frERIE] S EMIFRAY VMware IRERENE N F I A(F BT Z AR EFIRE,

It scbr.override ECEXEHERFVMware vSpherefJSnapCenterififd- 7 2 15 E T SnapCenter N FHIZFHY
BIBRRIMRENIF R ER, NRIEXGREE, NWBIMERXHEEIRE,
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Bl# scbr.override B2 & &

It scbr.override EEEXHFRIERAFVMware vSpherefySnapCenteriGfF £ 1FE
FSnapCenteri Ff2 7 VIR RIPIRERVIMRE PE A,

1. %5, /opt/netapp/scvservice/standalone aegis/etc/scbr/scbr.override-template

2. BXHEEH| scor.override-template B|HRHFRZNMFIXYE scbr.override

\opt\netapp\scvservice\standalone aegis\etc\scbro

A LIBEREE
eI LUEREE X B RFIHMENM scbr. override RELERIAE,
* FNBERT, BiREARAFSKIRKERY. EFABMENEERE. KIMRLEFR. +
* BEEREN, EHUAEERTF VMware vSphere B9 SnapCenter & EH EEFHBHLLARS
ERIUEREEXHPIIERILTEMY scbr. override REXBIAE.
« * dashboard.protected.vm.count.interval=7*
EBEFEBRET VM RIFRESI KL,
RRINMES"T"
* 2F.55 Eh3=true

ZHEATVMware vSpherefISnapCenterififf 5 SnapCenterz [a] iY@ S BIEAY LA T 5. UKRFHFIHAY
FAEMITEFS include.weakCiphers: tls_rsa_with AES 256 _CBC_SHA256 tls DHE_RSA with

* £/5.ds.exclustion.pattern

EEEMEDIRIEFHIRR — TS MEREV Vol UEFEE, ErIUERERBERBJavaENFRIAUIEE
BIETFEE

Tfil1: FTIAI global.ds.exclusion.pattern=.*21 HlREBBRAERIANEGEEWREE; 0
datastore2l . FFHEBRH dstest21 o

TfH2: RIEXR global.ds.exclusion.pattern=ds-.*|*vol123 HIFREE (I40)2 A FFLHIFR B $03E
7FHE/%E ds- scvds-test voll23,

« * guestFileRestore.guest.operation.interval=5*
EEIERTF VMware vSphere #Y SnapCenter {4 T FRA L FRAIR(E BN EEFIEERXH) BIFT

EiEavRdia)ElfE (AR AEA) . SFEFNEAMIEE guestFileRestore.online.disk. timeout
guestFileRestore.restore.files.timeouto

BINMEA"5",

* * 3LE FileRestore.monitorinterval=30*
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e BB T VMware vSpherefYSnapCentertfiff MiTi S Bl F R A AR RS IE RIS ] [BIFR (LA 93 9 B2 141)o
B PRt B IS IE B TR R SR ARG T 1%,

AAIAEF"30"

* * 3L FileRestore.online.disk.timeout=100*

LUFD A B +EEE B FVMware vSpherefJSnapCenterffifd FH1FFVM L BBXH L B 12 ES R pEtial, i5E
B, THEERIABNEEIR(ETR 2, 18 30 #HAVERFRTE],

AAIAE9"100"

* * SEE2 FileRestore.restore files.timeout=3600*

AL R B3 EIE AT VMware vSpherefdSnapCenterffifE & F VM LB R A2 Ese i RIRTE], TN
i teatiE], LR, FEEIEFIENRK.

BIAER "3600" (1 /hBY)

* * guestFileRestore.Robocopy.directory.flags=/R : 0 /W : 0/ZB /CopyAll /EFSRAW /A- : SH /e /NJH

/NDL /Np*

BERFAREXHEFIZFRAEIE H B R ZEFEMA/IEIM Robocopy 11i&.

RIMER /NgE SORIN /NS « EAXEHENER L BT
BENERFIER (GBI MRERLE /R 7E5). EAXPIGERSBRRKNEIF#HTERER,

ZRAMEAN "/R:0 /W:0 /ZB /CopyAll /EFSRAW /A-:SH /e /NJH /NDL /NP",

* * guestFileRestore.Robocopy.file.flags=/R : 0/W : 0/ZB /CopyAll /EFSRAW /A- : SH /NJH /NDL /Np*

HEEREFARAAXMFERIZFRREIE SR NI EERRYERIM Robocopy 1Rt
B /NTH BRI /NS « EX S HR A R AR
BNEREEHEIRERL /R 7). HAXARERFENKRMEVBIAHITILRER,

ZRAMEAN "/R:0 /W:0 /ZB /CopyAll /EFSRAW /A-:SH /NJH /NDL /NP"o

« * guestFileRestore.sessionTime=1440*

EEERAT VMware vSphere BY SnapCenter i+ R¥r F R L X IERZIHL T ECPRESHIEGE] (U2
BI) .

ZAEN "1440" (24 /NE) o

» * guestFileRestore.use.custom.online.disk.script=true*
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[Install Path] \etc\guestFileRestore onlineDisk.pslo RENIRE—PEINHE, TE
EdfEh, MIAPHIE [Disk Serial Number]. [Online Disk Output] #l °[Drive Output]
BRI,



ZINMER "false" o
* *include.esx.initiator.id.from.cluster=true*

18 EIEAFVMware vSpherefSnapCenterififf i & & Bl VMDK TERIETTHIN B2 F H B ESXi
FEHBISCSIFIFCPEENFERFID,

FINEA "false" o
* B135.55 B3
R disable .weakCiphers BIZEN true, MISERT MAZAMNSSEIE 2 SN EZAGIET

disable.weakCipherso

* * lRAF & .ds.storage.query.count=15*

18EIE R FVMware vSpherefJSnapCentertfifth 3 & MEIBTE(EFERVTZAE & B = 8] =) 3 SnapCenterfR 5528
HITHNH A ABRNRARE, TEHATFVMware vSpherefJSnapCentertfifEVMEH] L EF B EILiINuxARSS
B, s SA HXEIRR,

° * o nfs.datastore.mount.retry.count=3*

FETEIE A FVMware vSphereRYSnapCenterfi{t =G EEINFSEIEEEEEH ElvCenterh HIER AR

e
AINMEH"3"S
» * nfs.datastore.mount.retry.delay=60000*

UEM RN BAIEE R R ZIHEvCenter P G EEINFSEIEFMEFE S Z BIE A T VMware vSphere
HISnapCentertfi {4+ F1FRIATIEL,

BAIAER "60000" (60 D) o

» * script.virtual.machine.count.variable.name = virtual_machines*

EE B EMIHT TR E R M, E&EHOFLHREFITERRBREXMBEIAZE, BHEXTE,
540, virtual_machines=2 RRIEEFD D E Mo

 * script.virtual.machine.info.variable.name=VIRTUAL_MACHINE.%s*

REFRTZENZN, ZREVRSHEXENHTE n TEIWIES. EEMIERRITENRPENXHMEZ
A, BAIRBEMNTE,

5gn, 3FIFEE virtual_machine.2 Ieft T BHXEHMHFE Z PN EIMEIERo
* * script.virtual.machine.info.format= %s=%s=%s=%s=%s"*

REEXEMNBES. LEEMNERNEFETEFIRE)NT: VM name|VM UUID| VM power
state (on|off) |[VM snapshot taken (true|false)|IP address(es)

AR 2SR e R RIS 2Rl
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VIRTUAL MACHINE.2=VM 1]564d6769-£f07d-6e3b-
68blf3c29pal3a%a|POWERED ON| [true|10.0.4.2

* 12 .connection.timeout=600000*
FETE SnapCenter fRE[BEFEHALAMNAVTEE (UZEFREAL)
ZRIAE S "600000" (10 92%H) o

* vmware.esx.ip.kernel.ip.map*

REIIME, A LUERIEBESXiENIPHINIRETEIVMKernel IPHEILE, ZRIABERT. EABFVMware
vSpherefySnapCenterifi{EEAESXiEHBIEIEVMkerneiEEC25IPHENE, FNERFHEEIEH FVMware vSphere
#ISnapCenterifif4-EFH EthVMkerneliEZ Bl s Pl M HAFREE E(E,

EUUTRAIF. BEVMkerneiEEZ28IPHINEA10.225.10.56; {BRE. EATFVMware vSpherefSnapCenter
HH=EAIEERNMNE10.225.11.57F110.225.11.58, WNREIE VMKernel i&f22§ IP #itky 10.225.10.60 ,
M t3HR S AL 10.225.11.61 6

vmware.esx.ip.kernel.ip.map=10.225.10.56:10.225.11.57,10.225.11.58;
10.225.10.60:10.225.11.61

*

o vmware.max.concurrent-snapshots=30*
FeEIEAFVMware vSphereRYSnapCenterfifF EIRZ 25 EMITH A VMware REBH R AT E,

I F SREEFEEAITRE, RBERBIERET "VM consisting” B4 2#1T10E, NREBRITHTIK
S—EHED, NEREFER.

AINMES"30"
* vmware.max.concurrent.snapshots.delete=30*

1ETEE M FVMware vSpherefySnapCenterilfH £k S5 88 EMITHIE MNMUEEMEENF &K VMware REZHIFR
IRIENERARHE.

I ER B BRIEEFEEHTTIRE,
AAIAEF"30"

o vmware.query.unresolvedy.count=10*

feEIEATFVMware vSpherefJSnapCentertE BT, .. EE /OB BIFRF"T R IR K XA X KRBT EHNES
HERARE, iR
ZRINEF"10%

o Vvmware.quiesce.retry.count=0*

FeEiEAFVMware vSpherefSnapCenterffith BT, .. B E /ORI B FRFI" M E ik & 1% H X VMware RIEHY
TR ARE. HDEAEIH .

AAIAER"0"%



* * vmware.quiesce.retry.interval=5*

EEIE A FVMware vSpheredJSnapCentertfif+7E &1XHE XVMwareRER" ... ELEI/OBIBTEIFRHI"BIE B Z (8]
EEFNNEIE(UF AR, HDHAEIH .

AINEA"5"S
* * vmware.query.unresolved.retry.delay= 60000*

}§REIE A FVMware vSphereRYSnapCenterffifF BT "...time Limit for Holding I/O ..."TITE X IEB X KRR E
HNEIEZ BIEFFNNEIE(UEWNENL). FHIR. 7E VMFS #iEEF#EENSLELEIR,

ZRINE S "60000" (60 F) o

o vmware.reconfig.vm.retry.count=10*

$EEIEF FVMware vSpherefJSnapCenteri@f[&". . .time reLimit for Holding 1/0O ..."M&Ei{ & X E X< B
EEPWINEINR AR FEizo

AINMEAN"10"
* * vmware.reconfig.vm.retry.delay=30000*

18EIEATFVMware vSpherefJSnapCentertfiffEHF"...time reLimit for Holding I/O ..."ME&1XE X EHEC
BEEIWINE R Z BEFFNEKNE(UAZW AE), HiR.

BRIAEJ "30000" (30 ) o

o *

o vmware.rescan . hBA. retry.count=3*

FEEIEATFVMware vSpherefJSnapCentertEE BT, . B E /OB EIIREI" MELZE X EHFB TN 2L
BT Z B FFNEIE(UZT AL, HEiR.

AIMEA"3"
* * vmware.rescan.hba.retry.delay=30000*
8GR FVMware vSpherefYSnapCenterffiff Ef = EF A N S KIEAC A KRR AR E,

FAIAEZ9"30000"

J9i&FATF VMware vSphere #J SnapCenter &4 /5H SSH

7EEFZEHFVMware vSpherefJSnapCenterififit. ZRIAE R FEZEHASSH,

PIE
1. MVMware vSphereZ P irH., #E#FiEHRTVMware vSphereBISnapCentertE {4 FR1EHIEE I o

2. EEPNISEA* Summary (EE )£, #TH*Launch Remote Console(BEHEFZIZHI Q) AT 4P|
850, AEER.

BXIpRMEREAZHANER, FEN "hE4EREE e
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5 - VMware Remote Console

Maintenance Console : “SnapCenter Plug-in for UMware uSphere"

Discovered interfaces: eth0O (ENABLED)

Main Menu:

) Application Configuration
) System Configuration

) Netuwork Configuration

) Support and Diagnostics

Exit

Enter your choice:

3. MEREBERREET 2) System Configuration ,

4. M System Configuration Menu H1, ZEIRZEIEIN *) Enable SSH access* , RAETEMIATRRAT LN ™
y" °
S. ERPHE "IETEBH SSH iAm)... " RAEHE * WA * 44, RABEERTFTLREAN * X BHEFIRR,
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REST API
iR

& e LUERE AT VMware vSphere B SnapCenter $fiff REST API H117& W3R RIPiZ
5, IHEHBEES Windows SnapCenter Swagger RTIAEHI Swagger T,

* MFEAIEAT VMware vSphere 9 REST API X VM FEUBTFEERITHILLTI2(E, SI12R RESTAPI
T{ER:

o AN, 1BEAFIMIBR Storage VM FI&EE
° B, BEAImFRZRA
° B VM, BItRIENTIREED
° EFREIMA VM FIEMIERE VM
° &R VMDK
° EIEMETF VMDK
© EHNEHEEEFERE
° THELHEMKRS
° {EEXNE TR
* J&ATF VMware vSphere B REST APl Rz 52
° FXHIEIR
o REFNAIEIEAH T VMware vSpherefISnapCenterififs
° NAFHE RBAC A& sifRAR

*uri B
‘uri  BHIBAIRE[" null "B,

© BRIBH
BABETETIAN 120 50 (2/0BY) o BETLUE vCenter 1B PR LN A,
© SlgEE

ATREHIEN, RESTAPI FERMEEMEKR—IEERENEGIShE, HEME AP ERRERZSEH#TER
IHIGIE, VMware vSphere f REST API £ VMware S{930IF API SKIKEXNShE, VMware 1RSSR,

EIREVL SR, 3EMER /4.1/auth/login REST APIHiR{ftvCenterEiE,
* AP| hiRZ$8%E

£ RESTAP| 2M&EE S E /X &A% REST API B SnapCenter k<5, f5la1. REST API
/4.1/datastores/{moref}/backups B/RX{ESnapCenter 4. 1%k %,
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RRhRAHH REST AP BEAGEHRD, HIRIBEZEHITENLUERFHINEE.

{&£F8 Swagger APl (N T1358] REST API

REST API i@d Swagger MIIAF. &ErILAiFEISwaggerM i A B RiEFHEFVMware
vSpherefJSnapCenter AR5 285 SnapCenter #H4REST APIl. HF&IFTAPIEA BRI
R 21, FERERTFVMware vSpherefdSnapCenteriEfHREST APIXT EMA A1 $kiETE
BRI TR Fo

ItiEH BB 5 SnapCenter ARS588SwaggerM Tl A [EAISwaggerM T,
Feaz i

FFFEAFVMware vSpherefJSnapCenteriEfFREST API. &4 A58 I FVMware vSpherefSnapCenter
EHRIPHIIESE N

() iEE AT SE=SRARFERA RESTAP| , 3 PowerShell cmdlet 5 CLI o

TIE
1. X288, i\ URL LUAIRNEY Swagger WTT:

https://<SCV_IP>:8144/api/swagger-ui/index.html

@ 15707 RESTAPI URL REAUTER: +, o , % M &,

NGl
Jha)& B FVMware vSpherefSnapCenterfi{FfREST API:

https://<SCV_IP>:8144/api/swagger-ui/index.html
https://OVAhost:8144/api/swagger-ui/index.html
EREMAvCenter SR IRIENHIE R L h&o

2. B AP HREE ] B TZFRERM APl o

FARNNFELR Storage VM BY REST API T{EfR

E(FAIEAT VMware vSphere BY SnapCenter 164+ REST API $11T7/RI0#11824X Storage
VM #&E, BHINERMERN REST API ERIRE.

FHFEIPREST APl 7EREST APIGIEMRIN https: //<server>:<port> MM SEE MR Mo

E7NN Storage VM #21F, IBEIRLIT TIEREITIRE:
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HIE REST API

1 /4.1/storage-system

E{&R Storage VM 121, 1HEMBUTIIER:

G REST API
1 /4.1/storage-system
2 /4.1/storage-system

AT eEMZ e IR REST API TR

AR

Add Storage System BT
ByStorage VMAINZEEH
FVMware vSpherefYSnapCenter
Y.

AR
getsvmall FRENFRA P] A Storage

VMBYFIR, 12 FEEELH Storage
VM B * BFR * o

Modify Storage System &35
ERIStorage VM, BT EEFIEH
R EEZIN, EEELE 1 5
A= Sl

E@Fﬁl_ﬁﬁz_l: VMware vSphere BY SnapCenter ifff REST API $14TEIEFE R TR 1R

&, BATHEEMER REST API ERBINF,

FTFFETREST API. fEREST APIBIEMIN https://<server>:<port> LI SEEER RS

ZEIERFAH, WRBUTITERSHTIRE:

SHIE REST API
1 /4.1/policies
2 /4.1/resource-groups

EENERA, FREBUT TERHITIRE:

H1E REST API

1 /4.1/resource-groups

AR

Get Policies FXEXVMware
vSphere&Z FinkE&yI&R, 1BFRTE
SR FIRLAFERE * =K * NE[FH
B9 * ZREE 1d* . SNRKFIHEMTE

B%. 15 Create Policy
REST APIBIZZFTERER,

Create a Resource Group &
FRisERBAIEIRIRA, FHBIRE 1
PRy * SRBE Id* FImNTRRE * 4T *
FAERUNFREEMBERL,

AR
Get List of Resource
Groups IXKEXVMware vSphere®&

I RARITIR, B TEER
RIRA 1d* o
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1 REST API SERR

2 /4.1/policies WMRBERD AR, I cet
Policies JREXVMware vSphere®
PiRsRERYIR, B FBREBSER
(AFNSERE * M= * BYEBAAY * 5K

Id* o
3 /4.1/resource-groups/ Update a Resource Group &
{resouceGroupId} IS EMRIRA, HESE 1 hpy*

HRA Id* . HE, FRIE 2 P
* ZREK 10 FHEA SRR FAER
UMKt R R,

BFIREZMDH REST APl T{ER

EERERT VMware vSphere B9 SnapCenter 15 REST API IEEHITHIDIRIE, B
FUEEIER REST APl ERIRRE.

FHFEIPRESTAPI. 7ERESTAPIGIEMRIN https://<server>:<port> LM SEEE MR Mo

I REST API SRR

1 /4.1/resource-groups Get List of Resource
Groups JREXVMware vSphereZ
IR FIRANTIR. 1B TEENHA
JRLARY * ZRIRLA |d* A0 * SREK 10,
2 /4.1/resource- Run a backup on a Resource
groups/backupnow Group HEFRMNARH, FESE
1 HEg * ZIRA 1d* ¢ SRR 1d* .

AF1X/E VM 89y REST API T{EfR

EFERERTF VMware vSphere B SnapCenter 364 REST API Xt VM & {9HITIARR(E
, BB EMER REST API AR

FFENREST API. TEREST APIFIEMIN https://<server>:<port> LM TEEMNIR S,

1 REST API SR
1 ¥ZE http://<vCenter- M VMware 2E IR URL hE
IP>/mob VM moref o 18 FERRBIEMVIE
* moref*
2 /4.1/vm/ {moref}/backups Get VM Backups JREXISTEREIUAL

HNEMRTIR, ZRTE 1 g~
moref* o IB FEXREREMEMH * &
23 1d* 5
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p

REST API

/4.1/vm/backups/ {backupId}
/

snapshotlocations

/4.1/vm/{moref}/backups/
availableesxhosts

/4.1/vm/{moref}/backups/
{backupId}/restore

BFEEEM VM 89 REST APl T{ExR

Eﬁﬁﬁi_%:_lz VMware vSphere BJ SnapCenter ffiff REST API X VM &3 #ITIERIR(E

7N
b ILJa\I

p-
1

BEMERN REST AP ARIRE.

WHFEPREST AP,

REST API

B®E
http://<vCenter-IP>/mob

/4.1/vm/{uuid}/backups

/4.1/vm/backups/ {backupId}
/

snapshotlocations

/4.1/vm/{moref}/backups/
availableesxhosts

AR

Get snapshot locations FREX
IEE&EDBISnapshotINIE, %%

HIB2 W &R Id* . FER IR
RBAUBTIR*ER.

Get available ESX Hosts ¥k
BNEFHEHNENNES. BEE*
B A EssxHostsList* {5 2.

Restore a VM from a backup

HRIEE&GR. Fi&*
restoreLocations* @18 3 #
4 hHE R,

MR EINEDES

@ PEM. BRBEK
B restartVM
H"false"s

CD REERRENIEIR
E’JVMo

EREST APIBIEARIN https: //<server>:<port> LMK SEEE MR Mo

AR
M VMware SEIFR URL HEH

VM UUID » 12 FEEREIEIMNE
*UUID *,

Get VM Backups SREVIETE BE4BAML
N&EMTIR, FBDE 1 Py *
uuid* . B FEXRRERNEHH * &9
Id* o

Get snapshot locations FREX
e & BISnapshotiIfiI B, 1£iE
HB2 W * & Id* . EER IR
RBAUBTIR* R,

Get available ESX Hosts ¥k
BEESHMHNEVNNGEE. FER
B A EssxHostsList* {5 2.
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p

REST API

/4.1/vm/{uuid} /backups/
{backupId}/restore

FAF£E VMDK B9 REST APl T{E#

ET@FHL}EH:_F VMware vSphere Y SnapCenter 1+ REST API ¥ VMDK 1T RIR(E,

1R A

U L:\

p
1
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BEMER REST API JARIRE

FFEPREST AP,

REST API

BE http://<vCenter-
IP>/mob

/4.1/vm/{moref}/backups

/4.1/vm/backups/ {backupId}
/

snapshotlocations

/4.1/vm/{moref}/backups/
vmdklocations

/4.1/vm/{ moref}/backups/
{backupId}/
availabledatastores

/4.1/vm/{moref}/backups/
availableesxhosts

AR

Restore VM from a backup
using uuid or restore a
deleted VM IRRIEEED. %iE
FIE 1 P * uuid* . BT E 2
By * & 1d* . 1B~
restoreLocations* B4 P 3
4 PRERE. MREMNEHDZEEH
&0, BEBEKE restartvM
Afalse”s *FR: * BEEXRRIE
R EZ A Lo

7EREST APIBIEAIN https://<server>:<port> LM IR Mo

AR
M VMware ZEITR URL HEH

VM moref ., 182 F VMDK FRTEREIN
HAY * moref* o

Get VM Backups FRENFETE B4
N&EMYIR. FBDE 1 Py *
moref* . B FEXRERNFHH * &
93 1d* 5

Get snapshot locations FREX
?EE%TﬁE’JSnapshotE’JL‘LEO &£
FB 2 Y FR 1d*, FER IR
EE{T_LE@_'J% 1|:| 1o

Get Vmdk Locations JKEVFE
EVMEIVMDK%IFR, 1EFE *
vmdkLocationsList* {5 8.

Get Available Datastores 3k
BRI A F R R R ER SR F iE S
o ZELE 1 B * moref* , &
BHR 2 PRy B 1d, FER
BIREMEERIRYIR * 5 .

Get available ESX Hosts ¥k
BEEEOHNENNER. ZiED
% 1 B * moref* , 1&EE * AJA
#Y EssxHostsList* {5 8.



p

REST API

/4.1/vm/{moref}/backups/
{backupId}/restorevmdks

AR

Restore a VMDK from a
backup MIBEEMDERIERE
BIVMDK, 7 * esxHost* B4,
FiESE 6
availableEssxHostsList* IS
Bo BS B 33 5 hpEEE3E

* vmdkRestoreLocations* B4 :

* 1f restoreFromLocation @4
, &P E3Hh
snhapshotLocationsList FHIE
I%\O

* 7£ vmdkToRestore EB4H, £
%518 4 B vmdkLocationsList
FEE S,

* 7f restoreToDatastore B4,
ZELE 51
DatastoreNameList FHJ{E B,

FAF&EZFMT A VMDK B9 REST API T{Ei

EERERTF VMware vSphere B9 SnapCenter 1 REST API X VMDK H4TIEIEFBFF
1215, BRIUERMERN REST APl JERIRRE

FFFEPRESTAPI. TEREST APIBIEMRIN https://<server>:<port> LMIRESEEERNIRE S,

EiERZ VMDK , 1BHIBLUN TRt TIR(E:

p
1

REST API

BE http://<vCenter-
IP>/mob

/4.1/vm/{moref}/backups

/4.1/vm/{moref}/backups/
{backupId}/vmdklocations

=3
M VMware REXNER URL FEK

VM moref ., 18 FEH VMDK iEiZ
E B9 EIAHBY * moref* o

Get VM Backups FREVIETE B4
HN&EMRTIR, FEDE 1 Py >
moref* . B FEXRRERNEFHH * &
3 1d* 6

Get VMDK Locations JREXiE
EVMEIVMDKFIK, Fi#F % 2 th
B * &9 1d* M E 1 FEY * moref*
° iEEE * vmdkLocationsList* 15
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p

REST API

/4.1/vm/{moref}/attachvmdk
s

EWrFH VMDK , 5igBR LT TERH TR E:

p-
1

REST API

¥% nttp://<vCenter-
IP>/mob

/4.1/vm/{moref}/backups

/4.1/vm/{moref}/backups/
{backupId}/vmdklocations

/4.1/vm/ {moref}/detachvmdk
s

AR

Attach VMDKs ¥E#8ERIVMDKIE
EIRBEM. 3T T 2 Hpy*
#in 1d* FZ 8 1 89 * moref* o
&8 3 Ay * vmdkLocationsList*
£3%%] * vmdkLocations* &%,

B VMDK E#EE

HAEI, 1B7E
@ alternateVmMoref |

4 Fh &% B AR

# moref o

AR
M VMware S EXHR URL HE

VM moref . 18 FEKFF VMDK B
REHALAY * moref* o

Get VM Backups FRENIETE RE4AM
N&EMDFIR, FHELE 1 PR~
moref* . B FEXRFENFHE * &
7 1d* o

Get VMDK Locations JREVE
EVMHBIVMDKF3R, ZiEF % 2 &
By * &9 1d* AP E 1 Y * moref*
° iHFEE * vmdkLocationsList* 15

Detach VMDKs BRFFEEH
VMDK, f&3EZ % 1 Y * moref*
o 15 VMDK * vmdkLocationsList*
FHEEMNTE 3 FiEE *
vmdksToDetach* &4,

RFHEEFHMEFLUEFMEZERN REST API TIER
E(FEAIEAT VMware vSphere BY SnapCenter 16+ REST AP X EiB1FMEES D HITE

HFNENEIR(E, ENIE

FFEPREST AP,

BT EE,
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p

REST API

HZE http://<vCenter-
IP>/mob

/4.1/datastores/{moref}/
backups

/4.1/datastores/backups/
{backupId}/snapshotlocator
S

/4.1/datastores/{moref}/
availableEsxHosts

/4.1/datastores/backups/
{backupId}/mount

BEHSIEFMERE, BRBLUT TERHRTIRME:

p
1

REST API

/4.1/datastores/backups/
{backupId}/mounted

/4.1/datastores/unmount

BF T &EEWVFMERIRESHE) REST API

E{FEAIEATVMware vSpherefJSnapCenter 1fH4FREST APIJVMware vSphereZ F IR {E
WERMIRSFTHBAE. HxVMware vSpherefffFAREST APIIAA,

AR
M VMware ZEITR URL HEHEL

E1Z0EE moref o 10 FEHEHAIEK
BEMEZER * moref* o

Get the list of backups
for a datastore JREVIEELE
FHEENERYIR, FESE1 PR
B9 * moref* . IE TEEHN * H9
Id*

Get the list of Snapshot
Locations RENVEXIEEHFNE
IFAER. TRTE 298 &
73 1d* o BT * #IEFRERE « LUK *
REBUETIR * PRIE,

Get the list of Available
Esxi Hosts JRENAJ A FIEHIR(E
HIESXiENBIFIR, FHELE 1 5
89 * moref* . BEEER * TN

-

EssxHostsList* 1= 2.

Mount datastores for a
backup HEHIEENIIEGFHEES
3. BBPE 2 hEy * &7 1d*,
EHIEEEE I E B, £
BLBEIFHER
snapshotLocationsList o TE*
esxHostName* B+, ZETE 4

/A * availableEssxHostsList* RS
I%\O

AR
Get the list of mounted

datastores(RX)iE FEHFHAIEL
1ETEAEEE * moref* o

UnMount datastores for a
backup HEHIEENEIBFEES
o MFTRE 1 B EIEFERE -

moref* o

FHFEIPREST APl 7EREST APIGIEMRIN https://<server>:<port> LM STE MR Mo
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FEAEWZSFRILLT REST APl oI X ENAE X B HIFHAER:

REST API SRR

/4.1/50bs Get all jobs REXZMEUMEIFHAER, &)
OB FEE MRV SR (0. TX)3R 48/ \ERATEE

backup mountBackup restoreo

/4.1/jobs/{id} Get job details FJREUEEEIAIIFHER.

FEREERSFHILLT REST API FHEIBE:

REST API SR

/4.1/50bs/{id}/logs getJobLogsById FHEIBE(EIHIHEE,

ERIREE D HFRILLT REST APl £k

REST API AR

4.1/reports/protectedvM Get Protected VM List REUIELRAZ{R
FVMBIFIR,

/4.1/reports/ Get Unprotected VM List REUEELRKAXRZ

unProtectedVM RIFHIVMEYFIZR,

BT EAREITXIEY REST APl T{ER

EfFE &R T VMware vSpherefJSnapCenter {fFREST APHEEXVMware vSphereZ& - i
R ETY. EAIUEEMERIREST APIE R

REIXIZIEERNFR—BARMENITR, B9 MySQL #iBEEMEITR. R LUEEATITX:
Schedule-DatabaseDump

Schedule-PurgeBackups

Schedule-AsupDataCollection

Schedule-ComputeStorageSaving

Schedule-PurgedJobs

FFETREST API. fEREST APIBIEAIN https://<server>:<port> LI SEEER RS

51 REST API SRR

1 /4.1/schedules Get all built-in ITXIFRENGEH]
Er-mPREN R ITRIRYTIR,
18 N ERRRYIT IR RIAR K ELRY
cron FRIAT

2 /4.1/schedules Modify any built-in
schedule BB HITRI, £
B 1 PHITRIRBIR, FHALTR
BIEEFHBY cron KXo
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REST APl , AT EHBEIIRIE R

EEAIEAFVMware vSpherefJSnapCenter &EHFREST APIZE#VMware vSphere® i
ENVBSfENLID. AZxFVMware vSpheref#FEREST AP, XLt REST APl B INEIE
F3F VMware vSphere 89 SnapCenter & 4.4 #1,

FFFEIPMREST API. TE<server>HIaIEZANN\nttps: //API: <port> LI RY SEEE RV IR Mo
EREIER D PRILLT REST API B EBEGITIRESHEL B A ELKARE

REST API SERR

/4.1/30bs/{id}/failJobs FBREZREETRESNIELIDE., S XE/EITRE
?ggi)n\io “faildJobs’ gﬁﬁﬂirm?—l_'f—f'{klu\ﬁ’]ﬂzﬂ_y ]ﬁ
EREL R RET AR A AEES MELKSHE
WiD,

BT X EZHENREST API
&AM Swagger REST APILAK SCViGEH R R EWEEZEHEIFHAE R,

THEiRH T Swagger REST API:

1. 3KEX4.1/audit/logs: IREXFRF HEMEIZENIE

2. 3RBX4.1/audit/logs/ {filename} : IREVFE BHEXHFHIBHIZEIE
3. 4.1/audit/verify 2 f5: fil%k BE1%HERIE,

4. GET 4.1/audy/config: IRENEZMALKHERSREE

. put 4.1/audy/config: B EHIZMALHERSZEE

BE(FEHERTVMware vSpherefJSnapCenter }#E{4FREST APIIVMware vSphereZ P igEl AR EZAE. &
AFVMware vSpherefE FAREST APIE .

FFFEIPREST APl 7£REST APIGIE RN https://<server>:<port>/api UM TEER =

ERAELERDFRILUT REST API AJ3REXE X ELLHiFAE S :

REST API IR

4.1/audit/logs REE ARSI EZBEX M4
4.1/audit/logs/{filename} IRENE & SRR BIRAYREE B A% B M
4.1/audit/verify fith %2 B AZ IR IIE

4.1/audit/syslogcert EHMARBERS I
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AR

éﬁiﬁ-ﬁﬁﬁﬁz VMware vSphere FJ SnapCenter &89 R HBRRAFH

SEVMware vCenter Server 7 Update 1N ESHRAT ZFHEEG. 0SEFITHIF, 3t
() FVMware vCenter Server 7 Update 12 BIBOIRE, B4KEHERA. TS EEEHIA, HRES
#FHIVMware vCenter Serverflizds b FHREERL BT,

MREERMREATF VMware vSphere B SnapCenter i EINEE, MEIUAHLIIEShRA. AREITEE
ECHEMIM B R, HEPE—MYX5SvSphere 7.0U1 KRB ShRAFR AN

FRERZ

1EAFVMware vSpherefYSnapCenterffiff(SCV)hkA & 0] LURHE R FVMware vSpherefJSnapCenterffifh B
EARE. .

SCV 5.0 R E6.0S EF T iR

SCV 4.9 FHREI5.0S X Z T HiRAN6.0 S 1EFITH iE

SCV 4.8 FHRE4. 95 R HIRA5.0 5 iR

SCV 4.7 FHREI4.8 S IRFITHIRAN4. 95 1EZIFITHiE

SCV 4.6 FHREI4.7 S RZ T HRAN4.8 S 1EFITHiE

EFBFHRZET, EEHERTF VMware vSphere B SnapCenter 14 OVA .

()  FERMEREMESIRE DHCP

-
1. /&R TF VMware vSphere #J SnapCenter ffiff, NFRHES,

a. ZFF)ERT VMware vSphere #J SnapCenter i EIE GUI , ZFE3&EHFVMware vSphere
HISnapCentert@fFBd. R ERIPHL,

b. BHRAMSAMERTN * LB *, AERTIEHFME SN * RS * EM AR G,
2. FHHLE .iso X
a. EREINetAppZiFuh = (https://mysupport.netapp.com/products/index.html),

b. é}\F:'u:l'zﬁ'J%:zq:' , 1%E#E * &M TF VMware vSphere B SnapCenter &5 * , SAG8E T * THERHRE * 1%
o

C. &R FVMware vSphereBISnapCentertEF ARG TH . iso BMEANME,
3. ZEAR,

a. fENLE2Eh, SMEl VMware vSphere vCenter

b. TEvCenterE. A RE L. BE* vSphere Client (HTML)*,

c. BHE| * VMware vCenter Single Sign-On* Bl
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https://mysupport.netapp.com/products/index.html

d.

e.

ESMEERTR, BEEARNEM, ARERETH*Summary EE)NETR,
£ HEXMR * E%h, BHEIRPNEASIEEEE, REET * HE * EIN+E,

f FEEELIRFAEED * XXM ¥ &+ L, REIIRPOERAXHERE, ARRE * EEXH .

g.

h.

ELHBEHERE L, SMEITHXXHNMUE . iso, BEXMAER, ARBE .iso Open, XL
REIREE .

SAEZARBIEIM, AFRT * B " EBR. £ * EPWIEEM * §1%89 CD/DVD FEH, IEN
7" BEFEE .

B F CD/DVD FEEHREIZENR, REIERE * EERHIREMEE L/ CD/DVD BRE *

Summary

Total hard disks 4 - '
Antribute Value
Network adapter 1 VM Net k (connected

CD/DVD drive 1
Video card

VMCI device

Other A

Compatibility

VM Storage Policies

ERTH, FITUTRE:
I EHIEFAEEY P, ERE EEXHRNEIEEFMERE iso.

i. ZERTIF, SME . iso BLEERXH, BMEREXHEEFRPERTISORE", AERE
*OK* BFFIEFRET " BEE " IR

AREINEERN * B * MR ERIEIFITHE, ARRERBIEITELUBEIEIRIESIE,
33F System Configuration , BN *. 2*, ARMN*. 8* HITHR,
BN * o * BREHFTFIHEF R

A& EERATF VMware vSphere BI[E—hkZ4s SnapCenter {5
HFT B AMER

NREBAL R B —hRAEBFEMER, MA0UERR vCenter Web Server EiEFF VMware
vSphere BY SnapCenter &H4EF, HEARIEM 2 aiEZHBoIIRS 28

MRKBIHRAHET, WEMATERT, EERMNFLSESEFZERRIEAFLL:

* & F VMware vSphere B SnapCenter {ifF 2{EF vCenter S3BHY, ZEHEKIIE—hraHEIEIER.

* SnapCenter VMware BN & EFZETE vCenter 1 . Z[GF. Ltti&ERFVMware vSpherefJSnapCenteriaift
FEMEIT #FEvCenter2, LB R ERIEHMER CIE—MEFFVMware vSpheredJSnapCentertfi 489552
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. FEEEMEIvCenter1, {EE. HFvCenter{hEBERHTVMware vSphereBJ5E—>SnapCenterif
HHhEEFNEGE. MEREHER. AEEEREF.

BREENDE

1. #% % vsphere-client-serenity XK. AEHKEIHMPFRIZ com.netapp.scv.client-<release-
number> X3,

FMRENXH R G =R EZ W,
BEXERTEMNRERFNXXHEIME. 155N VMwareX s vsphere-client-serenityo
2. EFEEH vCenter Server o

Rig. 1&a] LIARIERTFVMware vSpherefySnapCentertfifs,

AR E—MERFHENERFE, FERER

¥i&EAF VMware vSphere B SnapCenter {4 AR EIR—hRABFIEHERG, EE2R
ME 5z 23 A g A= B e AR SR EHAE B

MREBAREE—HRASHIFIEHNER, NAZ5ERR vCenter Web Server EiEFF VMware vSphere B9
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