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availability using F5
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Optionally, configure RBAC
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Add storage System
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Add licenses.
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Provision storage.
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Optionally, configure secure connecticn
ta SnapCenter Repository.
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system\CurrentControlSet\Control\SecurityProviders\SChannel\Protocols\SSL 3.0\ ,

" IRRSH/ETACHEE:
i WERESRAK DWORD , AGEE * Hig * > 1B * .
ii. FUEERR 0, ARRE * HE *.

" MRARS BB AN FE:
i BB YRiE > WG > B, AEREARSSEGEN.
i. EFRHMARSB/ZAG, Bl RE >R > WFET S
iii. %A DWORD #54&5 Enabled , ZAGHIN 0 EA1ES

3. XM RmIELS.

ACE CAIET

& pY CA IE+H CSR X1

TRILLERGERERIER (CSR) , HESNAEAEMR CSR MIEFRMHMAMNME (CA)
IREXAVIET. UIEFREB— RN E BAEH.
CSR B— MR ZAIR, fRMLIRBGERHNE UARMEZZEY CAIEF,

BXER CSREVER, BB MW "WNE4ERL CAIEF CSR XA

@ WMREHEE (* .domain.company.com ) &% ( machine1.domain.company.com ) EJ CA
U, MefABGE 4R CAIEF CSR X, ErJLUER SnapCenter ZFEINHE CA IE+.

WFERACE, CAIEPHNIRNERZN (BINEERE FQDN) MUNAENMENZ. EHFBUERZA], AILUE
TIESHEHEESERBZIR (SAN) FESREHILER, MF@EEFIES (* .domain.company.com) , IIEFF
P B EEBFRE ENE.

SN CAIEPH
S (E B Microsoft EIRITHIS (MMC ) ¥& CAEFHFANEI SnapCenter RS 231
Windows EHNEEF,
s HBE
1. ¥ % Microsoft EIRIZHIE (MMC) , REEE * XM * > * 70 / Bk Snapin * o
2. £ * AR ERES T BOD, EEIEPF, REREE AN,
3. £ *IEREERT  HOP, EFE * IHENKS *EI0, RERE TR ¢
4. B IR < > IEP-ATEA * > ¢ sEIRIERMANM * > *EH *,
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o ARBEHME " AIERIEBMANE ", AEEFE * FIEES * > BN UBHRARZ.
6. EWMES, WM.

FtRFEOF ... HITLATR(E ...

SAHLEA PR E R, SAMA, ARBELE TS

SAXHER AHETEMER; BE*T—% .

Zeft EEERTSHANERRMER, ARRE * T—
7

EERRIERSNES EERE, ARBE 5T " FFIREAN.

() SAEBESHPRSE—EEHROERN o pix. o p12. % pTbl

7. 3¢ "Personal' X REEFE 5,
FREX CA IEHE4
E%E:B‘?E‘ZSZ%}EH?*ﬁiﬂiﬁ%ﬂ’ﬁ-ﬁi&%‘]?ﬁ%o ESUR EREYEARIBIE PRSI ESL
T
1. 72 GUI ERITLUTH24F:
a. WHIEH.
b. FEIEBXNIFEF, B - FAEE * &+,
C. RMNFRIIE, AGRE - 4EEE "
d. MIEHRE 47 5 F 45
e. MiBR+7 BB Z BRI =R,

fFign, WNSRIELI "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b" , MITEMIBR=
&fE, B8 "a909502dd82ae41433e6f83886b00d4277a32a7b" o

2. M PowerShell H1{TLL T2k
a. BITUTHSUSIEBELREITPMIES, HiIZTIIMIFNRILTEMIER,
Get-+F I -Path Cert . \LOCALLMACHINE\My

b. EHIHELL
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£/ Windows ENAHFARSECE CA IEH
ERERA Windows EAIEHFARSECE CAIEH, LUAUVEERENEFIUET.
£ SnapCenter fR55 28 AR EEE CAIEBMFAEREHEN LHITUTSE,
TR
1. BTUTEHL, MRS SMCore Bkt 8145 WHAIERLIE
> netsh http delete sslcert ipport=0.0.0.0 : _<SMCore Port>"
f54n:
> netsh http delete sslcert ipport=0.0.0.0:8145
. BITUTSS, BHMRERIERS windows ENEMIRSHIE:
" >$cert = "< JEPIEL >
" >$guid = [guid] : : NewGuid () .ToString ("B") °
* > netsh http add sslcert ipport=0.0.0.0 : <SMCore Port> certhash=$cert AppID="$guid"™
f5lan:
> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”
> $guid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert
appid="S$guid"

M8 SnapCenter 55 E&E CA IEPH
&N 7E Windows 4/l LA SnapCenter Uhs2BiE CA IE+H.

c BB
1. #£%L% T SnapCenter B9 Windows AR5528 L3 THF IS E1EEE,
FEEMSMERD, B EE
BFFARSS23F0 * ks * BB FRo
WEFEE R SSL IEPHH SnapCenter ik,
SIE < 1RE > FELS *, BEHE .
EHNEEH, %EF * 4B7E https * o
B IRIE T,
M SSLIERTFHIFIRS, EERIES N SSLIEH.

© N o o k~ w0 N
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0. BECHE ",

(D) mEREHBH CAEBRE FHRBTIIY, B CAIBRESERRPXY,
() HERERUTRERDES: ~SHAR > EB-A 8N > TEREBTAN > EH -,

79 SnapCenter S/ CA IEH
ENECE CA IEPFHA SnapCenter lRSZ 222 CA IEPIILE,

* BEENRE
* #&B] LIfER Set-SmCertificateSettings cmdlet BRI CA IEF.
* {&B]LUER Get-SmCertificateSettings cmdlet 7 SnapCenter AR 2:HVIEFIRZS,
BXO5 cmdlet EE5FERANSHNERBIER, T@EIETT get-help command_name F3KEY, &, &t
AJLIBE " ( SnapCenter 4 cmdlet &38R/ "
cHE
1. ERETEF, SME *IKE *>* £FIRE * > * CAIEBIRE *,
2. 3% BRIEBRIE
3. B MA*,
* ERfE Y
SEFVETMREVNSETR—NED, EBNEGERT SnapCenter fRS 235 HmH EN Z BHNEZRT,

RTR KRB A R DELAIEE A CA TS,
© & =T CAIEBERMBIE
- B FRTERIE CAIEH,
- B ETTERREEES,

(D) neRerEeREe, NRTRERPRESHNRER.

EMARTIE8Y Active Directory 13

&N SnapCenter BRSS 28 £ Active Directory , LUEIEZNAAJS Active Directory 13
REYEMN, FAFPFA.

* BEENRE *

* W] M SnapCenter RS 2:1h 102 2EEEHZ (FQDN) o

* YN FQDN FAf#HT, NIRZAIM SnapCenter BRSS 23fEITIRILAVIHITHISS IP sk,
* BN E1EHEMS EAF SnapCenter ARS328 2 8)/3 BN E&EE,

* W7E SnapCenter fRSZ25F3EM N 2 E1IKE DNS fEifr, R2ZIFA.
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* XFILES >
SR LU AR A{EE0EA R FQDN . R TEM SnapCenter AR5 2324 FQDN , NIBTLAE IP ik A,
&R LAfEEA SnapCenter B REZ PowerShell cmdlet SEMAR AT {E13,

e
1. EEMSMERT, BERE "
2. FIRETUEAF, BE*2/IRE
3. EERIRENEY, BE HIRE ",

g v EMmEE,

S. TAMIIEHIE R, EEIMAREEHAENESR:
WNFUEFE ... HATIEIRAE ...
154 fEREIHAY NetBIOS & #F,
i% FQDN 18 FQDN H e * it * o
T HI2s 1P i SNRTEM SnapCenter ARS5 2871l FQDN ,

BIEE— TR EMAE RS IP ik,
BXEFAEE, BER "MNEFHRFRFREFRARAE
SN ES 1P

6. B *HE * o
&= r A%
£/ F5 BE SnapCenter ARS8 USSIE AT AN
E1E SnapCenter B Y (HA) , EAILIRE F5 fAFTFH2s, F5 RiF
SnapCenter RERERZH MITFR—UEBENENPZIFEDR - WEhicE, B7E
SnapCenter AR F5 A Ffigs, ENECE SnapCenter IREZ2ZHECE F5 A1
#50

@ NREEM SnapCenter 4.2.x 74k, FHEFRIERRNEMEAEHTE (NLB) , MAJAMKE(E
FRZECESTIRE] F5 o

T VEREYIE T A F5 t13 FA2RACE SnapCenter IRSZBIUUSEMES A AMNT B, BXFMiAAE, BFEN
"WN{AI{ERE F5 fAEF#i2sACE SnapCenter ARS8 LUSEII S AT AM"
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Identify two existing SnapCenter Servers,
or install SmapCenter Server {SC1) on
hostl and SnapCenter Server (SC2) on
host2,

.

Export SnapCenter certificates for SC1
and 5C2.

.

Configure F5 Load Balancer for
SnapCenter Servers and disable the 5C2
node member.

.

Impart SnapCenter certificates into F5
Load Balancer,

.

Configure an F5 cluster in SnapCenter
between 5C1 and 5C2.

.

Enable 5C2 node member,

Sz SnapCenter ARS528 EAMBIRRAMNM G (FBRT DECL SnapCenterAdmin 245N , A REFERALL
T cmdlet FANFOMIPR F5 S8+ :

e Add-SmServerCluster
* Add-SmServer

* Remove-SmServerCluster

BXIEMEE, BESW " ( SnapCenter B cmdlet Z&48F) "

Hitt F5 B EER

* REHEE SnapCenter ULIMSEIAMG, %iE SnapCenter KEIRIEATNLIER F5 EE IP o

* 908 SnapCenter RS 2827 Bk £t EH% S, HEXFEIHE SnapCenter i&F, MK FN H2EHEFH
ERE SnapCenter o

* ERETERIRE ( NLB 3¢ F5) 1, sIRERMIT=EH NLB 3 F5 T =R, #A SnapCenter
PRI EIFRLT S, U SnapCenter ERARMEIE FNKRAFMIBITRES Z B, EfERIREER, &
Rz R SnapCenter T S ARRENSAEAT NLB 8 F5 T sy E.

FEHECE Microsoft (S i & T i 28

&R LAECE Microsoft MILE A& F# (NLB ) LU&E SnapCenter eI, 7
SnapCenter 4.2 /1, ,.ﬂtf"?’_ SnapCenter & 7 /MNFEhfic & NLB LASSIlE AT AT,
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2 ERERED, BT AAMBE > 4

3. EM Active Directory Sy TE4RRINAF / ATiE:

XFUIFE ...
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Type

BR#&
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4 BE*HEY, AREHEAEIIEF:
a. M * B TFhIPIRAPEERE T RE,
b. FEHF=RA, EEHA
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ERRIEY T {F4R

N FEEMINERE, ENiEEERAFRINEIA
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AMIAMBRT, EaAEABERNER,
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o BEH R *,
ANNBFRRAHDERRRE, RIFREYIR.

ellfedzE Nt
B% 7 £ ILA SnapCenter B Z5h, AR LIGIEZ B CHIBEHBE XIR,
R 2L "SnapCenterAdmin” ABE R,

e

1. EEMSMERD, Bk 18RE S
2. ERETEP, BE AR,
3. BE +.
4. EARMBERET, 8EMAENETFIR—ER,
M SnapCenter 4.5 718, BHNABIZMFEESN (15 ) , =, +? <>FF, AR

E{FER7EFHRM AR SnapCenter REIEH A G URIXELFFHFRT, ATLUES R
"DisableSQLInjectionValidation " S#{HIEE N true KEZ AR E BRIV,

o W * ILABKFIARRYAEERMASNNER * , UEZABHNEMRREBERHZRYIREE
BENENFHER,

MRAFELABHNRRAEEDEAEMMRIINR, NNEBCHIEREED,

@ BRIEDE, MRAFSEIENSKHFRNVAFEGHERNAR, WAFENAR 2 EX
R IRAY I RN FRo

1. ENRIES, EFRHELAAEHINR, NERE * 2 - BFZAGHAMENR,
2. BERER

£/ security login <731 ONTAP RBAC 8

MREFRARITITHIEERET ONTAP , NATLAER security login #5780 ONTAP
RBAC .
* BEENAR -
* ERIBITEEHRIl ONTAP M7EMER S G2 ONTAP RBAC AIa 2], BHIHEUTARE:
° BRATI—IE ZINES
° MITXLEE SRR
* F2E RBAC AIBEEMITUUTIRME:

° e/ SiEn L BRIZ TR,
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1 om< /e TERBEBMMIARILS: all-access # read-only .
TR ST D ECFR A 1A IR R
° NRRPDERE,
° %Ei& SnapCenter {4 BEZFIBNMEFHNEHEIER IP RZEBERIIEHTHN SVM , BEERER
* KFIAES

SR EEFEERA LREEXERENTTE, EaLIERERT Data ONTAP By RBAC User Creator TR, T
HBE AT NetApp X85 s

T ESBERIEE ONTAP R, f5Ii0, &EMAF Data ONTAP B RBAC User Creator TE & B EhiRIERHIIR
AR, MEELEERAAEIHRNIR, MNRLHRINZIENE, AEERNLEIHFRNE, N ONTAP &R4hih
RINRIFIC N EETHZE TN,

WNRIEEFH SnapCenter 5 ONTAP , NN EF#iz1Ti&FAF Data ONTAP B9 RBAC B GIEZ
() FrauEmcEtRORREBE, HRHIRE SnapCenter 5 ONTAP AR fta Tk
FFRRIIRATER TR, BREFILTAN, CABMMEIE, CEREROEAR,

BXIE ONTAP RBAC AEBIIFAESR, 1HER " ( ONTAP 9 EIER S IIEHN RBAC &4IEm) "o

NTHE—HE, SnapCenter XA B AEARFN. OnCommand System Manager ElfZ
()  BARREERAE "atribute " {08 "priviege - * 1B ONTAP RBAC FIfaRY, XAMAIEIS
XHHEL
cHE
1. EEHERSEL, AUTHSUSIERAR:

ssecurity login role create <role name\> -cmddirname "command" -access all -
vserver <svm_name\>

* svm_name & SVM B&FF, MRBHFERET, WEIANEEEER,
* role_name @ HNHEIEENER,
* command & ONTAP IfgE,

@ BRI MREE LS. RIEE, YIALIHABILRGS, AEBEFIHRR
<

Ap

o

BXRIRFIERNER, BEN AT EIZAEMDENIRE ONTAP G {TREHR <",
2. AU THLeIRARA:
ssecurity login create -username <user name\> -application ontapi

—authmethod <password\> -role <name of role in step> - vserver <svm name\>
-comment "user description”

* user_name EESIENAF BB,
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* <password> BEMERE, MNRFIEERE, RAABRREBWN—IERE,
* svm_name & SVM B9& %,
3 HMAUTHS, BAGHILEF:

ssecurity login modify username <user name\> - vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

* <user_name> 2EESE 2 FEIEMNAFNEN. LSBT ERAFRUBESHEXEK,
* <SVM_name> & SVM B9 &R,

* <role_name> BEELE 1 FRIZNABIZHR,

* <password> BEIEIE, MNRAFIEEEE, AABRTERMAN—E,

4. WAUTHS, RIEIEEEERCIERR:
ssecurity login show - vserver <svm name\> -user-or-group-name <user name\>

user_name 2EELE 3 FEIENAFRAT.

SIZEERENER SVM Bt
7£ ONTAP ARu#t SVM BFRIZA G, MAE1TZ 1 ONTAP er${THREm L. WMRE
7 ONTAP % SVM EEE N5 SnapCenter E£&EH, MIEARIEFER vsadmin A&, NI
FTENAE.
s T
1. EERERE L, QIBE—MABHAZABSEFENR,

ssecurity login role create - vserver <svm name\>- role <svm role Name\>
-cmddirname <permission\>

() cEuusMURESLHS,

1. QI — T AAHRBZABNESIZARF.

ssecurity login create -user <user name\> -vserver <svm name\> -application
ontapi -authmethod password -role <svm role Name\>

2. fEERA P BRE,

ssecurity login unlock -user <user name\> -vserver <svm name\>

BT eI svM Ao ENRE ONTAP ss1TREH L

EMIZE1TZ 1 ONTAP sr 1T E <L K EVE SVM AtH D EAIR.
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ssecurity login role create -role SVM SVM role name -cmddirname "snapmirror

list-destinations"-vserver SVM name -access all

ssecurity login role create -role SVM SVM role name -cmddirname "event

generate-autosupport-log"-vserver SVM name -access all

ssecurity login role create -vserver svm name -role svm svm role name

-cmddirname "Jjob history show"-access all

ssecurity login role create -vserver svm name

-cmddirname "job stop"-access all

ssecurity login role create
-cmddirname

create
all

ssecurity login role

"lun create" -access

create
all

ssecurity login role

"lun delete" -access

ssecurity login role create

"lun igroup add" -access all

ssecurity login role create
"lun igroup create" -access

ssecurity login role create
"lun igroup delete" -access

ssecurity login role create
"lun igroup rename" -access

ssecurity login role create

"LUN"-access all

"lun igroup show" -access all

ssecurity login role create -vserver svm name

"lun mapping add-reporting-nodes" -access all

ssecurity login role create -vserver svm name

-cmddirname "lun mapping create"-access all

ssecurity login role create -vserver svm name

"lun mapping delete" -access all

ssecurity login role create

-role
-vserver SVM name -role
-vserver svm name -role
-vserver svm name -role
-vserver svm name -role
-vserver svm name -role
all
-vserver svm name -role
all
-vserver svm name -role
all
-vserver svm name -role
-role
-role
-role
-vserver svm name -role

"lun mapping remove-reporting-nodes"

ssecurity login role create

—-vserver

"lun mapping show" -access all

create
all

ssecurity login role
"lun modify" -access

ssecurity login role create

"lun move-in-volume"

ssecurity login role create

"lun offline" -access all

ssecurity login role create

—-vserver

—-vserver

—-access all

—vserver

—vserver

—-access all

svim_name -role
svin_name -role
svin_name -role
svin_name -role
svm _name -role

svm_svm _role name

SVM_SVM SVM Role Name

svm role name

svm _role name

svm _role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

-cmddirname

—-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

svm_svm _role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm role name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"lun online" -access all
ssecurity login role create -vserver svm name
"lun resize" -access all
ssecurity login role create -vserver svm name

"lun serial " -access all

ssecurity login role create -vserver svm name
"lun show" -access all

ssecurity login role create -vserver SVM name

-role

-role

-role

-role

-cmddirname "network interface"-access readonly

ssecurity login role create -vserver svm name
"snapmirror policy add-rule" -access all

ssecurity login role create -vserver svm name
"snapmirror policy modify-rule" -access all

ssecurity login role create -vserver svm name
"snapmirror policy remove-rule" -access all

ssecurity login role create -vserver svm name
"snapmirror policy show" -access all

ssecurity login role create -vserver svm name
"snapmirror restore" -access all

ssecurity login role create -vserver svm name
"snapmirror show" -access all

ssecurity login role create -vserver svm name

"snapmirror update" -access all

ssecurity login role create
"snapmirror update-ls-set" -access all

-vserver svm name

ssecurity login role create
—-access all

-vserver Svm name
"version"

ssecurity login role create -vserver svm name
"volume clone create" -access all

ssecurity login role create -vserver svm name
"volume clone show" -access all

ssecurity login role create -vserver svm name
"volume clone split start" -access all

ssecurity login role create -vserver svm name
"volume clone split stop" -access all

ssecurity login role create -vserver svm name
"volume create" -access all

ssecurity login role create -vserver svm name

"volume destroy" -access all

ssecurity login role create -vserver svm name

"volume file clone create" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

svm_role name

svm_role name

svm_role name

-cmddirname

-cmddirname

-cmddirname

SVM SVM role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm role name

svm_role name

svm _role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

—-cmddirname

—-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



ssecurity login role create -vserver svm name
"volume file show-disk-usage" -access all

ssecurity login role create -vserver svm name
"volume modify" -access all

ssecurity login role create -vserver svm name

"volume offline" -access all

ssecurity login role create -vserver svm name

"volume online" -access all

ssecurity login role create -vserver svm name

"volume gtree create" -access all

ssecurity login role create -vserver svm name

"volume gtree delete" -access all

ssecurity login role create -vserver
"volume gtree modify" -access all

svm_name

ssecurity login role create -vserver
"volume gtree show" -access all

svm_name

ssecurity login role create -vserver
"volume restrict" -access all

svm_name

ssecurity login role create -vserver
—access all

Svm_name
"volume show"

ssecurity login role create -vserver
"volume snapshot create" -access all

sSvm_name

ssecurity login role create -vserver
"volume snapshot delete" -access all

sSvm_name

ssecurity login role create -vserver
"volume snapshot modify" -access all

sSvm_name

ssecurity login role create -vserver svm name

"volume snapshot rename" -access all

ssecurity login role create -vserver svm name

"volume snapshot restore" -access all

ssecurity login role create -vserver svm name
"volume snapshot restore-file" -access all

ssecurity login role create -vserver svm name

"volume snapshot show" -access all

ssecurity login role create -vserver svm name

"volume unmount " -access all

ssecurity login role create -vserver svm name

"vserver cifs share create" -access all

ssecurity login role create -vserver svm name

"vserver cifs share delete" -access all

ssecurity login role create -vserver svm name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm role name

svm _role name

svm _role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm role name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

—-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"vserver cifs share show" -access all

* ssecurity login role create -vserver svm name -role svm role name -cmddirname
"vserver cifs show" -access all

ssecurity login role create -vserver svm name -role svm role name -cmddirname
"vserver export-policy create" -access all

ssecurity login role create -vserver svm name -role svm role name -cmddirname
"vserver export-policy delete" -access all

ssecurity login role create -vserver svm name -role svm role name -cmddirname
"vserver export-policy rule create" -access all

* ssecurity login role create -vserver svm name -role svm role name -cmddirname
"vserver export-policy rule show" -access all

* ssecurity login role create -vserver SVM name -role SVM role name -cmddirname
"vserver export-policy show"-access all*ssecurity login role create -vserver
SVM name -role SVM SVM role name -cmddirname "vserver iscsi connection show"-
access all

* ssecurity login role create -vserver svm name -role svm role name -cmddirname
"vserver" -access readonly

ssecurity login role create -vserver svm name -role svm role name -cmddirname
"vserver export-policy" -access all

ssecurity login role create -vserver svm name -role svm role name -cmddirname
"vserver iscsi" -access all

ssecurity login role create -vserver svm name -role svm svm role name
-cmddirname "volume clone split status"-access all

I AR RIRINFRAY ONTAP R AR

ENEIE— T EEREINRAY ONTAP 8 A6, LUEARNER ONTAP EEBGRRAGHE
SnapCenter FHITIZIE, ERILUEITZ ) ONTAP S 1TRE RS K EIE ONTAP £E A
BHSEERIENR,

7
1. EEERS L, Q- AEHNZABRDEFRBENRR,

ssecurity login role create - vserver <cluster name\>- role <role name\>
-cmddirname <permission\>

() cuusMRRESLEHS.

1. gl — AP HRZARNELIZARF.

ssecurity login create -user <user name\> -vserver <cluster name\>
-application ontapi -authmethod password -role <role name\>

2. FERRA P BIE,
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ssecurity login unlock -user <user name\> -vserver <cluster name\>

ATt AEMoEAIRE ONTAP G {TREH S
RZIE1T%1 ONTAP 8 TR E S < R EZER A BN D ENR,

IR
ANY

* security

security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "metrocluster show" -access readonly

security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "cluster identity modify" -access all

"cluster

login role create -vserver
identity show" -access all

* security

"cluster

* security

"cluster

* security

"cluster

* security

login role create -vserver
modify" -access all

login role create -vserver

peer show" -access all

login role create -vserver

show" -access all

login role create -vserver
"event generate-autosupport-log" -ac

"job history show" -access all

* ssecurity login role create -vserver
"job stop" -access all

®* ssecurity login role create -vserver
"LUN" -access all

®* ssecurity login role create -vserver
"lun create" -access all

®* ssecurity login role create -vserver
"lun delete" -access all

®* ssecurity login role create -vserver
"lun igroup add" -access all

®* ssecurity login role create -vserver
"lun igroup create" -access all

®* ssecurity login role create -vserver
"lun igroup delete" -access all

®* ssecurity login role create -vserver
"lun igroup modify" -access all

®* ssecurity login role create -vserver
"lun igroup rename" -access all

®* ssecurity login role create -vserver

"lun igroup show" -access all

Cluster name -role Role Name

Cluster name

Cluster name

Cluster name

Cluster name
cess all

ssecurity login role create -vserver Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

-role

-role

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

—-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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ssecurity login role create -vserver Cluster name

"lun mapping add-reporting-nodes" -access all

ssecurity login role

"lun mapping create" -acces

ssecurity login role create

"lun mapping delete" -acces

ssecurity login role create

s all

-vserver
s all

—-vserver

"lun mapping remove-reporting-nodes"

create -vserver Cluster name

Cluster name

Cluster name
-access all

ssecurity login role create -vserver Cluster name
"lun mapping show" -access all

ssecurity login role create -vserver Cluster name
"lun modify" -access all

ssecurity login role create -vserver Cluster name
"lun move-in-volume" -access all

ssecurity login role create -vserver Cluster name
"lun offline"™ -access all

ssecurity login role create -vserver Cluster name
"lun online"™ -access all

ssecurity login role create -vserver Cluster name
"lun persistent-reservation clear" -access all
ssecurity login role create -vserver Cluster name
"lun resize" -access all

ssecurity login role create -vserver Cluster name
"LUN serial " -access all

ssecurity login role create -vserver Cluster name

"lun show" -access all

ssecurity login role create -vserver Cluster name

"network interface create"

—access readonly

ssecurity login role create -vserver Cluster name

"network interface delete"

—access readonly

ssecurity login role create -vserver Cluster name

"network interface modify" -access readonly

ssecurity login role create -vserver Cluster name

"network interface show"

—access readonly

ssecurity login role create -vserver Cluster name

"security login" -access re

adonly

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

—-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

security login role create -vserver Cluster name -role Role Name -cmddirname

"snapmirror create" -access

all

security login role create -vserver Cluster name -role Role Name -cmddirname

"snapmirror list-destinations" -access all

ssecurity login role create -vserver Cluster name -role role name -cmddirname



"snapmirror policy add-rule" -access all

ssecurity login role create -vserver Cluster name
"snapmirror policy create" -access all

ssecurity login role create -vserver Cluster name
"snapmirror policy delete" -access all

ssecurity login role create -vserver Cluster name
"snapmirror policy modify" -access all

ssecurity login role create -vserver Cluster name
"snapmirror policy modify-rule" -access all

ssecurity login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

ssecurity login role create -vserver Cluster name
"snapmirror policy show" -access all

ssecurity login role create -vserver Cluster name
"snapmirror restore" -access all

ssecurity login role create -vserver Cluster name
"snapmirror show" -access all

ssecurity login role create -vserver Cluster name
"snapmirror show-history" -access all

ssecurity login role create -vserver Cluster name
"snapmirror update" -access all

ssecurity login role create -vserver Cluster name
"snapmirror update-ls-set" -access all

ssecurity login
"system license

role create -vserver Cluster name

add" -access all

ssecurity login
"system license

role create -vserver Cluster name
clean-up" -access all

ssecurity login
"system license

role create -vserver Cluster name
delete" -access all

ssecurity login role create

"system license

-vserver Cluster name

show" -access all

ssecurity login role create -vserver Cluster name
"system license status show" -access all
ssecurity login role create -vserver Cluster name

"system node modify" -access all

ssecurity login role create -vserver
"system node show" -access all

Cluster name

ssecurity login role create -vserver Cluster name

"system status show" -access all

ssecurity login role create -vserver Cluster name

"version" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

—-cmddirname

—-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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ssecurity login role create -vserver

"volume clone create" -access all

ssecurity login role create -vserver

"volume clone show" -access all

ssecurity login role create -vserver

Cluster name

Cluster name

Cluster name

"volume clone split start" -access all

ssecurity login role create -vserver

"volume clone split stop" -access all

ssecurity login role create -vserver

"volume create" -access all

ssecurity login role create -vserver

"volume destroy" -access all

ssecurity login role create -vserver
"volume file clone create"

ssecurity login role create -vserver

Cluster name

Cluster name

Cluster name

Cluster name

—-access all

Cluster name

"volume file show-disk-usage" -access all

ssecurity login role create -vserver
"volume modify" -access all

ssecurity login role create -vserver
"volume offline" -access all

ssecurity login role create -vserver
"volume online" -access all

ssecurity login role create -vserver
"volume gtree create" -access all

ssecurity login role create -vserver
"volume gtree delete" -access all

ssecurity login role create -vserver
"volume gtree modify" -access all

ssecurity login role create -vserver

"volume gtree show" -access all

ssecurity login role create -vserver

"volume restrict" -access all

ssecurity login role create -vserver

"volume show" -access all

ssecurity login role create -vserver

"volume snapshot create" -access all

ssecurity login role create -vserver

"volume snapshot delete" -access all

ssecurity login role create -vserver
"volume snapshot modify" -access all

ssecurity login role create -vserver

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

—-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"volume snapshot promote " -access all

ssecurity login role create -vserver Cluster name
"volume snapshot rename" -access all

ssecurity login role create -vserver Cluster name
"volume snapshot restore" -access all

ssecurity login role create -vserver Cluster name
"volume snapshot restore-file" -access all

ssecurity login role create -vserver Cluster name
"volume snapshot show" -access all

ssecurity login role create -vserver Cluster name

"volume unmount —-access all

ssecurity login role create -vserver Cluster name

"Vserver" -access all

ssecurity login role create -vserver Cluster name

"Vserver cifs create" -access all

ssecurity login role create -vserver Cluster name

"Vserver cifs delete" -access all

ssecurity login role create -vserver Cluster name

"Vserver cifs modify" -access all

ssecurity login role create -vserver Cluster name
"Vserver cifs share modify" -access all

ssecurity login role create -vserver Cluster name

"Vserver cifs share create" -access all

ssecurity login role create -vserver Cluster name
"Vserver cifs share delete" -access all

ssecurity login role create -vserver Cluster name
"Vserver cifs share modify" -access all

ssecurity login role create -vserver Cluster name
"Vserver cifs share show" -access all

ssecurity login role create -vserver Cluster name
"Vserver cifs show" -access all

ssecurity login role create -vserver Cluster name

"vserver create" -access all

ssecurity login role create -vserver Cluster name
"vserver export-policy create" -access all

ssecurity login role create -vserver Cluster name
"vserver export-policy delete" -access all

ssecurity login role create -vserver Cluster name

"vserver export-policy rule create" -access all

ssecurity login role create -vserver Cluster name

"vserver export-policy rule delete" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

—-cmddirname

—-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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* ssecurity login role create -vserver Cluster name -role role name -cmddirname
"vserver export-policy rule modify" -access all

* ssecurity login role create -vserver Cluster name -role role name -cmddirname
"vserver export-policy rule show" -access all

* ssecurity login role create -vserver Cluster name -role role name -cmddirname
"vserver export-policy show" -access all

* ssecurity login role create -vserver Cluster name -role role name -cmddirname
"vserver iscsi connection show" -access all

* ssecurity login role create -vserver Cluster name -role role name -cmddirname
"vserver modify" -access all

* ssecurity login role create -vserver Cluster name -role role name -cmddirname
"vserver show" -access all

Ao E IS W AIEF LS Active Directory i2EXAVIR

INRFEN SnapCenter /ZF Active Directory REUPR, EATLATE Windows ARS528 L
)% Internet = 2A&55 ( Internet Information Services , 11S) LRI B E X N FRIERF ik
7
1. 1£%%E T SnapCenter B Windows AR5 88 E3TFF IS BIEEE,
2. EEMSMERS, 2F * AR,
3. EN AR MTIFRFPIERE SnapCenter , AFBETIREERT * BLKIKE *.
4. EERBG, ARRTE *. * LI4RIE SnapCenter I FBERF 4RI,
S. EBEENXMKFFEEH, #MNEH Active Directory JEEANRAVIE A P SR EE A, B K.
6. BT,

BE XK § &R SnapCenter B FFZF MBI E ApplicationPoolldentity Mo

//J\\b I ﬁﬁ% %é}b

B EFERS, & SnapCenter 8E%1510] ONTAP 1Zi#EaiE T NetApp ONTAP HY
Amazon FSX , L ITEIERIPFIECEIE(E,

SR LUARII—NHIZ SVM , WRILURII— T EZ1 SVM AmmER:. NREERNSERT NetApp ONTAP
B9 Amazon FSX , )JJ_JL,(T_ T SnapCenter 4.5 P1 FfEF fsxadmin HKFRIIEZ ™ SVM 4AREY FSX BIE LIF

, WEILLTE SnapCenter HI0 FSX SVM o

* BREEORE -
* BN ABSIREEER TR R E IR R A BAR,
* (ERIRARIE T R BERIEHITH,

ANNTFERGUERE, TVEGREFNSETHRTR, RAENEEFAERIZEN, FEKEFRSAEE
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7 SnapCenter EIFZFAF REHRETA "R AFEM " 5L " F7E NetApp #iE L "o
* FRERARIRNEHE—H,

SnapCenter RZIFEARER L ERBERRBITNZMEME RS, SnapCenter ZIFNENEEARALNES
ME—RY 2 FRANME— RO LIF 1P dthiit,

* XFUES *

* BEEERSN, EXTUBEEHEERS (EMS) # AutoSupport IhEE, AutoSupport TERINER
KASTITIRVREGE, HEHEXEHIELIELS NetApp BRI, (FEBENSN REUHITHIEHHR,

MNRBATXLINEE, WEZREZRIP, FRFFTEIZIERINSTTRIURIELMES, SnapCenter 2%
AutoSupport £ B LZXEIF#ERS, HE EMS HEARIERARRARAKRS,

* WRETRIRF Snapshot BIZ<EHIE] SnapMirror B478% SnapVault BfR, MWwA%9Bix SVM SEE LUK
SVM &R IS EFERAERE,

@ ?E%EE&T;?{%?%EE, IR R, ?E%%fﬁﬂiﬁﬁ?ﬁé{’ﬁﬁjﬁﬁégiﬂio ENFERSENEGE,
ERLOEE B F MR R R * B0 REHEN,.
EZ
1. EEMSMERS, BE - FHERLE
2. EEHERSTIES, B RE
S FEARIIEFERSTIEF, RHUTES:
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NFUEFE ...
FHERSR

RRP& | 255

EHEERS (EMS) F AutoSupport i&E

HITUCIRIE ...
WNTFER SR RIREL P Htidlk,

EHRKET (FEEESE) 40
88 15 MELFR, HEBETY
IR, BeIEBIEEEE 15

()  teunemRmEs, AU
Add-
SmStorageConnectionPowerShell
cmdlet o

3+ F R F MetroCluster BE& (
@ MCC ) WITEEZRS, BiNFEREA
AR BRI EERE, ML H

#TizTTo

SnapCenter A2 FERFISEE L FERAERRZIRHN
%1 SVM, SnapCenter X3RS SVM 240
BEEM—NRZTR,

BIEEEEAINE SnapCenter [
() . REufEF ONTAP Ba& SVM o
£

WNRFNNBY SVM ERE R FRE
@ FQDN , M#4Z58] M SnapCenter
R ENAEMTIE SVM

ig)\ﬁﬁiﬁ R RSB RV ER PRI

NRER EMS BREAZXIEFRARRARRDE
» BEER AutoSupport JH B K IXEFFE RGN
FfRIF, FERGERIRIFSRIURIE, IEEFENME
p=prit e

INRIEF * ATEERFRIERBIREN
AutoSupport 1B * E3EE, MFEREP * &
SnapCenter fREZ2ZFHICRIRAHE * EiEE
, ERANEREH AutoSupport 18], EE EMS HE
Zix,

4. IREBANELTE, i WOMBIRIAE, BRE * EZEM .

a. EFEH, MTHFIRPERE—MED,

gN3R SVM BEM R BRI _REFMERE, kP © —4F * EiftiE, WFREE * —4& * %0, N

SnapCenter A& BIHRITIFRAIERE,



b. ZEWHINH, EFE SYM SEE S BEHRIEEREN Y, BEA HTTPS o
C. MAEFHERGPIER IR,

AINERO 443 BEBH.
d. WMANEEEEEHZAINEEME (UG .
FAIAER 60 o

e. MR sVM EES M EEENO, 1#Fikd * §ik IP* Ei%iE, ZAFMA SVM EZRNEE IP ik,
fBERE
o BE R,

* AR
EEFEARTIESR, M EKE > THTIRPHIITUTREZ—:
* MREEFCEFMIFTE ONTAP SVM* , Fi%#E * SVM* ,
YNREARNM FSX SVM , EAMEFIH FSX SVM o
* MRBEECHMBFAESEE, 151EHE * ONTAP Clusters* o
NRIEEEMA fsxadmin AR FSX &8%, LLALRKTIH FSX &84,
PHEEHEE, BTEENMEA SVYM #% 2/R1E Storage Virtual Machine #8453 H,

WRFEFH ONTAP B AP REEHHAI SVM FRINZEI ONTAP &£8h, 58T * EAI * UBEEHHMD
SVM ,

© AR

ERBIERNNEESNMEERAT S /S AutoSupport , A BEEIEEERAGSITREITUTHSM
SnapCenter B IRBIFTE 1ZiE R 58 A& 1% BB FHB4-E%] .

AutoSupport trigger modify -node nodename -autosupport-message client.app.info
enable -noteto enable

@ Storage Virtual Machine (SVM ) EIEF T %1HiR] AutoSupport o

WINETF SnapCenter Fr/EEHI23 AV RTIE

INRIEFEFRYZ FAS B¢ AFF T2figfzhles, WFEZEET SnapCenter tREiEhI2s8I1FA]
iEo

BT8R RHER A LUTHHE:

* LSRR NTZRLEIRTHIHHY SnapCenter FRENE (RHEEME—EIRM)
* FEFERE TR
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* o[BI (HEF ONTAP A4 E RS W FMERE G STIFHBEIZAME FAS 3¢ AFF FiEiTHI23REH

@ X FETF SnapCenter =HI23891F AIIE, EARZTE SnapCenter B2 - R EAHENEAIFR]
IR,

* PEEHTHIZRHIFTIS

BXFTFRIFEERER, 138N "SnapCenter FE]IE"S

ANE T SRV IF PIIERYBIR 5 1

ERMETITHIRMIFENEZ /l, BNIIFRE B %% SnapManager EHFAIE, HEITHIZE ELEMFRIIE
, KEIEHIZBENFETS UM EETIEHI 288 rlE SIS,

BIFR BB %% SnapManager E4FRIIE
1&A] LUER SnapCenter B2 REZEE SnapManager EFFAIERRETE FAS IX2 AFF ZEMERS L,

HHEMLEEERATETE SnapManager EFiFAIIE, SnapManager EFFAIEUERF EEFHEHRA K LD
FAS #1 AFF SVM = £8%,

MR EWITHI 28 £ B %% SnapManagerSuite iF 8], NMARAHRZERMEETF SnapCenter Fr/E
@ T HI2FE0IF ETIERA, SnapManagerSuite ¥ RIIEFIEF SnapCenter tr/EIEHl 28 AV AT IEX 7R
MR U ERER, BE(IRTINEE—MFAIE,

BB
1. EEMSMEER, BT FERA S
2. HFERKIEA * KB THIYIRF, EEEEEEEHRMMAE SYM EE5&EE:
- BEEEEHMIFRIE SVM , &% * ONTAP SVM*
- EEFENMNFE SRR, 5% * ONTAP Clusters* o

PHEERENE, BTEENME SVYM #% 2/R1E Storage Virtual Machine 38453 H,
3. £ * FFfEEE < TR, HENTHIZRFEIES
EHIZF NS 2RI TIRE

R SnapManager EfFIFRIER3ETE FAS 8¢ AFF EEERS L.

© R SnapManager EfFIFRIIEARLIETE FAS 3¢ AFF EEMERZ L,

* FEBRT SnapManager EFFRIIERNER, ENEEESIZSITF Cloud Volumes ONTAP ,
ONTAP Select 3 —_EFEF & Lo

HATEITHIZE L R ERFA]IE
A LAGER ONTAP s 1TEB RIS L REMFME AL EN2E FAS 3¢ AFF R4t RSB EIE S,
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(D ETF SnapCenter /&= HI23 BT rlIEEIEH28 £ 27" 9 SnapManagerSuite ¥ /],

SR

1. 53 ONTAP a3 <1TE R NetApp 15623,
2. B\ license show #%, RAEEERLUHERSE XL SnapManagerSuite ],

clusterl::> license show
(system license show)

Serial Number: 1-80-0000xx

Owner: clusterl
Package Type

Serial Number: 1-81-000000000000000000000000xx

Owner: clusterl-01

Package Type

NF'S license
CIFS license
iSCSI license
FCP license
SnapRestore license
SnapMirror license
FlexClone license
SnapVault license

SnapManagerSuite license

Description

NFS License

CIFS License

iSCSI License

FCP License

SnapRestore License
SnapMirror License
FlexClone License
SnapVault License
SnapManagerSuite License

Expiration

Expiration

LB, LT SnapManagerSuite FrRIIE, FEILTFHRITEM SnapCenter iFAT1E{E,

MEREHEFIS

TREARRHRFYS A REARETIZHREINTAIENFYS. EALUER ONTAP s 1T RIEHIZEF5!

2, B2 FAS 5 AFF 24 FIVEEIEIER,

c SE
1. EF ONTAP #h${TB R BIIEI28,

2. &\ system show -instance #8<, AREERH L UEHREHZERFYIS
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clusterl::> system show -instance

Node: fas8080-41-42-01
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -

Uptime: 143 days 23:46
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false

Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false
2 entries were displayed.

3. BRFIIS.

WRETERISZATFRIENFYIS

NREFERANE FAS 3¢ AFF 7268, MBS M NetApp ZiFuh a0 ZEE T SnapCenter I£HI28891F AIE, ARG
B{FEH ONTAP s 1T#HITRE,

* BEENRS -

* BN ABBMH NetApp ZIFILRERERE,
MRKBANERERE, WASARREEEAER.
* BN AEBEHEFIS,
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ez

1. ZRE NetApp Z#Fuhis, MHUEA "mysupport.netapp.com”s
2. SE RS > EFENE <,
3. EEREMHXIEF, MEERTFYS (T REEE) , BIAZHSRFEIS, RERE * 1T *S

Software Licenses

Selection Criteria

Choose a method by which to search

» |Serial Number (located on back of unit) v| Enter Value: : '__Go!'_:

Enter the Cluster Serial Number value without dashes.

-0R -
» Show Me All: | Serial Numbers with Licenses | For Company: |:| i“Gp!.:

HEBR Bt RE I 28 BV IF A IEY 2o

1. #F1HI2F SnapCenter 7RI SnapManagerSuite 83,

ANEFIEHIZZ891F o]k
MRITERMIZ FAS 8 AFF &4, FB#HA SnapCenter #R/ERREL, SnapManagerSuite #FEIIE, NIE]LAfEF
ONTAP #3177 INETF SnapCenter 3T Hl28FYIF BT iE,

* BEENAR

* N2 FAS 5 AFF R4 VB EIER,

* 2B SnapCenter #R/ERRE SnapManagerSuite 1 F]iE,

* XFUES *

35%@%7:!‘: FAS 3¢ AFF 72X F SnapCenter , MIBJLERBE— NSRBI E(HIFrIE, MUEEITHIZE LR

<o
NREIRA SnapCenter , WEXZHEARLIRENERITHISE L REMNEESITEITRIE,
PR

1. {#F ONTAP <175 R E| NetApp £8%,
2. 7h0 SnapManagerSuite ¥ BIIFZ5A

ssystem license add -license-code license key
tbar L AR B G REAIER,
1. IIFR BB L% SnapManagerSuite ¥ AJIE:

WENBEE R

43


http://mysupport.netapp.com/

B2t FA 1 RIS

MR EERANERETEHIZS8 SnapCenter FEFAE, HEFEMMGETFAIERXBEIFLE (F5ISLL 50"
ZEE) , MNEEAR MySQL sn<FapibRItb it BiFrliE. To/&f#EA SnapCenter B A F S EMbRix B iF Ak,

RETEFERET SnapCenter FEITHIZRRNITANER, A FE2FIMERAAIFAIL NREMWE

(D TET SnapCenter {RERBNHFAREFGETME SnapCenter EFZFIS RER, MitAHFa
EE B REE,
- BB

1. 7€ SnapCenter fR5528 L, FT7F PowerShell EOLIEE MySQL %3,
a. i@fT Open-SmConnection cmdlet , /3 SnapCenterAdmin 1 [EE)5 SnapCenter [RSZ25M0EZES

T
b. 51T Set-SmRepositoryPassword LIEE MySQL 2253,
BX cmdlet WEE, 2N " ( SnapCenter {4 cmdlet &35 ) "
2. TSR HIEIT mysql -u root -p LAEFEI MySQL
MySQL SR ERANTL. MATEETHENRUANEE,
3. MEE R st AR i AT -

f£F NsM ; DM NSM License HIBR, HFF NSM License Serial Number="510000050"

)

AIDET SnapCenter tREAZRIIFETIE

& LAfERE SnapCenter fRERZ1FATIERRIF ONTAP Select 1 Cloud Volumes ONTAP
& _ErEE.

HEVFRTIERA LU T4
* H—MNAEESIS AR, I 51xxxxxxx
TR LUMERFANEF IS A REY NetApp S2Fih R B REHEET SnapCenter B2 F R HE BB IFA L,
* (ENBRIMAKAVFRER M, BAETERFHAENERIPIEER (URRENE) , FHEEES

SnapCenter &1

* 5 TB A
fFlan, ETEILFREX1TB, 2TB, 4 TB ZEFAEMFAIIE,
* 12t 90 KILAIFRIIE, RIFA1E 100 TB BREHEN

BXFABFIENER, 18N "SnapCenter FATIE"S
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ANETAEMIFRIENRIRS M

Eiﬁhﬂ%?@%ﬁ@i?ﬂiﬁ?ﬁi BNHEFEER, RRETFENFIIENFIIS, HANEFEMFRHEX

HEREES
TEIREYET SnapCenter REMIFANEZHI, ENITEER SnapCenter B EN LHRE,
& Z Cloud Volumes ONTAP Z{ ONTAP Select 24 SR EIER,

s XFUES
SnapCenter T BELPMEANBE. WRXERFAHEIEENA/NAG 1TB , BERT 500 GB =&, NI
SnapCenter #4118 500 GB WERARE., EREREEEMERIFNMIEEEZ G IHTEEHMN, EETENE
HERARZ.

7

1. £/ ONTAP 5 17E R 2| NetApp 1428,
2. BEEECHERE, AT,

select::> vol show -fields used -volume Engineering,Marketing

vserver volume used

AASHE Engineering 2.13TB
VSl Marketing 2.62TB
2 entries were displayed.

XA NENLRERBSZ2/)\TF 5TB ; ALt, MREBRIFFRE 5 TB BIEIE, NIETF SnapCenter REHER
EIFe[EERA 5TB,

BR, IRERBRIFERASAESTBHRY 2TB , MEILIREX 2 TB B FFERTHIUE.

RRETRENFINENFSYIS

AT RHIAR BB FERM 7 E T SnapCenter REMFAIEFYIS; ER, WREKALFIIS, MWEIL
M NetApp FrubRIRRIEFTIS,

TR A BB NetApp ZHRILRERER,

cHE
1. BRE NetApp ZHFuhS, BIEHR "mysupport.netapp.com”s
2. SANE * RG> RIFFEDE * .
3 EAERZMHXIET, NEHER: FHSMIFNE FHREHIERF * SC_STANDARE*
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http://mysupport.netapp.com/

Software Licenses

Selection Criteria

Choose a method by which to search

> |Seria| Number (located on back of unit) v| Enter Value: |:| Go!|

Enter the Cluster Serial Number value without dashes.
-0R -
» Show Me All:|Serial Numbers with Licenses ~|For Company: |:| Go!

4. BAEBHRBERIF, ARRE *HIT! *.
BB 51xxxxxxx BIFLAL SnapCenter HFaliEF5 S,

5. iBRFFIS.

4 5% NetApp iFRIIEX 4

WMNREARIETE SnapCenter B2 FREAHIN NetApp iFif = EHEH SnapCenter IFAIIEFSIS, HEETL
7A=M SnapCenter i8] NetApp Z#5ih B Internet , MIATLAE AL NetApp FRIEXH (NLF) , A, $X
HTEHFHEMEETM SnapCenter EHIFRIMNAIE,
* BEENRE *
* &% SnapCenter 5 ONTAP Select % Cloud Volumes ONTAP £&& M,
* BN EBEMM NetApp LA ERERE,
s WM AEBRINHA 5100000x BANMEBFTEFY S,
C BB
1. A3 "NetApp FEIIESXHAE LS
2. MNFTRIER.
3. EFM&TF R, MThFEEHIEE * SnapCenter i1 (BEFHBE) *,
4. EERFEHISFEF, H SnapCenter FRIIEFTIS
5. [FIRHIET NetApp $IRBRFAELER, AERT * 1B *o
6. RIFIFRIEXH, AFIERXHIE.

ANETAEMNITAIE

MR IEIE SnapCenter 5 ONTAP Select B, Cloud Volumes ONTAP L& L& ER, NINEZE— HSMNETF
SnapCenter ZEHJF AT,

* BEENRE

* {& LA SnapCenter BG5S EFo

* B ABBMH NetApp ZHLAERER.

s B AR 510000xx BAAEFRIEFY S,
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SNRIEMER NetApp WFAIIEXXfF (NLF ) FRANVFRIIE, NINAIEFRHEXHRIMIE,
* KFUES
TR EIREE ERITUTES:

* AINVFAEIIE
* BEEIFANEFAEES UREERE XS MNFAIERES.
* MRBEHRIVEVEIE, 0, EEMFAIIRENERNERERNILE, BT
* NMRBHRNB NI ABREIFAIE, BHFRILEFATE,
@ FoEfER SnapCenter B2 AR REMPRIZAITENE (FFISEL 50 £E) o ANEFREAIE
F SnapCenter f/ERERIFAIN, HAFAIES BERES,
ez
1. EEMSMERT, BEHEIRE "

2. TIRENEP, BERHEF .

3.
TR TTEAFRLER S, BEHmmr (Y ) .

4. 7E7R00 SnapCenter FEIERSH, EFEUTAZEZ —LIREERINAYFATIE:

MFULFEL ... PATULIRME ...
BN NetApp 5l (NSS) BEREEBUSAN  a WAL NSS AR &,
VPRDE b. %N\ NSS i,
c. BMAETFIEHIRNFIENFEYIS,
NetApp FaJIEX 4 a. FIWEFEHEXGNMUE, RARXEE,
b. g *TF *,

5. 7E Notifications TIEM, I SnapCenter XIXEBFHBH, EMS 1 AutoSupport iBXHIHAEFE,

FAIABIED 90% o
6. B SMTP RSB E R FHMERN, BRE * 128 * > * 2FKRE * > BANRSHRE *, ARBA
UTIEFEAER:
MNFUFER ... HITUCIRIE ...
B F BB B T R IR VB MR
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MNFUFER ... HITIHLIRAE ...
RIEBFEISE SNSRERE * 18+, BHREUTRE:

© R NEEF R
* Wk NEEF Bt
© Al REERNAEATT

ZHAETINTFFAR: SnapCenter FA[IERE
BH.

7 MREBREHEERR (EMS) HERZXIEERARARF LTI AutoSupport JHE RIXEIFHE
ARG UMK BRI, BEPRNNEEE,

* B(EXER * ¢ BiIVS A AutoSupport LUEEBN &R BT BEB AV a] 7%,

8. $$ * —F_ﬁ *o
0. TERE, ABERE TR

SnapCenter {1t HREFERE

SnapCenter @ XRFRBEMNITHEEEIEM ONTAP Select # Cloud Volumes ONTAP ZEMNAEFHE, N TH
f& SnapCenter ECE1EH, &L T 2 SnapCenter AT EAE,

ERINEREVFAIER, SnapCenter cNEIWRAIREFHFFIEE LNERAETE, MMITERATE. IRE

RAEBIIFAAE, SnapCenter FRIR EFETRIEEAE S, SNREE SnapCenter FECE T REFE
BH, NWEERAERREIEENHEER, REacAXBEFH.

MEFERER
7 Windows F#| LA EF(E

FCE LUN 7xfi#

&R LUEF SnapCenter BtE FC i&E#%D iSCS| iEZRY LUN , XA LUER SnapCenter
RIMA LUN ZE#£E] Windows EA.

LUN Z SAN BLEFMERFMHEEIT, Windows EHERS LAY LUN (AR IMEE, BXFAES, FER
" { ONTAP 9 SAN ECE5/E) "

R iSCSI £1%
SNRIE(ER iISCSI E#E LUN , MAZ7EeIEZE LUN ZEIZIL iSCSI 2iE LB ABdE.

* Frazal
* BUTEREFREART REX T iSCSI Bif.
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* BB EFERSK LIBE) iISCSI RS, "THREZEE. "
* KTFUES *

RBETEM IPv6 Zl IPv6 SEM IPv4 Z| IPv4 BYFEE IP ks> [8]32 37 iSCSI &iF.

TR AE SRR Aty IPv6 HIE#HTT iISCSI ZIFEE, HERBIAENMERUTE—FMPE, FEEREZ
[E]#1TE S,

YNRELLiSCSI BohieFHIRHR, X iSCSI BRminaEREIFMm, Bl Ma, ErgFEENIERMIE
FiRERy AR, UEENREBIRGIFHEM, B iSCS| BoieFNEfGE, Y ERERBNEN.

WMREHNEEZ iSCSI #EO, MEFEAE—MNMEOLM IP #thit5 SnapCenter #17 iSCS| 2iFfE, EBLE
EREM IP M S —MEOEIL iISCSI RiF,

ez

1.

7.

8.

FEAEMSMERTR, B&* EN S

- EENTIEF, B iSCSIRIE * o

2
3. M * Storage Virtual Machine* T#i%Z&H, %% iSCSI B¥rHY Storage Virtual Machine (SVM) .
4,
5

M EM * THIFIRP, EEIERNEN.

- BERCEBIYRE

LB R BRI R1ER Fo

ERIURIERASH, WEBR:

EUHEFEEH ... TN

Ekneri=tz4 iISCSI BARrAYTI m B R
MREFEIDEBEMRTREIR, MR FRELU R 5%

SEam)ab:uhls BRI EY 1P itk

B 1P im0 BRI IR EY TCP ix

BohigRF 1P it BhiEFMLEIF Y 1P ik

MNHRANRNBREHRG, P& EE*,
SnapCenter F#3L iISCSI =i

ESREPE, A TEREI—RE

B FF iSCSI ZIERNERE

B,

TR REREN iISCS| RIS AR Z M IEN Bl A ER.
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BB
1. EEMSMEER, 2E*EV S
2. TENIEF, & *iSCSIRIE*,
3. M * Storage Virtual Machine* FHIFZ&RH, 3% iSCSI B4R Storage Virtual Machine (SVM) ,
4. M EM * THIYIRA, EEKAEFNEN.
5. M iSCSI 2iEFIFRF, REBMAEENRE, ARRE *HARE .
6. EMTARIENEER, BE *HE *.

SnapCenter S#¥fFF iSCSI 2IEHNEE,

BIEFEE igroup

SR BoTER4E (igroup ) SRISTEMRLENIATLUIAFRERE RS LRILSTE LUN . &
B] LU{ER SnapCenter 7 Windows FE4 _EEIZE, Ednd, EokEMibx igroup -

£l igroup

&R LAfER SnapCenter 7 Windows EA1_EEIE igroup » ¥ igroup BRETE] LUN BY, ATLATEGIERRER SEIERE
BrRSHERILE igroup -
* R
1. EEMSMEED, 2H*FEN S
2. TENIEF, $E * igroup* o
3. ERThigFAREY, R HFE .
4. 1ERIE igroup IHEEAR, E X igroup :
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5.

TELFEEH ... HATULIRAE ...

FHERSR FEMETE] igroup B LUN i%&#E SVM ,

=] ERERIEE igroup BIFEM.

igroup &R &N igroup B R,

BEhiEF R B IERF

Type YR B EhfERE AL iISCSI,, FCP3B& (FCP I

MHANNRABTRERRE, BEHE

SnapCenter ZTEFMER S L8372 igroup o

iSCSI) »



By igroup
&R LUER SnapCenter EfnZ A igroup -

s SB
1. EEMSMERSD, B> FEH S
2. FENAmEA, B *igroup* o

3. EBTHIEFATIES, B * Storage Virtual Machine* FEELAERAIA SVM HFIXR, AEANEESD
B9 igroup 3%&$E SVM

4. 7£ SVM B igroup 5K, EFREEGEH igroup , ABRE *EEME *.
5. 7TE® A igroup MEIER, I igroup FUETRTR, AEHEE *EHR *,

&2 igroup

1&B] LAER SnapCenter [mIRA igroup 70 igroup Bahi2RF. SIE igroup B, REERM—1TEN. MNRBNE
E£6U% igroup , AILUEER igroup BUEE M AR NI0EZ% igroup o
=7
1. EEMSMERT, BE*EH
2. EEHEF, BE *igroup* o

3. EBEHIZEFATIE, B * Storage Virtual Machine* FEEURRAIFE SVM N THIFIR, AEHERE
BN igroup % SVM .

4. 7% igroup FIRS, EE— igroup , REEE * BEIEFHFME igroup* o
S EE—TEMo
6. ERBoEFHEE BT * .

fBx igroup
&B] LUfEEA SnapCenter MIBEABEER igroup o
c SE
1. EEMSMESES, 25> FN S

2. EENTEP, B *igroup* o

3. EEEHIEFATET, & * Storage Virtual Machine* FEEAEREIA SVM WTHIBIR, AGENHNEM
BREY igroup i3 SVM

4. 7 SVM B9 igroup FIR, EFREMRBREY igroup , AFET * kR * .
S. TEfMBR igroup IHENER, B *HE * o

SnapCenter # B igroup -

SN SR A

Windows ENEEFE RS LR LUN LA EINEEE, ER]LAER SnapCenter SIZEFECE
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FC i&E##5Y iSCSI &M LUN .

@ SnapCenter A1 EmpZ iR, MNREMZ M SnapCenter BIRAVHELEL, SnapCenter 121G 5%k

Mo

EEFN LR

&R UEEE B SnapCenter EIEHIE Windows FA_ERIHER

e
1. EEMSMERS, 8E* EN
2. EENER, BE MR
3. M * EM * FHIFIRAPEZFEEM.

HEB R 5! X L A AR

EESERIME

EEJL‘,{EEEJEH SnapCenter EIRHVERE FAVEBHIE ., RBEEMNEN THIFIRDIEIFEELRT,

o

TR
1. EEMSMERS, 8E* EN
2. EENER, BE R
3. M * EM * THIFIRAPEZFER,

HEB R 5! X L A AR

Bl FC ZE#EDK iSCSI ZE#&AY LUN SiifE

= ERERH

Windows FHEEERS LR LUN L AEMELE, EAILIER SnapCenter 8I3EFAIE FC i&Ei&Dy iSCSI &%

B9 LUN o

* BRENRE -

* BB NFHERY LR LUN 825,

HENNEE LUN , TIREEE &R SnapCenter Bl LUN o

()  miEEiRs IR, SNFAT SnapCenter IRRAIRIES FAIR LUN .

* B MBEEFERY T LBE) FC 8 iSCSI BRS.

* NREEANZ iISCSI, MATMESEFHEALEIL ISCSI R,
* &M Windows #J SnapCenter {4+ B R e L EE R EI BRI TN Lo

* KTFUAES
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* BR3E LUN B Windows Server SfE5% % &8P ENHEE, TNFREERE LUN EZEIZ N EN.
* N5 LUN HI{ER CSV  (EBH=4) B Windows Server S ER PN ENLES, NS RAITIREER

AR EN L OIEME,

TR

1. EEMSMERS, 8E* EN
2. EENDIEF, BECHE

3. M * EM * FHIFIRAEZE TN
4. BECHE

LR T IR R Fo

)]

- 7 LUN Z#TIE £, B LUN :

FLtFEEH ...
FERSR

LUN B&&

LUN name

EBEAN

LUN 5%

6. EMEXATIE L, HEHELR:

TR

i
RSk
B

HATIUEIRLE ...
79 LUN % SVM .

A
1Io

BN LUN 98B 7R,

SR EFRY LUN RO BEC KN
SN NIRRT RERFEMNARER.

gE, A LUN AR SCAS,

M

LUN ReElR—a EAinin.

RBBE * FRA * FEo

B N5 DUEREEE LUN IS RAISTE RS

LUN F Windows Server BFE#i5 S8 PRI ENH

o

£ HRA * FRPBAERZRANGT. R

FEAREREERETHN— N LeEHE.
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PR ...

ERH=ES (Csv)

7. EREpEEMEIE L, EEREEME:

B
B D ECHEH R

S ECIRThEE S

EREEHER

SRR SRS S

LUN A/

MFEELL LUN By S EREEERE

i

LUN B{#HH CSV B Windows Server #[&5%i55
BN,

T BIRA * FRPMASHRRANR T, HR
EEIRMEN TN ERHANPFIEE,

Description

SnapCenter 2IRIER A IRcHZE B oD ECEER

/TN O

Blgn, RALZRENEEN C @, N auto assign &=
7£C: IRhEE (C: \scmnpt\) TFRIEB— &
He. EEMEARZRFEIDER,

R R EHEIE S MY R PIEERIKEN 2R,

R R EHEIESFERPIEE KRR B R,
SEHANRERONIRCEEEHIENPIE,

YNRIEFLTE Windows RFEHEHME, HER
BT,

}ETE LUN X/); &/)MEH 150 MB o

TEAESR T HIFIRPIEE MB, GBE(TB,

X LUN #1TH5RIECE.

BEERE—RRASRIEFED IR AIESHFHET
8], MiffiE LUN REBSEMUIE KEIRAR AR

==19

MRE LB BB BT EIRENEIANNEENRR
B LUN 7#fi#,



B4 Description
prize sl REtit] 79 GUID S XFR%EE GPT X, AEBDHERE
# MBR 91X,

REFREE S XARESTE Windows Server #fE %%
£ HI MBR RXF558)#,

A EFLH—AY RBESHZEO (
@ Unified BI4 BE¢HEO, UEFI)
DX,

8. 7EPRSY LUN Tim £, %R FEH LMY iSCSI 5 FC BihigF:

TELbFERH ... HATUHLIRIE ...

EM WEEEBHAZMUBRT— PN THIIR, HRETRT
BTEENEN, AEEEBMEFEIEN.

OB LUN B Windows Server #R[EEi5 &R
HNENEZN, 72ERILFE,

ERENBEIEF PERE ¢ SEATEIE * 5 1 iSCSI *, AREEFEEN L
HERThER.

MREFEANZRABZREIZ IO (MPIO) BIFC
,» WEILLERZ S FC BahizRFo

9. EAXETIE L, IEERERIE igroup METEI LUN , B2 ERIZEHAY igroup :

EHE L S
NIEE BEhiER CIEHBY igroup ERNIEE B IiZF RIEFTRY igroup o

EE—IE igroup FNIEEBHIEFIEE—T EHREBENETEHNERFIEE—TIEA igroup ,
#18Y igroup EBERETENRIREIZE—HRY igroup .

7£ * igroup name* FELFREEN igroup BFR. A
f%ﬁ igroup ZFFVET LN FELUBMATILF
X 0
10. EHENE L, EELEENRE, ARRE* TR *.
SnapCenter 87 LUN Fi§EEED 4 EAEE IR o282 IR Bh2R R 120

TR K]
TR LURIEEF R R T ER T ISR R K/
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* XFUHAES

* XFHEEECER LUN , ONTAP LUN JLAIA/NETRARAK .

* WFEEE LUN, sl BADN (ERNITRAKRND) ERARAKN.

* BB MBR ##X57 X8I LUN B9K/NRHIF 2 TB -

* BB GPT EX{ 2 XH LUN MEFERSEA/NREISA 16 TB o

* IFIEVEEE LUN K22 R8I Snapshot &l7S,

* NRFZEMIAE LUN K/ Z BT8R Snapshot BIZSIA/R LUN , SnapCenter = Bohi LUN K/NEEEH
Snapshot &IZsEI K]\,
WITIRRIRERS, YAMIBEKR/NEEIER Snapshot BIZSIERTETAZEE LUN K/NEARMIE] LUN HREEIE.

EZ
1. EEMSMERS, 8E* EN
2. EENER, BE MR
3. MEA FHIFIRPEZE N,

HEB R 5! X EE A AR
4. EERBRFREADOHEE, ARRE IFBRN
o TERBHEX/IIEER, ERBRIEEEHENHAN, HBEBERNFERPBNFAN.

@ MREFMAKD, WEBEXNFEIINESE, ARTEEHBEREERTY BigH, It
45, BIEXETE MB, GB B TB LUIEEESEIL,

6. WHANRABREHEGE, REFESE AR T TR

SnapCenter STFEEMR K/,

PERE307AE
TR LAEREEHRERSRIA LUN EEE X, SEEMERSIAEZRN LUN,

- EEEHNE -
+ EUAEARERG LB FC 2 iSCSI i,

- REERNR ISCS| , WUABSHEERARI SCSI 215

* B3k LUN B8 Windows Server BRSBTS, TNTHH LUN EREIS DI,

* SN LUN HfEF CSV  (SEBEHE%E) B Windows Server iR EB RN ENHE, MHITUGHERIEE
AR EARNEN L,

* BT Windows Bt REREERERMEN TN Lo
EL

1. EEMSMERT, BE* EH

2. EENER, BEHEE
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3. M * EM * FHIFIRAFEZE TN
4 BEHCEE
LSBT R R ) F o

5. £ LUN BfmimE L, MEZEZEIA LUN :

FltFERS ...
FERR

LUN B&12

LUN name

EBRN

LUN #5%

6. EHEREITIE b, SR ELR:

EBH=E (CSV)

7. EREpEEMEIE L, EEREEME:

ITUCIRIE ...
79 LUN & SVM o

B N5 DUEREES LUN WENTERREZ.

BN LUN B9 & #F,

VERRERBERY LUN SROEEK /)N
SR NERTRERFEMNARER.

FE, WA LUN B9HER 1M XCAS,

&M

LUN 2aefR—& ENiAIR

LUN B Windows Server #3158 REYE 3L

LUN Hf$EA CSV B Windows Server #if&#i5&

BRI ENHE,
HREERIIEENENEEEFANFEE,
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B%
Sppa)i

SRR S

EREEHR

BNDEREDESHEEH R

Description

ié SnapCenter 1R¥ER SR EN2E B ) D ECEHEER

o}

g0, MMRAFREHEEH C : , N auto assign /B
M7 C . IXEhEE (C: \scmnpt\) FRIE—1D
EEHR, EEHEBRIFED IR,

R 2 BRI T HIT I RPIEZRIKEN 2R
R R ERFIESFERPIEE IR,
HHHRNRE RO NIRCBEENENIE,

NREFHLETE Windows RFehEHE, 1HEE
BT,

8. 7EBRET LUN TiE L, #EFEEN LR ISCSI & FC BEhiERs:

FLtFEEH ...
EM

ERENBEIER

HITULIRIE ...
WEEBFHAZMUBRR— PN TIIR, HRERT
BTFEENEN, AEEEBEFEIEN.

DAY LUN B Windows Server tifE R+
HENHZERN, A2ERIFE,

PEEE * JEATiEIE * 5 1 iSCSI *, AREEEN L
BEThER.

SNR¥E FC 5 MPIO 5, MeIbukES D
FC BahiER.

0. 7F4AZAITIE b, IETEERBIMA igroup METE] LUN X26IEHH igroup :

R .

TR B EHER BIEEHTRY igroup

WE—IE igroup HAEERBHIEFIEE—
#m8Y igroup

10. 7EHEUE L, EEFMBOERHBE * 5Tl "o

i

B NIETE BEhiErF 8UEHTRY igroup o

EBHELENETEBEFIEE— A igroup , T
EFRIEENRBIREIEZE—1 B igroup o

£ * igroup name* FEEHFEN igroup B BN
I%ﬁ igroup BIFHVEI LN FRLUBHES IbF

X o



SnapCenter 2% LUN ZE3Z2 2| A _ERVEE IRTH28 T IRTHER R 120

TR I

EAIBERRIN LUN WEMTER T LUN SNBSS, B5—Msh: MBS 59H 2 iU 2
g, WREIREREER,

© ERBHNE -

* 1R LUN SRIERBL AR B,

* RIS R R LUN

* YN8 LUN BHZER, 15HFEM LUN fipREE R RIKIIX R, HRITEETHNAMET RERETHER
, IEEEfTH Al SnapCenter .

* KTFUAES

WNRBFFF SnapCenter £I#H FlexClone &HAJ LUN , HHZ%E &G HEZEREM LUN , N SnapCenter &
MIBRiZ%E. BrFF LUN iZE#Z 2RI, SnapCenter 2B R—%HE, ZTEERTRESMIBR FlexClone %o

79 Bk FlexClone &, NEMIASRE—1 LUN BiEEZAIERRBItE, EaREH, BHRERSD
FF, MAMUNBRBMPHNRE—FT.

TR
1. EEMSMERS, 8E* EN
2. EENER, BE R
3. M * EM * FHIFIRAFEZEEN.

HEBP R 51 X L A AR

4. EERBMEROHE, ARRE " TR
O. TEMTFHLENEREIHEER, B HE * o

SnapCenter ¥R EE

llER A
TR A B RENEE. MRHERS, ESTEBUEM R,

ez
1. EEMSMERS, 8E*EMN
2. EENDIEF, BECHE
3. M * EM * THIFIRAEZE TN
HEBRE 5! X e R

4. EEREMRNMEE, ARRE W
o. EMIFREEINEIER, BE *HAE o
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SnapCenter PRz ER,

BIEMEIE SMB =

E 71T Storage Virtual Machine (SVM) LEAZE SMB3 #£Z, &R SnapCenter A
P SREE PowerShell cmdlet o

* ERfESCEL: * BiIVER cmdlet , RATAULLER]IA SnapCenter IREER Bl EHE,

XERIROEENEZRENRELR. EAIUEEAT Windows B SnapCenter &R EREXHTAH
"Templates" S 4FA$% X LER IR

NRERBEXAFY, ATLURRIRHNESSIRECHER, TEIBREBEXERZA, NEF
cmdlet XSS,

BlE SMB £=

_._

f&A] LAfEEA SnapCenter = T1E7E Storage Virtual Machine (SVM) L8l SMB3 #£%,
& BEfEA SnapCenter &17 SMB HZ FH#iEEF. SMB ZHHXIRETFEE,

7
1. EEMSHMEER, R2E*EN S
2. TENEF, BEHE",
3. M * Storage Virtual Machine* FHIFIRF%EE SVM ,
4. BEHEHE,

HEBPRFTH " M HE " 3EE,
o IETRHAEINEET, EXHE:

EIFEEH ... PATILIRIE ...
Description BMAEZRREARM A,
Share name BMAHXZRZR, 51490 test_share o

BAXERMANZITBRBIEERM,

HEZM

E

WA UTF-8 FRFER,

BEESLUTER: 0x00 2 0x1F ZalpvisE]
—Y—'ﬁ (BERDNER) , 0x22 (W5I18)
BHER \/]: (B%) <>+=; , 7"
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FLtFEH ... HITIHLIRAE ...

HERRE * BRFRUBAMBEIXARSREZ, fli/,
. iﬂﬁ?ﬁﬁﬂﬁkbﬂbﬁiﬁ:%%Eﬁ%’iﬂ%ﬂlﬂi&ﬁﬁ
Fo

6. WIMANHABRIHRG, 2E HE

SnapCenter 27 SVM L8l SMB H£=,

s SMB =
TR LUIEABEEE SMB =S EMIBR,

T
1. EEMSMERT, BE*EH
2. EENER, BEHHE",

3. FHE@ES, BE * Storage Virtual Machine* FER LU ERE SR Storage Virtual Machine ( SVM
) FIRMTHIYIR, REHAERPROHEZIEE SVM,

4. M SVM ERHEZFIRD, EERERFHLR, ARRE * BkR .
O EMFFHZINEER, BE HAE * o

SnapCenter M SVM Fffip& SMB =,

[EU g Rt By =SiE]

BATEMRSEHCHERT NTFS £IRER LUN MRl B=IE], BEFfSAFEARIREH
=B, BRILIEERT Windows BYiGE4EEA LIZ1T= 8] [EIU PowerShell cmdlet , LR
R BABREFERIRIC AR B,

MR EBEEFEHEG EN LIZTT emdlet , MABSIETIT SnapCenterOpen-SMConnection cmdlet LUITH S
SnapCenter RS328891% 1%,

© EREHNE

F ERITERIREZ N, BUTHREAERTRERH

* 91 LUN B Windows Server SIEHTSEBRIENIT, NATEREEBANIN EHTSIREIR,
CNT RGBT, CURTETEATEAER.

EBNBERERRED NTFS XHRS

* KTFUAES

* FEEIWHEERESAKRE CPU AR, Eit, BERFEFERSN Windows EHERRBIRIEITLL
1%,

* FEEWIF=EIRFFE R AZE, BRXEUR 100% BIZ=(E.,
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* ANERITZ RN E T TR R T A 1,
XiF RIS OB IEREE
SR
£ FAT2FARS5 88 PowerShell spSHRTRATAL, WAL T
invoke-SdHostVolumeSpaceReclaim -Path drive path

drive_path 2M44ZE] LUN AYIREHESERTR

{F3 PowerShell cmdlet EC & 1214

NREREFER SnapCenter EIFC AR REHNITENEEN BRI ELL, MBTLAERE
F3F Microsoft Windows B9 SnapCenter {1289 PowerShell cmdlet » &0 LAEEEfE
F3 cmdlet 3 EH AR A,

WMREEEEHE G EN _EIZTT emdlet , MAZIETT SnapCenter Open-SMConnection cmdlet LUI3TH S
SnapCenter RS 2389 EZ,

BXO5 cmdlet EEFERANSHNERBIER, 7@EIETT get-help command_name F3REY, FHE, &t
AILLBZE " ( SnapCenter {4 cmdlet Z&35/) "

£ VMware B EIE F(E

& 0] LITEVMwareIf 15 F{# FHiE A FMicrosoft WindowsHJSnapCenter &4 ReIZEME
IBLUNLU K E ¥ Snapshot&l s,

FHH VMware FIZIERATF S

* %348 Windows Server ks
* Microsoft S£E¥i0 &

TEFH Microsoft iSCSI B Bohi2FE, % %iF VMware L% 16 NP8, HEEE FC KREXEFRIMD

« RDM LUN

3 FEi@E RDM , 5% %#F 56 1~ RDM LUN LUKz 4 4~ LS| Logic SCSI #=#28; X FE&HF Windows Y
VMware VM MSCS X &IGHEE, &% 42 1 RDM LUN LUK 3 4 LSI Logic SCSI #4128

BEXRXFFRANRNES, BS M0 "NetApp BR{FIERTA"

VMware ESXi k552318 %R H
* REHEFEEA ESXi BB LAY Microsoft S8 _FZ3E5E T Windows FYiE{H,

EEBEREMN L L3EATF Windows BIIEHES, N{EH vCenter EiE,
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7JIRIIHY SnapCenter AkSZ2FACERCE LM MySQL &

WMREB{RIF SnapCenter fRE 285 MySQL fREZ2EBZEINEERSE, JUERZLERFE (SSL) Pz
AN, 1BATTE MySQL ARSS288F0 SnapCenter ARSS 28 A B IEBINZR A M

FEBRE A R LA R IE
* CAIEH

* RSB[BABIEBMETBEAXM
* BRHEAEIEBNT AEHAXHS
EL

1. {4 openss| &L 7E Windows £/ MySQL fREZ 2T ImI&E SSL IEPFZ A

BXER, BB "MySQL 5.7 : {EF openssl 832 SSL IEHFNZEA"

@ RFRSSHRIES, FRRIEBNZAXGHBRARELRNS AT CAIEBIBARRME
B WMFBAZEER, NWEM OpenSSL 4wiFHIARSS 28 HNIEBM AR RK.

*ERERE:  BNERARSSETEREERZ (FQDN) ERRSSBIEBHAAR,

2. ¥ SSLEBHMZAXHEHIZEI MySQL Data XK,

ZRIA MySQL Data XHFEFEN ¢ © \ProgramData\NetApp\SnapCenter\MySQL Data\Data\

[e}

3. E#T MySQL FRSEREEEXH (my.ini) Y CAIES, BREB[BAFIES, BFHLQFIES, RSHEET
RERNEZFIHE AEART.

ZHA MySQL BRSZ2FECEXH (my.ini) B&EM Cc | \ProgramData\NetApp\SnapCenter\MySQL

Data\my.ini o

@ T TE MySQL BRSS2RECE XM (my.ini) BY "mysqld” BB H45E CAES, ARSSEE
RNEIEFHMARS 2T AR AR,

B AE MySQL BRSSERECESMF (my.ini) B9 [client] BB HERE CAIES, BEFRARIEBNEF K
TREARR.

UTRHERTEBEIBRINXHEF Cc ¢ /ProgramData/NetApp/SnapCenter/MySQL

Data/Data B my.ini XHEHY [mysqld] Zh53 FYIEBFI A

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

65


https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html

66

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

UFRBIESR T 7E my.ini XERY [client] #8593 R EHRAVERZ.

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. (Z1k Internet S EHRSZ2E (Internet Information Server , 11IS) HHY SnapCenter AR5 28 Web N FATE
Fo

5. EHBTN MySQL ARS.
6. EHr web.config X4 MySQLProtocol ZfHHI{E.

LU RBIERT 7E web.config X EHEY MySQLProtocol ZHV{E,

<add key="MySQLProtocol" value="SSL" />

7. £/ my.ini X8I [client] BF5 PIREEVER R E T web.config X 14
UTRBIERTE my.ini XHRY [client] E853 P EFRIERR.

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" wvalue="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />



1. 7£ IS /25 SnapCenter fR5528 Web N IEF.

7 HAECEEE LR S MySQL &

INREMIR SnapCenter FRS5885 MySQL fRSS#BzENERER S, ERIUASTAN (HA) TRERZEE
EFE (SSL) IEBMEBAXH. BT MySQL BRS323F] HA 15 = LECEIEBFZEAH-

HEHEE R T IES:
* CAIEPH
FHF—P HATEEER— CAEH, FHiE CAIEBEHFIZES—P HA T,

* B HA N RV RS B QB IEBMARS [T ARAXY
* WP HA T RBNEP AR IERNE P T AEAXG
7

1. WFE—PHAT S, EEMA openssl 55 7E Windows £ MySQL ARS8 Z Fimi&E SSL IEHH
B,

BXER, BB "MySQL 5.7 : fA openssl| 8ll## SSL JEFHFEZER"

@ BFRSSEIES, FRIREBNZAXGHBRARIMMELTNS AT CAIEBIBARTE
RE. WMBBEAZIEER, MR OpenSSL 4wiFHIARSS 28 FIIEBMZREA AR L K,

*EREXRE: CEBRERARSHET2BREHE (FQDN) FARSZEBHNARRE.
2. 3§ SSLFBMEHAXHEHIZF MySQL Data X143,
ZRiA MySQL Data X#EE&1EH C : \ProgramData\NetApp\SnapCenter\MySQL Data\Data\ .

3. E#T MySQL FRSERECEXH (my.ini) B CAIES, REB[BAFIESR, BFHLQFIES, RSHET
RERNEZFiHE AEARR.

2N MySQL BRSZ2’ECEXH (my.ini) B8R C . \ProgramData\NetApp\SnapCenter\MySQL
Data\my.in

@ T TE MySQL ARSS2RECE X (my.ini) BY "mysqld” BB H45E CAIES, ARSSEE
NEIEPHMARS 2T AR AR,

B AE MySQL ARSSERECESMF (my.ini) BY [client] BB HERE CAIES, BEFRARIEBNEF i
TREARR.

UTFTRAIERT ERRIEIAXHEFE C . /ProgramData/NetApp/SnapCenter/MySQL Data/Data & my.ini
XAERY [mysqld] 3853 BYIEBME A

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"
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ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

UTRBIERT7E my.ini XHRY [client] 3853 P EFRVERR,.

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. JWFEZNHAT R, Ef CAIEBHERMRSBZABIED, RES[ETABHNY, BERHAFIEHM
BFinEAEAXMS. HITUTESE:
a. BFE— HA TR EERB CAIEPEFIEIZE = NLB T1 A MySQL Data {43,

ZXiA MySQL Data X14#E&1E2 R C . \ProgramData\NetApp\SnapCenter\MySQL Data\Data\ .

(D EARERREIZ CAIEH. BNNEIZRSZBLBILES, FEFRABILES, RSHE
RERXHNEFinE BEHAX.

b. 3 FE—1 HA T, 15 openssl a5$7E Windows £ MySQL ARSZ2BMZFFHI&E SSLIEP
Ao

"MySQL 5.7 : {#F3 openssl| 8|3 SSL iEBFNZZA"

ATBSRIED, BFBIBNTAXAOBRLIMELAS AT CAEHIERS
() wEFRE. MBBERLHMERER, UER OpenSSL HIEHMRS BN BRI
BRI,

BN fERRRSS 28 FQDN fEARSZSRIEBH AR,

C. ¥4 SSLIEBMZAXHEFIZI MySQL Data XK,

d. 85 MySQL RSS2 EXH (my.ini) 8 CAIEH, RBB[|BAFIED, ERHABIED, RSS2
TREANE P RT AERREZ.
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(D 1EATTE MySQL FRSBECEXH (my.ini) BY "mysqld" FH0HIEE CAIMEH, RS
BAFIEPHRS B[ E BEHERZ.

R TTE MySQL ARSZS2BRECEX M (my.ini) BY [client] B33 FRETE CAILEH, BEFHARIEHNE
Fin% AE AR,

UTFTHIERTERZERIAXEFE C . /ProgramData/NetApp/SnapCenter/MySQL Data/Data &
my.ini XY [mysqld] Z853 BVIE R ZE A4

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

IUTFRBIZRTTE my.ini XHRY [client] &850 HR EFTRVER R,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

S. EM HA T2 EfZ1E Internet (5 EARS328 (Internet Information Server , 11S) HB SnapCenter R
%%g Web EZFHEF?TO

6. M HA 15 R EEHFB5h MySQL BRS.
7. B HA T 5289 web.config X7 MySQLProtocol Z BB,

LU BIE3R T 7E web.config XX HHEHTEY MySQLProtocol ZtAH{E.

<add key="MySQLProtocol" value="SSL" />
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8. EAETE my.ini XY [client] S AFED HA T RIS TR FH web.config X1
UFRBIERT7E my.ini XY [client] ZB73 P EFBIERZ,

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. 7D HA T = £ 11IS H/E5h SnapCenter fRS3 28 Web N FIER.

2. FHEP— HA T = _E{#H Set-SmRepositoryConfig -RebuildSlave -Force PowerShell cmdlet 1
-Force #E11, LUEEM HA TR EEIIZEH MySQL £,

BMEERPRSIER, -Force It RIFEEEMBEFMERE,

24 HAE)7E Windows 4/ /B BRIINEE

SnapCenter fRS528 L &2 F AIIE L2 HAiE]7E Windows EA1_ LB Windows IHEEF A
B, HTFHEEHRMENRSGEIFNEN, XLEINERREREEE,
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%5 Ihee
Web ARZ5 28 * Internet 15 2RSS
* 21Kk Web IRSS
© I HTTP IhaE
° BRIASCHY
° BRI
° HTTP $8i%
° HTTP EEH
© BESARE
° WebDAV %7
* BITRRFIZ T
- BEXHEER
° HTTP BEIER
TIERIA
° JERIEIEER
° IRER
* 4RETHAE
© HESANBESE
c etk
° IPReH
° BARZMHIIE
o SR SSL P
° B URIEBIET S50
° IS & IR PBIRET & 15 383E
° IP FIEPRA
° JEKIHIE
° URL &1
° Windows & {73%3iE
* N RREFFAINEE
° NETAJf B% 4.5

° N AREFAIIEW
> ASP.NET 4.5

° PREBIHEIE
> WebSocket MY
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IS EIEMAFNITA

+.NET Framework 4.5.2 IhgE

HEPAT!

Windows #iE 8 EIRSS

B E API

IhRE
* IS BIEIRS
*Web BT H

 NET Framework 4.5.2
« ASP.NET 4.5.2

* Windows Communication Foundation ( WCF )
HTTP #U&E 45

° TCP #U&
° HTTP #U&
° JHEPBAFI (MSMQ) #UE

* SHEMTIARSS

RSB EMNARERER
@ SnapCenter S EIEF MSMQ
RS

* MSMQ AR5 28
© MIEIREAY

el
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