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7 Windows Server 2012 S{E Shik4~_ L& GMSA

@33 Windows Server 2012 SiES R, EAILISIEARERS K, (GMSA) , UENZEEKF BEIE
RSt 2585,

* BEEHRA

* BN EH Windows Server 2012 5 8E S hRAsHIE 1541 28,

* BNZIE — Windows Server 2012 S{ESRAMNEN, ZENEEMK G,

s SE

1. BIE— KDS 1R%Z$H, UEH GMSA RSN R EMME—HIZERD,
2. JFEME, M Windows IFiTHI2iEITLA T A< Add-KDSRootKey -Effectivelmmediately
3. BIEANECE GMSA :
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a. LTI CIZ A K

domainName\accountNames$
.. EAFHFMITENHNR.
.. ERANNIeIZNRAFRALIE cusa .

f5an:

New—-ADServiceAccount -name <ServiceAccountName> -DNSHostName
<fgdn> -PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1, SPN2,.>

1I5{T ‘Get-ADServiceAccount' ®<IIEARSIKF o

4. 7EEM LECE GMSA ¢
a. T EfFH GMSA K BIEHN EH Windows PowerShell /2 A Active Directory #&1R,

Htk, iEM PowerShell =57 Faps:

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. EfEhEN.

b. £ PowerShell (i SRR ITU TS, EEMN LELZE GMSA . Install-AdServiceAccount
<GMSA>

C. BITUTaSRIEEA GMSA MK . Test-AdServiceAccount <GMSA>
1. RENLEER GMSA DEEIENR,
2. J®I2TE SnapCenter fRZS28IEE EALER GMSA KA Windows E#Ho



SnapCenter fRSS 8 FEEN EREEREENF, HEELRILAFHE, 1EEH GMSA FRER

SERKF.

7 Windows Server 2012 s{ES k4~ LECE GMSA

#Z Windows Server 2012 St ER MR, ERILGIZHAFLERSIK, (GMSA) , UENZEEKF BiEE

ARS5 b & o

c BEENRA *

* % BH Windows Server 2012 58 S kR A< AYIH 55 28,

* &N iZBB — Windows Server 2012 SRESIRAMEN, ZENZIHAIK R,
c P

1. 83— KDS 1RE$H, LUEN GMSA RSN RERME—HIZEES,
2. [ FEME, M Windows IFiTHI28iEITLA T A< Add-KDSRootKey -Effectivelmmediately
3. BIZMECE GMSA :

a. RUUTRICIZERAFAKS:

domainName\accountName$
.. RARTIMTENIR.
.. ERNINEIEIEFALE cMsa o

fBan:

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName
<fgdn> -PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1, SPN2,.>

. 18T Get-ADServiceAccount' BRSIRIEARSMHKF,

4. fEEN LFACE GMSA ¢
a. FEfFH GMSA K B9FEH L Windows PowerShell /= A Active Directory #&31R,

Ak, iEM PowerShell iZfTA T d<:

15



PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active ...

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. EfEIEN.

b. 7£ PowerShell S8 SRR MBEITUTH S, EEN LERE GMSA: Install-AdServiceAccount
<GMSA>

C. iIBITUU TS IOIERAY GMSA K . Test-AdServiceAccount <GMSA>
1. AEN LEEEER GMSA D ECEIENR,
2. j@id7f SnapCenter fRZ28PIEE S ELERI GMSA M RN Windows FE 4o

SnapCenter iS58 REEN EREFREENF, HEELKILEFHNE, 1EEHN GMSA FRIERS
ERIKF,

IINENHALZEERT Microsoft Windows Y SnapCenter {5

B LIE A SnapCenter RINENTIE 70 Windows 4l iEFF Microsoft Windows BY
SnapCenter {2 BMIREFEIEEETN L. XBLEGFEHNENGE, EBRILIRNENE,
S E BRI ENFH L EFH S

- EHBINS -

s BN LA BB BT ENHENENAEMER, 5190 SnapCenter EIZG A,

* 7 Windows Al L REMH AR, MNREIEENZIEAERNEN, NEBRPBETAMIEHERAR, MHHRIE
FHLEER UAC

* B2¥% SnapCenter FIFHFIMNEI Windows FRSZ 2 " LIRS SMER " A,
* IENHEHEBATIRS A FEITRE.
* MREEANSAHITERSKS (GMSA) , NINEABENIRESE GMSA,

"#£ Windows Server 2012 3y S hvas £ Windows X4 RAECE AT E RS K"

16



* KTFUIAES

* f&RBEXE SnapCenter ARSZ 23 1EIEMH ENARMEIS — SnapCenter fRE 28,

* Windows ¥f4

o Microsoft Windows

> Microsoft Exchange Server
> Microsoft SQL Server

o SAP HANA

° BREMIEMS

* EEE LRRMEY

NR1EEE (WSFC, Oracle RAC 8¢ Exchange DAG ) & &M, NXLEHRLREREHNAET

=t

* E-Series 77

EREETEIERER E RYITFEH Windows EH EREERF Windows By H-

TR

1. EEMSMERS, 8E* EN S
2. WRIEINERER T * REEN * o
3. BE M,

4. FEENMDIE L, RITUATEE:

NFUEFE ...
EMEE

ENH

PATIEIRE ...
%E$E * Windows * EEB9EM,
SnapCenter RS2 =AML EN, WNRLLFENE

E}?E?E%Eﬁﬁ? Windows B, NIt

BMAENBTELRERR (FQDN) 5% IP ik,

SnapCenter BURTF DNS WIEHECE., Alt, &
EMERMATEREEZ (FQDN) o

ERI LU LRIz —8Y 1P itk FQDN :

* JHITFEH
* Windows Server #[E#%155%28% (WSFC)

WNEREEA SnapCenter FIIEAN, FHIZE
B FFi, M4t FQDN o

17
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NFUEFE ...
i

o IEARERENME DT, EEERENEMT,
XTHERE, ARYBEMEFRE e,
6. (AJik) BE * EHEM

HFUFEL ...
Port

RIRRER

ANINEEBFREIFRE E4

BhE LA E

HITUCIRIE ...
R TSI RIER M E R,

FROINITIEEN BB EENR. BXFAER
, BEIAEXEEENER.

BERITE T IRIRMNERERT LT, AJUER
BEXEENFAES, BERAFS, SMENSE

i}

o

®

SHEIERNBEERNIEN RS
FPIEERIENEEIRE

HITIHLIRAE ...
FRERINFEOSHIEE RS,

FINmOSH 8145, 91R SnapCenter fRE 2L
EEBEXKOL, MiZxiEOSEERARIAGR
Ho

®

MREFHLRETHUHIEET B
EXiHE, MpHEEER R
Ho &N, #BIFRFRK,

ZRIANERIER A C : \Program
Files\NetApp\SnapCenter ,

TR LUEEFEBE X E. X FERTF Windows B
SnapCenter 4R, BRIAERFENC:
\Program Files\NetApp\SnapCenter , 1B, %
TE, ELBENXRIAER,

e It & EAE R AN WSFC HRIFRA R8T o

MREEFohREREN, HETRRIIENESEH
RZEBEHENR, HERIERE,



MNFUFER ... HITIHLIRAE ...

ERBIEERSIK, (GMSA) B1THEMHFRS INIRBEREITERSIKS (GMSA) BITHEMt
ARS5, Bk EEE,

1HE LI T NI GMSA & F5:

domainname\accountName$ .

GMSA XA E&ERF Windows B
(i) SnapCenter fEHRSHERRS K

)

7OBE R
NRKIEP * PI T E * EikiE, NSRIEFNEDBELFIBHNER, BRIEREERIIEHEE
=g, RAM, PowerShell hxZs, .NET WRAHIE, NRFTHEREER, WEERENNEIRHE
THRo
NRUEIRSHET BT RAM 48X, ERIUEHF c ¢ \Program

Files\NetApp\SnapCenter WebApp B9 web.config X LUMERENIAE, WRILFEIRSHMMSEHMEX
, MHIEE ) @HEiR,

(D) #=HARES, MBEEH web.config X, M ARETEHRTH = EBIXLE

£ PowerShell cmdlet £ Z M2 F A EZEEIEAH T Microsoft Windows Y
SnapCenter #fifF

MBE—RIEZNEN LELEERT Microsoft Windows BJ SnapCenter 4, = LAEH
Install-SmHostPackage PowerShell cmdlet 3E# 1T IR,

BRHNEEBRLERBNEN N EURERMERRNRNEAF 51HERE) SnapCenter .

C BB
1. BEh PowerShell ,
2. £ SnapCenter fg5385F#1 L, fFH open-SmConnection cmdlet BIIRIE, ARBMNEE,
3. £/ Add-smHost cmdlet FIFRFRS UG K EREARNE SnapCenter

BXA5 cmdlet FEFERANSHENERBIESR, AEEIETT get-help command_name RIKEL, &
, BWEILI&ZE " ( SnapCenter 24 cmdlet 2&15/) "o

4. M Install-SmHostPackage cmdlet MIFAESHMIEZ N TN LR E MG S

NREEFhLEREYE, FEFERIIFVEE HELREIEEHMER, MeJLUER  -skipprecheck™ i
I,
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B B ST LIRTZEEHT Microsoft Windows Y SnapCenter fiff

MR FLEM SnapCenter B2 F REiT 5F LIEERF Microsoft Windows BY SnapCenter
i, WATLATE Windows A LAt tbidMF, &0 LU Windows np’%ﬁ?ﬂ‘:?ﬁ)\%
5891& R T UEBRER E1TER T Microsoft Windows BY SnapCenter LR F,

* MERENRE

* BB % Microsoft .Net 4.5.2 E S ks,
* BB RE PowerShell 4.0 E SRS,

* BB BB Windows JHEPRF,

* BT EN LR A EIR S,

*BE

1. MNREME TEHIEATF Microsoft Windows #J SnapCenter &4
Han, BRARIEERRN C . \ProgramData\NetApp\SnapCenter\Package Repository o
A LIMZE T SnapCenter IRSS 2389 EAIA A LLER R,

2. BRENMHERBIELE IR E.
3. FEM PRSI, SMEITHREXHNER.
4 WMAUTEHS, RESBERANEHEIE:

" snapcenter_windows_host_plugin.exe "/silent / debuglog"" /log™ BI_SNAPCENTER_port=
suite_INSTALLDIR="" BI_SERVERACCOUNT= Bl_SERVERICEPWD = ISFeaturelnstall=SCW"

fBlan:

""C:\ProgramData\NetApp\SnapCenter\Package Repository
\snapcenter windows host plugin.exe"/silent /debuglog"C:
\HPPW_SCW_Install.log" /log"C:\" BI_SNAPCENTER PORT=8145
SUITE INSTALLDIR="C: \Program Files\NetApp\SnapCenter"

BI_ SERVICEACCOUNT=domain\administrator BI SERVICEPWD=password
ISFeatureInstall=SCW"

()  E=®EMT Windows HIEHIIBEBHFRESHIIRHANNS,

WAL TZENE:
TE e
/debuglog”<debug_Log_Path> EEEMREREFBEXFNAFMAE, AT

TIFfR: setup.exe /debuglog"C :
\PathToLog\setupexe.log" -
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T2 &

BI_SNAPCENTER_PORT 5% SnapCenter 5 SMCore @{EFF{EAREH.

suite_INSTALLDIR BEFNEHREEREER.

BI_SERVERICEACCOUNT FEEERTF Microsoft Windows B SnapCenter 1
% Web IRSHKF,

Bl_SERVERICEPWD $EEIERF Microsoft Windows B SnapCenter 1

 Web ARS31HK P BYE R,

ISFeaturelnstall 18 SnapCenter B1EIZt2 4 LEIERIRRRTS

<o

debuglog_ £#{8#E SnapCenter AEXHRIEEE. 5 AL BEXHRIRENKZHRE BRIEEG X,

EALX AR SRR AR FFRITRIRERLES R,

NBERE, EALATE SnapCenter for Windows X B8V BEX ik B H Mt FEHRE R HFENH

SXHZRIIE _ %Temp%_ XHRFR (RFHIXMALTIEH) , i _C:

LEIEAT Windows BB SEEN LEMILESG, MAZE

\temp\ o

SnapCenter ARS5 28 _LiF AL

. ErILUBE R SnapCenter EIf2FF R mE3X PowerShell cmdlet FRANENIRIE
SnapCenter RS 28_ EiFM LG, BNENG, RAEENLILLIES,

117 SnapCenter R ELERT

Ee] UMEREL T 1% SnapCenter {iifF 3 BIMRERE, BAEEENE
N B L EFEERER,

* KTFUAESS
UFEWRR 2 RERL R E L, HERRIFIIRES:

[EfE#fTH
BRI
* x XK

Bk, BHRESHHETHNEEMEERE
* D BHMN
7
1. EEMSMERT, BE - BE*
2. 7 i uES, BE Rl

LR E LAATE R TTh AT E]

3. 72 * Rk * TIE L, BIRETIRUENTI LR REIRIE, BHITUTERSE:
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W]

- B hikes o
b. Bk EEFIELER B,
- MBEBITHISRER, % PR,
d. MRS THIRSES, EERERS.
e Bl NMA*
4. EEREMEIVHBE  FAER * UEBRIFHAES,
o TE * RAFAMER * iEP, BEEBEEHET

(9]

BCE CAIEH

4k CAIE+H CSR X1

TRILVAERIERERIER (CSR) , HSNFIEAERD CSR MIERMANME (CA) REBVBER, HIEH
REB— 1 XENTAER.

CSR B— MR, IRMELIERPOEBHUEUARBERR CAIER.

BXER CSREVER, BB "WNE4ERL CAEF CSR XXH"

@ WNREMA (* .domain.company.com ) TEZS ( machine1.domain.company.com ) BJ CA
W, MBTABGE &R CAIEF CSR X, ERILAER SnapCenter E3EINE CA IEH,

WFEREE, CAIFBPMNIENERZI (BINER FQDN) UKRMENMENR. EHREGERBZAT, aLUE
TIHEEFRAESKZT (SAN) FEREMIIGIER, M FBEFIER (*.domain.company.com) , IIEHE
RXESEBFREENS.

S\ CAIEH

TS AZER Microsoft BEIBITHIA (MMC ) & CAIEPBSANE SnapCenter fR5Z25F1 Windows EAUEHA,

c S
1. 33| Microsoft BEIRIZHIA (MMC) , ZAREE * X8 * > * #¥00 / MR Snapin *
2. 75 * AR EERE T BOF, EEFEIER, REEE FM
3. 1 * IEREEEP T * HOP, EF * IHENKS * &, AREE TR~
4. B - BHEIEIR * > JIER-AIITENL * > * AEIRIERBMENIA * > * JEH * .
S. ARBEXHFT " eMERIEBMANE ", AEERE * FIEES *>* SN * UBHEAAS.
6. SERMAS, WTFFR:

FtRFEOF ... HITLATRME ...
SNLH R 2RI, SR, ARRE T
SAXFET RHETEMER; BEh*T—%
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FLtRFEOF ... HITLATRME ...

w2t EEZRTFHANEBIHEN, ARREE T
7
EERRIERSANES EERE, ARBE 5Tl " FFIRE N

@ SNEBNSHARHPELCHFIEAA o pfxc o p120 * p7b)o
7. 3¢ "Personal" X REESE 5 -
FREX CA IEHHELX
IEBHENUERTIRRIEBR 7R F T &, ISR EREXE ARIEIPAT T EFHR.

c S
1. 72 GUI EHRATUUTR(E:
a. \WHIEH.
b. fEIEPIIFER, B * FMEE ETF,
C. REhFEFIR, AEHRT * HIEE ~,
d. MAERRE Hil+7E HIF R
e. fER+7EHIEZ BT,

flan, GNERIEL "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b" , M7EMIpEZ

&5, IB8UE7 "a909502dd82ae41433e6f83886b00d4277a32a7b" o
2. M PowerShell 11T LU Ti21E:
a. BITU T MIIHEREIERBREN, HREFEAMTRRIALENIES.
Get-+ Il -Path Cert . \LOCALLMACHINE\My
b. EHIFELL
£ Windows FH#EHARSSECE CA IEH
TN fER Windows EAEMARSECE CAIES, UHUEERENHFIEHR.
£ SnapCenter BR55 28 AR EZE CAIEBNFIBEREMGHEN LHITUTIE,
TR
1. BTUTHL, MERS SMCore BAiAiEO 8145 WILAEIEHLIE:
* > netsh http delete sslcert ipport=0.0.0.0 : _<SMCore Port>"

f5an:
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> netsh http delete sslcert ipport=0.0.0.0:8145
. IBTTUTRERS, BHRENIERS windows FENIEEARSSHE:
*>$cert = "< IEPIEH > "
* >$guid = [guid] : : NewGuid () .ToString ("B") °
* > netsh http add sslcert ipport=0.0.0.0 : <SMCore Port> certhash=$cert AppID="$guid"
Bign:
> Scert "a909502dd82ae41433e6£83886b00d4277a32a7b”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert
appid="$guid"

FEMEA CAIES
&R SnapCenter AR5 83 FABN M AP ECE CA IEBHERE CAIEH, BN AtGEHBEA CAIEBRIL,

* BEENRA
* B LU run set-SmCertificateSettings cmdlet RIS A CA IEH,
* IEB] LUEF Get-SmCertificateSettings T RiAEFAIIEFIRTS.
BXA5 cmdlet EEFHANSHMNEIRBIEER, v@iIIETT get-help command_name RIREY, &, &t
ALIBE " ( SnapCenter B4 cmdlet 2E5R/) "
s HE
1. EEMSMESES, 25 * FN S
2. wENTAEF, BECZEEN .
3. EE—INHZMEEEN.
4. BEH*FLIEM*,
S. R * BRIEPIIE * o
* SERfE
SEFVETEEHNSER—NED, EBNEIGRT SnapCenter IR 28 51 N Z BFNEZRRTS.

* o RR CAIEREIARERA, BRI ELHEGEN.
* & [T CAIEBEMINEIE,

* B RTRTLIERIE CAMEH,

B RTTENRERER.
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() nEReHE6IEE, NRTRERPRFESRNRER.

3E5&EFF VMware vSphere B SnapCenter 351

MRBIEEFFEEEDN (VM) £, B EEFRP VM NEIEEMERE, WoRnEEER
F VMware vSphere B9 SnapCenter & EHNIEE

BXHMENGER, BSL "SEA

ZRZE CA LB
EBEHERT VMware vSphere B9 SnapCenter {EFECE CAIEH, BEENW "6IEF N\ SSLIEH"

A&t CRL X &

iEAF VMware vSphere #Y SnapCenter {4 SEMSCREN B RHEHKIL CRL X%, EHAF VMware
vSphere BJ SnapCenter }f{FEY CRL XHRIZKIAB R /opt/netapp/config/CRL o

TR LUELERPRES D CRL X, REGRRIES T CRL IIEFNBIEH,.

Z19 Windows X4 &%

&9 Windows X &%

EIE L EERE T Microsoft Windows BY SnapCenter 3548, &8 LA SnapCenter
%17 Windows X &S, ERIUEMENNHRATEE LS I XERFENRIRH, ErTLL
2R, WAl LRIEE XHFRPITRIEITED.

ERILUTRIERS S 2 BERIETZ N &0 &NMERIEFETERRER—FR LRI,
UTIERETR T BAHITEDIRIERIRFE
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Define a backup strategy.

v

Determine whether the resources are
available for backup.

|

Create a backup policy.

If you have multiple resources, create a
resource group, attach policies, and create
an optional schedule.

Back up the resource or resource group.

h 4

Monitor the backup operation.

:

View related backups in Topology page.
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* EERAKBTN EHE—,

SnapCenter A ZIFERRIEE L FERBRZIRHNZNEERS, SnapCenter THFNB NMEERAENVER
ME—RRRAE—RIEIE LIF IP ik,

cHB
1. {8 Open-SmConnection cmdlet 25 PowerShell iEZER1E,

LR BIREFTF PowerShell £1&:

PS C:\> Open-SmConnection

2. {§F3 Add-SmStorageConnection cmdlet Bl 51F & RS HIEHEE,
LRGN IR — M FEE R AT

PS C:\> Add-SmStorageConnection -Storage test vsl -Protocol Https
-Timeout 60

3. f#£/A Add-SmCredential cmdlet B ZFE1E,
IR BIEER Windows E3HEEIE—1N2 7 FinanceAdmin B EHE:

PS C:> Add-SmCredential -Name FinanceAdmin -AuthMode Windows
—-Credential sddev\administrator

BXA5S ecmdlet FEFERNSHENRERBIES, AHEIIETT get-help command_name RIREL. TE, &b
AILLBZE " ( SnapCenter {4 cmdlet Z&35/) "

{£ PowerShell cmdlet F{9& R

f&a] LU PowerShell cmdlet £&17 SQL Server #3EZESL Windows X4 R4, HHPEIEE( SQL Server #41E
PEBX Windows XfF &%, B#E5S SnapCenter AiRS328E2II1ERE, &I SQL Server ##EELAIEL Windows X+
RE, HINEKE, QRSN ERERA, FHMMIESED.

c BEEBHRE *

s IRIAE R TF PowerShell IF1E LI1T PowerShell cmdlet o

* B ERINTEE AR IEEH OB ER.

° J’ \ﬁmE/ﬁhqu-L*DkELE,JJ\/}?o

s T

1. {/ Open-SmConnection cmdlet AIEEAF/ZEI5 SnapCenter fRBZ23HVIEZ=IE,
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Open-smconnection -SMSbaseurl https://snapctr.demo.netapp.com:8146

LB 2R A P BB BRI .
2. {#F Add-SmPolicy cmdlet B3R &1 5K,
LERBIREEIE— SQL &1H2E ) FullBackup BIFTE {7 5REK .
PS C:\> Add-SmPolicy -PolicyName TESTPolicy

-PluginPolicyType SCSQL -PolicyType Backup
-SglBackupType FullBackup -Verbose

IR GG EIEE— Windows XHRFAF I CrashConistent BIFTE 15 2RES

PS C:\> Add-SmPolicy -PolicyName FileSystemBackupPolicy
-PluginPolicyType SCW -PolicyType Backup
-ScwBackupType CrashConsistent -Verbose

3. f£MA Get-SmResources cmdlet K I EHE IR,

R B TEREE EH £ &I Microsoft SQL HRHFRIZIR:

C:\PS>PS C:\> Get-SmResources -HostName vise-f6.sddev.mycompany.com
-PluginCode SCSQL

EERBIREEEE EH LA Windows X RFRIZR R

C:\PS>PS C:\> Get-SmResources -HostName vise2-f6.sddev.mycompany.com
-PluginCode SCW

4. f§EF Add-SmResourceGroup cmdlet [@] SnapCenter A INFT#RLH,
IR B E R HEE R SRBE AN FIR G —NTRY SQL #iEESE (D RIRA:
PS C:\> Add-SmResourceGroup —-ResourceGroupName AccountingResource
-Resources @{"Host"="visef6.org.com";

"Type"="SQL Database";"Names"="vise-f6\PayrollDatabase"}
-Policies "BackupPolicy"

LR B ERTEE N R ZREE—NHEY Windows X RAE N HIRA
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PS C:\> Add-SmResourceGroup —-ResourceGroupName EngineeringResource
-PluginCode SCW -Resources @{"Host"="WIN-VOK20IKID5I";
"Type"="Windows Filesystem";"Names"="E:\"}

-Policies "EngineeringBackupPolicy"

5. {£/A New-SmBackup cmdlet B ahETRIZ D E L,

PS C:> New-SmBackup -ResourceGroupName PayrollDataset -Policy
FinancePolicy
6. {£F Get-SmBackupReport cmdlet BEE &AL BIIRES.

REIERT EEE BRI TR A (R BRI EIR S |

PS C:\> Get-SmJobSummaryReport -Date '1/27/2016'

BXO5 cmdlet EEFERNSHNRERBIER, vBEIET get-help command_name X3IREL. TE, &
AILIBE " ( SnapCenter B4 cmdlet BE5R/) "

U E AR

& o] LAfERS SnapCenterJobs TIHEGIE A RIEDIRIENHE, ErseBENTHE LIAE TS E FEIEIR
IR,

* KTFUAESS
UTEMEERERLTTE L, HEmENAHRIERE:

T O e
BRI
c x KK

Bk, BEHRESHHETHINEEMEERE
* D BHM
* o BEUH
TR
1. EEMSMERS, 8E 8T
2. EEENES, BE Rl
3. ERlIE L, BITUTHE:
a. g P FIRBITIHE, LUERTIHE DRI
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d. MRS - FHIFIRD, EERERS.
e B VA * LMEREMINTTARIRE.
4. wEEOEL, ARRE FAER  UBEERIFAEER.

@ BREREMELRE « , BHEEVFAEEN, BB NRENELFES
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S FE* RAFMER * iE L, BEEBEEHET
* BERS * KA B REERENFABRE.

PR E R AIR(E
"EN " B ETRRERITHI R MR, ItIh, SERERES ERRIEN BT E LUISARERTIRES.

ENEREREXEN, TR, =EMTHNEMRENES. MREERNEERT SQL Server BYEMEIE
F3TF Exchange Server B#fif%, MEMERERETRE X XIRFHIER,
EZ
1. EEMSMERS, 8E TR, ARMTIRPEZENER
2. B N EENENR LEB AN RMIEE.

BEHP—MEER, BEFAEREIE " FLFAER " TTEF.

BUHE I 1R(F
ERILABCH EHBABY B 018 1%

* BEENAE

* BEUHRME, ML SnapCenter EEERAEIFIEENENER,

© MEETLUM * BRHE  TUE S * JES) ¢ BARBUEE DRI,

* A RERUHIERITI TR E DR,

* &R LUEH SnapCenter B2 F 5 E, PowerShell cmdlet S i< 1T R E e S EUHE D12,
* NFTEBCHRVRIE, * BUBMEL * L FERRS.

* IRECIZABINEET * AGKNAEMNGIYAIERR \ HNEPEEMREEMERNR *, WEILTE
fER LA B BUEE M 53 B HIA & (718 1F.

ez
1 HITUU T2 —!
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M ... Action
I TUmE a. EEMSMERS, B> BE*>*Fl~*,
b. EFIE(E, AEERT * BUHEMEL * .

EEEN a. gEhEniRfEE, 24 N UEERENED
e

b. WEHRIR(E,
c ERINFAERIE L, Bd * BUBIEL * .

HRERARECH, HERRIGEREITRIBRT.

£ Topology TNEHRHEE X HFH T E

TESEMNHRERREN, ERIUEEEFEN _—RFELFIE &N RENERERT.
EHRINES, ERUERTATEERRNRFHNFESENNRE, ErUEEXE
BN RENFAER, AREEXEEMHMERITEIRRIPERE,

* RFUMAES
TR UEERRIANESEEUTER, MREEMNREEIFEER_ AT (REEIEAIFEEIZ) L7
Fo

EREFMELAIRNEOMZIRE,

B ER SnapMirror EARTE Z R TFiE L RENEMH I TIERIEHE,

REFERES LIRARENREEONREEERTHRIMIEF, BHRIMIEPHRGS
T EAEERERENED.

Qaod

B ERA SnapVault SARTE Z L EFME L EHIRIE O EZREHE,

© BTNENHREENZLEFERRRNER. flN, NREERRKEIRT 6 M&H, VRE 4 M&EMH
» MERKENE 6,

° IREM SnapCenter 1.1 4, Mk (GEEHFHE) LNREFRKERE "HH " @ " HEEIE
"3 " FERIA " R, {FF SnapCenter 1.1 SIZRIFTE ef£E = /R SnapCenter 3.0 IZAHIEIZ T,

@ RGREFEREE LIRARERIRGENHNREFEREHRIMIES, BRiMIERNEREDIT
B BERR A RIERIE D

TR
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1. EEMSMERT, BE*RR*, AEMIIRPEZERAES.
2. TRFENEF, M NE * FFIRPEFRRRIERAL.
3. NFERIFAE BN ENZRAFAESMEPEZETR.

MRBFZRRIP, B TEEZRRIVIAFNIE,.

4. EEWEFR, EEIFEN_LEFHELLIBNEONERENHE,
RERBDETEMHNRENDE, X TF Oracle #EE, HERFOIELETAEENHHEH.
B ERFIEH A BhEEE ISR ERR T

o HEERIAMESR, BEFEFMEHREFMEPHN &P 2 mE  LEEEHHRENIFAES.
BEHMREAFAE S URBIET.

6. NERFIEZRED, ARREHEFRIPERUBITIER, =&, ZadfREREE,

() ereEsssBR=REERg EHEH,

WNREFEHERRZ SnapCenter BENXIEH, ML EZEMRAFEFHEALR LHNED.

* YNSRESE Oracle IR FIRARED, NWIERILIAITHERMENHE(F,
" JIREEERT Oracle RIRHFRANBEED, WAILHAITESS, HRH, HEBMMEREE

* NREFEAZRIEAT Linux B9 SnapCenter iS4 E, FEHBMFH Oracle MEEIE2E ( RMAN
) WEMGHEITTRE, WEEEGEXLEEHRBNED.

7 NREMPRIE, BMERFEZRILRRE, AREE T MERRRE.
* BREFME LSO ERRA) ¢

Manage Copies

——— Summary Card
-

g 2 Backups
b | 1 Clones P

1 Data Backups
1 Log Backups

1 Clones

f#F PowerShell cmdlet B9

INRTHMEBERIMREFPABFTES), WAILIER Remove-SmBackup cmdlet IFRX L&
e & YT PowerShell IRIELIATT PowerShell cmdlet o

BX0]5 cmdlet ERERMNSHNERANGES, @TIEIT get-help command_name FIREL, =&, &
AILIBE " ( SnapCenter B4 cmdlet BE5R/) "
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ez

1. {5/ Open-SmConnection cmdlet AEEA P B&h5 SnapCenter fRSS28HIEIZSIE,

Open-SmConnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. {#F Remove-SmBackup cmdlet filf&—PMEZ N &
IR BIRERR D&MD ID BIBRA &%
Remove-SmBackup -BackupIds 3,4
Remove-SmBackup
Are you sure want to remove the backup(s) .

[Y] Yes [A] Yes to All [N] No [L] No to All [S] Suspend [7?] Help
(default is "Y"):

&8 PowerShell cmdlet ;IR /&3

&= LUER Remove-SmBackup cmdlet ;52 & Snapshot BIASH —RE N IEMDITE. MNREERI AR
E/RH Snapshot BlZA~ 2315 — /77 (E Snapshot BIZAREZIGEARILE, ERIREEEMEALL cmdlet o

1A HEZIF PowerShell 3718 L1117 PowerShell cmdlet o

BXO5 cmdlet EE5FERANSHNERBIER, T@EIETT get-help command_name F3XEY, &, &t
AJLIBE " ( SnapCenter B4 cmdlet 2E38R/) "

TR

1. f$£F Open-SmConnection cmdlet AIEEAF B5h5 SnapCenter fRS23HEIZERIE,

Open-SmConnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. {3 -CleanupSecondaryBackups S EE — K& 5015

I RAEEIERE Snapshot BIZAsH — L& 9IS MR

Remove-SmBackup -CleanupSecondaryBackups

Remove-SmBackup

Are you sure want to remove the backup(s) .

[Y] Yes [A] Yes to All [N] No [L] No to All [S] Suspend [?] Help
(default is "Y"):
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AT LUER SnapCenter AR RGE . X RHARE— 1 SHETR, THHE
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© EREHNE

* BB ENXH R,

* MRENXHRGERIEERITIT IR, GIS0R0E, WU ZIRIE, ART ERETERE

o

* BREBXARASNEREIRBMUE, MAELREIERARR.

BIRENEDPRERBENIXMG, BARERNXGRRARBESXHRRRAUE FREEEE. EMXGRSR
BINERBENXMY, BN fEiz&nHinnsfER X H,
* BREERREAAHBEIE.
* SnapCenter AJLUAR Windows BRI H RS, MIAHREEEFAR.
* BB
1. EEMSMEED, 2E*BR >, AENYIRPIEEERES
2. BImEERFIR, HREXG RGN RA IR,
3. MIIRAEE—NRIRA, AFRT *ER .
4. ZEHTIEP, EREMIEEAAETEN_EEERALRR, AEERELRNED.
5. IR M SHIRZFERNED,
6. AT LI ANFE SnapCenter TEIRRISERI BRI TRYTNRM R SR [ M IBRYER IR AT B34,

Bgn, EEILUSITHIZASSRESRT SNMP [&Bt, BohHITER, KXAEFERE

7 FEEMDIER, EEUTERZ—!

M FUHFE ... HATUHLIRIE ...
¥ SnapCenter lRSZBEHIEREFHERARS R  EEUIIATIAE SnapCenter fRSZBFFMHICREE
ZAEH ERGNRGEAEH,

M7EE R A RIEKBERIER AutoSupport & ] AR IR A5 F AutoSupport [ NetApp &i%H
KAEMAKBIRERE B

FEF BR {4 BT WERR C IR Y, RAEME 5 KEHERES
*, UEERRE D ERW A ARIXE FER A H
Bo WA SMTP fRS328, BUIABFHERFERITIL
R AF0 & 1 A\ BB BB 3tk

8. BEWE, AEBRE T~
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0. B~ T * > Rl * DURIEIR (R,

@ MRERNXHRAESHIERE, WELITERZBIERE, MRTERBIERE, WHEERTEL
TEMRS. BRERBEENER, FENEHEEN (BERIFER) -

£/ PowerShell cmdlet /R AR
RRZREMNEIERBTIS SnapCenter fRSZFMEZERTE, JIHERNRRFZMHMERURERED.
BB R PowerShell FR1E LIATT PowerShell cmdlet o

BB

1. {#F Open-SmConnection cmdlet AIEE A FB5h5 SnapCenter fRS32380EE=1E,

Open-smconnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. {#F Get-SmBackup #1 Get-SmBackupReport cmdlet =G X BXRM— MRS N EHHIE R,

I REEREXFBRRAENHNESR:

C:\PS>PS C:\> Get-SmBackup

BackupId BackupName
BackupTime BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32
AM Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17
AM

IRAIBRTHEX 2015 F 1 B 29 HE 2015 & 2 A 3 HEGHIFHAES:
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SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName
VerificationStatus

SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName
VerificationStatus

PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime
"2/3/2015"

113

2032

2/2/2015 6:57:03 AM
2/2/2015 6:57:11 AM
00:00:07.3060000
2/2/2015 6:57:23 AM
Completed

Clone

34

Vault

18

Clone SCSPR0019366001 02-02-2015 06.57.08

NotVerified

114

2183

2/2/2015 1:02:41 PM
2/2/2015 1:02:38 PM
-00:00:03.2300000
2/2/2015 1:02:53 PM
Completed

Clone

34

Vault

18

Clone SCSPR0O019366001 02-02-2015 13.02.45

NotVerified

1. {#F8 Restore-SmBackup cmdlet M &5 TR IR,
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B

Restore-SmBackup -PluginCode
'scch54.sccore.test.com\DummyPlugin\NTP\DB1' -BackupId 269

-Confirm:S$false
output:
Name

Restor

'DummyPlugin'

@

-AppObjectId

'scch54.sccore.test.com\DummyPlugin\NTP\DB1"

Id

StartTime
EndTime
IsCancellable
IsRestartable
IsCompleted
IsVisible
IsScheduled
PercentageCompleted
Description
Status

Owner

Error
Priority
Tasks
ParentJobID
EventId
JobTypeId
ApisJobKey
ObjectId
PluginCode
PluginName

2368

10/4/2016 11:22:02 PM

False
False
False
True
False
0

Queued

None

{}

NONE

X0 5 cmdlet EEFRANSHRERPNES,
BB ZE " ( SnapCenter 2§ cmdlet ZE355) "o

TR RIR(E

IR

ANy

"

EJLXﬁﬁET’FJLJ\E”"? *7[G] SnapCenter j

R ER AR

* XTFIAES

ERERSHTFHERERIBEZ ERRIRTUARE

UTERRERERLTIE L, HsRREIRE:

IETE#ITH

. BRZhTER
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O MEEBES, HITUTERME:

M FUIEFE ... PATUCIRLE ...
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"BEDEERS "B BN ERE THEE EREENERETAREIHREEREEHR.

R
ERFETEDOREEHR . BRI TIEHR
, EBRILRMEBEREHPEBERSNBEEER. &
VERRIEET 2 B, ERAEIELEEREEB AT, 1
RERPEFEED, WERTESIRER, &0F
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JIEAE REBRZ_LENR, HEFIEUE,

6. EHIATIER, IEEEHITH AT IERAS SR IBHIZS,
7. EEWE, AERTE W ¢
8. B * MadE * > Rk * LUSIRIRIEHEE,
£/ PowerShell cmdlet 72 [&& %
RETEREIEML, RITREIEEURSITERAE,
EATE HEZIF PowerShell JF1E LI314T PowerShell cmdlet o
c WE

1. f£f Open-SmConnection cmdlet AIEEAF B55 SnapCenter fRS23EIZERIE,

Open-SmConnection -SMSbaseurl https://snapctr.demo.netapp.com:8146

2. F|eIfEA Get-SmBackup ¢ Get-SmResourceGroup cmdlet 522914

RFIEREXFABRRENHNESR:

C:\PS>PS C:\> Get-SmBackup

BackupId BackupName BackupTime BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 Full Backup
11:02:32 AM

2 Payroll Dataset vise-f6 08... 8/4/2015
11:23:17 AM
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WRFIETEXRIEERRE, HERMXEKREHES:

PS C:\> Get-SmResourceGroup -ListResources -ListPolicies

Description

CreationTime : 8/4/2015 3:44:05 PM
ModificationTime : 8/4/2015 3:44:05 PM
EnableEmail : False

EmailSMTPServer

EmailFrom

EmailTo

EmailSubject

EnableSysLog : False
ProtectionGroupType : Backup
EnableAsupOnFailure : False
Policies : {FinancePolicy}
HostResourceMaping : {}
Configuration : SMCoreContracts.SmCloneConfiguration
LastBackupStatus

VerificationServer

EmailBody
FmailNotificationPreference : Never
VerificationServerInfo : SMCoreContracts.SmVerificationServerInfo
SchedulerSQLInstance

CustomText

CustomSnapshotFormat
SearchResources : False
ByPassCredential : False
IsCustomSnapshot

MaintenanceStatus : Production
PluginProtectionGroupTypes : {SMSQL}
Name : Payrolldataset

Type : Group

Id : 1

Host

UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

ClonelLevel : O

ApplySnapvaultUpdate : False
ApplyRetention : False
RetentionCount : 0

RetentionDays : O
ApplySnapMirrorUpdate : False



SnapVaultLabel
MirrorVaultUpdateRetryCount : 7
AppPolicies : {}

Description : FinancePolicy
PreScriptPath

PreScriptArguments
PostScriptPath
PostScriptArguments
ScriptTimeOut : 60000
DateModified : 8/4/2015 3:43:30 PM
DateCreated : 8/4/2015 3:43:30 PM
Schedule : SMCoreContracts.SmSchedule
PolicyType : Backup
PluginPolicyType : SMSOQL

Name : FinancePolicy

Type

Id : 1

Host

UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

CloneLevel : O
clab-al3-13.sddev.lab.netapp.com
DatabaseGUID

SQLInstance : clab-al3-13
DbStatus : AutoClosed

DbAccess : eUndefined

IsSystemDb : False
IsSimpleRecoveryMode : False
IsSelectable : True
SgqlDbFileGroups : {}
SglDbLogFiles : {}
AppFileStorageGroups : {}
LogDirectory

AgName

Version

VolumeGroupIndex : -1
IsSecondary : False

Name : TEST

Type : SQL Database

Id : clab-al3-13\TEST

Host : clab-al3-13.sddev.mycompany.com
UserName

Passphrase
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Deleted : False
Auth : SMCoreContracts.SmAuth
IsClone : False

3. A New-SmClone cmdlet NI B &1 B oh &2k,
LIRS ERE BENEES&DEIERE:

PS C:\> New-SmClone

-BackupName payroll dataset vise-f3 08-05-2015 15.28.28.9774
-Resources @{"Host"="vise-f3.sddev.mycompany.com";
"Type"="SQL Database";"Names"="vise-f3\SQLExpress\payroll"}
-CloneToInstance vise-f3\sglexpress -AutoAssignMountPoint
-Suffix clonefrombackup

-LogRestoreType All -Policy clonefromprimary ondemand

PS C:> New-SmBackup -ResourceGroupName PayrollDataset -Policy
FinancePolicy

LT REPEHIEER Microsoft SQL Server SLEIRIE— N rafE:

PS C:\> New-SmClone

-BackupName "BackupDS1l NY-VM-SC-SQL 12-08-2015 09.00.24.8367"
-Resources @{"host"="ny-vm-sc-sgl";"Type"="SQL Database";
"Names"="ny-vm-sc-sgl\AdventureWorks2012 data"}
-AppPluginCode SMSQL -CloneToInstance "ny-vm-sc-sgl"

-Suffix CLPOSH -AssignMountPointUnderPath "C:\SCMounts"

4. {FM Get-SmCloneReport cmdlet Z2& T E /B ATIRES

HRAIERIEEEL ID B5efEiRE:



PS C:\> Get-SmCloneReport -JobId 186

SmCloneId : 1

SmJobId : 186

StartDateTime : 8/3/2015 2:43:02 PM

EndDateTime : 8/3/2015 2:44:08 PM

Duration : 00:01:06.6760000

Status : Completed

ProtectionGroupName : Draper

SmProtectionGroupId : 4

PolicyName : OnDemand Clone

SmPolicyId : 4

BackupPolicyName : OnDemand Full Log

SmBackupPolicyId : 1

CloneHostName : SCSPR0054212005.mycompany.com

CloneHostId : 4

CloneName : Draper clone 08-03-2015 14.43.53

SourceResources : {Don, Betty, Bobby, Sally}

ClonedResources : {Don DRAPER, Betty DRAPER, Bobby DRAPER,
Sally DRAPER}

BXA5 cmdlet EEFRNSHRERBINESR, mIH@EEIETT get-help command_name X3REX, E, &
AIUSE " ( SnapCenter B4 cmdlet SE158) "
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