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配置高可用性

使用 F5 配置 SnapCenter 服务器以实现高可用性

要在 SnapCenter 中支持高可用性（ HA ），您可以安装 F5 负载平衡器。F5 允许
SnapCenter 服务器在最多两个位于同一位置的主机中支持主动 - 被动配置。要在
SnapCenter 中使用 F5 负载平衡器，您应配置 SnapCenter 服务器并配置 F5 负载平衡
器。

如果您已从 SnapCenter 4.2.x 升级，并且先前使用的是网络负载平衡（ NLB ），则可以继续使
用该配置或切换到 F5 。

此工作流图列出了使用 F5 负载平衡器配置 SnapCenter 服务器以实现高可用性的步骤。有关详细说明，请参见
"如何使用 F5 负载平衡器配置 SnapCenter 服务器以实现高可用性"。

您必须是 SnapCenter 服务器上本地管理员组的成员（除了分配给 SnapCenterAdmin 角色之外），才能使用以
下 cmdlet 添加和删除 F5 集群：

• Add-SmServerCluster

• Add-SmServer

• Remove-SmServerCluster

有关详细信息，请参见 "《 SnapCenter 软件 cmdlet 参考指南》"。

1

https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://library.netapp.com/ecm/ecm_download_file/ECMLP2877143
https://library.netapp.com/ecm/ecm_download_file/ECMLP2877143
https://library.netapp.com/ecm/ecm_download_file/ECMLP2877143
https://library.netapp.com/ecm/ecm_download_file/ECMLP2877143
https://library.netapp.com/ecm/ecm_download_file/ECMLP2877143
https://library.netapp.com/ecm/ecm_download_file/ECMLP2877143
https://library.netapp.com/ecm/ecm_download_file/ECMLP2877143
https://library.netapp.com/ecm/ecm_download_file/ECMLP2877143
https://library.netapp.com/ecm/ecm_download_file/ECMLP2877143
https://library.netapp.com/ecm/ecm_download_file/ECMLP2877143
https://library.netapp.com/ecm/ecm_download_file/ECMLP2877143
https://library.netapp.com/ecm/ecm_download_file/ECMLP2877143
https://library.netapp.com/ecm/ecm_download_file/ECMLP2877143
https://library.netapp.com/ecm/ecm_download_file/ECMLP2877143
https://library.netapp.com/ecm/ecm_download_file/ECMLP2877143


其他 F5 配置信息

• 安装并配置 SnapCenter 以实现高可用性后，编辑 SnapCenter 桌面快捷方式以指向 F5 集群 IP 。

• 如果 SnapCenter 服务器之间发生故障转移，并且还存在现有 SnapCenter 会话，则必须关闭浏览器并重新
登录到 SnapCenter 。

• 在负载平衡器设置（ NLB 或 F5 ）中，如果您添加的节点已由 NLB 或 F5 节点部分解决，并且 SnapCenter

节点无法访问此节点，则 SnapCenter 主页会频繁在主机关闭和运行状态之间切换。要解决此问题描述，您
应确保两个 SnapCenter 节点都能够解析 NLB 或 F5 节点中的主机。

手动配置 Microsoft 网络负载平衡器

您可以配置 Microsoft 网络负载平衡（ NLB ）以设置 SnapCenter 高可用性。在
SnapCenter 4.2 中，您应在 SnapCenter 安装之外手动配置 NLB 以实现高可用性。

有关如何使用 SnapCenter 配置网络负载平衡（ NLB ）的信息，请参见 "如何使用 SnapCenter 配置 NLB"。

SnapCenter 4.1.1 或更早版本支持在安装 SnapCenter 时配置网络负载平衡（ NLB ）。

从 NLB 切换到 F5 以实现高可用性

您可以将 SnapCenter HA 配置从网络负载平衡（ NLB ）更改为使用 F5 负载平衡器。

• 步骤 *

1. 使用 F5 配置 SnapCenter 服务器以实现高可用性。 "了解更多信息。"。

2. 在 SnapCenter 服务器主机上，启动 PowerShell 。

3. 使用 Open-SmConnection cmdlet 启动会话，然后输入凭据。

4. 使用 Update-SmServerCluster cmdlet 更新 SnapCenter 服务器以指向 F5 集群 IP 地址。

有关可与 cmdlet 结合使用的参数及其说明的信息，可通过运行 get-help command_name 来获取。或者
，您也可以参考 "《 SnapCenter 软件 cmdlet 参考指南》"。

SnapCenter MySQL 存储库的高可用性

MySQL 复制是 MySQL Server 的一项功能，可用于将数据从一个 MySQL 数据库服务器（
主）复制到另一个 MySQL 数据库服务器（从）。SnapCenter 仅支持在两个启用了网络负
载平衡（启用了 NLB ）的节点上进行 MySQL 复制以实现高可用性。

SnapCenter 对主存储库执行读取或写入操作，并在主存储库出现故障时将其连接路由到从存储库。然后，从存
储库将成为主存储库。SnapCenter 还支持反向复制，此功能仅在故障转移期间启用。

如果要使用 MySQL 高可用性（ High Availability ， HA ）功能，必须在第一个节点上配置网络负载平衡器（
Network Load Balancer ， NLB ）。在安装过程中， MySQL 存储库安装在此节点上。在第二个节点上安装
SnapCenter 时，您必须加入第一个节点的 F5 并在第二个节点上创建 MySQL 存储库的副本。

SnapCenter 提供了 Get-SmRepositoryConfig 和 Set-SmRepositoryConfig PowerShell cmdlet 来管理 MySQL
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复制。

有关可与 cmdlet 结合使用的参数及其说明的信息，可通过运行 get-help command_name 来获取。或者，您也
可以参考 "《 SnapCenter 软件 cmdlet 参考指南》"。

您必须了解与 MySQL HA 功能相关的限制：

• 两个节点以上不支持 NLB 和 MySQL HA 。

• 不支持从 SnapCenter 独立安装切换到 NLB 安装，反之亦然，也不支持从 MySQL 独立设置切换到 MySQL

HA 。

• 如果从存储库数据未与主存储库数据同步，则不支持自动故障转移。

您可以使用 set-SmRepositoryConfig cmdlet 启动强制故障转移。

• 启动故障转移后，正在运行的作业可能会失败。

如果由于 MySQL 服务器或 SnapCenter 服务器已关闭而发生故障转移，则正在运行的任何作业可能会失
败。故障转移到第二个节点后，所有后续作业均会成功运行。

有关配置高可用性的信息，请参见 "如何使用 SnapCenter 配置 NLB 和 ARR"。

导出 SnapCenter 证书

• 步骤 *

1. 转到 Microsoft 管理控制台（ MMC ），然后单击 * 文件 * > * 添加 / 删除管理单元 * 。

2. 在添加或删除管理单元窗口中，选择 * 证书 * ，然后单击 * 添加 * 。

3. 在证书管理单元窗口中，选择 * 我的用户帐户 * 选项，然后单击 * 完成 * 。

4. 单击 * 控制台根 * > * 证书 - 当前用户 * > * 可信根证书颁发机构 * > * 证书 * 。

5. 右键单击具有 SnapCenter 友好名称的证书，然后选择 * 所有任务 * > * 导出 * 以启动导出向导。

6. 完成向导，如下所示：

在此向导窗口中 … 执行以下操作 …

导出私钥 选择 * 是，导出私钥 * 选项，然后单击 * 下一步 *
。

导出文件格式 不进行任何更改；单击 * 下一步 * 。

安全性 指定要用于导出的证书的新密码，然后单击 * 下一
步 * 。

要导出的文件 为导出的证书指定文件名（必须使用 .pfx ），然后
单击 * 下一步 * 。

正在完成证书导出向导 查看摘要，然后单击 * 完成 * 开始导出。
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• 结果 *

证书以 .pfx 格式导出。
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