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4 BEH DY, ARESEAFNET:
a. M * &\ FE MY RPIEERE R LA,
b. T:E’J'Z'EF%EF“ l_%;'_\'lfzo

SBEAFBEREFARME SnapCenter fa, 7 SFIHXLEZHEF,

c. HFFEFIBAFEEIRESE,
d Bk R
5. g * 123"

AMIBFRHAHNEARRE, RIFERYIR.

IR
BRTEBIA SnapCenter B 24, EEAILEIEECHNAEHBENXNIR,
&M B LA "SnapCenterAdmin" A& R,

BB

. EEMSHMERS, B 88 .
2 FRERED, BFAE,
3. B 4,
4 EFMBERESR, HEHAENEFHTTEEL,
M SnapCenter 4.5 744, ‘E’F\QET:EFEF%%ﬂéﬂ%ﬂ‘qﬂ'@,’zﬂ)(?ﬁ’iﬂi?ﬁI =% O , &
FR(-) , THIE () MBS (1) . MREFHERENRZAB SnapCenter 61
()  HREURKEERFR, LB ERSE SnapCenteor WebApp B web.config {5

F¥& "DisableSQLInjectionValidation " ¥ BVEE AN true REFAAB BRI, EElt
BE, BLXHREMBIIRS.

o R WABNFIEMRYAIEEEMRANNER ¥, UEZABHNEMKREBERMERIIREE
BEMENFER,

MRAFELABHRREEDEAEMARAINSR, MNNEBCHEREED,

@ BRLEDE, IRAFSEIENKIZFENAFREGHERENA®, WAFENRAF I
;(T%_JZJ\/}_E’Jlﬁ|ﬂ$RBEo

1. ERRINES, EFEDRLABINIR, HERE * 21 * RFZABKNFAENR.
2. BERR

£/ security login F <71 ONTAP RBAC 2
MRFHEARTITHEERFRIL ONTAP , MBI LAEMA security login 857801 ONTAP
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RBAC ffa,

* BREHRE

* TERITITEEER ONTAP MITEE R Si8I2E ONTAP RBAC ABZHI, EUMBEUTARE:
° BRATH—INEL 2 IS
° ITIXEAE SER R AIAR

* FicE RBAC A EEMITUUTIRME:

° NEn M | KT B REFINR,
g T EREMMIARLES: all-access #l read-only o
1R AR S D ECFR B AR R,

° NRRDEAR,
° 1R#E SnapCenter {EHBIEZINENEHNEHEER IP AREZERIIEE TN SVM , FXENE

o

* KTUAES -

EEHVEFERAL IILEXLEABITRE, Er]LIERERT Data ONTAP BY RBAC User Creator TR, T
BB X%H7TE NetApp Xtz E,

T ESBmhE#IEE ONTAP fPR. 5Ii0, EMAF Data ONTAP B RBAC User Creator TE & B ehiRIEMIIR
AR, EELEERFAEIHRNE, NRSTHFINZIFENER, ASEBRNLIHRNE, N ONTAP &¥4ih
RINPRIFIC N EETHZE TN,

WRFHEEFK SnapCenter 3 ONTAP , NI EFEITIEAF Data ONTAP B RBAC A 6ET2
() BIAUSEEmERORA R, HFHRAE SnapCenter 5 ONTAP QIRKIRF R E X
A RRIIRATER TR, BRMEFLTAN, CABMMEIE, CEREHOIEAR,

BXIEE ONTAP RBAC AEIFMESR, 135 " ( ONTAP 9 BIERA B I0IEH RBAC S4ki5r) "

NTHE—HME, SnapCenter XIEEGABF ARSI OnCommand System Manager Elff2
(D)  BPREEAAE "atribute " {1 "priviege . - 12E ONTAP RBAC &, XA AENS
XHHEL
c HE
1. BEERZL, WAUTHSUIERAE:

ssecurity login role create <role name\> -cmddirname "command" -access all -
vserver <svm name\>

* svm_name & SVM B&#F, MRBHFERET, WEANEEEERA,
* role_name @ ARABIEENRT.
* command & ONTAP Ifjgg,
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BXRNRFIRBER, BN "ATeIEAEMD IR ONTAP s5 TR EH <"

BTN MMUREE Ian <, BISE, BISLIILFRBIRRGS, ARBYIHRR
A
S

2. AT a<LIZARA:

ssecurity login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step> - vserver <svm_ name\>
—-comment "user description"

* user_name EESIENEFRNEBR,
* <password> BEHNES, WRTIEERNE, RAABRTERAN—IED,
* svm_name & SVM BY& FF,

3. MAUT®a<, BAGDIELRAF:

ssecurity login modify username <user name\> - vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

* <user_name> BEELE 2 FEIEMNAFNEIT. ST BFERRBAFPLUIEESHAEXEL
* <SVM_name> & SVM BY& FF,
* <role_name> BEELRE 1 FRIENABNEZITR,
* <password> @EHNERE, MRRFEEE, RARKRTEEMNA—ER,
4. WMANUTHS, WIERSEEREERR:

ssecurity login show - vserver <svm name\> -user-or-group-name <user name\>

user_name SEELE 3 FEIEANAEFZFR.

SIZEE&ENFER SVM At
7£ ONTAP Fu#t SVM BFRIZA G, HIUE1TZ 1 ONTAP er<{THREm . WRE
7£ ONTAP #¥ SVM B2E A5 SnapCenter E51FEH, MIEFRIEFER vsadmin A&, N
TEIma,
B
1. EERERSE L, QIBE—MABHAZABSEFRENR,

ssecurity login role create - vserver <svm name\>- role <svm role Name\>
-cmddirname <permission\>

() cEuusMUREESLHS,

1. QIB— T AAHRBZABNESIZARF.
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BFeliE SVM B EFf2 AR ONTAP

AR L RENE SVM A EH SRR,

ssecurity login create -user <user name\> -vserver <svm name\> -application

ontapi -authmethod password -role <svm role Name\>

2. R P BE,

ssecurity login unlock -user <user name\> -vserver <svm name\>

1721 ONTAP i 1TR

HOTREDD

* ssecurity login role create -role SVM role name -cmddirname "snapmirror list-
destinations"-vserver SVM name -access all

28

ssecurity login role create -role SVM role name -cmddirname "event generate-
autosupport-log"-vserver SVM name -access all

ssecurity login role create -vserver svm name
"job history show"-access all

ssecurity login role create
"job stop"-access all

ssecurity login role create
"LUN"-access all

create
all

ssecurity login role

"lun create" -access

create
all

ssecurity login role

"lun delete" -access

ssecurity login role create

"lun igroup add" -access all

ssecurity login role create
"lun igroup create" -access

ssecurity login role create
"lun igroup delete" -access

ssecurity login role create
"lun igroup rename" -access

ssecurity login role create

—vserver

—vserver

—vserver

—vserver

—vserver

-vserver
all

-vserver
all

-vserver
all

—-vserver

"lun igroup show" -access all

SVM_name

SVM name

svm_name

svm_name

svm_name

svm_name

svm_name

svm_name

svm_ name

ssecurity login role create -vserver svm name

"lun mapping add-reporting-nodes" -access all

ssecurity login role create -vserver svm name

"lun mapping create"-access

all

ssecurity login role create -vserver svm name
"lun mapping delete" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

ssecurity login role create -vserver svm name -role
"lun mapping remove-reporting-nodes" -access all

svm_role name

SVM role name

SVM role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm role name

svm_role name

svm _role name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

—-cmddirname

-cmddirname



ssecurity login role create -vserver svm name

"lun mapping show" -access all

ssecurity login role create -vserver svm name
"lun modify" -access all
ssecurity login role create -vserver svm name

"lun move-in-volume" -access all

ssecurity login role create -vserver svm name
"lun offline" -access all
ssecurity login role create -vserver svm name
"lun online" -access all
ssecurity login role create -vserver svm name
"lun resize" -access all
ssecurity login role create -vserver svm name
"lun serial " -access all
ssecurity login role create -vserver svm name

"lun show" -access all

ssecurity login role create -vserver
"network interface"-access readonly

SVM_ name

ssecurity login role create -vserver
"snapmirror policy add-rule" -access

Svm_name
all

ssecurity login role create -vserver svm name
"snapmirror policy modify-rule" -access all

ssecurity login role create -vserver svm name
"snapmirror policy remove-rule" -access all

ssecurity login role create -vserver svm name
"snapmirror policy show" -access all

ssecurity login role create -vserver svm name
"snapmirror restore" -access all

ssecurity login role create -vserver svm name
"snapmirror show" -access all

ssecurity login role create -vserver svm name
"snapmirror update" -access all

ssecurity login role create -vserver svm name
"snapmirror update-ls-set" -access all

ssecurity login role create -vserver svm name

"version" -access all

ssecurity login role create -vserver svm name

"volume clone create" -access all

ssecurity login role create -vserver svm name

"volume clone show" -access all

ssecurity login role create -vserver svm name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm role name

svm _role name

svm _role name

SVM role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm role name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

—-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"volume clone split start" -access all

ssecurity login role create -vserver svm name
"volume clone split stop" -access all

ssecurity login role create -vserver svm name
"volume create" -access all

ssecurity login role create -vserver svm name
"volume destroy" -access all

ssecurity login role create -vserver svm name
"volume file clone create" -access all

ssecurity login role create -vserver svm name
"volume file show-disk-usage" -access all

ssecurity login role create -vserver svm name
"volume modify" -access all

ssecurity login role create -vserver svm name

"volume offline" -access all

ssecurity login role create -vserver svm name

"volume online" -access all

ssecurity login role create -vserver svm name

"volume gtree create" -access all

ssecurity login role create -vserver svm name

"volume gtree delete" -access all

ssecurity login role create -vserver svm name

"volume gtree modify" -access all

ssecurity login role create -vserver
"volume gtree show" -access all

SVm_name

ssecurity login role create -vserver
"volume restrict" -access all

svm_name

ssecurity login role create -vserver
"volume show" -access all

SvVm_name

ssecurity login role create -vserver
"volume snapshot create" -access all

SvVm_name

ssecurity login role create -vserver
"volume snapshot delete" -access all

sSvm_name

ssecurity login role create -vserver
"volume snapshot modify" -access all

sSvm_name

ssecurity login role create -vserver
"volume snapshot rename" -access all

svm_name

ssecurity login role create -vserver svm name

"volume snapshot restore" -access all

ssecurity login role create -vserver svm name
"volume snapshot restore-file" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm role name

svm_role name

svm _role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

—-cmddirname

—-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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SnapCenter R 1T121E,

&

ssecurity login role create -vserver svm name

"volume snapshot show" -access all

ssecurity login role create -vserver svm name

"volume unmount —-access all

ssecurity login role create -vserver svm name

"vserver cifs share create" -access all

ssecurity login role create -vserver svm name

"vserver cifs share delete" -access all

ssecurity login role create -vserver svm name

"vserver cifs share show" -access all

ssecurity login role create -vserver svm name

"vserver cifs show" -access all

ssecurity login role create -vserver svm name
"vserver export-policy create" -access all

ssecurity login role create -vserver svm name
"vserver export-policy delete" -access all

ssecurity login role create -vserver svm name

"vserver export-policy rule create”

ssecurity login role create -vserver svm name

"vserver export-policy rule show" -access all

ssecurity login role create -vserver svm name

"vserver export-policy show"-access all

ssecurity login role create -vserver SVM name

"vserver iscsi connection show"-access all

ssecurity login role create -vserver svm name

"vserver" -access readonly

ssecurity login role create -vserver svm name
"vserver export-policy" -access all

ssecurity login role create -vserver svm name

"vserver iscsi" -access all

ssecurity login role create -vserver svm name
"volume clone split status"-access all

EZAARININRAY ONTAP &8 At

-role

-role

-role

-role

-role

-role

-role

-role

-role

—-access all

-role

-role

-role

-role

-role

-role

-role

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm role name

svm _role name

svm _role name

svm_role name

svm_role name

svm_role name

SVM role name

svm_role name

svm_role name

svm_role name

svm_role name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

—-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

N EJZ— M EBERRIIRR ONTAP &8, LUERLEER ONTAP EELARE

F o E={RANER,

TR

1. EEERS L, Q- AEHNZABRD AR,

EAILUBITZ N ONTAP 1T E A < KB ONTAP 21 £
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ssecurity login role create - vserver <cluster name\>- role <role name\>
-cmddirname <permission\>

®

BNNEMUREELLSH <,

1. QI — M ARHRBZABNESIZAR.

ssecurity login create -user <user name\> -vserver <cluster name\>

-application ontapi -authmethod password -role <role name\>

2. fEBRA P HE,

ssecurity login unlock -user <user name\> -vserver <cluster name\>

A
<

1721 ONTAP s 21T Es < KEeIBEE A BN D EIR,

security login role create -vserver Cluster name or cluster name
Role Name -cmddirname "metrocluster show" -access readonly

security login role create -vserver Cluster name or cluster name
Role Name -cmddirname "cluster identity modify" -access all

security
"cluster

security
"cluster

security
"cluster

security
"cluster

security

"event generate-autosupport-log"

login role create -vserver
identity show" -access all

login role create -vserver
modify" -access all

login role create -vserver
peer show" -access all

login role create -vserver
show" -access all

login role create -vserver
-ac

ssecurity login role create -vserver
"job history show" -access all

ssecurity login role create -vserver
"job stop" -access all

ssecurity login role create -vserver

A LUN AL

ssecurity login role
"lun create"

ssecurity login role
"lun delete"

ssecurity login role

—-access all

create -vserver
—-access all

create -vserver
—-access all

create -vserver

"lun igroup add" -access all

Cluster name -role Role Name

Cluster name

Cluster name

Cluster name

Cluster name

cess all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

role name

role name

role name

role name

role name

role name

-role

-role

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



ssecurity login role create -vserver Cluster name
"lun igroup create" -access all
ssecurity login role create -vserver Cluster name
"lun igroup delete" -access all
ssecurity login role create -vserver Cluster name
"lun igroup modify" -access all
ssecurity login role create -vserver Cluster name
"lun igroup rename" -access all
ssecurity login role create -vserver Cluster name

"lun igroup show" -access all

ssecurity login role create -vserver Cluster name
"lun mapping add-reporting-nodes" -access all

ssecurity login role
"lun mapping create"

create -vserver Cluster name
—-access all

ssecurity login role create

"lun mapping delete"

-vserver Cluster name

—-access all

ssecurity login role create -vserver
"lun mapping remove-reporting-nodes"

Cluster name
—access all

ssecurity login role create -vserver
"lun mapping show" -access all

Cluster name

ssecurity login role create -vserver Cluster name
"lun modify" -access all
ssecurity login role create -vserver Cluster name

"lun move-in-volume" -access all

ssecurity login role create -vserver
"lun offline™ -access all

Cluster name

ssecurity login role create -vserver Cluster name

"lun online" -access all

ssecurity login role create -vserver Cluster name
"lun persistent-reservation clear" -access all

ssecurity login role create -vserver Cluster name

"lun resize" -access all

ssecurity login role create -vserver Cluster name

"LUN serial " -access all

ssecurity login role create -vserver Cluster name

"lun show" -access all

ssecurity login role create -vserver Cluster name

"network interface create" -access readonly

ssecurity login role create -vserver Cluster name

"network interface delete" -access readonly

ssecurity login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

—-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"network interface modify" -access readonly

ssecurity login role create -vserver Cluster name -role
"network interface show" -access readonly

ssecurity login role create -vserver Cluster name -role
"security login" -access readonly

role name -cmddirname

role name -cmddirname

security login role create -vserver Cluster name -role Role Name -cmddirname

"snapmirror create" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname

"snapmirror list-destinations" -access all

ssecurity login role create -vserver Cluster name -role
"snapmirror policy add-rule" -access all

ssecurity login role create -vserver Cluster name -role
"snapmirror policy create" -access all

ssecurity login role create -vserver Cluster name -role
"snapmirror policy delete" -access all

ssecurity login role create -vserver Cluster name -role
"snapmirror policy modify" -access all

ssecurity login role create -vserver Cluster name -role
"snapmirror policy modify-rule" -access all

ssecurity login role create -vserver Cluster name -role
"snapmirror policy remove-rule" -access all

ssecurity login role create -vserver Cluster name -role
"snapmirror policy show" -access all

ssecurity login role create -vserver Cluster name -role
"snapmirror restore" -access all

ssecurity login role create -vserver Cluster name -role
"snapmirror show" -access all

ssecurity login role create -vserver Cluster name -role
"snapmirror show-history" -access all

ssecurity login role create -vserver Cluster name -role
"snapmirror update" -access all

ssecurity login role create -vserver Cluster name -role

"snapmirror update-ls-set" -access all

ssecurity login role create -vserver Cluster name -role
"system license add" -access all

ssecurity login role create -vserver Cluster name -role
"system license clean-up" -access all

ssecurity login role create -vserver Cluster name -role

"system license delete" -access all

ssecurity login role create -vserver Cluster name -role

"system license show" -access all

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname



ssecurity login role create -vserver
"system license status show" -access

ssecurity login role create -vserver
"system node modify" -access all

ssecurity login role create -vserver

"system node show" -access all

ssecurity login role create -vserver

"system status show" -access all

ssecurity login role create -vserver

"version" -access all

ssecurity login role create -vserver

"volume clone create" -access all

ssecurity login role create -vserver
"volume clone show" -access all

ssecurity login role create -vserver

Cluster name

all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

"volume clone split start" -access all

ssecurity login role create -vserver

"volume clone split stop" -access all

ssecurity login role create -vserver
"volume create" -access all

ssecurity login role create -vserver
"volume destroy" -access all

ssecurity login role create -vserver
"volume file clone create"

ssecurity login role create -vserver

Cluster name

Cluster name

Cluster name

Cluster name

—-access all

Cluster name

"volume file show-disk-usage" -access all

ssecurity login role create -vserver
"volume modify" -access all

ssecurity login role create -vserver

"volume offline" -access all

ssecurity login role create -vserver

"volume online" -access all

ssecurity login role create -vserver

"volume gtree create" -access all

ssecurity login role create -vserver

"volume gtree delete" -access all

ssecurity login role create -vserver
"volume gtree modify" -access all

ssecurity login role create -vserver

"volume gtree show" -access all

ssecurity login role create -vserver

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

—-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"volume restrict" -access all

ssecurity login role create -vserver Cluster name
"volume show" -access all

ssecurity login role create -vserver Cluster name
"volume snapshot create" -access all

ssecurity login role create -vserver Cluster name
"volume snapshot delete" -access all

ssecurity login role create -vserver Cluster name
"volume snapshot modify" -access all

ssecurity login role create -vserver Cluster name

"

"volume snapshot promote -access all

ssecurity login role create -vserver Cluster name

"volume snapshot rename" -access all

ssecurity login role create -vserver Cluster name

"volume snapshot restore" -access all

ssecurity login role create -vserver Cluster name
"volume snapshot restore-file" -access all

ssecurity login role create -vserver Cluster name

"volume snapshot show" -access all

ssecurity login role create -vserver Cluster name

"volume unmount " -access all

ssecurity login role create -vserver Cluster name

"Vserver" -access all

ssecurity login role create -vserver
"Vserver cifs create" -access all

Cluster name

ssecurity login role create -vserver
"Vserver cifs delete" -access all

Cluster name

ssecurity login role create -vserver
"Vserver cifs modify" -access all

Cluster name

ssecurity login role create -vserver Cluster name
"Vserver cifs share modify" -access all

ssecurity login role create -vserver Cluster name
"Vserver cifs share create" -access all

ssecurity login role create -vserver Cluster name
"Vserver cifs share delete" -access all

ssecurity login role create -vserver Cluster name
"Vserver cifs share modify" -access all

ssecurity login role create -vserver Cluster name

"Vserver cifs share show" -access all

ssecurity login role create -vserver Cluster name

"Vserver cifs show" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

—-cmddirname

—-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



ssecurity login role create -vserver Cluster name

"vserver create" -access all

ssecurity login role create -vserver Cluster name
"vserver export-policy create" -access all

ssecurity login role create -vserver Cluster name
"vserver export-policy delete" -access all

ssecurity login role create -vserver Cluster name

"vserver export-policy rule create" -access all

ssecurity login role create -vserver Cluster name

"vserver export-policy rule delete" -access all

ssecurity login role create -vserver Cluster name

"vserver export-policy rule modify" -access all

ssecurity login role create
"vserver export-policy rule

-vserver Cluster name
show" -access all

ssecurity login role create -vserver Cluster name
"vserver export-policy show" -access all

ssecurity login role create -vserver Cluster name

"vserver iscsi connection show" -access all

ssecurity login role create -vserver Cluster name
"vserver modify" -access all

ssecurity login role create -vserver Cluster name

"vserver show" -access all

BeE IS N ABFEF LS A Active Directory i2EXAX R

INRFEH SnapCenter [ZF Active Directory iREUNR,
& Internet 2R ( Internet Information Services ,

Fo

o

1. 7£%% 7T SnapCenter BY Windows R5388 EFTH IS BIE8E,
2. TEMSHMERTR, 2E* NATERN
3
4. EEER, ARRE ", * LRI SnapCenter N AER MARIR,
5
6

- BEHE,

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

- EN FAEF YR PER SnapCenter , ARBHRFERTR * BRILE *

BEXMFREEIR SnapCenter N BIERFMEIAE ApplicationPoolldentity 1K

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

—-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

- EEEXKPFER, WARE Active Directory IREVAXPRAVIE A F S B IR B3tk & #Fo

f&BI LA7E Windows AR5 28 LT
IS ) UBIRBTE X AiZR bk
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AINTFE RS

ENISEFHERS, {F SnapCenter 8E8%1/10) ONTAP 7Zfi#5iE i F NetApp ONTAP BY
Amazon FSX , UHITEIBRIPMECE R

SR LUARIN—NM®RIL SVM , BRILURII— 12 SVM AIEEE, NREFEANRIERT NetApp ONTAP
89 Amazon FSX , MIATLAER fsxadmin KPR Z S SVM AT FSX BIE LIF , BALATE SnapCenter H
AN FSX SVM o

* BEENRE

* BN ABCBEMEEEMENEMENEERER B ENR,

* BN RIG M TR TEHITH,

AINEERGEREER, EVIEGLERNRETRHITR, BAENEGFOIEASEN, HFEBIEEKRSTES
£ SnapCenter BB REFERN Al BFEH " X " F7E NetApp EfiE £ "o

* FHERGR NN EME—RTY.

SnapCenter R ZIFEARREIEER L ERBERIZIRHNZNMEERS, SnapCenter TN NMEERAENVER
ME—BY 2 FRANME—RYELIE LIF IP ik,

* XFUES

* RBEERAN, BETUEHESEHEIERS (EMS) # AutoSupport ThEE, AutoSupport TERIUKER
XEAFGITIVRBEIE, FHEIRXEHIERIXL NetApp FIARZ R, FHEEB I RFAHITHFEHPR,

MRBRATXEINRE, WERRZERP, TRWERIEMINTTREHRIEARIET, SnapCenter =¥
AutoSupport ERRIXEIFHALR, HI§ EMS HERXIFHAKRAARARS.

* WNREITRIFE Snapshot BlAsEHIZ] SnapMirror BAxE% SnapVault B¥R, N8Bk SVM S EEE IR
SVM SRS EEF MR SIER.

@ ?E%EE&T%%?%EEE, HRIBFEL, Eﬁﬁ%{ﬁiﬂﬁﬁﬁf’ﬁﬂﬁ‘éﬁimﬁo EREFERAENGE,
ERLOBE B FEET RPN * B0 KEMEN,
TR
1. EEMSMERS, B FHEES .
2. FEFERFTES, BE R
3. FEANNEFERLEIIEST, RHUTESR:
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NFUEFE ...
FHERSR

RRP& | 255

EHEERS (EMS) F AutoSupport i&E

HITUCIRIE ...
WNTFER SR RIREL P Htidlk,

EHRKET (FEEESE) 40
88 15 MELFR, HEBETY
IR, BeIEBIEEEE 15

()  teunemRmEs, AU
Add-
SmStorageConnectionPowerShell
cmdlet o

3+ F R F MetroCluster BE& (
@ MCC ) WITEEZRS, BiNFEREA
AR BRI EERE, ML H

#TizTTo

SnapCenter A2 FERFISEE L FERAERRZIRHN
%1 SVM, SnapCenter X3RS SVM 240
BEEM—NRZTR,

BIEEEEAINE SnapCenter [
() . REufEF ONTAP Ba& SVM o
£

WNRFNNBY SVM ERE R FRE
@ FQDN , M#4Z58] M SnapCenter
R ENAEMTIE SVM

ig)\ﬁﬁiﬁ R RSB RV ER PRI

NRER EMS BREAZXIEFRARRARRDE
» BEER AutoSupport JH B K IXEFFE RGN
FfRIF, FERGERIRIFSRIURIE, IEEFENME
p=prit e

INRIEF * ATEERFRIERBIREN
AutoSupport 1B * E3EE, MFEREP * &
SnapCenter fREZ2ZFHICRIRAHE * EiEE
, ERANEREH AutoSupport 18], EE EMS HE
Zix,

4. IREBANELTE, i WOMBIRIAE, BRE * EZEM .

a. EFEH, MTHFIRPERE—MED,

gN3R SVM BEM R BRI _REFMERE, kP © —4F * EiftiE, WFREE * —4& * %0, N

SnapCenter A& BIHRITIFRAIERE,

39



b. ZEWHINH, EFE SYM SEE S BEHRIEEREN Y, BEA HTTPS o
C. MAEFHERGPIER IR,

AINERO 443 BEBH.
d. WMANEEEEEHZAINEEME (UG .
FAIAER 60 o

e. MR sVM EES M EEENO, 1#Fikd * §ik IP* Ei%iE, ZAFMA SVM EZRNEE IP ik,
fBERE
o BE R,

* AR
EEFEARTIESR, M EKE > THTIRPHIITUTREZ—:
* MREEFCEFMIFTE ONTAP SVM* , Fi%#E * SVM* ,
YNREARNM FSX SVM , EAMEFIH FSX SVM o
* MRBEECHMBFAESEE, 151EHE * ONTAP Clusters* o
NRIEEEMA fsxadmin AR FSX &8%, LLALRKTIH FSX &84,
PHEEHEE, BTEENMEA SVYM #% 2/R1E Storage Virtual Machine #8453 H,

WRFEFH ONTAP B AP REEHHAI SVM FRINZEI ONTAP &£8h, 58T * EAI * UBEEHHMD
SVM ,

© AR

ERBIERNNEESNMEERAT S /S AutoSupport , A BEEIEEERAGSITREITUTHSM
SnapCenter B IRBIFTE 1ZiE R 58 A& 1% BB FHB4-E%] .

AutoSupport trigger modify -node nodename -autosupport-message client.app.info
enable -noteto enable

@ Storage Virtual Machine (SVM ) EIEF T %1HiR] AutoSupport o

WINETF SnapCenter Fr/EEHI23 AV RTIE

INRIEFEFRYZ FAS B¢ AFF T2figfzhles, WFEZEET SnapCenter tREiEhI2s8I1FA]
iEo

BT8R RHER A LUTHHE:

* LSRR NTZRLEIRTHIHHY SnapCenter FRENE (RHEEME—EIRM)
* FEFERE TR
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* o[BI (HEF ONTAP A4 E RS W FMERE G STIFHBEIZAME FAS 3¢ AFF FiEiTHI23REH

@ X FETF SnapCenter =HI23891F AIIE, EARZTE SnapCenter B2 - R EAHENEAIFR]
IR,

* PEEHTHIZRHIFTIS

BXFTFRIFEERER, 138N "SnapCenter FE]IE"S

ANE T SRV IF PIIERYBIR 5 1

ERMETITHIRMIFENEZ /l, BNIIFRE B %% SnapManager EHFAIE, HEITHIZE ELEMFRIIE
, KEIEHIZBENFETS UM EETIEHI 288 rlE SIS,

BIFR BB %% SnapManager E4FRIIE
1&A] LUER SnapCenter B2 REZEE SnapManager EFFAIERRETE FAS IX2 AFF ZEMERS L,

HHEMLEEERATETE SnapManager EFiFAIIE, SnapManager EFFAIEUERF EEFHEHRA K LD
FAS #1 AFF SVM = £8%,

MR EWITHI 28 £ B %% SnapManagerSuite iF 8], NMARAHRZERMEETF SnapCenter Fr/E
@ T HI2FE0IF ETIERA, SnapManagerSuite ¥ RIIEFIEF SnapCenter tr/EIEHl 28 AV AT IEX 7R
MR U ERER, BE(IRTINEE—MFAIE,

BB
1. EEMSMEER, BT FERA S
2. HFERKIEA * KB THIYIRF, EEEEEEEHRMMAE SYM EE5&EE:
- BEEEEHMIFRIE SVM , &% * ONTAP SVM*
- EEFENMNFE SRR, 5% * ONTAP Clusters* o

PHEERENE, BTEENME SVYM #% 2/R1E Storage Virtual Machine 38453 H,
3. TEFEEREYIRA, HEIEHIZBFAIES,
RIS 2R TIRE

R SnapManager EfFIFRIER3ETE FAS 8¢ AFF EEERS L.

© R SnapManager EfFIFRIIEARLIETE FAS 3¢ AFF EEMERZ L,

* FEBRT SnapManager EFFRIIERNER, ENEEESIZSITF Cloud Volumes ONTAP ,
ONTAP Select 3 —_EFEF & Lo

HATEITHIZE L R ERFA]IE
A LAGER ONTAP s 1TEB RIS L REMFME AL EN2E FAS 3¢ AFF R4t RSB EIE S,
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(D ETF SnapCenter /&= HI23 BT rlIEEIEH28 £ 27" 9 SnapManagerSuite ¥ /],

SR

1. 53 ONTAP a3 <1TE R NetApp 15623,
2. B\ license show #%, RAEEERLUHERSE XL SnapManagerSuite ],

clusterl::> license show
(system license show)

Serial Number: 1-80-0000xx

Owner: clusterl
Package Type

Serial Number: 1-81-000000000000000000000000xx

Owner: clusterl-01

Package Type

NF'S license
CIFS license
iSCSI license
FCP license
SnapRestore license
SnapMirror license
FlexClone license
SnapVault license

SnapManagerSuite license

Description

NFS License

CIFS License

iSCSI License

FCP License

SnapRestore License
SnapMirror License
FlexClone License
SnapVault License
SnapManagerSuite License

Expiration

Expiration

LB, LT SnapManagerSuite FrRIIE, FEILTFHRITEM SnapCenter iFAT1E{E,

MEREHEFIS

TREARRHRFYS A REARETIZHREINTAIENFYS. EALUER ONTAP s 1T RIEHIZEF5!

2, B2 FAS 5 AFF 24 FIVEEIEIER,

c SE
1. EF ONTAP #h${TB R BIIEI28,

2. &\ system show -instance #8<, AREERH L UEHREHZERFYIS
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clusterl::> system show -instance

Node: fas8080-41-42-01
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -

Uptime: 143 days 23:46
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false

Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false
2 entries were displayed.

3. BRFIIS.

WRETERISZATFRIENFYIS

NREFERANE FAS 3¢ AFF 7268, MBS M NetApp ZiFuh a0 ZEE T SnapCenter I£HI28891F AIE, ARG
B{FEH ONTAP s 1T#HITRE,

* BEENRS -

* BN ABBMH NetApp ZIFILRERERE,
MRKBANERERE, WASARREEEAER.
* BN AEBEHEFIS,
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ez

1. ZRE NetApp Z#Fuhis, MHUEA "mysupport.netapp.com”s
2. SE RS > EFENE <,
3. EEREMHXIEF, MEERTFYS (T REEE) , BIAZHSRFEIS, RERE * 1T *S

Software Licenses

Selection Criteria

Choose a method by which to search

» |Serial Number (located on back of unit) v| Enter Value: : '__Go!'_:

Enter the Cluster Serial Number value without dashes.

-0R -
» Show Me All: | Serial Numbers with Licenses | For Company: |:| i“Gp!.:

HEBR Bt RE I 28 BV IF A IEY 2o

1. #F1HI2F SnapCenter 7RI SnapManagerSuite 83,

AINE T SR AlIE

MRITERMIZ FAS 8 AFF &4, FB#HA SnapCenter #R/ERREL, SnapManagerSuite #FEIIE, NIE]LAfEF
ONTAP #3177 INETF SnapCenter 3T Hl28FYIF BT iE,

* BEENRE *

* &R FAS 3 AFF R4 EIVERIEIER,

* 2B SnapCenter #R/ERRE SnapManagerSuite 1 F]iE,
* XFUES

35%@%7:!‘: FAS 3¢ AFF 72X F SnapCenter , MIBJLERBE— NSRBI E(HIFrIE, MUEEITHIZE LR

<o
NREIRA SnapCenter , WEXZHEARLIRENERITHISE L REMNEESITEITRIE,
PR

1. {#F ONTAP <175 R E| NetApp £8%,
2. 7h0 SnapManagerSuite ¥ BIIFZ5A

ssystem license add -license-code license key
tbar L AR B G REAIER,
1. IIFR BB L% SnapManagerSuite ¥ AJIE:

WENBEE R
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http://mysupport.netapp.com/

B2t FA 1 RIS

MR EERANERETEHIZS8 SnapCenter FEFAE, HEFEMMGETFAIERXBEIFLE (F5ISLL 50"
ZEE) , MNEEAR MySQL sn<FapibRItb it BiFrliE. To/&f#EA SnapCenter B A F S EMbRix B iF Ak,

RETEFERET SnapCenter FEITHIZRRNITANER, A FE2FIMERAAIFAIL NREMWE

(D TET SnapCenter {RERBNHFAREFGETME SnapCenter EFZFIS RER, MitAHFa
EE B REE,
- BB

1. 7€ SnapCenter fR5528 L, FT7F PowerShell EOLIEE MySQL %3,
a. i@fT Open-SmConnection cmdlet , /3 SnapCenterAdmin 1 [EE)5 SnapCenter [RSZ25M0EZES

T
b. 51T Set-SmRepositoryPassword LIEE MySQL 2253,
BX cmdlet WEE, 2N " ( SnapCenter {4 cmdlet &35 ) "
2. TSR HIEIT mysql -u root -p LAEFEI MySQL
MySQL SR ERANTL. MATEETHENRUANEE,
3. MEE R st AR i AT -

f£F NsM ; DM NSM License HIBR, HFF NSM License Serial Number="510000050"

)

AIDET SnapCenter tREAZRIIFETIE

& LAfERE SnapCenter fRERZ1FATIERRIF ONTAP Select 1 Cloud Volumes ONTAP
& _ErEE.

HEVFRTIERA LU T4
* H—MNAEESIS AR, I 51xxxxxxx
TR LUMERFANEF IS A REY NetApp S2Fih R B REHEET SnapCenter B2 F R HE BB IFA L,
* (ENBRIMAKAVFRER M, BAETERFHAENERIPIEER (URRENE) , FHEEES

SnapCenter &1

* 5 TB A
fFlan, ETEILFREX1TB, 2TB, 4 TB ZEFAEMFAIIE,
* 12t 90 KILAIFRIIE, RIFA1E 100 TB BREHEN

BXFABFIENER, 18N "SnapCenter FATIE"S
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https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726

ANETAEMIFRIENRIRS M

Eiﬁhﬂ%?@%ﬁ@i?ﬂiﬁ?ﬁi BNHEFEER, RRETFENFIIENFIIS, HANEFEMFRHEX

HEREES
TEIREYET SnapCenter REMIFANEZHI, ENITEER SnapCenter B EN LHRE,
& Z Cloud Volumes ONTAP Z{ ONTAP Select 24 SR EIER,

s XFUES
SnapCenter T BELPMEANBE. WRXERFAHEIEENA/NAG 1TB , BERT 500 GB =&, NI
SnapCenter #4118 500 GB WERARE., EREREEEMERIFNMIEEEZ G IHTEEHMN, EETENE
HERARZ.

7

1. £/ ONTAP 5 17E R 2| NetApp 1428,
2. BEEECHERE, AT,

select::> vol show -fields used -volume Engineering,Marketing

vserver volume used

AASHE Engineering 2.13TB
VSl Marketing 2.62TB
2 entries were displayed.

XA NENLRERBSZ2/)\TF 5TB ; ALt, MREBRIFFRE 5 TB BIEIE, NIETF SnapCenter REHER
EIFe[EERA 5TB,

BR, IRERBRIFERASAESTBHRY 2TB , MEILIREX 2 TB B FFERTHIUE.

RRETRENFINENFSYIS

AT RHIAR BB FERM 7 E T SnapCenter REMFAIEFYIS; ER, WREKALFIIS, MWEIL
M NetApp FrubRIRRIEFTIS,

TR A BB NetApp ZHRILRERER,

cHE
1. BRE NetApp ZHFuhS, BIEHR "mysupport.netapp.com”s
2. SANE * RG> RIFFEDE * .
3 EAERZMHXIET, NEHER: FHSMIFNE FHREHIERF * SC_STANDARE*
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http://mysupport.netapp.com/

Software Licenses

Selection Criteria
Choose a method by which to search

> |Seria| Number (located on back of unit) v| Enter Value: |:| Go!|

Enter the Cluster Serial Number value without dashes.

-0R -
» Show Me All:|Serial Numbers with Licenses ~|For Company: |:| Go!

4. BAEBHRBERIF, ARRE *HIT! *.
BB 51xxxxxxx BIFLAL SnapCenter HFaliEF5 S,

5. iBRFFIS.

4 5% NetApp iFRIIEX 4
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6. RIFIFRIEXH, AFIERXHIE.

ANETAEMNITAIE
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@ FoEfER SnapCenter B2 AR REMPRIZAITENE (FFISEL 50 £E) o ANEFREAIE
F SnapCenter f/ERERIFAIN, HAFAIES BERES,
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2. TIRENEP, BERHEF .

3.
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4. 7E7R00 SnapCenter FEIERSH, EFEUTAZEZ —LIREERINAYFATIE:
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c. BMAETFIEHIRNFIENFEYIS,
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FAIABIED 90% o
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MNFUFER ... HITIHLIRAE ...
RIEBFEISE SNSRERE * 18+, BHREUTRE:

© R NEEF R
* Wk NEEF Bt
© Al REERNAEATT

ZHAETINTFFAR: SnapCenter FA[IERE
BH.

7 MREBREHEERR (EMS) HERZXIEERARARF LTI AutoSupport JHE RIXEIFHE
ARG UMK BRI, BEPRNNEEE,

* BxfESREL * ¢ EBiIN/EF AutoSupport LUESBY &R AT 8B E 8Y[8) R,
8. $$ * —F_ﬁ * o
0. EEWE, RERE * =M "o

SnapCenter {1t HREFERE

SnapCenter @ XRFRBEMNITHEEEIEM ONTAP Select # Cloud Volumes ONTAP ZEMNAEFHE, N TH
f& SnapCenter ECE1EH, &L T 2 SnapCenter AT EAE,

ERINEREVFAIER, SnapCenter cNEIWRAIREFHFFIEE LNERAETE, MMITERATE. IRE

RAEBIIFAAE, SnapCenter FRIR EFETRIEEAE S, SNREE SnapCenter FECE T REFE
BH, NWEERAERREIEENHEER, REacAXBEFH.

MEFERER
7 Windows F#| LA EF(E
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SEam)ab:uhls BRI EY 1P itk
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2. TENMDIEF, 2T *igroup* .

3. ERTHIEFLATIE S, B * Storage Virtual Machine* FERLIEREIF SVM B TFHIFIR, ARHNERE
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S. 7EMMBR igroup IHEER, B * AT *o

SnapCenter B igroup o

SIEMEIEHE
Windows FHEFEERS LR LUN fIAREIMIEERE ., &0 LUER SnapCenter €2 E

52



FC i&E##5Y iSCSI &M LUN .
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2R * FRA * FE

B * LUEEREE LUN By RAITTEERR
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BEThER.

SNR¥E FC 5 MPIO 5, MeIbukES D
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XERIROEENEZRENRELR. EAIUEEAT Windows B SnapCenter &R EREXHTAH
"Templates" S 4FA$% X LER IR
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BAXERMANZITBRBIEERM,

HEZM

E

WA UTF-8 FRFER,
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s SMB =
TR LUIEABEEE SMB =S EMIBR,

T
1. EEMSMERT, BE*EH
2. EENER, BEHHE",

3. FHE@ES, BE * Storage Virtual Machine* FER LU ERE SR Storage Virtual Machine ( SVM
) FIRMTHIYIR, REHAERPROHEZIEE SVM,

4. M SVM ERHEZFIRD, EERERFHLR, ARRE * BkR .
O EMFFHZINEER, BE HAE * o

SnapCenter M SVM Fffip& SMB =,

[EU g Rt By =SiE]

BATEMRSEHCHERT NTFS £IRER LUN MRl B=IE], BEFfSAFEARIREH
=B, BRILIEERT Windows BYiGE4EEA LIZ1T= 8] [EIU PowerShell cmdlet , LR
R BABREFERIRIC AR B,

MR EBEEFEHEG EN LIZTT emdlet , MABSIETIT SnapCenterOpen-SMConnection cmdlet LUITH S
SnapCenter RS328891% 1%,

© EREHNE

F ERITERIREZ N, BUTHREAERTRERH

* 91 LUN B Windows Server SIEHTSEBRIENIT, NATEREEBANIN EHTSIREIR,
CNT RGBT, CURTETEATEAER.

EBNBERERRED NTFS XHRS

* KTFUAES

* FEEIWHEERESAKRE CPU AR, Eit, BERFEFERSN Windows EHERRBIRIEITLL
1%,

* FEEWIF=EIRFFE R AZE, BRXEUR 100% BIZ=(E.,
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XiF RIS OB IEREE
SR
£ FAT2FARS5 88 PowerShell spSHRTRATAL, WAL T
invoke-SdHostVolumeSpaceReclaim -Path drive path

drive_path 2M44ZE] LUN AYIREHESERTR

{F3 PowerShell cmdlet EC & 1214

INRIEARIEER SnapCenter B2 A REHRITENEEM=TEIEULEL, NeT RS
F3F Microsoft Windows B9 SnapCenter {1289 PowerShell cmdlet » &0 LAEEEfE
Fi cmdlet UG EL A4S AR,

WMREEEEHE G EN _EIZTT emdlet , MAZIETT SnapCenter Open-SMConnection cmdlet LUI3TH S
SnapCenter RS 2389 EZ,

BXO5 cmdlet EEFERANSHNERBIER, 7@EIETT get-help command_name F3REY, FHE, &t
AILLBZE " ( SnapCenter {4 cmdlet Z&35/) "

MNRATF MRS 23 MIB& SnapDrive for Windows S 2 SnapCenter PowerShell cmdlet $ii3f, &1 "%,
SnapDrive for Windows f5, SnapCenter cmdlet B FF"s

£ VMware B EE Z(E

1&8] LUITEVMwaref 15 s A iE A FMicrosoft WindowsHISnapCenter iR 621
IBLUNU & B Snapshot&l 7S,

) VMware FI2ERSTFEAR

* #5H9 Windows Server ks
* Microsoft ££E¢E0 &

EFH Microsoft iSCSI B Boii2F, B%%#E VMware E%3%F 16 N8, SHEFH FC REXERND

« RDM LUN

FFEERDM , 2% L4F 56 1 RDM LUN Uz 4 4 LS| Logic SCSI 1£4128; 3¢ FiEAETF Windows #
VMware VM MSCS & &EHIRE, 2% %1F 42 1 RDM LUN LUK 3 4 LS| Logic SCSI #4138

X $F VMware ¥ SCSI 51128, RDM HEE R Z1F 256 MR,

BXZXEFRANRER, BSMW "NetApp BIR{FIERTA"

63


https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_cmdlets_broken_when_SnapDrive_for_Windows_is_uninstalled
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_cmdlets_broken_when_SnapDrive_for_Windows_is_uninstalled
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_cmdlets_broken_when_SnapDrive_for_Windows_is_uninstalled
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_cmdlets_broken_when_SnapDrive_for_Windows_is_uninstalled
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_cmdlets_broken_when_SnapDrive_for_Windows_is_uninstalled
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_cmdlets_broken_when_SnapDrive_for_Windows_is_uninstalled
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_cmdlets_broken_when_SnapDrive_for_Windows_is_uninstalled
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_cmdlets_broken_when_SnapDrive_for_Windows_is_uninstalled
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_cmdlets_broken_when_SnapDrive_for_Windows_is_uninstalled
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_cmdlets_broken_when_SnapDrive_for_Windows_is_uninstalled
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_cmdlets_broken_when_SnapDrive_for_Windows_is_uninstalled
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_cmdlets_broken_when_SnapDrive_for_Windows_is_uninstalled
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_cmdlets_broken_when_SnapDrive_for_Windows_is_uninstalled
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_cmdlets_broken_when_SnapDrive_for_Windows_is_uninstalled
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
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EEBEREMN L L3EATF Windows BIIEHEE, N{EH vCenter EHE,
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EEFRERFPHIT RDM #21E, EREEH EABLLT vCenter 1R :
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* Host : BCE > FESXEE
* Virtual Machine : BC&
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BERAF,

DEXENRG, ERIUEFRERS LLREEAT Windows B,

E1Z Microsoft ££2¥418Y FC RDM LUN

@al LUERERTF Windows BIIEMHEIE{ER FC RDM LUN B9 Microsoft 8%, B4 IZIGHINTSIEHE
RDM &M EZF0E, ARBHE RIS FAIEIIL.

M ESXi 5.5 FFig, v LA{ER ESX iSCSI #1 FCoE &4k EI2R Microsoft E£8%, & T Windows BYiHHE
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MREHRFERESRXK, ERT Windows BRI AR TR ESX 8 ESXi AR5 2RHIM D ARE EHIN
£ FC RDM LUN B9 Microsoft S2BHR 324, XM EIMI IR AEEHIERE,

s B (VM) #0uz1THEREIR Windows Server hr7Zs,
* D VMware R EHBY ESX 5 ESXi RS 2EhR A4 AR R
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* VMware N7 FC SAN ERIEBEHEZHIRTZEE,
MEME, FalLUEE iSCS| flBEZEIETFMEE,
* #= RDM LUN I TR BIIEL
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64



* MIESEEBETNESN EMN EUYIERBSIEREE SCSI 7628
Windows Server 2008 R2 EXXREEEMNEIMW LA E LS| Logic SAS SCSI i5#88, IR FRE—FhERIM
LSI Logic SAS 1=#28771E, FHEZITHIZZEEZE C : IKEhes, MIHEHZE LUN TEEARAIAE LS| Logic SAS
=Hl23.

VMware Microsoft S£B¥ A2 154 EINSERIRY SCSI 1T 28,

@ EYIREEAIER TR SCSI I=HIZRRMBIE MM _EAIES LUN B, HZ01E VMware
Infrastructure Client FRi%E$} * [RIAIKEZMRET * (RDM) &I, MAE * SUEMEER * %,

* Microsoft A EEFREERE T VMware &E%,

* 7T/ F Microsoft EEBFHIEIN_E Z3EE B F Windows BIRMERT, EMAER vCenter £38, AR ESX
g ESXi EHE,

* EAT Windows BUEHTAERZ N ENFBEENERFEIE—1 igroup o

ERIRERFEREZEREEN RDM LUN 21, HEFMEESIZSE LIRS EFE ESXi VPN EER
89 igroup o

* H8{REA FC Boh#2F1E ESXi 5.0 L#1I7 RDM LUN ,

2% RDM LUN B, ZZeRER ALUA RIZEhiEF4E.

PR

& AT Windows MY 215 EE TR ESX =¢ ESXi BRS32sMA R E#AN LR FC/iSCSI RDM LUN B9
Microsoft ££&%,

@ ESX 5.51 = BiBIMRA R 5t ThEE,

« SEAF Windows BUIEH R 45 ESX iSCSI F NFS SR %R _FHUERs,

* SEATF Windows BUIEH R 2 51E SRR E D B R & BRENTEE,
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A& S SnapCenter fRS5 23 L2 MySQL &%

NREBEMIIECEFMEZAETE (NLB) ECEHIR SnapCenter fRSS5285 MySQL AR
SaZENBERSE, AIUERREERFE (SSL) IEPMERAXMH,

7MY SnapCenter fRS5BRECERE R £H MySQL &

YNRERIF SnapCenter fRS5885 MySQL BRSBZENEBRERE, JUERREERFE (SSL) IEHNE
AN, TTE MySQL ARS588#0 SnapCenter BRSS5 28R ECE IE B HIAN K

BEBRE A R LA R IE

* CAIEH

* RSB LFIEBNLTAEHAXH
* BRIRABIEBMETRERXH
SR
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1. {8 openss| 85 7E Windows £ MySQL IRSZ 2B FEFIHIEE SSL IEPMEZEAX M

BXER, BEEN "MySQL 5.7 : {EF openssl 8172 SSL IEBFZR"

@ ATFIRSF[MES, FARRIEPMEZRAXAHRERBRELAS AT CAIEBRERARTE
FE. tNRBEAZIHMENER, NWEMA OpenSSL FwiFAIARSS 2R AVIE B Z A IF KK,

*ERIERE: * ENERRSHETERER S (FQDN) FARSSHIEBHABRE,

2. ¥ SSLIFBMZHXHEHIZEI MySQL Data XK,

ZXIA MySQL Data XHFE&EN ¢ © \ProgramData\NetApp\SnapCenter\MySQL Data\Data\

o

- BB MySQL ARSS2BRECEXH (my.ini) B CAIEH, IRB[|BAFIEH, EFRHLFIES, RSET

REANZ P iR E AEAREZ.

ZRIA MySQL fRSZB2REEEXH (my.ni) BE AN C | \ProgramData\NetApp\SnapCenter\MySQL
Data\my.ini o

@ 1EATTE MySQL BRSBRECEXH (my.ini) BY "mysqld” ZHHIEE CAIEH, ARSES
REIEPMIRS T AEHRER

EWATE MySQL ARS2RECEXH (my.ini) B [client] BHHIEE CAIMES, BFIHABIEBME i
LREARRZ.

UTRHAIERTEREIZRIAXHEF c © /ProgramData/NetApp/SnapCenter/MySQL
Data/Data B my.ini XY [mysqld] Z853BVIEPFZ A s
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ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

IR RBIERT7E my.ini XHRY [client] 2B P EFBIERR,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. {Z1E Internet (E2ARSZ28 (Internet Information Server , 11IS) ##J SnapCenter AR5388 Web [ T2
Fo

5. EFEEN MySQL ARSS.
6. F# web.config X MySQLProtocol ZAHI(E,

U TFRBIZZRT 7 web.config XA EHTEY MySQLProtocol ZARIE.

<add key="MySQLProtocol" value="SSL" />

7. /A my.ini XY [client] B85 PIREEVERZEH web.config X1
LUFRBIESRT 7 my.ini XHRY [client] #8593 R EFAIERZ.

<add key="ssl-client-cert" wvalue="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />
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<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. £ IS FA/E5 SnapCenter ARS3 28 Web T2,

7 HAERCEECE RS MySQL &%

YNREMIR SnapCenter fRS5885 MySQL BRSB 2 ENERERE, ERAIUASATAN (HA) TRERREE
EFE (SSL) IEBMEANH. EHE MySQL ARSS 288 HA 1= EECEIERMEHA A

FEBRE A R LA RIE
* CAIEH
FHEP—N HA TR EEM—1 CAIES, HiFI CAIEREFIZEIFZ—1 HA TR,

* W HA TTREVARSS BB AR IEBMARSS BT AEAXMG
* B HATNRBE A IRABIERNEFIRT ARAXH
TR

1. JWFE—D HAT S, &R openssl 855 7E Windows £ MySQL IRSEZEBMEF k& E SSL iEHH
B HF,

BXER, BBR "MySQL 5.7 : {6/ openss| 8 SSL IEBMZER"

@ ATFIRSFMES, FRFEBMEZERAXAHRERRELAS AT CAIEBRERRME
RE WMFBEAZEER, NEEA OpenSSL 4wiFAIARSS 23 ANIEBMZA X H KK,

*ERELE: CEBNERRSSETLREEEE (FQDN) fEARSSHIEBHNARE.
2. 1 SSLIEBMZAX M EHIZ] MySQL Data XHK,
ZXiA MySQL Data X1 #E&1E2 R C . \ProgramData\NetApp\SnapCenter\MySQL Data\Data\ .

3. B3 MySQL RS 2BEEXH (my.ni) FBY CAIEH, RSBBABILES, EFRHABIER, RS5H[E
FRZPNEFIHE ABARE.

ZHA MySQL BRSE2ZECEXH (my.ini) 124 C . \ProgramData\NetApp\SnapCenter\MySQL
Data\my.in
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(D 1EATTE MySQL BRSBRECEXH (my.ini) BY "mysqld" ZHDHIEE CAIEH, ARSES
REIEPMIRS T AEHREZ

BWAATE MySQL ARS2RECEXH (my.ini) B [client] BHHIEE CAIMES, BFIHABIEBME i
LREARRZ.

UTFTHIERTERZERIAXEFE C : /ProgramData/NetApp/SnapCenter/MySQL Data/Data & my.ini
XAFBY [mysqld] ZB5HYIEBFZER X o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

UTFRBAIZRTE my.ini XHRY [client] &850 HR EFTRTER R,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-—
key.pem"

4 WFE-NHATR, Ef CAIEBHEMRSBELAFIED, RSB[LTABAXY, FFRHAFIESN
ERIRTRAEAXMSE. FITUTEE:
a. FE—D HA TR EAERRY CAIEBERIFIE D NLB T3 =289 MySQL Data X 43K,

ZRiA MySQL Data X#EE&1EH C : \ProgramData\NetApp\SnapCenter\MySQL Data\Data\ .

(D EARERREIZ CAIEH. BRNOIERSZBLBIULS, BEFRABILES, RSHE
RERXHNEFinEBEHRAX.

b. W FFE—1 HA T 5=, 15 openssl 855 7E Windows £ MySQL ARSZBMEZEF IS E SSLIEP
Ao

"MySQL 5.7 : {#F3 openssl| 83 SSL iEBFZZA"
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ATFRSBIED, EFBIESIAXANEREHENASAT CALBIERES
()  wEFRE. MRBEELHMEAR, WER OpenSSL HENMRS BIMEBHBIXE
BRI

BN fERARSS 28 FQDN fERRRSSFIEBHN AR,

- R SSLIEPBHMZFAXHEHIEI MySQL Data X ¥,

. B MySQL ARSS2RECEXH (my.ini) B CAIES, IRBB[BAFIES, FFIHAFIEH, RSEE
TREANE P IRT AERRRZ.

@ BATIE MySQL ARSZRECE X (my.ini) B "mysqld" ZHHIEE CAIEP, RS
OB PHRS R E AEZHER.

BT MySQL BRSS2RECEX M (my.ini ) BY [client] 853 HRHERE CAILEH, BEFHARIEHNZE
FinE RERRRE,

UTFRBAIERT EHEIZHAHEI C : /ProgramData/NetApp/SnapCenter/MySQL Data/Data AR
my.ini 3XERY [mysqld] 2853 BYIE P ZEA S

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

UFRBIERTTE my.ini XY [client] ZB P EFBIERZ,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-—
key.pem"



S. T\ HA T2 LZLE Internet 5 28R%528 ( Internet Information Server , 1IS) HRY SnapCenter AR
%%g Web Fjﬁﬁ*grgo

6. M HA T2 EE#FHEE) MySQL ARS.
7. BHEHED HA T 5289 web.config X4H MySQLProtocol Z$ARI{E,

BUTFRBIEZZRT 7E web.config XHFHEHTEY MySQLProtocol ZEARI{E.

<add key="MySQLProtocol" wvalue="SSL" />

8. EARIETE my.ini XHHY [client] SR HAFED HA T RISEEREFEH web.config X4
UTRBIZRTE my.ini XY [client] 853 R EFMAVERR,

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. /D HA T2 LM 1IS /B 5D SnapCenter BRSZ28 Web N ATER.

2. FEH— HA T E{#F Set-SmRepositoryConfig -RebuildSlave -Force PowerShell cmdlet #1
-Force &I, UEERN HA B R ERIIZ£8 MySQL Efl.

BMEEHIRSIES, -Force It RiTHER MEFERE.

LHEHAB)TE Windows F 4 /2 FARIINEE

SnapCenter fRSZ 28 L EIZF AT R HAIEI7E Windows EA1 LB A Windows THEEF A
B, HFHIEHRMNENARKLIFNER, XEHRERRESREE,
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%5 Ihee
Web ARZ5 28 * Internet 15 2RSS
* 21Kk Web IRSS
© I HTTP IhaE
° BRIASCHY
° BRI
° HTTP $8i%
° HTTP EEH
© BESARE
° WebDAV %7
* BITRRFIZ T
- BEXHEER
° HTTP BEIER
TIERIA
° JERIEIEER
° IRER
* 4RETHAE
© HESANBESE
c etk
° IPReH
° BARZMHIIE
o SR SSL P
° B URIEBIET S50
° IS & IR PBIRET & 15 383E
° IP FIEPRA
° JEKIHIE
° URL &1
° Windows & {73%3iE
* N RREFFAINEE
° NETAJf B% 4.5

° N AREFAIIEW
> ASP.NET 4.5

° PREBIHEIE
> WebSocket MY
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el IhRE
IS EIEMAFTE * IS BIEIRS
*Web BT H

+.NET Framework 4.5.2 TheE * .NET Framework 4.5.2
« ASP.NET 4.5.2

* Windows Communication Foundation ( WCF )
HTTP #U&E 45

° TCP #U&
° HTTP #U&
° JHEPBAFI (MSMQ) #UE

HET * HEFIARSS

RSB EMNARERER
@ SnapCenter S EIEF MSMQ
RS

* MSMQ R 28
Windows #iE 8 EIRSS * TRiERE

BCE API 280
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