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Credential

Provide information for the Credential you want to add
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zernams Username
Password Fassword
Authentication Linux

Use sudo privilages @
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PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active ...
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automatically updated, turn on Windows Update.
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Ea] DU NIRIZ EAAY IP iikal FQDN .

WNREER SnapCenter ARINEM, HBEIFENEE
FFig, MATERME FQDN

ERE IR RIS M E M R,

XEEELIITIEENAE SR, BXIFA
B8, BENAEXEERENER.

oI

BRI LLESF AR E THEENERER T LGRER
BXEENFAES.

@ SRS MR R EERNEN
ESHPEENENEKERE,



o £ EBRBERENEN * Mo, ERERENEN.
6. (FN) BE* BHEM

MNTFUFER ... HITILIRE ...
Port FRERINHEOASTHEERO S

FINmOS/ 8145, #NR SnapCenter fREZ 28 %
EEBENX®KOL, MiZzkOS¥E RN
S

MBEEHRE TIHAIHEET S
() =xo, ussEERE
Do &, BIEEEN,
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MNFUFER ... HITIHLIRAE ...

TREKRER B E XA AT AR ETE Windows REREY Linux &
gtk

* WFIEATF Windows B SnapCenter 43R4
&8, BIAEKER C . \Program
Files\NetApp\SnapCenter »

TR ABE X ERZ,

* XFEATF Linux B9 SnapCenter {H{FiR 1€
, BRIAERTZ A /optinetapp/snapcenter o

A LB E X R
* %tF SnapCenter BE XiF:

L EEEXEAES R, BEHE MK, A
e EgEIE R B RE XIS,

[E4a 4R B E B E XIGH MR
xml X1

N FFfEfRYE, FHE _C:
\ProgramData\NetApp\SnapCenter\Packa
ge Repository _, SARIERF
Storage.zip folder .

i. BE* B,

HERHEZE, SWIEEEEIEEX
TR RPBIEARTT xml 3XfFo

LEEHEHIH _Ef£E] SnapCenter ARS3 2889
B XiEfFo

MREBEIE MySQL 5§ DB2 MAATERF, BILUfE
FH NetApp 12489 MySQL #1 DB2 BE X1
£, MySQL #1 DB2 B XA MFEEY
"NetApp BohbiEiE"

B RERIINE MREEFohREREN, HAETRRIIENESEH
RZEMENENR, HERUIERE,


https://automationstore.netapp.com/home.shtml
https://automationstore.netapp.com/home.shtml
https://automationstore.netapp.com/home.shtml
https://automationstore.netapp.com/home.shtml
https://automationstore.netapp.com/home.shtml
https://automationstore.netapp.com/home.shtml
https://automationstore.netapp.com/home.shtml
https://automationstore.netapp.com/home.shtml
https://automationstore.netapp.com/home.shtml
https://automationstore.netapp.com/home.shtml
https://automationstore.netapp.com/home.shtml

MNFUFER ... HITIHLIRAE ...

ERBIEERSIK, (GMSA) B1THEMHFRS X F Windows EA#1, NRBEAAILERS KA
(GMSA) BE1THIHARSS, 1Bk EEE,

@ RUUTHIUR M GMSA &7F:

domainname\accountName$ o

GMSA X AfE&AF Windows HY
(i) SnapCenter fEfH RS 0% RIS

o

7. B IRER Y,
MEFRGED * POIFHEE * Ei%E, NENISEIIEULIEFV R B ELRERMEMNER, METE)
, RAM , PowerShell iz, .NET ks, {UE (3FF Windows i) # Java higds (3FF Linux &4
) HERBEREEZERHTERIE. NMEFRHEREEXR, IR RENAEIRRESER.

WMRIEFIRSHETES RAM 8%, ErIEHUTF C: \Program Files\NetApp\SnapCenter
WebApp BY web.config X LUEEKRAINE. MRIEIRSHMBSEREX, WHKIUEERIFRER,

(D) 7EHARES, MBEEH web.config X, ML FFRERFH 5 EBIXLE
1. MBEHIBAS Linux , EWIEEL, AEHE * BAES ",

() EvEsesiBEE—EHURME SnapCenter FHIA TS, tHATHITIEAMIE,

1FE T LREMBEXHEIT /custom_location/snapcenter/logs o
%ﬁﬁ cmdlet EZ MR EH _EZEEAT Linux 3 Windows BY SnapCenter {55
1&A] LUfEA Install-SmHostPackage PowerShell cmdlet 7£ %N 4| LRI L EER T
Linux 2 Windows BY SnapCenter &4 €0
- ERBHNE -
ANENBNBEFPNEBZENNEENR,
7

1. B5h PowerShell o
2. 1£ SnapCenter fR5528F#1 L, M Open-SmConnection cmdlet I &iE, SARMNERE,
3. {#H Install-SmHostPackage cmdlet HIFFESEELZ N T L LEILIEH,

BXA5 cmdlet FEFERANSHENEGRBIESR, AEEIETT get-help command_name RIKEL, &
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, BWEIEE " ( SnapCenter 24 cmdlet 2E157) "
MREEFohLEEY, FEFMERIEFIEE HELTEMBEFNEXR, WA LIEA -skipprecheck 1#E1l,

1. BNERERENER,
EATHSITHRE Linux 41 EZR% SnapCenter B E X

&R SnapCenter AR /R E (Ul) %% SnapCenter BE XifiF. WMREAIFIER R
M SnapCenter Ul itf2 L& tiGH, WA LUERAG<STRE (CLI) EEHaRA T
FEX TRE I B E XIEH.

S

1. ¥ZHF Linux BY SnapCenter B ZEX M ( snapcenter_linux_host_plugin.bin) M C :
\ProgramData\NetApp\SnapCenter\Package Repository & HIZIE L% B E XHEAIENo

ERILAMZ T SnapCenter ARS5 28RV ENLIAIRILLER R,

2. ZHRTRTMAL, SMAIERIREXHNER.

3. REEHEM: path to installation bin file/snapcenter linux host plugin.bin -i
silent -dport=port number for host -dserver ip=server name or ip address
-dserver HTTPS port=port number for server

* -dport FHF#EE SMCore HTTPS &{Zi% 0,

* -dserver_ip 8% SnapCenter ARS328 P ik,

* -dserver HTTPS_ port 57 SnapCenter fR5S28 HTTPS %[,

* -duser _install_DIR 8 ER3EEA T Linux B9 SnapCenter i 4+ EHE Fo
* DINSTALL_LOG_name 15 BEXHHIB TR,

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
-DCHOSEN FEATURE LIST=CUSTOM
4. {5/ Add-Smhost cmdlet FIFFFESEE TN AHME] SnapCenter BR5%28.

BXAS5aIEEERNSHNERBNESR, & TIETT get-help command_name K3REX, (&,
B AIASE "  SnapCenter it cmdlet S 45/) "o

5. BFEl SnapCenter , FAGM Ul Z{ER PowerShell cmdlet 1% B E Xt
BRI B EM Ul EEEEXEN "AINENHTETRE IV EZ2EHmEREE" 889

SnapCenter cmdlet #EE1F] cmdlet £E {5 E B &%H X PowerShell cmdlet BYiFH1E .
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" { SnapCenter 24 cmdlet 2E15R) "

mIT R B E XA

R LAE R {EIL DI 542 SnapCenter &I RN R EHE, KA REFRINE RS E UHE R ETTHRIATE

BB FE R,
* KTUES
TFEMMGERERLTTE £, HEmgEriRas:

[EfE# T
B IN5ERK
© x KK

B, BHRESHHETHAEESME LR
* D BH
TR
1. EEMSMERS, 8E 8T
2. TN ES, BE Rl
3. MR DIE A, EImETIRUENTILIEARERIE, BHRITUTRE:
a. B * fimifksds * o
b. BIE: EEF LR B .
MBI RISRER, & * lFRE
d. MRETHIRSES, ERLTERS.
e BEH WA
4 ERREFEVHBET * FAESE * UBBFRLFAEE,
o ERINFAEEINET, B EFAE

ACE CA I

& pY CA IE+H CSR X1F

ERILAERIERERIER (CSR) , HSNIEAERDN CSR MIERMANAE (CA) REBEVBER, HIEH
REB—IXENT AER.

o

CSR B— MR AR, RAMLIRBGEBHNELIRBZEZR CAIEH,
ﬁ;&iﬁi CSR E,J'flzl %) .lﬁ%m y[”—_ll_:EﬁE CA 11-.E:F-11 CSR jZ'fI‘-F o

@ WREIMA (* .domain.company.com ) TEZ ( machine1.domain.company.com ) BJ CA
I, MaTABGE 4R CAEF CSR X, ErJLUER SnapCenter ZREINHE CA IEH,
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WFERHEE, CAIEBPMNIENERZIR (FBINEE FQDN) UNRENMENR. EFEGEHZA], aLUE
TEEFERAEZEKZT (SAN) FEERFEHMIIGIER, MFBEFIER (* .domain.company.com) , IIEPE
P EEEFRE ENE.

SN CAiEH
TEAZfERA Microsoft BEIRITHIA (MMC ) # CAIEBESAEI SnapCenter AR5325F1 Windows EAEHE,

cHE
1. %% %] Microsoft EIEFHI& (MMC) , REET * XM * > * H0 / bk Snapin * o
2. RMEMPREERTEOR, EFE - IEH*, RBRRE*FM-.
S I HEEBETEONP, EF * HHEVIKF, *ED, AFEE T~
4. BE - IFHIER * > EP-AHITEN, * > * ASIRIERMANM * > * iEH
5. GRBEXHR " AISIRIEBMANM ", REEE *FIERES *>* A UBHSAES.
6. SERMAS, WTFFR:

FLRFEOF ... HITLATRME ...

SN PR E R, SAMA, ARBEE TS

SAXHET RHETEMER; B T—% .

Zeft EEERTSHANERRMER, ARRE * T—
7

EERRIERSNES EERE, ARBE 5T " FFIREN.

() SAEBESHPESE—EEHROERNA o pix. o p12. % pTbl

7. 3% "Personal" X{bKEELTE S5,

FREX CA IEPIsL
IEPIEUEATIRMREBN 7/ SH R R, B EREYEERIBIBARITEEHMN,
c WIE*
1. 7 GUI ERATLUTRE:
a. WHIEH.
b. FFIEPINEFES, B * FMAEER * ENF,

9

REpFEGIR, AR * 4EEE
- MERREH+7# I F 5o
115 w1l A 12|

[o

o
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a0, WNERIELH "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b" , MITEMIFR
RIS, FELUEN "a909502dd82ae41433e6f83886b00d4277a32a7b"

2. M PowerShell H11T LU F2E:
a. ETUTHSUSIHEBELREIEPIIES, HIETTAZMFNRIALEMIER,
Get-F Il -Path Cert : \LOCALLMACHINE\My

b. EHIHELL

fiEF Windows EAEMHARSSECE CA IEH
ER(ERA Windows ENEHARSECE CAEH, LAVEELRENEFIESR,
£ SnapCenter fRS5 28U EZE CA IEBHIFAERRMHEN LHITUTH R,
PR
1. BITUTHS, MRS SMCore Bkt 8145 WHEIEHLE:
* > netsh http delete sslcert ipport=0.0.0.0 : _<SMCore Port>"
fBgn:
> netsh http delete sslcert ipport=0.0.0.0:8145
. BITUTESS, BMRERIERS windows ENEHARSHE:
*>$cert = "< JEPIEL > "
" >$guid = [guid] : : NewGuid () .ToString ("B") °
* > netsh http add sslcert ipport=0.0.0.0 : <SMCore Port> certhash=$cert AppID="$guid"
fBgn:
> Scert = “a9%909502dd82ae41433e6£83886b00d4277a32a7b”
> $guid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert
appid="$guid"

7E Linux =415 SnapCenter BE XIGHARSZECE CA iEH

BNEEEEMEHERERLEBNEN, KB CAIESH, NEEXEGEHEEFMEEERNFENES, HE
CA R ZHMECENMER SnapCenter BE XGRS HIBESMHRHEERME, MAUEERERHMFIES,

BE NGRS "keystore.jks" , ZXAIT /opt/netapp/snapcenter/scc/ etc , [EIFBIEEEEEENZ
1ZiE,

%

H
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EEBE XA ERENER UREEERN CA ERE AN S

EL
1. SR LM B E GEHFRIZB XA PR B E X R AERIAZ G,

B2 5%4A "keystore_pass" XM HAIES

keytool -storepasswd -keystore keystore.jks

. FBEAEDIAR BFE R NES BN R EE AR

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

79 agent.properties XY keystore_pass Z A EFERAY,

3. BEBEENBIMRS.

()  BEEEmPEOEnmE REANRE %3S BRI,

RARIE B R EREBECE A B E X EEEE
R HREARRIE RS ERERECE 1 B E g EEFE.
* R
1. EfMEE S8 EXIEGEAENXHEFR: /optnetapp/snapcenter/SCCletc.
2. ¥ EIX15 "keystore.jks" o
3. B HE AR IRIAYIES:

keytool -list -v -keystore keystore.jks

4. ANIMRIEREHIENES:

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

. FRIEBHFEIEREEN BE XEHEEEEEERB RS,

() mEsERIR CASES, ABERNGRIE CA TS,

¥ CA EREANECE N BEEHEEFME
TR CA ERTIAMEE N BE XEHEEEE.
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s HE
1. SMMBEE B E XHGZAE /opt/netapp/snapcenter/sce/ ZFHIX {43
2. ¥ EIXf% "keystore.jks" o
3. B AERRIAIES:

keytool -list -v -keystore keystore.jks

N

- AINER EALANAEERRN CAILER.

keytool -importkeystore -srckeystore
/root/snapcenter.ssl.test.netapp.com.pfx —-srcstoretype PKCS12 -destkeystore
keystore.jks -deststoretype JKS

($)]

- FIHE AR AR INATIER,

keytool -list -v -keystore keystore.jks

(o2}

- WIERIAERS B S SERNEZREFRRF CAIEBNNAFIE.
- Fh CAEBAMNAAAZ L BN EAEZ .

~

BIABEXIEEZIREZE agent.properties X{4EHZ2$A keystore_pass FI{E.

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore.jks

. IR ca EPBFRIFIRERK, HEHEE=SRIWFHFRF (e, 0,
), ERHRERNERER.

keytool -changealias -alias "long alias name" -destalias
"simple alias" -keystore keystore.jks

. M agent.properties XHHH ca EBECEFIR.

R#EZ4A SCC_certificate_alias Bl {E,
8. ¥ CAEREANEBENBEN N EEEMREENBIRS.

79 SnapCenter BE XEHECEIEHHECEYIZER ( Certificate Revocation List, CRL)

* XFULES
* SnapCenter BE XIGEHFISETREERN B RHIEE CRL XfF,
* SnapCenter BE XIEHFRY CRL MXHRIZKIABE R " opt/netapp/snapcenter/SCCletc/CRL" o
7
1. EA] LAEA %A CRL_PATH &A1 #T agent.properties X HIZRIABE Fo

BRI UFELERPHES T CRL X, REGRRIES T CRL IIEFNBNIEH,
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7 Windows E41_L 9 SnapCenter BE XIHHIRSZEE CA IEH

TN EREBEMEHEAERLIEPNERE, BB CAILER, MEEXEHEEFEEEERIPERESR, Hi
CA ERERMECENMER SnapCenter BE XGRS HIBE M EERME, MAIEERERNHFIES,

BEXIEER XY keystore.jks , ZXHENITF C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in
Creator\etc , FIBYREEEEFENZRFiE.

ER AR E RN ERUREE RN CA Z2BX0IE
- B
1. AL BRI IR R S it 2B E SR ¢ B SARE BRIA RS,
{5 key_keystore_pass_ $E7IF,
2. BHERET:

keytool -storepasswd -keystore keystore.jks

@ WRTE Windows 8 SRR TS AR "keytool" 85%, EIF keytool SN H TR
=SEN

C : \Program Files\java\<JDK_version>\bin\keytool.exe " -storepasswd -keystore keystore.jks
3. BEAETIIARK BNPTERE BB N Z A EFERNERZERS:
keytool -keypasswd -alias "alias_name_in_ct" -keystore keystore.jks
79 agent.properties X7 # keystore pass ZEHEFHEREA,
1. BB EERRRARS.

()  BEUGHERENELNS ARBTG5 S BRI,

RRIEPRHRENEREE N B E G EEFE
B R AHETARRRIER S PENEREE N B E SUEHEEFE.

s HE
1. SMMEIESBEXIEHNHZSARE C ;. \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc
FPTEES

2. B4 "keystore.jks" o
3. §IIH B AR RINAIE

keytool -list -v -keystore keystore.jks
4. AIARIEH S HEREF:

keytool -import -trustcacerks -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore

18



5.

®

keystore.jks

RRIEPHFRENEREE N B E X G EEFEEER B RS

BN FEARINR CAIES, ARBARNMTIE CAIEH.

¥ CA ERFTANECE N BE X EHEEFE
ENR CA SR FANECEN BE X AHEEEE.

e

1.

SMEIEEBEEXIGEHZIAE C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc
FEPTEER

EISX Y keystore.jks o
S AR RIAYES:

keytool -list -v -keystore keystore.jks

- AINER EAMBINAEERN CAILER.

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype PKCS12
-destkeystore keystore.jks -deststoretype JKS

5 AR AR INBYIE S,
keytool -list -v -keystore keystore.jks

PR AEE R e e 5B RNEIZRETRNH CAIEBM IR,
R CAIERRMBIFAAERD BN E R ER .

BIABEXIEHZIAERZIGE agent.properties X{EH 4R keystore_pass FIfE.

keytool -keypasswd -alias "alias_name_in_CA_ct" -keystore keystore.jks

1.

2.

M agent.properties XHHH) CA IEBEEERIR-
RIEZ A SCC_certificate_alias BHfIt{E,
¥ CAEREPAMNEENBE XM EEEEEEMBIRS.

73 SnapCenter B E M3EHECE L PHECESYIZR ( Certificate Revocation List , CRL )

* KFUES
* ETHMAX CAIEBHRH CRL XM, BB MW "WIfAIEHT SnapCenter CA IEBHRBVIEBHIETIZFRSI A"
* SnapCenter BE XIEHIFETECER B RPIEER CRL Xft,

* SnapCenter BE XA CRL XHRIEABRA: C: \Program Files\NetApp\SnapCenter\SnapCenter
Plug-in Creator\ etc\CRL' ,

TR
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