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| Lag in to the SnapCenter Server using a web browser. |
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Review installation prerequisites and install plug-in
package for Linux or Windows
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| Set up credentials. |
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| Download or create a custom plug-in. |

x

Upload, install, and cenfigure the plug-in.
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Add resources and assign them to users
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Configure and enable CA Certificate.
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Credential

Provide information for the Credential you want to add

Credential Mame Mame
zernams Username
Password Fassword
Authentication Linux

Use sudo privilages @
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3. BIEMAZE GMSA :
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domainName\accountName$
.. AARTMITENNR.
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a0

New—-ADServiceAccount -name <ServiceAccountName> -DNSHostName
<fgdn> -PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1, SPN2,..>

. JB1T 'Get-ADServiceAccount' ®LIOIEARSM, .
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a. IFE(ER GMSA kP #IEH]_E A Windows PowerShell 2 Active Directory 1&1R,

Ak, JEM PowerShell izfTA T a<:

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active ...

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. EFEEIEN.

b. 7£ PowerShell S8 SRR MBEITUTH S, EENLELRE GMSA: Install-AdServiceAccount
<GMSA>

C. BT T ap<IQIEEAY GMSA K . Test-AdServiceAccount <GMSA>
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TREKRER B E XA AT AR ETE Windows REREY Linux &
gtk

* WFIEATF Windows B SnapCenter 43R4
&8, BIAEKER C . \Program
Files\NetApp\SnapCenter »

TR ABE X ERZ,

* XFEATF Linux B9 SnapCenter {H{FiR 1€
, BRIAERTZ A /optinetapp/snapcenter o

A LB E X R
* %tF SnapCenter BE XiF:
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xml X1

N FFfEfRYE, FHE _C:
\ProgramData\NetApp\SnapCenter\Packa
ge Repository _, SARIERF
Storage.zip folder .

i. BE* B,

HERHEZE, SWIEEEEIEEX
TR RPBIEARTT xml 3XfFo

LEEHEHIH _Ef£E] SnapCenter ARS3 2889
B XiEfFo

MREBEIE MySQL 5§ DB2 MAATERF, BILUfE
FH NetApp 12489 MySQL #1 DB2 BE X1
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ERBIEERSIK, (GMSA) B1THEMHFRS X F Windows EA#1, NRBEAAILERS KA
(GMSA) BE1THIHARSS, 1Bk EEE,

@ RUUTHIUR M GMSA &7F:

domainname\accountName$ o

GMSA X AfE&AF Windows HY
(i) SnapCenter fEfH RS 0% RIS

7. B IRER Y,
MEFRGED * POIFHEE * Ei%E, NENISEIIEULIEFV R B ELRERMEMNER, METE)
, RAM , PowerShell iz, .NET ks, {UE (3FF Windows i) # Java higds (3FF Linux &4
) HERBEREEZERHTERIE. NMEFRHEREEXR, IR RENAEIRRESER.

WMRIEFIRSHETES RAM 8%, ErIEHUTF C: \Program Files\NetApp\SnapCenter
WebApp BY web.config X LUEEKRAINE. MRIEIRSHMBSEREX, WHKIUEERIFRER,

(D) 7EHARES, MBEEH web.config X, ML FFRERFH 5 EBIXLE
1. MBEHIBAS Linux , EWIEEL, AEHE * BAES ",

() EvEsesiBEE—EHURME SnapCenter FHIA TS, tHATHITIEAMIE,

1FE T LREMBEXHEIT /custom_location/snapcenter/logs o

%ﬁﬁ cmdlet EZ MR EH _EZEEAT Linux 3 Windows BY SnapCenter {55

1R

JA%)

BILAUER Install-SmHostPackage PowerShell cmdlet £ %4 LRI L EEHF

Linux 2 Windows BY SnapCenter &4 €0

* BEENRE -

ANENNAR A ZENBNEENR,

L
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1. B5h PowerShell o
2. 1£ SnapCenter fR5528F#1 L, M Open-SmConnection cmdlet I &iE, SARMNERE,
3. {#H Install-SmHostPackage cmdlet HIFFESEELZ N T L LEILIEH,

BXA5 ecmdlet FEFERANSHENRERBIESR, AEEIETT get-help command_name RIKEL, &



, BWEIEE " ( SnapCenter 24 cmdlet 2E157) "
MREEFohLEEY, FEFMERIEFIEE HELTEMBEFNEXR, WA LIEA -skipprecheck 1#E1l,

1. BNERERENER,
EATHSITHRE Linux 41 EZR% SnapCenter B E X

&R SnapCenter AR /R E (Ul) %% SnapCenter BE XifiF. WMREAIFIER R
M SnapCenter Ul itf2 L& tiGH, WA LUERAG<STRE (CLI) EEHaRA T
FEX TRE I B E XIEH.

S

1. ¥ZHF Linux BY SnapCenter B ZEX M ( snapcenter_linux_host_plugin.bin) M C :
\ProgramData\NetApp\SnapCenter\Package Repository & HIZIE L% B E XHEAIENo

ERILAMZ T SnapCenter ARS5 28RV ENLIAIRILLER R,

2. ZHRTRTAL, SMAEFIREXHNER.

3. REEHEM: path to installation bin file/snapcenter linux host plugin.bin -i
silent -dport=port number for host -dserver ip=server name or ip address
-dserver HTTPS port=port number for server

* -dport FHF#EE SMCore HTTPS &{Zi% 0,

* -dserver_ip 8% SnapCenter ARS328 P ik,

* -dserver HTTPS_ port 57 SnapCenter fR5S28 HTTPS %[,

* -duser _install_DIR 8 ER3EEA T Linux B9 SnapCenter i 4+ EHE Fo
* DINSTALL_LOG_name 15 BEXHHIB TR,

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
-DCHOSEN FEATURE LIST=CUSTOM
4. {5/ Add-Smhost cmdlet FIFFFESEE TN AHME] SnapCenter BR5%28.

BXAS5aIEEERNSHNERBNESR, & TIETT get-help command_name K3REX, (&,
B AIASE "  SnapCenter it cmdlet S 45/) "o

5. BFEl SnapCenter , FAGM Ul Z{ER PowerShell cmdlet 1% B E Xt
BRI B EM Ul EEEEXEN "AINENHTETRE IV EZ2EHmEREE" 889

SnapCenter cmdlet #EE1F] cmdlet £E {5 E B &%H X PowerShell cmdlet BYiFH1E .
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" { SnapCenter 24 cmdlet 2E15R) "

mIT R B E XA

R LAE R {EIL DI 542 SnapCenter &I RN R EHE, KA REFRINE RS E UHE R ETTHRIATE
RS AR AR,

* KTUES
TFEMMGERERLTTE £, HEmgEriRas:

ETE#TH
BERIH5ER
* x KK
B, BHREEHRTHRESMIL LB
* D BH
7
1. TEMSMEER, RE*EE*S
2. EIEENEF, B2EElk .
3. R TIES, EIMEFIRUBRTIEIEHRERIE, FRITUTERE:
a. B * kst
b. m]ik: fEEFIANILER HER.
MBI ThIR R, JEF * idRE
d. MWRETHRERER, EERERS,
e BENA,
4. EBRTEREVHEE * FAER * UEBRIFRER.
S. EEFAERIIEA, R2EH*EEAS .

ACE CA I

& pY CA IE+H CSR X1F

ERILAERIERERIER (CSR) , HSNIEAERDN CSR MIERMANAE (CA) REBEVBER, HIEH
REB—IXENT AER.

o

CSR B— MR AR, RAMLIRBGEBHNELIRBZEZR CAIEH,
ﬁ;&iﬁi CSR E,J'flzl %) .lﬁ%m y[”—_ll_:EﬁE CA 11-.E:F-11 CSR jZ'fI‘-F o

@ WREIMA (* .domain.company.com ) TEZ ( machine1.domain.company.com ) BJ CA
I, MaTABGE 4R CAEF CSR X, ErJLUER SnapCenter ZREINHE CA IEH,
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N FEECE,

CAIEBHNIRNERF R (SR FQDN ) LUIRMBNMEN S, EREUERZA], BILIE

TEEFERAEZEKZT (SAN) FEERFEHMIIGIER, MFBEFIER (* .domain.company.com) , IIEPE
P EEEFRE ENE.

S\ CAIEH

TEAZfERA Microsoft BEIRITHIA (MMC ) # CAIEBESAEI SnapCenter AR5325F1 Windows EAEHE,

SR

1.

7.

%% Microsoft BEIRIZHIE (MMC) , SARFEE * XX * > * R0/ MIEF Snapin *

2. EARMEMRERRTEOR, EF IR, ARRE RN,

S FLIEREEBTENOR, &F * HHENIKF * &EW, AERE * Tl o
4.
5
6

B ERIGIR > IEB-ZAH BN > ¢ AHERIEBHIANME * > IEH * o

- BRBHEMAR " AERIEBIANGE ", ARER FREES *>* SN UBEH|AER.
- STRRAS, WRAR:

FLRFEOF ... HITLATRME ...

SN PR E R, SAMA, ARBEE TS

SAXHET RHETEMER; B T—% .

Zeft EEERTSHANERRMER, ARRE * T—
7

EERRIERSNES EERE, ARBE 5T " FFIREN.

() SAEBESHPESE—EEHROERNA o pix. o p12. % pTbl

3 "Personal" X KEEFSE 5,

SR

FREX CA IEPIsL
IEPIEUEATIRMREBN 7/ SH R R, B EREYEERIBIBARITEEHMN,
1. 7 GUI ERATLUTRE:
a. WHIEH.
b. FFIEPINEFES, B * FMAEER * ENF,

9

REpFEGIR, AR * 4EEE
- MERREH+7# I F 5o
115 w1l A 12|

[o

o
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f5lan, GNERIEL "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b" , M7EMIpED
RIS, FELUEN "a909502dd82ae41433e6f83886b00d4277a32a7b"

2. M PowerShell H11T LU F2E:
a. ETUTHSUSIHEBELREIEPIIES, HIETTAZMFNRIALEMIER,
Get-F Il -Path Cert : \LOCALLMACHINE\My

b. EHIHELL

£/ Windows EAHMHARSSECE CA IEH
ER(ERA Windows ENEHARSECE CAEH, LAVEELRENEFIESR,
£ SnapCenter BR55 38 AR EZE CAIEBIFIBEREGEN LHITUTIE,
PR
1. BITUTH<, MRS SMCore BRiAIHO 8145 WA IEBLEE :
* > netsh http delete sslcert ipport=0.0.0.0 : _<SMCore Port>"
f5an:
> netsh http delete sslcert ipport=0.0.0.0:8145
. BITUTSS, BRLENIERS windows ENUEHARSHE:

" >$cert = "< JEPI/LL > "

" >$guid = [guid] : : NewGuid () .ToString ("B") °

* > netsh http add sslcert ipport=0.0.0.0 : <SMCore Port> certhash=$cert AppID="$guid"

fan:
> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert
appid="$guid"

7E Linux =415 SnapCenter BE XIGHARSZECE CA iEH

BNEEEEMEHERERLEBNEN, KB CAIESH, NEEXEGEHEEFMEEERNFENES, HE
CA R ZHMECENMER SnapCenter BE XGRS HIBESMHRHEERME, MAUEERERHMFIES,

BE MGG ERAXY "keystore.jks" , ZXAITF /opt/netapp/snapcenter/scc/ etc , [EIRYB{EESEZEFZA
1ZiE,
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EEBE XA ERENER UREEERN CA ERE AN S

EL
1. SR LM B E GEHFRIZB XA PR B E X R AERIAZ G,

B2 5%4A "keystore_pass" XM HAIES

keytool -storepasswd -keystore keystore.jks

. FBEAEDIAR BFE R NES BN R EE AR

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

79 agent.properties XY keystore_pass Z A EFERAY,

3. BEBEENBIMRS.

()  BEEEmPEOEnmE REANRE %3S BRI,

RARIE B R EREBECE A B E X EEEE
R HREARRIE RS ERERECE 1 B E g EEFE.
* R
1. EfMEE S8 EXIEGEAENXXHEFR: Joptnetapp/snapcenter/SCCletc.
2. ¥ EIX15 "keystore.jks" o
3. B HE AR IRIAYIES:

keytool -list -v -keystore keystore.jks

4. ANIMRIEREHIENES:

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

. FRIEBHFEIEREEN BE XEHEEEEEERB RS,

() mEsERIR CASES, ABERNGRIE CA TS,

¥ CA EREANECE N BEEHEEFME
TR CA ERFBIAMECE N BE XEHEEEFE.
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s HE
1. SMMBEE B E XHGZAE /opt/netapp/snapcenter/sce/ ZFHIX {43
2. ¥ EIXf% "keystore.jks" o
3. B AERRIAIES:

keytool -list -v -keystore keystore.jks
4. FMEREBMAMABEEEAN CAIEP.

keytool -importkeystore -srckeystore
/root/snapcenter.ssl.test.netapp.com.pfx —-srcstoretype PKCS12 -destkeystore
keystore.jks -deststoretype JKS

S. FIHEREARERMAVES,

keytool -list -v -keystore keystore.jks
6. WIFFPEREDE SERNTHETRIH CAEBHLHZE.
7. 37 CAERARNMMFAIAZ IS BN B A ERR.

BIABEXIEEZIREZE agent.properties X{4EHZ2$A keystore_pass FI{E.

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore.jks

. IR ca EPBFRIFIRERK, HEHEE=SRIWFHFRF (e, 0,
), ERHRERNERER.

keytool -changealias -alias "long alias name" -destalias
"simple alias" -keystore keystore.jks

. M agent.properties XHHH ca EBECEFIR.

R#EZ4A SCC_certificate_alias Bl {E,
8. ¥ CAEREANEBENBEN N EEEMREENBIRS.

79 SnapCenter BE XEHECEIEHHECEYIZER ( Certificate Revocation List, CRL)

* XFULES
* SnapCenter BE XIGEHFISETREERN B RHIEE CRL XfF,
* SnapCenter BE XIEHFRY CRL MXHRIZKIABE R " opt/netapp/snapcenter/SCCletc/CRL" o
7
1. EA] LAEA %A CRL_PATH &A1 #T agent.properties X HIZRIABE Fo

BRI UFELERPHES T CRL X, REGRRIES T CRL IIEFNBNIEH,
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7 Windows E41_L 9 SnapCenter BE XIHHIRSZEE CA IEH

TN EREBEMEHEAERLIEPNERE, BB CAILER, MEEXEHEEFEEEERIPERESR, Hi
CA ERERMECENMER SnapCenter BE XGRS HIBE M EERME, MAIEERERNHFIES,

BEXIEER XY keystore.jks , ZXHENITF C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in
Creator\etc , FIBYREEEEFENZRFiE.

ER AR E RN ERUREE RN CA Z2BX0IE
- B
1. AL BRI IR R S it 2B E SR ¢ B SARE BRIA RS,
{5 key_keystore_pass_ $E7IF,
2. BHERET:

keytool -storepasswd -keystore keystore.jks

@ WRTE Windows 8 SRR TS AR "keytool" 85%, EIF keytool SN H TR
=SEN

C : \Program Files\java\<JDK_version>\bin\keytool.exe " -storepasswd -keystore keystore.jks
3. BEAETIIARK BNPTERE BB N Z A EFERNERZERS:
keytool -keypasswd -alias "alias_name_in_ct" -keystore keystore.jks
79 agent.properties X7 # keystore pass ZEHEFHEREA,
1. BB EERRRARS.

()  BEUGHERENELNS ARBTG5 S BRI,

RRIEPRHRENEREE N B E G EEFE
B R AHETARRRIER S PENEREE N B E SUEHEEFE.

cHE
1. SMMEIESBEXIEHNHZSARE C ;. \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc
FPTEERS

2. $BIXf¥ "keystore.jks" o
3. FIH B AR RINAIE S

keytool -list -v -keystore keystore.jks
4. AIARIEH S EREF

keytool -import -trustcacerks -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore
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keystore.jks

o BRIEFHPENEBECE N BE X EHEEFEEERB RS,

() GESERMIE CAES, AEBRNHIE CAES.

¥ CA ERFTANECE N BE X EHEEFE
ENR CA SR FANECE N BE X AHEERE.
EZ

1. EMEIESBEXIEMZSAE C ;. \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc
FEPTEER

2. $REISXH keystore.jks o
3. FIHZEAREPARMAES:

keytool -list -v -keystore keystore.jks
4. FIRER EEMAF A EEAR CAIER,

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype PKCS12
-destkeystore keystore.jks -deststoretype JKS

O. Fl| i E AR R IARANAYIE S,
keytool -list -v -keystore keystore.jks
6. WIIFAETSEE 5 ERMEIZAZEFAVH CA LB REFIE.
7. %79 CAIEBARIMFATAZE S E LN E AR,
BIABEXIEHZIRERZIGE agent.properties X{4EH 4R keystore_pass FIE,
keytool -keypasswd -alias "alias_name_in_CA_ct" -keystore keystore.jks
1. M agent.properties X{FHH) CA IEBEES B
1R#EZ A SCC_certificate_alias BHIt{E,
2. ¥ CA BRBANEE N BE G EEFEEENBRS.

79 SnapCenter B E M3EHECE L PHECEYIZR ( Certificate Revocation List , CRL )

* KFUES
* ETHAMAX CAIEBHRH CRL XM, BB MW "WIfAIEHT SnapCenter CA IEBHRBVIEBHIETIZFRSI A"
* SnapCenter BE XIEHIFETECER B RPIEER CRL Xft,

* SnapCenter BE XA CRL XHRIEABRA: C: \Program Files\NetApp\SnapCenter\SnapCenter
Plug-in Creator\ etc\CRL' ,

TR
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