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Ceonfigure and enable CA Certificate.
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, RAM , PowerShell hfras, .NET i, & (3F Windows &) # Java hrds (3FF Linux &4
) HERERBEERHITRIE, NIRFNHEREER, NETENMNEIRHESEE,

MRIFIRS R ES RAM X, Ee]LUEHTF C: \Program Files\NetApp\SnapCenter
WebApp BY web.config X LUEERRRINE. MRILFIRSHMSEEX, WHIEERZHER,

(D) 7EHARES, MBEEH web.config X, MK FAFETEHRFH S BIXLE

8. MNREMKEN Linux , FBWIEEN, ARRE * WIAHRZ
FEEFHREDR, BNIEEFHFES T RAES.

() EMEEAIEISE—EHURNE SnapCenter HHHAT A, HATHTIRLIIE,
1 BRI,

FE FREMN B E XML T /custom_location/snapcenter/logs o
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gﬁﬁ cmdlet £ Z MR EN L IEEATF Linux 5 Windows HJ SnapCenter ffi{54{4

BT LUEA Install-SmHostPackage PowerShell cmdlet £ Z M EX LRI ZEEA T
Linux 8¢ Windows Y SnapCenter &4 €1,

* BRENARS -
B MBAEEREIE ARG SRS TN L UAERMEESRRIIEAF 28 RE SnapCenter .
TR

1. |B5h PowerShell .
2. 1 SnapCenter 55228 41 L, f#F Open-SmConnection cmdlet I &%, ARBNER,
3. f/ Install-SmHostPackage cmdlet MIFFESETE SN EH L REIE S

BXA5 cmdlet EEFHANSHNAEIRANEER, v@IIEIT get-help command_name RIREY, &
, BWELIBE " ( SnapCenter 24 cmdlet 2E157) "o

MREEFhLEEY, FEFMERIEFIEEHETEMBEFNEXR, MR LIEA -skipprecheck 171,
1. WANIZIERENER,

EA<SITHREE Linux V| EZEIEH T SAP HANA #3EZER SnapCenter 1fiF

&N SnapCenter BFR@E (Ul) LEIEATF SAP HANA #3EERY SnapCenter 1
o MNREHIFERDIFM SnapCenter Ul itfE L2 ItiEME, NMelUMERGSITRE (
CLl) EFRHIGERATERRIERN TLEIEH T SAP HANA BB ERVE M

* BRENRE -
* &£ HDBSQL FF IPRTERIE Linux 4l EREIEATF SAP HANA iz ERVHE M

* ERILERET SAP HANA #3EEZERY SnapCenter fif4FEY Linux AR CEXBVIRG, BUIREFIRER
FHEKR,

BEREERTA (IMT) B88XRZRHEENRNES.
"NetApp E#fFIt &R T A"

* JEHTF SAP HANA #3EEZERY SnapCenter G4 EI1EFF Linux BY SnapCenter iEHEH—3 9, EREIER
F Linux B SnapCenter &4 BHE 281, N EE Windows FEA1 %%k SnapCenter

cHE
1. ¥ZRF Linux B9 SnapCenter G BEZEX MY ( snapcenter_linux_host_plugin.bin) M C :
\ProgramData\NetApp\SnapCenter\Package Repository E#|Z|BEZRIEER T SAP HANA R ERHEM
B EM
BRI LAMZRET SnapCenter RS 23BN IS RILLER R,

2. ZRTRTAL, SMAIERIREXHNER,
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https://imt.netapp.com/matrix/imt.jsp?components=103047;&solution=1257&isHWU&src=IMT
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3. REHHEM: path to installation bin file/snapcenter linux host plugin.bin -i
silent -dport=port number for host -dserver ip=server name or ip address

—dserver HTTPS port=port number for server
* -dport FBF$EE SMCore HTTPS &{5ix 0,
* -dserver_ip 8% SnapCenter iR3328 IP #ilit,

* -dserver HTTPS_port &% SnapCenter k5528 HTTPS i,
* -duser_install_DIR $§EELEIEATF Linux BY SnapCenter I EHHRGENE R,

* DINSTALL_LOG_name #5%& B&EXHHIZ R,

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146

~-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log

—-DCHOSEN FEATURE LIST=CUSTOM

1. 4R48 /< ZEEEF >/NetApp/snapcenter/SCCletc/SC_SMS_Services.properties X1, RGN

plugins_enabled = HANA : 3.0 &%},

2. {#F Add-Smhost cmdlet FFFESEIE ENAIME] SnapCenter RS 28-

BXOS5HLEAEANSHNERBENER, F@IIaT get-help command_name KIREL =¥,

BRI LASE " ( SnapCenter }ff cmdlet S 15m) "o

ISITIEA T SAP HANA BRI REERTS

Ea LUMEA R T %37 SnapCenter HEE T BN R E#HE, &
HE B FERFIER,

* KFUbES
ICFERSEREFRLTTE £, HEmgEriRaEs:

[EfE# T
B IN5ERK
© x KK

Bk, BEHMESHHETFHNESMEERE
* D BHM
e
1. EEMSMERT, BEBE*
2. EfEES, BE Rl

Al RER BT REH E LUIAE TR T AT E]

3. FEfRALDIE A, EimikTIRUENTILIEARERIE, BHRITUTRIE:

a. B * fmikas * o
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https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726

b. &Jik: fEEFIEFLERBAH.

C. MEEEITHIRER, % * l\FRx .

d. MRS THIERSES, ERRERT.

e Bf*NMA*
4 ERTEEVHEE FAER * UEBRILFRER.
o ERIFAEENET, B EFAE

ACE CA I

& pY CA IE+H CSR X1

TR UERIERERIER (CSR) , HRNAIEAEMR CSR MIEBMANE (CA) FREXBNIES, LIEFH
REE—XENTRAEH.

CSR B—MMRIIX AR, fRIFLGIRBGERENE UARMBEZR CAIEFR.

BXRER CSREVER, BB MW "WNEERL CAIEF CSR X"

@ WREIA (* .domain.company.com ) AL ( machine1.domain.company.com ) HJ CA
I, WelABGE 4R CAIEF CSR X, ErILUER SnapCenter ZFEINE CA iEH.

ITFEEACE, CAIEPHNIRNRERZN (EBINEEE FQDN) MUNMENMWENZ. ERBUERZA], BILUE
WESFERESAE (SAN) FESREMILER, MFBEFFER (* .domain.company.com) , ILIEHR
X B EEERE EN .

S CAEH
f&RATER Microsoft HEIEIEHIE (MMC) 3§ CAEPRFAEI SnapCenter ARS523F1 Windows EAEH.

* R
1. 3% 3| Microsoft EIRIZTHIE (MMC) , ARFET * X * > * A0/ MIER Snapin *
2. EARMBIMPREEBETEOR, EF D, RERE*HM*.
3. MIEREERTTEONP, &8 * HEVIKS * &I, AFRE * TR *.
4. BE  EHIGIR * > Y IEB-AMIIT BN * > * AHERIERANA * > X JEH *,
S. AEREXHX " AIERIEBMANIN ", AREE * RERES *>* A\ * LBthFA[ES.
6. EEMAS, WTFFAR:

FtRSFEOF ... PATLATHRIE ...
SNLH VERR 2RI, SR, ARBRE TS
SAXFET PEITEAEN; BE* T—F %,
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FLtRFEOF ... HITLATRME ...

w2t EEZRTFHANEBIHEN, ARREE T
7
EERRIERSANES EERE, ARBE 5Tl " FFIRE N

() SANISHSRIRHE—REIHRRN: o pix. o pI122 % p7b),
7. %t "Personal' X KREESE 5,
FKEX CA JEP
EBERRAFRUEBNH SN ER S, SO EREREHRBEBNE T BN,

cBE
1. 72 GUI EHRATUUTR(E:
a. WEHIMEHo
b. fEIEPIIFER, 2 FMEE ETF.
C. REhFEFIR, AREE - HIEE
d. MAERRE Hil+7E HIF R
e. MR+ EHIEZ B TE.

flan, GNERIEL "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b" , M7EMIpED
E, ISR "a909502dd82ae41433e6f83886b00d4277a32a7b" o

2. M PowerShell $11T7LL Fi21/E:
a. BITUTHSUSIEBEREIEPIIES, HiIZTIIMIFNRILZEMER,
Get-+ In -Path Cert \LOCALLMACHINE\My

b. EHIHELL

£ Windows FAiEHARSACE CA IEF
SRR Windows ENUEMFARSECE CAIED, LUBEE REMNHFIESR,
£ SnapCenter fR5528 AN ERE CAIEBRFIBHEHEN LHITUTIE,
R
1. BT &<, HBRS SMCore Rkl 8145 WA IEHLE :
" > netsh http delete ssicert ipport=0.0.0.0 : _<SMCore Port>"

f5an:
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> netsh http delete sslcert ipport=0.0.0.0:8145
. IBTTUTRERS, BHRENIERS windows FENIEEARSSHE:
*>$cert = "< IEPIEH > "
* >$guid = [guid] : : NewGuid () .ToString ("B") °
* > netsh http add sslcert ipport=0.0.0.0 : <SMCore Port> certhash=$cert AppID="$guid"

a0

> Scert “a909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert
appid="$guid"

7Z Linux X415 SnapCenter SAP HANA &4 IRSZEIE CA iEP

TNEEEEMEHERERLEBNEN, KB CAILEH, NEEXGEHEEFHEEERNFENES, HE
CA ERERMECENMER SnapCenter BE XGRS HIBE XA EERME, MAIEERERNHMFIEH,

BE MIGEHERNXY "keystore.jks" , ZXHAITF /opt/netapp/snapcenter/scc/ etc , [EIBYR{ER(SEFEFZH
=fi#o

BB E XA BIRENEE UK EEERN CA EREAXIF R
TR
1. SR LM B SGR AR ER XA PR B E XE R A ERIAEE,

T 5% A "keystore_pass" X MAIE,

2. BAEAERN:

keytool -storepasswd -keystore keystore.jks

. FEAEPIAR BFERRNER BN R A EERRERER:

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

79 agent.properties X7 HY keystore pass ZEHEFEREH,
3. ENEBBEENBIIRS.

()  BExEsmPEaEnm s REANERE 5 E BRI,
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BRI PRI BERE N B EXIGHEEEE
R AR FHAARIE B RIEHEPEE A B E X EH EEEE,
c HE
1. EMEIEESBEXIEMHZHRAERNSEFR: /opt/netapp/snapcenter/SCCletc.
2. HEISH "keystore.jks" o
3. FHEAERRIMBES:

keytool -list -v -keystore keystore.jks

4. ANIMRIEBEHIENES:

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

. FRIEBSFEIEREEN BE X HEEEFEEERB RS

() EESRMIE CAIES, AEBRMIE CAIES.

¥ CA ZRBAMECE N BEMEHEEFE
ENR CA ERTIANECE N BE XA HEEFE.

TR
1. SMEIEE B EXIEH AR /opt/netapp/snapcenter/scc/ SIS {43
2. $#{EIX M "keystore.jks" o
3. B tHZEARE R RINAYIES
keytool -list -v -keystore keystore.jks
4. FINER EBMAF QB EAR CA LR,
keytool -importkeystore -srckeystore

/root/snapcenter.ssl.test.netapp.com.pfx —-srcstoretype PKCS12 -destkeystore
keystore.jks -deststoretype JKS

S. B tHZEARE R ARINATIES,
keytool -list -v -keystore keystore.jks

6. WIIRAERSE S5 ERNEZAEPRFH CAIEBHMAIZIE.
7. B CAIERARIMAFAIAZ R E N Z AERR,

IABEXIEHZAEREZ agent.properties X{EHE A keystore_pass BIES
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keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore.jks

. WIR ca EPRFMFIBRRK, HRESEREWEHRTFS (v, v,
), ERRIRERNERRN:

keytool -changealias -alias "long alias name" -destalias
"simple alias" -keystore keystore.jks

. M agent.properties XHHH ca IEPEEFIE.

REZEA SCC_certificate_alias EHTIL{E,
8. ¥ CAZREHMEENEE X Gt EEFEEENBIRS.
79 SnapCenter BE XIGHELEIETBHUEYIR ( Certificate Revocation List , CRL)

* XTFUES >
* SnapCenter BE MG IGETMAICER B RPIEE CRL X1,
* SnapCenter BE X #i{HRY CRL XHRIZLIABE R " opt/netapp/snapcenter/SCCletc/CRL" o
< PHIE

1. e LUEA %A CRL_PATH &A1 EH agent.properties XHFHHIZRIAB Ro

TR ERPREZ 1 CRL XfF. RFEFRIES D CRL IIEFENBIES.

7 Windows F4/l_EJ SnapCenter SAP HANA &4 AR SECE CA IEH

TN EREBEMEGERAERLIEBNER, BB CAILEH, MEEXIGHEEFEHIEERKFEES, HE
CA EREAMNEE N SnapCenter BTE XHEfHARS BB E XA EEFME, UAEERENERFIES.

BE MGG RN keystore.jks , ZXHLTF C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in
Creator\etc , RN R{EEEEFMEMEBIRAFE,

BB E X B AN ZS AR EE AR CA EEZHIHZE
7
1. ERILIM B SGEHRER XA PR B E XG4 2 RERIAZE.
Z{E5 key_keystore_pass_ $EITN,
2. BNRAERN:

keytool -storepasswd -keystore keystore.jks

@ WNRTE Windows fr IR I TIEIRF "keytool" 88, ERF keytool i B AN HTTE
B&1Zo
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C : \Program Files\java\<JDK_version>\bin\keytool.exe " -storepasswd -keystore keystore.jks
3. BEAETIAR BNPTERE B ECNE A EFERNERZERS:
keytool -keypasswd -alias "alias_name_in_ct" -keystore keystore.jks
79 agent.properties {7 # keystore_pass ZEHEFHEREH,

1. B EEREMARS.

()  BExEEmPEaEnm S REANRE X5 E HR .

RRIEPHREREREE N B E G EEFE
BB HRARRIEB S RENEBECE N B E XA HEEFHE.

s BB
1. SMBEESBEENHEGZARE C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc
FPTEER

2. R EIZMH "keystore.jks" o
3. B HZREARE R INAYIES:

keytool -list -v -keystore keystore.jks
4. AINARIER S ENEF:

keytool -import -trustcacerks -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore
keystore.jks

S FRIEBHPELEREE N BE X G EEFEEENBRS,

() GESERMIE CAES, AEBRNIE CAES.

1 CA EREAMEE N BE G EEFE
TR CA ERBANEE N BE XEHEEEFE.
ez

1. EMEIESBEXIEMZSAE C ;. \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc
FPTEERS

2. HEISXH keystore.jks o
3. FIHZ AR RMAIES:

keytool -list -v -keystore keystore.jks
4. HRER EEMAF A EEAN CAIER,

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype PKCS12

18



-destkeystore keystore.jks -deststoretype JKS
o. FI| B AR IARANAYIE S,
keytool -list -v -keystore keystore.jks
6. WIIFAETSDEE 5 ERNNEIBAZEFRRVH CAIEBNEFIE.
7. %79 CAIERARIMFATAZE S E LN E AR,
BB EXIEHZREZE agent.properties X{EHZ2$A keystore_pass FI{E.
keytool -keypasswd -alias "alias_name_in_CA_ct" -keystore keystore.jks
1. M agent.properties X{H Y CA IEPEEFIZ.
1RIEZ A SCC_certificate_alias BHIt{E,
2. 3§ CA BRBANEE N BE G EEFEEENBHRS.

79 SnapCenter B E X3EHECE L PHECESYIZR ( Certificate Revocation List , CRL )

* KFUbES
* ETHAMAX CAIEBRRH CRL XM, BB MW "WIfAIEHT SnapCenter CA IEBHRBVIEBHIETIZFRSI A"
* SnapCenter BE XIEHIFETECER B RPIEER CRL Xft,

* SnapCenter BEXIHHH CRL XHEMZAB RN C: \Program Files\NetApp\SnapCenter\SnapCenter
Plug-in Creator\ etc\CRL' ,

BB
1. e LUER %A CRL_PATH {&IRF1EHT agent.properties XHEHHIZRIAE Ro
2. BRI ERPHREZ D CRL X

AZRIRIBS D CRL IIEENBIEF,

AiEHFER CAILEH
f&RI7E SnapCenter FRZS8SAMARIIEM EHIFACE CAIRHEE CAIER. ERINIEHFRA CAIERRIL,

* BEENRA
* &R LUER run set-SmCertificateSettings cmdlet BREEZA CA IEH.
* IEB] LIS Get-SmCertificateSettings R RiAEHFAIIEHIRTS.

BXO5 cmdlet EE5FERANSHNERBIER, 7@LIETT get-help command_name F3REY, FHE, &t
AILLBZE " ( SnapCenter {4 cmdlet ZZ35/) "

ET
1. EEMSMERS, 8E* EN S
2. EENIER, BEREEN S
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