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#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256
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#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

* KTFUES
&N 793E root AFECE sudo AR, LURMRS LAIFERIZRIIAINE:

» /home/aix_user//.SC_NetApp/snapcenter_aix_host_plugin.bsx
* /custom_location/netapp/snapcenter/spl/installation/plugins/uninstall

 /custom_location/netapp/snapcenter/spl/bin/spl

SR

1. BRI EBLEFERT AIX Y SnapCenter I AIX EH1o
2. {#H visudo Linux SEAEFIE LU TITRE /etc/sudoers XHFH,

Cmnd Alias SCCMD = sha224:checksum value== /home/

AIX USER/.sc_netapp/snapcenter aix host plugin.bsx,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
AIX USER/.sc netapp/AIX Prechecks.sh
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A EERTF AIX B9 SnapCenter fRE4FE 4,
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WNRIGE T display IFIEZ £, NINGETT unset display , AREIRFEIREMIHH,
* XFUES
EEHI SR TREN, SEERHNENZERGEE, MERRKER TREN, NWXTERHEMRERES.
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BIAZERRIZE N _C: \ProgramData\NetApp\SnapCenter\PackageRepository o AJLAMZREET
SnapCenter fR3 2889 EAIAA)ILLES R,

2. ERTRTMAL, SN THREXHNER.
3 RIEEHEERRZEEN, HITUTIRZ—

LRI R
L IS b a. 117

o /SnapCenter_linux_host_plugin.bin —i
console’

b. RERR LIRTRTMRE.

FART 517
" ./SnapCenter_Linux_host_plugin.bin-I silent-
Dport=8145-

dserver_ip=SnapCenter_Server FQDN-
dserver HTTPS_port=SnapCenter_Server_ Port-
Duser_install_DIR=/opt/custom_path’

4. {REBAIT /var/opt/snapcenter/spl/etc/ _ B9 spl.properties X4 LUARN SPL_enabled_plugins=SCO , scu
, SAIEEH B SnapCenter i INEHEFRS.

TREGHREER, STEFN L EMEH, MARKTE SnapCenter RS 28 EiEMIEML. ERFH
@ SnapCenter EIfi2F F 5@ D, PowerShell cmdlet FINEAM, LUETE SnapCenter fRSS 28 L AtiE
o RIMENE, BEFE" L " EAEE. FNENE, RAEchEAMBERENGH.
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c BEEHRA -
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* BURGRRIREETFET S,
WRIGET display FBZE, MNIETT unset display , AEEIRFrhL i biEMt
s SE
1. M SnapCenter fRZ 25 L EME THIER T AIX B9 SnapCenter {4,

BIAZERRIZE N _C . \ProgramData\NetApp\SnapCenter\PackageRepository o B]IAMZEET
SnapCenter ARZS 238 ENLIA A LLER R,

2. TR TRTAR, EMETHEZEXHNER.

3. 1517
* ./snapcenter_aix_host_plugin.bsx-I silent-Dport=8145-dserver_ip=SnapCenter_Server FQDN-
dserver HTTPS_port=SnapCenter_Server_Port-Duser_install_DIR=/opt/custom_path-
DINSTALL_log_name=SnapCenter_AIX_Host Plug_User_List User CN_US_CNES_US_US_USER _

DIR=/CTO_USER_USER_CH_USER.CHOCH_USER.CH_USER_USER_DIR=DTO_NAME=DTO_US
ER.

4. {REBAIT /var/opt/snapcenter/spl/etc/_ B9 spl.properties X4 LUARN SPL_enabled_plugins=SCO , scu
, SAIEEHB5 SnapCenter i INEHEFRS.

REBHRGEN, STEEN LEMES, MAZE SnapCenter RSS2 LidMEM. EZER
@ SnapCenter B2 RE gl PowerShell cmdlet FNEM, LUETE SnapCenter fR53288 LI AtE
o AMENES, FRF "X " ERER. ANENGE, RASBIANBELENES.

A& SnapCenter {HENNEHIEFIRS

SnapCenter G MEIZF RS SMEIESAF Linux 3¢ AIX BEHIREE, UES
SnapCenter [RSZ281HITR B, ERZFEA T Linux B9 SnapCenter &I FE8EAT
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ZEIEAT Linux B9 SnapCenter B EERT AIX B SnapCenter {EE 4 EIS, SnapCenter &0
HIEFRS K B5hEn. AR SnapCenter HEHFNEIZFIRS T EE B, &EM:

* BIRARMFRIEABIZTTER
* 1IN ECLE Java EEIMIBIRNTF=E]

spl.properties X411 F //custom_location/netapp/snapcenter/splletc/  , EFEEUTEH, RESHXES
M ECERIAMES
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log_level

SPL_Protocol

SNAPCENTER_SERVER_Protocol

skip_JAVAHOME_UPDATE

SPL_keystore_pass

SPL_port

SNAPCENTER_SERVER_HOST

SPL_keystore path

SNAPCENTER_SERVER_PORT

Description

BRXFNESTR.

AJEelV{EELE info, debug, trace, error, fal,
HAHES,

2R SnapCenter i INEZRFSTHFBIDIN

%3‘2% HTTPS i), NRERDEIAE, ERILURNLL

&R SnapCenter fRSS 28 SZHFAVIMNL

%3‘2% HTTPS i), NRERDEIAE, ERILURNLL

AIABRT, SPLARS 1N Java BIZHEH

java_home £,

Fitb, BRIAMEIRE N false o MREBZAIIANTAHHE
oh{EE Java BF, ATLUEIEE A true o

BREAREX IR,

QEEEREDH IR EREX, FHEEX
(1A=

B/NIE1T SnapCenter A MEEF RS VRO S,

SRBDBIAE, BRI,
()  =mEsRs, FUERILE,
E£7R SnapCenter ARS3280Y IP #ktEE F 2o

SREPEX LB,

B/RiE1T SnapCenter fRS328HIIH S,
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logs_MAX_count RRIRETE /custom_location/snapcenter/spl/logs X1
2Ry SnapCenter fRFINEIZR B EXHFHIEE,

FUAEIRE N 5000 . SNRIITHEATIEEE, MR
BeE1EMBY 5000 X4, MB5H SnapCenter ffF
@ﬁﬁﬁf?ﬂﬁ%ﬁﬁé‘, §F 24 N\ BT —R L

==K

@ WRFapffipR spl.properties X4, NI
EREBOXHHRIZE N 9999 ,
java_home ERATRE SPL IRSZH JAVA_ HOME By4t 3t B RE&
=

BRI R R IE A B 5 SPL S HERN.

log_ MAX_size EREHEXHRIRAKR .
REFEAXNG. BEEBEXH. HEAEEANE
ZARAL RIS,
Retain logs_for_last_days ERHEFRERIKRE,
enable_certificate_validation NENEBBCAIERBIIER 2 Rtrue,

BRI LUB S 4REE*, spl.properties* X {FBLfE
FASnapCenter EfiZF P R Ecmdlet kB A Z AL
B,

MRKREEPEASHDEMLEINE, RELBEDECHEKLLE, WETLUEEL spl.properties X4, XA LIS
IE spl.properties XA HREZX 4, MRS D ERASEHIERXNEMD)G, &2 spl.properties X/,
N E# B 5h SnapCenter R INEHIZEFRS -

s BB
1. RIEZEERITUTRIEZ—:
* I root AP B 19 B 5 SnapCenter &S INEIZFARSS

"/custom location/NetApp/snapcenter/spl/bin/spl start’

** {21k SnapCenter IEHFIMHIZFIRS:

"/custom location/NetApp/snapcenter/spl/bin/spl stop’
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(D &R LUK -force 1TSS stop L LE S {EAREFELE SnapCenter R INEIZFAR
%, B2, ERITIHIREZRINZIE, AATESLEMEIRE

* E¥E25 SnapCenter i INEIZEFARSS |

"/custom location/NetApp/snapcenter/spl/bin/spl restart’

** T SnapCenter IEHIMNEHEFIRZRS:

*/custom location/NetApp/snapcenter/spl/bin/spl status’
** £ SnapCenter IEHFINHEEFIRSHEILFAMHAVECR:

"/custom location/NetApp/snapcenter/spl/bin/spl change’

7E Linux E#1_L{#EFE SnapCenter {HEMEIEF (SPL) RS
ACE CA IEPH

TN EIE SPL BIAENEIEBIEN, ECE CAIEH, BRI PENEBEEN SPL EE
=E, i CA LB EAWECE AR SnapCenter I MEIZFIRS BREEFME, XU
AR B RENFIE,

(D SPL fEA T /var/opt/snapcenter/spl/etc ' B4 keystore.jks {EANEEEEFEMZE AEE

B SPL ZIAFEMELURIEEERN CA &2 EAXNMIZ

SR
1. EBILAM SPL BMEXHZR SPL ZEAERIAZE RS,

t{E5 "SPL_keystore_pass" $EXtR,

2. B AET:

keytool -storepasswd -keystore keystore.jks

. FEAEDIAR BFE RN ERE N R R EERRERER

keytool -keypasswd -alias "<alias name>" -keystore keystore.jks

3t spl.properties X{EH#) SPL_keystore pass ZiHH1THHEINEH.

3. BB EENB MRS,
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BCEMRIERBAENEFRLL SPL SEFE
RS T HAPIIRIE BRI BARE N SPL {EETEfH.
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1. SAEIEE SPL ERENXMHR: Nvar/opt/snapcenter/spl/etc o
2. ¥ B2 "keystore.jks" o
3. HIH AR RINAYIES:

keytool -list -v -keystore keystore.jks

. AVIARIEREHRIENES:

keytool -import -trustcacerts -alias
<AliasNameForCerticateToBeImported> -file /<CertificatePath>
-keystore keystore.jks

. BRIEBPEREBEEN spL EEEMEERBIRS.

() EESRMIE CAIES, AEBRMIE CAIES.

% CA EZZIAXMECE N SPL EETEE
R CA ERZHAMEE R SPL 5EEE.
c BB
1. SfM3EE SPL Z$AE /var/opt/snapcenter/spl/ SR 43
2. ¥ EIX1% "keystore.jks" o
3. B ARERRINANIES:

keytool -list -v -keystore keystore.jks

. ANEREBMBNREERN ca IEH.

keytool -importkeystore -srckeystore <CertificatePathToImport>
-srcstoretype pkcsl2 -destkeystore keystore.jks -deststoretype JKS

. FIHEREFRRINAIES,
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keytool -keypasswd -alias "<aliasNameOfAddedCertInKeystore>"
-keystore keystore.jks

. WIR ca EPFRIFIRERK, HAEHEE=RIWFHFRF (e, 0,
), ERHRERNERAR:

keytool -changealias -alias "<OrignalAliasName>" -destalias

"<NewAliasName>" -keystore keystore.jks

. M spl.properties X4 ERAEREER B

RHEZR4E SPL_certificate_alias EHlth{E,
4. ¥ CARZBAMEE N SPL EEFEEEFRR RS,

79 SPL EREIFBHUEYIZER ( Certificate Revocation List , CRL)
8% A SPL E2& Itk CRL

* XFULAES

* SPL BiEfiscii &R E RHP &KL CRL X1,

* SPL B9 CRL XHIZRIAB F A Nar/opt/snapcenter/spl/etc/CRL o
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1. EEI LA EA SPL_CRL_PATH f&E&FISE#T spl.properties X FHRIZRIAE Ro
2. e I B RPME S CRL X

AFBIRIEE CRL BIEE NBIIEH,

AIEFER CAIED

f&RN7E SnapCenter RS 2SFMERN IR EVIFEE CAIEPHIE CAIER, &
B CAIERIIE,

c BEEHNAR

* B LUER run set-SmCertificateSettings cmdlet BREEZA CA IEH,

* {&B]LUER Get-SmCertificateSettings R RIGHEHNEFRIRT

IVpSEEAES



BXO5 cmdlet EEEAMNSHREGBANES, FHBIEIETT get-help command_name RIREL. HE, &
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SnapManager for Oracle 1 SnapManager for SAP H{# XL A E XA HITHECE X HH1E{E. SnapCenter
S AT EBr5 SnapManager for Oracle 1 SnapManager for SAP 72 EEUREUNES NHEGEEHR TR B,
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WMREIEERE T EHE, WAMTE SnapCenter REIEMEMNIENE, FLEIEDMAHIEE, AREMETT
BIBRELAM. MNRIEERRBTEBshFEERE (Automatic Storage Management , ASM ) £, NI#ZA
ASM LHIGIREIE, HIERD A EIRE,

1. BIRIETSNTENAFE BISRIPEM SnapManager for Oracle B} SnapManager for SAP EHiE{T
SnapManager for Oracle ¢ SnapManager for SAP @< {TREHS (FINEEIHRHS) -

2. £ SnapManager for Oracle 3 SnapManager for SAP £ LizfT A Fa<S UEEitR):
a. YR EEZ SnapManager for Oracle A EMIHEI, EIE1T:

" smo credential set -repository -dbname repository database name -host
host name -port port number -login -username
user name for repository database

" smo profile sync -repository -dbname repository database name -host
host name -port port number -login -username
host user name for repository database

" smo credential set -profile -name profile name

(D) EHFENEN LN MREXLHET SMO EEEHS,
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b. 4NEREE{E SnapManager for SAP EH1_EAYITEI, FIEIT:

" smsap credential set -repository -dbname repository database name
-host host name -port port number -login -username
user name for repository database

" smsap profile sync -repository -dbname repository database name -host
host name -port port number -login -username
host user name for repository database

" smsap credential set -profile -name profile name
@ & N LS NMCE X HIETT smsap credential set 85

3. HIRTEIBTT hostname -f BY 2 REIEEENMNTLREELSE (FQDN )

WMRFKETR FQDN , MIAFRIERR letc/hosts LIEE EHIBY FQDN ,

SNEHE
ERILUMBIREENEITSATERSNEIE,

* XTFULES *
SNEEIER SnapCenter FHRBEBARNHABI

* NEEEXHRIERR NS SERENITY, HEH
sm_proFILENAME_online_full _default_switchated .

MRFMEREEXHRITEMIEE, WSSIBBNARE, FRERAEHREIRENEN, &MCEIREN
B o

* NEE— I HEMEENEE XA R BRI REE R A
sm_PROFILENAME_BACKUPMODE_BACKUPSCOPPE_MODE_MODE_BACKUPSCOPPE_MODE_MO
DE.

* NMINEIECE SRR B R A SREBE R A
sm_proFILENAME_SMOSCHEDULENAME_BACKUPMODE_BACKUPSCOPPE_MODE_MODE_BACKU
PSCOPPE_MODE_MODE.

* R
1. ERIES NBEIEEEN.
2. I7ITF /opt/netapp/snapcenter/spl/bin_ B sc-migrate iz, LUBEITSANTE,
3. i\ SnapCenter fR5325 P & 12,

WiFERE, %5 SnapCenter EILiE#E,

4. % N\ SnapManager for Oracle 5% SnapManager for SAP TZi&EEIBEIFAME 2o
TFERE SRS T AL B] PRV ERHE R

. N BREIEEFAE R,
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MRBSANEN LBFTBERERE, BRI allo

6. MREBALXMBNREERRLBEHLIEX ASUP HE, MTUBILIEIT Add-SmStorageConnection B,
Set-SmStorageConnection iR EEEN o

@ ﬁD%EEEﬁ%)\IﬂETﬁv)\F EUHSNIZE, WA AFRRESNRIEPLIEN
SnapCenter ZEg, EIEMZFRA,

HR

Sﬂ?apCenter B RBENEREEXFHRITHEREXN, HFREEIEN. EINEETHIEELIZER

HINSANSIER, 5SS NNEIEEXBAITEIETE SnapManager for Oracle #1 SnapManager for SAP HE{Z,
()  S\B. BAEA SnapCenter BESNIBER IR

FRHUITENT AN EEEEZEERTRA spl_migration_timestamp.log B9 /var/opt/snapcenter/splllogs B &
o BRI EE I HEREESNEIRH M EHITHIERR,
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ISR HBIFRE NetApp HARTBIBFITENRGEEELER, HE2HMAREFL, EEBRE XL
ENERNARI RS, 23k, SRERAEENGTE, ZFrBERaEL, WAREFLE, BMRESR
FHIRFARIBIN EE BT ERAE X EZEaRZFRNER T ER. BRASEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BERETXLELHIE, EEBRXERIFENYIETF DFARS H%E
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