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Identify two existing SnapCenter Servers,
or install SnapCenter Server (5C1) on
hostl and SnapCenter Server (SC2) on
host2.

.

Export SnapCenter certificates for SC1
and 5C2,

.

Configure F5 Load Balancer for
SnapCenter Servers and disable the 5C2
node member.

v

Import SnapCenter certificates into F5
Load Balancer.

v

Configure an F5 cluster in SnapCenter
between 5C1 and 5C2.

v

Enable 5C2 node member.
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b. FEFF=RH, EEHA,
RBEEAFPBEREAINE SnapCenter fa, 74 RFIHXLEZER,

C. MFFBFIRRTEE RSB,
d BF*RE"
o BE R,

ANNBFRAHDSERRRE, RIFEEYIR.

tIEAE
BT fEAIE SnapCenter 25N, XA LIEIEB SHABHBTE XN,
&M B L "SnapCenterAdmin" BBEBE R,

7

—_

- EEMSMEER, 2E 88,
2. mgENEF, BEAe .

3. BE +.

4. IERINAGBIER, EEHMAGHNEFRMIR-ER,

M SnapCenter 4.5 748, BREEAFZMABMPEEUTHHRFER: =% 0 , &
FR(-), TRIZL () MBS (1) . MREFEHERENRZAR SnapCenter 61

@ HRAELURXEAFHFR, ErJLUBIIERE SnapCenter WebApp BY web.config 34
F¥& "DisableSQLInjectionValidation " ¥ BVEE AN true REFAABBIRIIE, EELt
B, BXHEEMBoLARS.

()]

LR WABRNERRAEEEMRRNNR *, UEZACHNEMMGEREBERMRFIIREE
BENENFER,

MRAFELABHNRREEDEAHEMMRAINSR, MNNEBCHERIEED,

@ BRLENE, MRAFSEENKIRFNAFEERENAR, WAFENAR 2N
MR F R IA IR,

1. ENPRIER, EREDEAABHINE, HERT * 2% * BF ZABHFAENR.
2. BECRR Y,
£/ security login 8571 ONTAP RBAC At

MREFERRTITHEEREHZIL ONTAP , MATLAfEA security login 857450 ONTAP
RBAC A&,

i

* BEERE

I
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* ERBTEEER ONTAP MTEER 4812 ONTAP RBAC A2, BHAHEUTAR:
° BRATH—INEL ZIES
° PUITIX AT SSFR TR R

* F2E RBAC ABHEERITUUTRE:

° NEHl / Hip$ B RILFAR,
S | mTERERMARLS]: all-access ] read-only o
A TIRA S D BCFR B AR R,

° NP DEAE,

° %E?E SnapCenter it BEZ BT EHNEHEER IP TREREREISEHTH SVM , BrERIER

* KTUES *

EENVEFERASK LI EXLEABRTRE, ErJLIFERERT Data ONTAP BY RBAC User Creator TH, T
BB %%H7E NetApp 1t Xtz .

LT ESBmIERIEE ONTAP fR, 5Ii0, EAF Data ONTAP B RBAC User Creator TE & B ohiRIEMHIIR

AR, LMEEZERAEIRRNR. MRARNIIFIR, ARBRMAENER, W ONTAP K4,
A RIFE N EETHBEREN .

WNRIEEFHS SnapCenter 5 ONTAP , NN EF#iz1Ti&AF Data ONTAP B9 RBAC B I
(D FIAUSHSHERNAFBE, MR SnapCenter 5% ONTAP SIRNBF BEEH
HARENRARES T, BRaFITAN, S2amMEfE, CERERIRAS,

BXIE ONTAP RBAC AEBIIFAESR, 1HEN " ( ONTAP 9 EIER S IIEMN RBAC &4IEm) "o

@ NTHER—ZE, SnapCenter XA EIRAFERYIN. OnCommand AAEREBZEFAFR
EfEAAIE_attribute_. MA=E_privilege. REONTAP RBACH BN, X NARIEBEHE XER,

TR
1. EEHERAGL, MAUTHTURIERAR:

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm name\>

* svm_name & SVM B&FF, MRBHFERET, NWEIANEEEERA,
* role_name @ ARABIEENZR.
* command & ONTAP Ifjgg,

Q) CHAHSMIRERLAS. Wi, WRRSIHAERIRS, AR
T

o

BXRNRFIERBER, BEN AT eIZAEMDENIRE ONTAP G {TREEB <",
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2. AU Ta<LIZARA:

security login create -username <user name\> -application ontapi -authmethod
<password\> -role <name of role in step 1\> -vserver <svm name\> -comment
"user description"

* user_name EECIENEFHEBR,
* <password> BEHEE, MNRAFIEEEE, AABRREBMN—IEL,
* svm_name & SVM BY& FR,
3. MAUToS, BAGDKSLRAF:
security login modify username <user name\> -vserver <svm name\> -role

<role name\> -application ontapi -application console -authmethod
<password\>

* <user_name> BEESE 2 FEIEMNAFPNEN, S IATERAFRUBRESHAEXEK,
* <SVM_name> & SVM BY& FF,
* <role_name> @EELSE 1 PEIENABRIRETR,
* <password> BRI, MRFEEE, RARKRTERMNA—ED,
4. WANUTHS, RIIREEERCERRF:

security login show -vserver <svm name\> -user-or-group-name <user name\>

user_name EEEFE 3 FEIEIAEFBRETR.

S AERENIRAN SVM A&
7£ ONTAP Fu#t SVM BFRIZA G, MIUE1TZ 1 ONTAP erL{THREM . WRE
7 ONTAP #¥4 SVM EEE 5 SnapCenter £&5FH, MEARAEFEH vsadmin A&, N
ZEAE,
B
1. EERERSE L, QIBE—MABHAZABSEFRENR,

security login role create -vserver <svm name\>- role <SVM Role Name\>
-cmddirname <permission\>

() muusMURESLHS,

1. QI — T AAHRBZABNESRIZARF.

security login create -user <user name\> -vserver <svm name\> -application
ontapi -authmethod password -role <SVM Role Name\>

2. R P BRE,
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security login unlock -user <user name\> -vserver <svm name\>

AT eIZ sVM A& D ERR ONTAP sr<1TRES <

RNVAE
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7% ONTAP

B ITREBLHKEIE SVM ABH D EAUR,

security login role create -role SVM Role Name -cmddirname "snapmirror list-

destinations" -vserver SVM Name -access all

security login role create -role SVM Role Name -cmddirname "event generate-
autosupport-log" -vserver SVM Name -access all

security login role create -vserver SVM Name -role SVM Role Name

"job history show" -access all
security login role create -vserver
"job stop" -access all

security login role create -vserver
"lun" -access all

security login role create -vserver
"lun create" -access all

security login role create -vserver

"lun delete" -access all

security login role create -vserver
"lun igroup add" -access all

create
—-access all

security login role -vserver

"lun igroup create"

security login role create -vserver

"lun igroup delete" -access all

security login role create -vserver

"lun igroup rename" -access all

security login role create -vserver

"lun igroup show" -access all

SVM Name

SVM Name

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

security login role create -vserver SVM name -role

"lun mapping add-reporting-nodes" -access all

security login role create -vserver SVM Name -role

"lun mapping create" -access all

security login role create -vserver
"lun mapping delete" -access all

security login role create -vserver

SVM name

SVM name

"lun mapping remove-reporting-nodes" -access

security login role create -vserver
"lun mapping show" -access all

security login role create -vserver
"lun modify" -access all

SVM name

SVM name

-role

-role

all

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



security login role create -vserver SVM name
"lun move-in-volume" -access all

security login role create -vserver SVM name
"lun offline"™ -access all

security login role create -vserver SVM name
"lun online" -access all

security login role create -vserver SVM name
"lun resize" -access all

security login role create -vserver SVM name
"lun serial" -access all

security login role create -vserver SVM name

"lun show" -access all

security login role create -vserver SVM Name
"network interface" -access readonly

security login role create -vserver SVM name
"snapmirror policy add-rule" -access all

security login role create -vserver SVM name
"snapmirror policy modify-rule" -access all

security login role create -vserver SVM name
"snapmirror policy remove-rule" -access all

security login role create -vserver SVM name
"snapmirror policy show" -access all

security login role create -vserver SVM name
"snapmirror restore" -access all

security login role create -vserver SVM name
"snapmirror show" -access all

security login role create -vserver SVM Name
"snapmirror show-history" -access all

security login role create -vserver SVM name
"snapmirror update" -access all

security login role create -vserver SVM name
"snapmirror update-ls-set" -access all

security login role create -vserver SVM name

"version" -access all

security login role create -vserver SVM name

"volume clone create" -access all

security login role create -vserver SVM name

"volume clone show" -access all

security login role create -vserver SVM name

"volume clone split start" -access all

security login role create -vserver SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"volume clone split stop" -access all

security login role create -vserver SVM name
"volume create" -access all

security login role create -vserver SVM name
"volume destroy" -access all

security login role create -vserver SVM name
"volume file clone create" -access all

security login role create -vserver SVM name
"volume file show-disk-usage" -access all

security login role create -vserver SVM name
"volume modify" -access all

security login role create -vserver SVM name

"volume offline" -access all

security login role create -vserver SVM name

"volume online" -access all

security login role create -vserver SVM name

"volume gtree create" -access all

security login role create -vserver SVM name

"volume gtree delete" -access all

security login role create -vserver SVM name

"volume gtree modify" -access all

security login role create -vserver SVM name

"volume gtree show" -access all

security login role create -vserver
"volume restrict" -access all

SVM name

security login role create -vserver
"volume show" -access all

SVM name

security login role create -vserver SVM name
"volume snapshot create" -access all

security login role create -vserver SVM name
"volume snapshot delete" -access all

security login role create -vserver SVM name
"volume snapshot modify" -access all

security login role create -vserver SVM name
"volume snapshot rename" -access all

security login role create -vserver SVM name
"volume snapshot restore" -access all

security login role create -vserver SVM name
"volume snapshot restore-file" -access all

security login role create -vserver SVM name

"volume snapshot show" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"volume unmount" -access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver cifs share create" -access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver cifs share delete" -access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver cifs share show" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver cifs show" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy create" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy delete" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy rule create" -access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy rule show" -access all

® security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy show" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"vserver iscsi connection show" -access all

® security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver" -access readonly

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy" -access all

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver iscsi" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"volume clone split status" -access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
“volume managed-feature” -access all

I AR RIEINRAY ONTAP &8 At

ENEIE— T EEREINRAY ONTAP 8 A6, LUEARANER ONTAP EBGABHE
SnapCenter FHITI21E, ERILUEITE 1 ONTAP a5 S 1THRE S K AIE ONTAP £8¢fA
BHSEERIENR,

e
1. EEERS L, Q- AEHNZABRD AR,
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security login role create -vserver <cluster name\>-

-cmddirname <permission\>

®

BNNEMUREELLSH <,

1. QI — M ARHRBZABNESIZAR.

role <role name\>

security login create -user <user name\> -vserver <cluster name\>
-application ontapi -authmethod password -role <role name\>

2. fEBRA P HE,

security login unlock -user <user name\> -vserver <cluster name\>

BT eIREHABMDENRE ONTAP ss $1TRES <

VA
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1721 ONTAP s 21T Es < KEeIBEE A BN D EIR,

security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "metrocluster show" -access readonly

security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "cluster identity modify" -access all

security login role create -vserver
"cluster identity show" -access all
security login role create -vserver
"cluster modify" -access all
security login role create -vserver
"cluster peer show" -access all
security login role create -vserver
"cluster show" -access all

security login role create -vserver

"event generate-autosupport-log"

security login role create -vserver
"job history show" -access all
security login role create -vserver
"job stop" -access all

security login role create -vserver
"lun" -access all

security login role create -vserver
"lun create" -access all

security login role create -vserver
"lun delete" -access all

security login role create -vserver

"lun igroup add" -access all

Cluster name -role Role Name

Cluster name

Cluster name

Cluster name

Cluster name

—-access all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-role

-role

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



security login role create -vserver Cluster name

"lun igroup create" -access all

security login role create -vserver Cluster name

"lun igroup delete" -access all

security login role create -vserver Cluster name

"lun igroup modify" -access all

security login role create -vserver Cluster name

"lun igroup rename" -access all

security login role create -vserver Cluster name

"lun igroup show" -access all

security login role create -vserver Cluster name
"lun mapping add-reporting-nodes" -access all

security login role create -vserver Cluster name
"lun mapping create" -access all

security login role create -vserver Cluster name
"lun mapping delete" -access all

security login role create -vserver Cluster name
"lun mapping remove-reporting-nodes" -access all

security login role create
"lun mapping show" -access

-vserver Cluster name
all

security login role create
"lun modify" -access all

—vVsServer Cluster_name

security login role create -vserver Cluster name

"lun move-in-volume" -access all

security login role create -vserver Cluster name
"lun offline™ -access all

security login role create -vserver Cluster name

"lun online" -access all

security login role create -vserver Cluster name
"lun persistent-reservation clear" -access all

security login role create -vserver Cluster name

"lun resize" -access all

security login role create -vserver Cluster name

"lun serial" -access all

security login role create -vserver Cluster name

"lun show" -access all

security login role create -vserver Cluster name

"network interface create" -access readonly
security login role create -vserver Cluster name
"network interface delete" -access readonly
security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"network interface modify" -access readonly

security
"network

login role create -vserver Cluster name
interface show" -access readonly

security login role create -vserver Cluster name

"security login" -access readonly

-role

-role

security login role create -role Role Name -cmddirname

-vserver Cluster name -access all

security login role create -role Role Name -cmddirname

destinations" -vserver Cluster name -access all

security login role create -vserver Cluster name
"snapmirror policy add-rule" -access all

security login role create -vserver Cluster name

"snapmirror policy create" -access all

security login role create -vserver Cluster name

"snapmirror policy delete" -access all

security login role create -vserver Cluster name

"snapmirror policy modify" -access all

security login role create -vserver Cluster name
"snapmirror policy modify-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy show" -access all

security login role create -vserver Cluster name
"snapmirror restore" -access all

security login role create -vserver Cluster name
"snapmirror show" -access all

security login role create -vserver Cluster name
"snapmirror show-history" -access all

security login role create -vserver Cluster name
"snapmirror update" -access all

security login role create -vserver Cluster name
"snapmirror update-ls-set" -access all

security login role create -vserver Cluster name
"system license add" -access all

security login role create -vserver Cluster name
"system license clean-up" -access all

security login role create -vserver Cluster name
"system license delete" -access all

security login role create -vserver Cluster name
"system license show" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

-cmddirname

-cmddirname

"snapmirror create"

"snapmirror list-

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



security login role create -vserver

Cluster name

"system license status show" -access all

security login role create -vserver
"system node modify" -access all

security login role create -vserver

"system node show" -access all

security login role create -vserver

"system status show" -access all

security login role create -vserver

"version" -access all

security login role create -vserver

"volume clone create" -access all

security login role create

"volume clone show"

-vserver
—-access all

Create -vserver
start"

security login role
"volume clone split

security login role create -vserver

"volume clone split

security login role create -vserver

"volume create" -access all

security login role create -vserver
"volume destroy" -access all

security login role create -vserver
"volume file clone create"

security login role create -vserver

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

—-access all

Cluster name

stop" -access all

Cluster name

Cluster name

Cluster name

—-access all

Cluster name

"volume file show-disk-usage" -access all

security login role create -vserver
"volume modify" -access all

security login role create -vserver

"volume offline" -access all

security login role create -vserver

"volume online" -access all

security login role create -vserver

"volume gtree create" -access all

security login role create -vserver

"volume gtree delete" -access all

security login role create -vserver
"volume gtree modify" -access all

security login role create -vserver

"volume gtree show" -access all

security login role create -vserver

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"volume restrict"

—-access all

security login role create -vserver Cluster name

"volume show"

—-access all

security login role create -vserver Cluster name

"volume snapshot create"

—-access all

security login role create -vserver Cluster name

"volume snapshot delete"

—-access all

security login role create -vserver Cluster name

"volume snapshot modify" -access all

security login role create -vserver Cluster name

"volume snapshot promote"

—-access all

security login role create -vserver Cluster name

"volume snapshot rename"

—-access all

security login role create -vserver Cluster name

"volume snapshot restore"

—-access all

security login role create -vserver Cluster name

"volume snapshot restore-file" -access all

security login role create -vserver Cluster name

"volume snapshot show"

—-access all

security login role create -vserver

"volume unmount"

—-access all

security login role create -vserver

"vserver"

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

—-access all

login role

cifs create"

login role

cifs delete"

login role

create -vserver
—-access all

Create -vserver
—-access all

create -vserver

cifs modify" -access all

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs show"

create -vserver

modify" -access

create -vserver
create" -access
create -vserver
delete" -access
create -vserver

modify" -access

create -vserver

show"

create -vserver
—-access all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name

—access all

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

login role create -vserver Cluster name

create" -access all

login role create -vserver Cluster name
export-policy create" -access all

login role create -vserver Cluster name
export-policy delete" -access all

login role create -vserver Cluster name

export-policy rule create" -access all

login role create -vserver Cluster name

export-policy rule delete" -access all

login role create -vserver Cluster name

export-policy rule modify" -access all

login role create -vserver Cluster name
export-policy rule show" -access all

login role create -vserver Cluster name
export-policy show" -access all

login role create -vserver Cluster name

iscsi connection show" -access all

login role create -vserver Cluster name
modify" -access all

login role create -vserver Cluster name
show" -access all

BeE IS N ABFEF LS A Active Directory i2EXAX R

IR FEE RN SnapCenter [ A Active Directory iREUXIR,
1S ) LABIEEBE XN ARZF K

& Internet 1

Fo

TR

=Bk (Internet Information Services ,

1. 7£%% 7T SnapCenter BY Windows R5388 EFTH IS BIE8E,
- EEMSMEEH, BE * NARERM
- EN AR MTIRFPIERE SnapCenter , AFRETIREERTM * BHKILE *,

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

&8 LATE Windows ARS8 LEC

- EEEXKPFER, WARE Active Directory IREVAXPRAVIE A F S B IR B3tk & #Fo
- BEHE,

2
3
4. EESH, ARRE . * LU4RIE SnapCenter N FATEFHATIR,
5
6

BEXMFREEIR SnapCenter N BIERFMEIAE ApplicationPoolldentity 1K
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AINTFE RS

ENISEFHERS, {F SnapCenter 8E8%1/10) ONTAP 7Zfi#5iE i F NetApp ONTAP BY
Amazon FSX , UHITEIBRIPMECE R

SR LUARIN—NM®RIL SVM , BRILURII— 12 SVM AIEEE, NREFEANRIERT NetApp ONTAP
89 Amazon FSX , MIATLAER fsxadmin KPR Z S SVM AT FSX BIE LIF , BALATE SnapCenter H
AN FSX SVM o

* BEENRE

* BN ABCBEMEEEMENEMENEERER B ENR,

* BN RIG M TR TEHITH,

AINEERGEREER, EVIEGLERNRETRHITR, BAENEGFOIEASEN, HFEBIEEKRSTES
£ SnapCenter BB REFERN Al BFEH " X " F7E NetApp EfiE £ "o

* FHERGR NN EME—RTY.

SnapCenter R ZIFEARREIEER L ERBERIZIRHNZNMEERS, SnapCenter TN NMEERAENVER
ME—BY 2 FRANME—RYELIE LIF IP ik,

* XFUES

* RBEERAN, BETUEHESEHEIERS (EMS) # AutoSupport ThEE, AutoSupport TERIUKER
XEAFGITIVRBEIE, FHEIRXEHIERIXL NetApp FIARZ R, FHEEB I RFAHITHFEHPR,

MRBRATXEINRE, WERRZERP, TRWERIEMINTTREHRIEARIET, SnapCenter =¥
AutoSupport ERRIXEIFHALR, HI§ EMS HERXIFHAKRAARARS.

* WNREITRIFE Snapshot BlAsEHIZ] SnapMirror BAxE% SnapVault B¥R, N8Bk SVM S EEE IR
SVM SRS EEF MR SIER.

@ ?E%EE&T%%?%EEE, HRIBFEL, Eﬁﬁ%{ﬁiﬂﬁﬁﬁf’ﬁﬂﬁ‘éﬁimﬁo EREFERAENGE,
ERLOBE B FEET RPN * B0 KEMEN,
TR
1. EEMSMERS, B FHEES .
2. FEFERFTES, BE R
3. FEANNEFERLEIIEST, RHUTESR:
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NFUEFE ...
FHERSR

RRP& | 255

EHEERS (EMS) F AutoSupport i&E

HITUCIRIE ...
WNTFER SR RIREL P Htidlk,

EHRKET (FEEESE) 40
88 15 MELFR, HEBETY
IR, BeIEBIEEEE 15

()  teunemRmEs, AU
Add-
SmStorageConnectionPowerShell
cmdlet o

3+ F R F MetroCluster BE& (
@ MCC ) WITEEZRS, BiNFEREA
AR BRI EERE, ML H

#TizTTo

SnapCenter A2 FERFISEE L FERAERRZIRHN
%1 SVM, SnapCenter X3RS SVM 240
BEEM—NRZTR,

BIEEEEAINE SnapCenter [
() . REufEF ONTAP Ba& SVM o
£

WNRFNNBY SVM ERE R FRE
@ FQDN , M#4Z58] M SnapCenter
R ENAEMTIE SVM

ig)\ﬁﬁiﬁ R RSB RV ER PRI

NRER EMS BREAZXIEFRARRARRDE
» BEER AutoSupport JH B K IXEFFE RGN
FfRIF, FERGERIRIFSRIURIE, IEEFENME
p=prit e

INRIEF * ATEERFRIERBIREN
AutoSupport 1B * E3EE, MFEREP * &
SnapCenter fREZ2ZFHICRIRAHE * EiEE
, ERANEREH AutoSupport 18], EE EMS HE
Zix,

4. IREBANELTE, i WOMBIRIAE, BRE * EZEM .

a. EFEH, MTHFIRPERE—MED,

gN3R SVM BEM R BRI _REFMERE, kP © —4F * EiftiE, WFREE * —4& * %0, N

SnapCenter A& BIHRITIFRAIERE,
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b. ZEWHINH, EFE SYM SEE S BEHRIEEREN Y, BEA HTTPS o
C. MAEFHERGPIER IR,

AINERO 443 BEBH.
d. WMANEEEEEHZAINEEME (UG .
FAIAER 60 o

e. MR sVM EES M EEENO, 1#Fikd * §ik IP* Ei%iE, ZAFMA SVM EZRNEE IP ik,
fBERE
o BE R,

* AR
EEFEARTIESR, M EKE > THTIRPHIITUTREZ—:
* MREEFCEFMIFTE ONTAP SVM* , Fi%#E * SVM* ,
YNREARNM FSX SVM , EAMEFIH FSX SVM o
* MRBEECHMBFAESEE, 151EHE * ONTAP Clusters* o
NRIEEEMA fsxadmin AR FSX &8%, LLALRKTIH FSX &84,
PHEEHEE, BTEENMEA SVYM #% 2/R1E Storage Virtual Machine #8453 H,

WRFEFH ONTAP B AP REEHHAI SVM FRINZEI ONTAP &£8h, 58T * EAI * UBEEHHMD
SVM ,

© AR

ERBIERNNEESNMEERAT S /S AutoSupport , A BEEIEEERAGSITREITUTHSM
SnapCenter B IRBIFTE 1ZiE R 58 A& 1% BB FHB4-E%] .

autosupport trigger modify -node nodename -autosupport-message client.app.info
enable -noteto enable

@ Storage Virtual Machine (SVM ) EIEF T %1HiR] AutoSupport o

WINETF SnapCenter Fr/EEHI23 AV RTIE

INRIEFEFRYZ FAS B¢ AFF T2figfzhles, WFEZEET SnapCenter tREiEhI2s8I1FA]
iEo

BT8R RHER A LUTHHE:

* LSRR NTZRLEIRTHIHHY SnapCenter FRENE (RHEEME—EIRM)
* FEFERE TR
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* o[BI (HEF ONTAP A4 E RS W FMERE G STIFHBEIZAME FAS 3¢ AFF FiEiTHI23REH

@ X FETF SnapCenter =HI23891F AIIE, EARZTE SnapCenter B2 - R EAHENEAIFR]
IR,

* PEEHTHIZRHIFTIS

BXFTFRIFEERER, 138N "SnapCenter FE]IE"S

ANE T SRV IF PIIERYBIR 5 1

ERMETITHIRMIFENEZ /l, BNIIFRE B %% SnapManager EHFAIE, HEITHIZE ELEMFRIIE
, KEIEHIZBENFETS UM EETIEHI 288 rlE SIS,

BIFR BB %% SnapManager E4FRIIE
1&A] LUER SnapCenter B2 REZEE SnapManager EFFAIERRETE FAS IX2 AFF ZEMERS L,

HHEMLEEERATETE SnapManager EFiFAIIE, SnapManager EFFAIEUERF EEFHEHRA K LD
FAS #1 AFF SVM = £8%,

MR EWITHI 28 £ B %% SnapManagerSuite iF 8], NMARAHRZERMEETF SnapCenter Fr/E
@ T HI2FE0IF ETIERA, SnapManagerSuite ¥ RIIEFIEF SnapCenter tr/EIEHl 28 AV AT IEX 7R
MR U ERER, BE(IRTINEE—MFAIE,

BB
1. EEMSMEER, BT FERA S
2. HFERKIEA * KB THIYIRF, EEEEEEEHRMMAE SYM EE5&EE:
- BEEEEHMIFRIE SVM , &% * ONTAP SVM*
- EEFENMNFE SRR, 5% * ONTAP Clusters* o

PHEERENE, BTEENME SVYM #% 2/R1E Storage Virtual Machine 38453 H,
3. TEFEEREYIRA, HEIEHIZBFAIES,
RIS 2R TIRE

Y & SnapManagerE A AT ERETEFASAFF E AR S L,

2 RNFASSXAFF EZE R4 _ LR L EESnapManagerEHiF AT,

* FEBRT SnapManager EFFFRIIERNER, ENEEESIZSITF Cloud Volumes ONTAP ,
ONTAP Select i —_EFEF & Lo

HTE T HIZE L R EBFA]IE
A LAGER ONTAP ss 2 1TE BRI L REMFME AL EN2E FAS 3¢ AFF R4t LRISEEIE S,
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(D ETF SnapCenter /&= HI23 BT rlIEEIEH28 £ 27" 9 SnapManagerSuite ¥ /],

SR

1. 53 ONTAP a3 <1TE R NetApp 15623,
2. B\ license show #%, RAEEERLUHERSE XL SnapManagerSuite ],

clusterl::> license show
(system license show)

Serial Number: 1-80-0000xx

Owner: clusterl
Package Type

Serial Number: 1-81-000000000000000000000000xx

Owner: clusterl-01

Package Type

NF'S license
CIFS license
iSCSI license
FCP license
SnapRestore license
SnapMirror license
FlexClone license
SnapVault license

SnapManagerSuite license

Description

NFS License

CIFS License

iSCSI License

FCP License

SnapRestore License
SnapMirror License
FlexClone License
SnapVault License
SnapManagerSuite License

Expiration

Expiration

LB, LT SnapManagerSuite FrRIIE, FEILTFHRITEM SnapCenter iFAT1E{E,

MEREHEFIS

TREARRHRFYS A REARETIZHREINTAIENFYS. EALUER ONTAP s 1T RIEHIZEF5!

2, B2 FAS 5 AFF 24 FIVEEIEIER,

c SE
1. EF ONTAP #h${TB R BIIEI28,

2. &\ system show -instance #8<, AREERH L UEHREHZERFYIS
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clusterl::> system show -instance

Node: fas8080-41-42-01
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -

Uptime: 143 days 23:46
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false

Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false
2 entries were displayed.

3. BRFIIS.

WRETERISZATFRIENFYIS

NREFERANE FAS 3¢ AFF 7268, MBS M NetApp ZiFuh a0 ZEE T SnapCenter I£HI28891F AIE, ARG
B{FEH ONTAP s 1T#HITRE,

* BEENRS -

* BN ABBMH NetApp ZIFILRERERE,
MRKBANERERE, WASARREEEAER.
* BN AEBEHEFIS,
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ez

1. ZRE NetApp Z#Fuhis, MHUEA "mysupport.netapp.com”s
2. SE RS > EFENE <,
3. EEREMHXIEF, MEERTFYS (T REEE) , BIAZHSRFEIS, RERE * 1T *S

Software Licenses

Selection Criteria

Choose a method by which to search

» |Serial Number (located on back of unit) v| Enter Value: : '__Go!'_:

Enter the Cluster Serial Number value without dashes.

-0R -
» Show Me All: | Serial Numbers with Licenses | For Company: |:| i“Gp!.:

HEBR Bt RE I 28 BV IF A IEY 2o

1. #F1HI2F SnapCenter 7RI SnapManagerSuite 83,

AINE T SR AlIE

MRITERMIZ FAS 8 AFF &4, FB#HA SnapCenter #R/ERREL, SnapManagerSuite #FEIIE, NIE]LAfEF
ONTAP #3177 INETF SnapCenter 3T Hl28FYIF BT iE,

* BEENRE *

* &R FAS 3 AFF R4 EIVERIEIER,

* 2B SnapCenter #R/ERRE SnapManagerSuite 1 F]iE,
* XFUES

35%@%7:!‘: FAS 3¢ AFF 72X F SnapCenter , MIBJLERBE— NSRBI E(HIFrIE, MUEEITHIZE LR

<o
NREIRA SnapCenter , WEXZHEARLIRENERITHISE L REMNEESITEITRIE,
PR

1. {#F ONTAP <175 R E| NetApp £8%,
2. 7h0 SnapManagerSuite ¥ BIIFZ5A

system license add -license-code license key
It ap 2 IR B IR AN PRBAIER
1. IFREE L% SnapManagerSuite #FAJ3E:

license show
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http://mysupport.netapp.com/

B2t FA 1 RIS

MR EERANERETEHIZS8 SnapCenter FEFAE, HEFEMMGETFAIERXBEIFLE (F5ISLL 50"
ZEE) , MNEEAR MySQL sn<FapibRItb it BiFrliE. To/&f#EA SnapCenter B A F S EMbRix B iF Ak,

RETEFERET SnapCenter FEITHIZRRNITANER, A FE2FIMERAAIFAIL NREMWE

T ETF SnapCenter inEBRERIFRIEHFGEZAINE] SnapCenter EIF2BFR REA, MitAFR
IS B E S,

C BB
1. 7€ SnapCenter fR5528 L, FT7F PowerShell EOLIEE MySQL %3,
a. i81T Open-SmConnection cmdlet , /3 SnapCenterAdmin 1 E515 SnapCenter [RSZ23HVEIZS

T
b. 51T Set-SmRepositoryPassword LIEE MySQL 2253,
BXcmdlettIE 8, iIEEMW " ( SnapCenter 24 cmdlet 2&15F) "
2. sTHESSIRR A HIEIT mysql -u root -p IAEFEI MySQL
MySQL SR ERNTL. WMATEETENRUNEE,
3. MERE P M Bist AR i AT -

use nsm; ~DELETE FROM nsm License WHERE
nsm License Serial Number='510000050";

FRINET SnapCenter iERZRVFATIIE

B LUE A SnapCenter tERZFRIIER{RIP ONTAP Select #1 Cloud Volumes ONTAP
& IR,

LFRIER S LU RHE
s H—MNAIEFEFIS AR, BTN 51xxXXXXX
SR UERFHERYIS BRI NetApp ZHFihmERENEEE SnapCenter B2 R E BB IFAIE,

* EARIMIKAFRIERHE, RAETERERIEXERIFHIEIERD UIREEE) , HEHIES
SnapCenter E1E

* 5 TB ol
40, @EfFKEX1TB, 2TB, 4 TB HEFAEMFHILE,
* 1214 90 RIXAIFAIIE, AI3K15 100 TB BEEN

BXFAFFIENER, 18N "SnapCenter FATIE"S
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ANETAEMIFRIENRIRS M

Eiﬁhﬂ%?@%ﬁ@i?ﬂiﬁ?ﬁi BNHEFEER, RRETFENFIIENFIIS, HANEFEMFRHEX

HEREES
TEIREYET SnapCenter REMIFANEZHI, ENITEER SnapCenter B EN LHRE,
& Z Cloud Volumes ONTAP Z{ ONTAP Select 24 SR EIER,

s XFUES
SnapCenter T BELPMEANBE. WRXERFAHEIEENA/NAG 1TB , BERT 500 GB =&, NI
SnapCenter #4118 500 GB WERARE., EREREEEMERIFNMIEEEZ G IHTEEHMN, EETENE
HERARZ.

7

1. £/ ONTAP 5 17E R 2| NetApp 1428,
2. BEEECHERE, AT,

select::> vol show -fields used -volume Engineering,Marketing

vserver volume used

AASHE Engineering 2.13TB
VSl Marketing 2.62TB
2 entries were displayed.

XA NENLRERBSZ2/)\TF 5TB ; ALt, MREBRIFFRE 5 TB BIEIE, NIETF SnapCenter REHER
EIFe[EERA 5TB,

BR, IRERBRIFERASAESTBHRY 2TB , MEILIREX 2 TB B FFERTHIUE.

RRETRENFINENFSYIS

AT RHIAR BB FERM 7 E T SnapCenter REMFAIEFYIS; ER, WREKALFIIS, MWEIL
M NetApp FrubRIRRIEFTIS,

TR A BB NetApp ZHRILRERER,

cHE
1. BRE NetApp ZHFuhS, BIEHR "mysupport.netapp.com”s
2. SANE * RG> RIFFEDE * .
3 EAERZMHXIET, NEHER: FHSMIFNE FHREHIERF * SC_STANDARE*
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http://mysupport.netapp.com/

Software Licenses

Selection Criteria
Choose a method by which to search

> |Seria| Number (located on back of unit) v| Enter Value: |:| Go!|

Enter the Cluster Serial Number value without dashes.

-0R -
» Show Me All:|Serial Numbers with Licenses ~|For Company: |:| Go!

4. BAEBHRBERIF, ARRE *HIT! *.
BB 51xxxxxxx BIFLAL SnapCenter HFaliEF5 S,

5. iBRFFIS.

4 5% NetApp iFRIIEX 4

WMNREARIETE SnapCenter B2 FREAHIN NetApp iFif = EHEH SnapCenter IFAIIEFSIS, HEETL
7A=M SnapCenter i8] NetApp Z#5iE =B Internet, MBTLAAERL NetApp WFEIEX 4 (NLF), AfE, HXHT
HHT1ZMETE I M SnapCenter EHIARIAINIE
* MEENRE
* &% SnapCenter 5 ONTAP Select 5% Cloud Volumes ONTAP £&& M,
* BN EBEMM NetApp LA ERERE,
* R EFKRINH 5100000 BIANEGFRIEFES S,
* R
1. SMNF "NetApp FEIIESXH A RLEE"
2. MNFTRIER.
3. EFM&TF R, MThFEEHIEE * SnapCenter i1 (BEFHBE) *,
4. EERFEHISFEF, H SnapCenter FRIIEFTIS
S. FNEHIER NetApp BUBFRFABER, AFRE * 18X *H
6. RIFIFRIEXH, AFIERXHIE.

ANETAEMNITAIE
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{F3 PowerShell cmdlet EC & 1214
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Fi cmdlet UG EL A4S AR,
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SnapCenter RS 2389 EZ,

BX05 cmdlet EE5FERANSHNERBIESR, 7@EIETT get-help command_name F3REY, FHE, &t
AILLBE " ( SnapCenter {4 cmdlet Z&35/) "

MNRATF MRS 23 MIB& SnapDrive for Windows S 2 SnapCenter PowerShell cmdlet $ii3f, &1 "%,
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NREBEMIIECEFMEZAETE (NLB) ECEHIR SnapCenter fRSS5285 MySQL AR
SaZENBERSE, AIUERREERFE (SSL) IEPMERAXMH,

7MY SnapCenter fRS5BRECERE R £H MySQL &

YNRERIF SnapCenter fRS5885 MySQL BRSBZENEBRERE, JUERREERFE (SSL) IEHNE
AN, TTE MySQL ARS588#0 SnapCenter BRSS5 28R ECE IE B HIAN K

BEBRE A R LA R IE

* CAIE$

* RSB LFIEBNLTAEHAXH
* BRIRABIEBMETRERXH
SR
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1. {8 openss| 85 7E Windows £ MySQL IRSZ 2B FEFIHIEE SSL IEPMEZEAX M

BXER, BEEN "MySQL 5.7 : {EF openssl 8172 SSL IEBFZR"

@ ATFIRSF[MES, FARRIEPMEZRAXAHRERBRELAS AT CAIEBRERARTE
FE. tNRBEAZIHMENER, NWEMA OpenSSL FwiFAIARSS 2R AVIE B Z A IF KK,

*ERIERE: * ENERRSHETERER S (FQDN) FARSSHIEBHABRE,

2. ¥ SSLIFBMZHXHEHIZEI MySQL Data XK,

FXIAMySQL DataX {4# &1/ C: \ProgramData\NetApp\SnapCenter\MySQL Data\Data\o

- B MySQL ARSSZRECEXH (my.ini) B CAIEH, RB[BAFIEH, FRHLAFIES, RSELT

RERNEFinE BEHRRZ.

ZRIAMYSQLAR S 28 B0 & X4 (my.ini)E&12 9 C: \ProgramData\NetApp\SnapCenter\MySQL
Data\my.inio

@ AT MySQL IRSBECEXH (my.ini) B "mysqld" 2O HIEE CA LR, RSES
REIEPMIRSE T AEHRKRRR

EWTE MySQL ARS2RECEXH (my.ini) B [client] BHHIEE CAIMES, BFIHABIEBME i
T REBERR.

LUTFRAIERT S5 2 BASE R my.iniSXE8[mysqld]28 9 BHE PR A4
C:/ProgramData/NetApp/SnapCenter/MySQL Data/Datao

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"
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ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

UITFRGIERTIE my.ini XHB [client] B0 EFHBIERER.

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. {Z1F Internet (S 2ARSZ28 (Internet Information Server , 11IS) ##Y SnapCenter AR5388 Web [ T2
o

5. EHET MySQL ARS.
6. EHr web.config 345 MySQLProtocol ZHHI{ES

U TRBIZZRT 7 web.config XA EHRTEY MySQLProtocol ZARIE.

<add key="MySQLProtocol" value="SSL" />

7. R my.ini XHFRY [client] EB5 PIREAIEREEHT web.config X4
UTFRFIERTE my.ini XHEH [client] #5 P EFBIER,

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

71



<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. £ IS FA/E5 SnapCenter BRS3 28 Web BT,

7 HABCEECE R £ MySQL &%

YNREMIR SnapCenter ARS5885 MySQL fkSB 2 BINERERE, BRAILUABRAAN (HA) TRERREE
BEFE (SSL) IEBMERNHF. EME MySQL ARSS28F1 HA T EECBIEBMEHE A

EEBRE A R LA R IE
* CAIEH
EHFA—D HA TR EER— CAIES, HiFIt CAIEREHES— HA TR,

* W HA T REBVARSS B AR IEBMARSS BT AEAXMH
* BN HATNRBE R IRABIERNEF IRT ARAXA
e

1. FE—D HA T 5, &M openssl 8597 Windows £ MySQL ARS8 ME A& E SSL IFHHM
TR

BXER, BB "MySQL 5.7 : {EF openssl 8132 SSL IEHFZEA"

@ RFRSH|IES, FRRIEBNZAXGRBRARMELNRNS AT CAIEBIBARRE
B WMFBEAZFEER, NWEM OpenSSL 4wiFHIARSS 28 FIEBM AR LK.

*REXE: BN ERARSHTEEEEEZ (FQDN) (FARSSIEPHABR.
2. 3% SSLIEBMEZAXHEHIF MySQL Data XHK,
XA MySQL Data XK E&{E2H C . \ProgramData\NetApp\SnapCenter\MySQL Data\Data\ ,

3. E# MySQL ARSBEEXH (my.ni) B CAIUED, IRSB[BABIUED, BFHABIES, RS#/E
REANE iR E AEAREZ.

RN MySQL BRSZESECE XS (my.ini) B8R4 C : \ProgramData\NetApp\SnapCenter\MySQL
Data\my.in

@ 1ETTE MySQL BRSBRECEXH (my.ini) BY "mysqld" ZH0HIEE CAIEH, ARSES
REIEPMIRS I E AEHBREZ

RWATE MySQL ARS2RECEXH (my.ini) B [client] BHHIEE CAIMES, BFIHABIEBME s
LREARRZ.

UTTHIERTERZBRIAXHEFE C : /ProgramData/NetApp/SnapCenter/MySQL Data/Data & my.ini
XAFBY [mysqld] ZB5HIEBFZER o
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ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

UTRBIERTE my.ini XHRY [client] 3853 P EFRVERR,.

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4 JWFEZNHAT R, Ef CAIEBHERMRSBABIED, RSJ[ETABHNY, BERHAFIERM
BFinEARAXMS. HITUTESRE:
a. BE— HA TR EERB CAIEPEFIEIZE = NLB T3 MySQL Data {43,

ZXiA MySQL Data X14#E&12H C . \ProgramData\NetApp\SnapCenter\MySQL Data\Data\ o

(D EARERREIZ CAIEH. BRNOIZRSZBLBIES, FEFRARILES, RSHE
RERXHNEFinE AR,

b. 3 FFE—1 HA T, 15 openssl a5<7E Windows £ MySQL RSB B ZFHI&E SSLIEP
A

"MySQL 5.7 : {#F8 openssl| 832 SSL iEBFZZA"

ATBSRIED, BRBIBNTAXAOBRLIMELAS AT CAEHIERS
()  wEFE. MBBERLHMERAR, UER OpenSSL HIENMRS BN BB
BRI,

BN fERRRSS 28 FQDN fEARSZSRIEBH AR,

C. ¥4 SSLIEBMZAXHEFIZI MySQL Data XK,

73


https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html
https://dev.mysql.com/doc/refman/5.7/en/creating-ssl-files-using-openssl.html

d. & MySQL AR5 8REEXH (my.ini) 8 CAEH, RS[|BAFILEE, BEFHAFIED, RSH
TRBBNE T ARAREZ,

@ 1EATTE MySQL BRSZBRECEXXH (my.ini) BY "mysqld" ZpHHIEE CAIMEH, RS
BAFIIPHRS B[ E BZHER

ST MySQL RS EECEXMH (my.ini) B [client] B39 H18E CAIIEE, BERHEAGIIPNE
PinE AZARRZ,

UTRAIZBTRT EFZIBRIAXEFE C . /ProgramData/NetApp/SnapCenter/MySQL Data/Data &
my.ini XHFEY [mysqld] Z8453 BUIERFZE R

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-—
key.pem"

UTRBIERTE my.ini XHRY [client] E857 P EHFRIERR.

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

S. T\ HA T2 LZLE Internet 5 2AR%528 ( Internet Information Server , 1IS) B SnapCenter AR
%%g Web F_\‘Zﬁﬁ*gr%_o

6. M HA 5 2 EEFB5h MySQL BRS.
7. B HA T3 5289 web.config X7 MySQLProtocol ZHHI{E,

BT RBIERT 7E web.config XXHFHEHTEY MySQLProtocol ZAHE,
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<add key="MySQLProtocol" value="SSL" />

8. EAETE my.ini XY [client] S AFED HA T R8T FH web.config X1
BUFRBIERTTE my.ini X [client] ZB73 P EFBIERZ,

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. 7 HA T = £ 1S H/E5h SnapCenter fRS328 Web N TR

2. fEH— HA 5 E{#F Set-SmRepositoryConfig -RebuildSlave -Force PowerShell cmdlet #
-Force %I, LAEERD HA T m LB T 28 MySQL El,

BMEERPRSIER, -Force Mt A IFEEEMBEFMERE,

2 HAE)7E Windows 4/ /B BRIINEE

SnapCenter fRS5 28 L &2 F AIIE L2 HRiE]7E Windows EA1_ LB Windows IHEEF A
B, HTFHEEHRMENRSGEIFNEN, XLEINERREREEE,
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° HTTP EEH
© BESARE
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* BITRRFIZ T
- BEXHEER
° HTTP BEIER
TIERIA
° JERIEIEER
° IRER
* 4RETHAE
© HESANBESE
c etk
° IPReH
° BARZMHIIE
o SR SSL P
° B URIEBIET S50
° IS & IR PBIRET & 15 383E
° IP FIEPRA
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° URL &1
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* N RREFFAINEE
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> ASP.NET 4.7.2

° PREBIHEIE
> WebSocket MY
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° TCP #U&
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