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MBS RGEHIEFCIZBEED,

STERUIEESD BN RGEIEZE o BN RGEIEE o
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&
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TRIE, RXBHEREXRR E’JEE&IL}\&A?EE’JEEI‘SEO T s/ NN &R —RERER
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MNFUFER ... HITIHLIRAE ...

RP& | 255 WMANERT SRR M ZE,.
EA=$L]

EEZR% SnapCenter iEHNRFE LIEEIHE
BR, BRPAFERNEREA:

° NetBIOS\UserName

° Domain FQDN\UserName

* AHMBER ((NEAFI(EH)
HFBFIEANRY, BIEEERE
SnapCenter G RFE RN EAHERE
5. MNRAFKF BEERANIRHREENR
S E2RT AP IGRESIThEE, WA LIEER
FAMEERANSHMAFKF. ARRFER
HNBEMMEI . UserName
BNEZBBHERANGIS(MFIRIS( ). R

FERNF(<)FMBENS(! ) BREFNTS, 5
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IR, MEAFHEE SQL Server 5251F0 SQL
SEBIFRTERI E o
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TeAERERER, ERRFER " APMNNE " TEPRARF AP AN EREEER,

BCE B SQL Server ZFRHEHE

ERILIRRERE, UEXNSTAFPHED SQL Server RFHITEIRERIP(EIL, R
UeREERE, ErREIRABMEERRRIITIECE

* KTFUES
* SNRFEMA Windows FHEHITHMINIE, NATELEEE ZAIRE TR,

B, WRAEA SQL Server SKAIFITHAIIE, MBAERFEFERNIIERE.
* MRFIKEFEENBAT SQL SHEIE, NWARMBISEASEEER ER— M I EEDNET.
SNRETHEBERT, NAIHETE LI SRR TR 7 BER TG SSHIS R AN 2 2 R4,

* THRUTRMEE, BIFEIRNELARESR sysadmin iFIEINRHETF AEMIFRIZES] ( Role-Based
Access Control , RBAC) FF:
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1. EEMSMERT, BERE "
2. FIREEYF, BEHFE
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M FUHFE ...
© RiERM
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* BHWIERL
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 WWEEANEERANEARRIEEERTE
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o netbios\username
° 13 FQDN\username_

c AMERER ((VERTFIEYL) WHFRFIME
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RELLMNRNERMEIER, NMRAFKFPESR
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wIThaE, MIETLIEER FARMEIER AR A
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a. BEN, AREEEHALGINENSZ,
b. ga g LKA TSR B A&
8. EEFIRIFTIES, RIFKS, WRFE, FRE *KERE "

WNRERE SnapCenter fRZZ 23RV P To &A1& F Microsoft SQL Server BY SnapCenter 14, N
R %A E EHE,

() SEsTRERTREENERLEE,
1. 8F * RIFER
7 Windows Server 2012 s{E S k4~ _LECE GMSA

i@iT Windows Server 2012 S{EShkZs, ErILICIRAILERSEKF (GMSA) , LUE
MZEGKF BehERERS K 255,

c BEBHRA

* &N EH Windows Server 2012 58 5 hRAsHI1g 1 51 280

s &NZ3AE — Windows Server 2012 S E S hRASHIEM, ZENBITAIEL Fo

k7 &

1. BIE— KDS 1RZEH, LUEA GMSA RIS NI REMME—IZERD,
2. WFEMH, M Windows HITHIZEITLA TS Add-KDSRootKey -Effectivelmmediately
3. BIEMAZE GMSA :

a. U TRICIZAFAKS:

domainName\accountName$
.. AAFRTMITEVR.
.. ERNRNIEIENAFALIE cMsa o

a0

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName
<fgdn> -PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1, SPN2,..>

. JB1T ‘Get-ADServiceAccount' FFIIEARSHKF IS,

4. XM LECE GMSA ¢
a. IFE{ER GMSA kP #IEH_E A Windows PowerShell 2 Active Directory 1&1R,

Ak, M PowerShell izfTA T a<:
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PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active ...

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. EfEIEN.

b. EPowerShellfi SR RFFMEITU TS, EENLLZEGMSA: Install-AdServiceAccount
<gMSA>

C. BITUTa<. WIEEMGMSAIKF . Test-AdServiceAccount <gMSA>
1. AENLEEER GMSA D EEENR,
2. j@id7f SnapCenter fRZ28PIEE S ELERI GMSA M RN Windows FE 4o

SnapCenter iS58 REEN EREFREENF, HEELKILEFHNE, 1EEHN GMSA FRIERS
ERIKF,

ZIEERTF Microsoft SQL Server FJ SnapCenter &

FINENHZEEAT Windows B SnapCenter fHfFiR4E €1
B 2n(E A SnapCenter * ARINEN * WEAIMNENHLZEFE F G, XEEGFSEDR
EEEPEFEN L,

- EREHNE -

* BT DI A B EHREMHBNRNAENARF, 40 SnapCenter EIER A,

* 7 Windows EH| LR &EHERT, NRIEENERERAERNERN, NNEENLEEZHE UAC,

s B RREETIIRS A TFiE TR,

s MNRBERNRAITERSHK, (GMSA) , NINERBENRECE GMSA .

"T£ Windows Server 2012 S E Sk~ 7 SQL BRERITERS K"
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Windows BYffifF, M=ZLEItiGEH
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Server B9

WAEHTEMRE® (FQDN) 5 IP ik,
RBEE 1P thhtfEMT ) FQDN BY, AZMEEME
ENASZHFIL 1P ik,

SnapCenter BURF DNS HIEHECE. Alt, &
EMEZAN FQDN ,

&R LU\ LRIz —/Y 1P ikl FQDN :
* JRILFEA
* WSFC SR E{#H SnapCenter INEN, H
Bt FEWMBEFFE, MHZiiedHE FQDN,

ERELIRMNTIER M CIEN TR FRLI
RN BEEENR. BXIFEER, BENA
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Configure Plug-in for SQL Server %

Confipure the log backup directory for dusmigag. smagigad.gdl.englab.netapp.com

Configure host log directory

HOst -
Host log directory ficat tary B Apply || BB Browse
Configure FCl instance log directory

FCI instance Mothing selected -

FCI log disectony { dlisk dires1ony pat & Apphy || B8 Browse

L AREEFEENBENEN LMIREIZE S TIEH S
i. NRFEE, FHEFFER.
iii. B *REFE*
9 BEHERR*,
WMERFRIED * Bt Fie * E3EE, NEVRHELIIEURITEREHN& TEHHFNER, METE,
RAM , PowerShell fras, .NEThZ, fIZE (FF Windows ff) # Java hrads (34F Linux &)
BERBEREERFITRIE NRFTHERMKEKR, WEERENNEIRHETHE.
WMRIFFIR SR TEITH RAM 18X, ErILIEHH{IF C : \Program Files\NetApp\SnapCenter
WebApp B9 web.config X LUERERINE. WMRILEFIRSHMSEAEX, NHIEERZIER,
(D) 7=HARES, MBEEH web.config X, MK AFETERFH R EBIXLE
1. B REHE,
£ cmdlet £ Z MR TN L LLEIEAT Microsoft SQL Server fY SnapCenter i

&R LUEF Install-SmHostPackage PowerShell cmdlet £ %14 L EIR LRI ER T
Microsoft SQL Server A SnapCenter &5,

i

* BEENRE -

I

BB EERREILHEGE G ENENEN LUEE S HEIERNPRINEEF 5455 R 2 SnapCenter
7

1. B5h PowerShell o
2. £ SnapCenter fR5385 41 L, fEMA Open-SmConnection cmdlet BIIRiE, ARBMNERE,

3. £/ Install-SmHostPackage cmdlet MIFTESHTEZ MEE EV EREEHETF Microsoft SQL Server B
SnapCenter &4,

BX05 cmdlet EE5FERANSHNERBIESR, T@EIETT get-help command_name F3IREY, THE
, BWELI&ZE " ( SnapCenter 24 cmdlet 2&15/) "

33


https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html

MREEFHLET MY, HEFBIIEFNEE HETEMHEHENR, NTTLIFEMA -skipprecheck &I,
1. MNERRRENEE,
B SITURBRBR AR ZEEAT Microsoft SQL Server Y SnapCenter {4

&N M SnapCenter FIFP R EIFPREZIEHTF Microsoft SQL Server B9 SnapCenter {4
B2, NMRAFEMRRMEEZEITIES, WAILLEE Windows s L{TELXEASENIE
TR B EMETUEITIEA T SQL Server BE R EIZRF

-

TBHEENAR*
LEZ AT, HAMBRERT Microsoft SQL Server IR EARRZASHY SnapCenter it

nt

BXBFAER, BTN "NAFHEEEMEG TN LS SnapCenter HfF"s
TR

1. BIHESEN LEREFEC . \temp XX, HEEERAFERSEENZXHFENTRIFINIR,
2. M C: \ProgramData\NetApp\SnapCenter\Package Repository T&;i&HF SQL Server BIHHE 14

AILIMZE T SnapCenter BRSS 289 EAIAIRILLER R,

3. BREXHEFDNELREIIEHFIIEN,

4. 7EZAHIEN EBY Windows SR SIRAATR, SMERFRGREHNE R,

5. REEMT SQL Server BRI :
"snapcenter windows host plugin.exe"/silent /debuglog"Debug Log Path"
/log"Log Path" BI SNAPCENTER PORT=Num
SUITE INSTALLDIR="Install Directory Path"

BI SERVICEACCOUNT=domain\\administrator BI SERVICEPWD=password
ISFeatureInstall=SCW, SCSQL

R S H{EE R ERE

* debug_Log_Path REHLRERF BEXHFHNAMMLE,

* log_Path 2#EHF4AMH (SCW, SCSQL #1 SMCore ) REEHEMME.

* num =2 SnapCenter 5 SMCore &SP ERRIHO

* install_Directory_Path @ FHUEHHREFELEER,

* domain\administrator 2i&FF Microsoft Windows FJ SnapCenter & Web ARSZ o
* password Zi&FTF Microsoft Windows By SnapCenter & Web RS MK RIZRRS, +

"snapcenter windows host plugin.exe"/silent

/debuglog"C:\HPPW SCSQL Install.log" /log"C:\" BI SNAPCENTER PORT=8145
SUITE INSTALLDIR="C:\Program Files\NetApp\SnapCenter"

BI SERVICEACCOUNT=domain\administrator BI SERVICEPWD=password
ISFeatureInstall=SCW, SCSQL
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34


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_Install_a_SnapCenter_Plug-In_manually_and_directly_from_thePlug-In_Host

1. M54% Windows ES1THIERF, TREREXH C : \Installdebug.log LUK C : \Temp FRE Mt ZREN
1,

2. 151F %temp% BR, LUIRIE msiexe.exe TERFEREEREN TG, MASHINFEIR.

EAF SQL Server BEHMNRESTEEN L EMZEYE, MARE SnapCenter fRS5 23
EiFM. ErILUEEER SnapCenter EIfiZF - FEEX PowerShell cmdlet ZRAIENIRTE
SnapCenter R385 EoFMIIEM. HRIMENGE, RFAERKFEDLRINLIES

ITIEA T SQL Server MiGHFHIRERRE

BRI L ER R N E 2 SnapCenter#ﬂE#EA#@E’\J EHE, BrARFENERRHE
IABRE %23 ST R B BT 8] 3 R & 17 1L IRl

* KFUMAES
FEMMGERERLTTE £, HEmgEriRs:

[EfE# T
B IN5ERK
© x KK

B, BHRESHHETHAESME AR
* 9 BHM
e
1. EEMSMERT, BE*BE*
2. EEEES, BE Rl
3. FEfRATIE A, EimikTIRUENTILIEARERIE, BHRITUTRE:
a. B * finifds * o
b. Bk EEF LR B,
C. MREIFHIREAR, & * FHFRE
d. MRETHRSES, ERLERS.
e BEH WA
4. ERREMFWHEBE * FMER * UEBRFRIIFHAES.
S EEIFMERINET, BE*EFAE

BCE CAIEH

458 CAEP CSR X4

EAIUEMIEBERIBER (CSR) , HERNAERAERB CSR MIERMAAE (CA)
FRERAVIEH. MIEFRAEE -1 XKENEREH.

35



CSR B— RIS AR, fRIFLLGIRBUERENE UARMBEZRY CAIEFR.
BXREM CSREVER, BB MW "WNAERL CAIEF CSR X"

@ WMREEAE (* .domain.company.com ) XE% ( machine1.domain.company.com) Y CA
IR, MWATABKE AR CAIE+ CSR X, ErILAER SnapCenter ZREIME CA i+,

WFEREE, CAIIPTNIENERZI (BIEE FQDN) UNKENMNENRZ. EFREGER A1, ATLUE
WEEFERESAEF (SAN) FESREMILER, MFBEFES (* .domain.company.com) , ILIEHR
e B EIMAERE R

S\ CAIEH

B fERA Microsoft BEIRIEHIE (MMC) 3§ CAIEBEAE SnapCenter fRS52841
Windows FEAEHH.
BB
1. 3% %] Microsoft BI2#EHI& (MMC) , ZAFESE * XX * > * 700 / #IB& Snapin * .
2. AN MPRERER TEOD, EF P, ARREE *FM S
3. M REBEEREITEOR, &EF * ITENKF, ¥ EBW, RERE*TH .
4. B IEHISIR * > IEPR-AHITEN * > * AERIEBENE * > * P *
S. GRBEXHFE " AIERIERMANIIE ", AEERE *FIEES *>* AN * UBHIRAAS.
6. TRMAS, WTFR:

FtRSFEOS ... HITLUTHRIE ...

SNHLH PR R R, SRR, ARBEE TS

SAXFET FTEITEAEN; BE - T—F %,

T2t EEERTSHAEBREN, ARRE T
7

EERMIERSNEF EEMWE, ARBE * 5T - FIRSN.

() SAEBHSHPREE—REHEORIN o pix. o p1281% p7b)
7. 3% "Personal"' X KEESE 5,
IREY CA SEHE4Y

%%?E’éﬁl%ﬁﬂ?*ﬁﬂiﬁ%ﬁ’ﬁ-ﬁiﬁ%‘]?ﬁ%o RN ERENEEARBIL AT RSS!

36


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file

ez

1. 72 GUI ERATLUTRE:

a.
b.

C.

AU,
EIEBXIEES, B - FAEE * &R,

REPFETIR, ARBE - 4BRE
MIEREH+73# 6 F 1o
BRI Z B R =Ko

fFlan, GNERIEL "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b" , M7EMIpE=

ia, B8UEH "a909502dd82ae41433e6f83886b00d4277a32a7b" o

2. M PowerShell $11TLATi21E:

a.

b.

EBITU TS UL EREIEBIEN, HREFARIMMARERENIES.
Get-F Il -Path Cert . \LOCALLMACHINE\My

EHES.

£/ Windows EAUEHARSECE CA IEH
&N fER Windows ENEHARSECE CA LS, LUBUEEZEMNEFIEH,
7 SnapCenter fRS328UKREZE CAIEPHFREIEGEN LHITUTEE,

TR

1. BT T8, MIFRS SMCore BRiAlHO 8145 MINBIERLHIE :

> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

fB4n:

> netsh http delete sslcert ipport=0.0.0.0:8145

. BITUTESL, BHRENIERS windows FAEMAIRSHE:

> Scert = “<certificate thumbprint>"

> Sguid

[guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="S$guid"

fBgn:
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> Scert = “a909502dd82ae41433e6f83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert
appid="$guid"
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Define a backup strategy. See Concepts Guide.

Select or create a backup policy.

v

If you have multiple resources, create a
resource group, attach policies, and
create an optional schedule.

v

Back up the resource or resource group.
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* KTFUAES

* XF Windows FHEHHIIIE, BT LB 2 A1 EFEE.
* T SQL Server SEFISAHINIIE, ERABE LB RN

* 3T GMSA SRIIIE, ERABTE * AMEMN * 8 * E2REHN * TIEH M SnapCenter ;EMENETIZE GMSA
» LUSRAMEER GMSA,

* WNRERA GMSARMEN, HEH GMSA EEERMAKEEIZNR, MIFEEHA GMSA ERE sQL £,
EZ

1. EEMSMERT, BE*BR*, AEMIIRPEZENES.
2. ERROIEF, M*EF* THHIRPERE * #iEE *, * £ -5 ATAME

a. EEREEDIEBIERE, HIselB4%A,
ZPENLAIR, AX EREHIREHZEFIME B E BSR4 ER1E "Resources” TIEA,
EHRIMIEY, BT EXDEHRE, NEESEM 2 EGE S EEERE,

3. ERIERESP, %EH * Snapshot BIANBENX BRI * Ei%iE, REHAERET Snapshot 8lZ<&FR
B E X ZFRE

540, customtext_policy hostname B resource_hostname » ZRINIER T, Snapshot BlZs&FREMIAN
B8l &

4. ERBETIES, HITUTES:
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a. FERBEEDH, MTHFIRPEE PSR,

EELGEE B BRI SRR T R,
£ * MEERRECE T - 80, FFHEE R,
? BHENHEE I RINRBNEETRIZIFN *
C. I NEBEANMNITL*H policy name IEEF. EEEITL. ARRTHES
&k policy name BFTIESRERAIEFRo
BEERITRIEIE * ENARYITR * 5T,

a. 3&$% * /A Microsoft SQL Server it XIi2F * , AIFMSIHRISREEREXDY * IHRIRRF KA * ThiFIFE
AR IR Lo

S. ERIETES, BITUTHE:
a. M * WIEARS S * THTIRTEEMERS S,
EALSESMERSR EHINITRIN) .
() ®IERSBIRANS FRETHEETHIBERN SOL Server ks,
a. 4% * M RE MBI RAF R LIS * IR G L&,

b.
EEREANHEBERIETRINER, RERE ¥
C. TEARMIEIEITR policy name XHEEAR, HITLATIRE:

NREE ... PATUCIRIE ...
B EBITIIE PR EHRIBITIIE * o
THRIIIIE PR * BITIHRIBIIRIE * o

@ WNRINERS 28R B FE1ERE, NIIHREREKN, #ERFEIR: Failed to mount
disk.

d BE*HE*,
BECERITXIE%7E "applied Schedules" FH,
6. TEEAITIEEY * EBFHRAFEE * THIFRP, EREBLXBFHENTR,

RIS TE R A AU A BB FBR L LUK FE F R R, SNR BN T IRARITER(ERIIR S
, IEIERR * INPRILRE * o
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@ XM FEBFHREEA, ENMBEMER GUI 5% PowerShell 854 set-SmtpServer $8E SMTP
AR ERIFLE 2o

. BEEWE, ARRE TR
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8. g * BNEH * o
0. EEMIEF, FITUTHE:
a. IREXNFRNMAZTREE, BN * REE * THYIRPERERTEHRIRE,
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EHo

b. %% * FHFWIE * UIIEERIE G
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(D)  EFEESSEWIndowsHHIZFSAL ServertIE A& HTFL,

RN RFBEIMERNRBESEOITRIXREK, NRFEDERENITREEENRBIREHTRE,
LRSI — RN R IRE, G LUEIMBAIBRNEFEFENNAFPRAREELERS. RARRA

ZEAH "Resource’ " o
1. B I51E > R~ DUSIRIRIEHRE,
=
* 7£ MetroCluster EEEH, SnapCenter AJRETC A TE MR RN EIRIFX R,
"MetroCluster &% 25T AN SnapMirror 8% SnapVault X &"

* MREBR VMDK EHINFBEREE, HEIERTF VMware vSphere B SnapCenter #i{FH Java HEA/NFR
A, MEFRRIESKM, EILN Java K/, BIREIRIAH /opt/netapp/init_scripts/scvservice o TELL
AR, 2R do start method 88 BEISnapCenter VMwaretfiffiRSS. Fizm<SEMAUTREA:
Java -jar -Xmx8192M -Xms4096Mo

cEREZER

"79 SQL Server #iEE L2 & HRER"

“{@ A PowerShell cmdlet & {}3&E"

"HTF tcp_timeout FEIEEIR, FHRIERKHHZT MySQL EEHEIR"

"ER, HER Windows itXIFEFEIR"

"EEH AT RIRER
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{53 PowerShell cmdlet 8 Z(E R FEIEM EE

7E{EF PowerShell cmdlet ITEIERIPIZI(EZ B, EAZNEIE Storage Virtual Machine
(SVM ) EEFEIE,

* BEENRE *

* 18N 2 HEEYF PowerShell 3715 L1117 PowerShell cmdlet o
© BN A IR E RSP R AR R B IE R A aR,

TN HRIE G RERTHTH,

RINEERAEREN, TVEGLERBEEHTE, BATHNEFUERSEN, FEBIEERSTES
£ SnapCenter BB REHETRA " Al BFEMR " 3 " F7E NetApp =Ffif £ "o

* FHERGR NN EME—RTY.

SnapCenter R ZIFEARRIEE L EFERAHERBZITNZ NMEMER S, SnapCenter TIRFNENMEREALKENEER
ME—EY 2 FRFNME—RYEIE LIF IP thitk,

*BE
1. {5 Open-SmConnection cmdlet [ PowerShell EiESiE,

I RBEFTFF PowerShell 2i&:

PS C:\> Open-SmConnection

2. {#F Add-SmStorageConnection cmdlet 8|2 57 & R FRIFTIERE,

I REIE R — M FE R SIER

PS C:\> Add-SmStorageConnection -Storage test vsl -Protocol Https
-Timeout 60

3. {#F3 Add-SmCredential cmdlet B FER,

IR GG fER Windows E3EEIE—1N2 7 FinanceAdmin BYFTEE:

PS C:> Add-SmCredential -Name FinanceAdmin -AuthMode Windows
-Credential sddev\administrator

BXA5 cmdlet EEERANSHENRERBIEE, AH@ETIET get-help command_name F3REY, &, &t
ALIBE " ( SnapCenter 24 cmdlet 2E5R/) "
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{&F3 PowerShell cmdlet F{3& R

1] \
7 La\

Ta] LIER PowerShell cmdlet &4 SQL Server #(3EESK Windows X4 2%, HPEI1E

%15 SQL Server #EZED, Windows X1 £ %, €155 SnapCenter fRSZ 28 2BIEE, &
I SQL Server #IREESLHIEE Windows X RS, HIHKEE, QRSN HRFAR, HHMKE
W&

TBREBNAS *

BB Y PowerShell 3115 LA11T PowerShell cmdlet o
MBI RGO EE,

BRI ENMEZMBIE R

g

1. f$8F Open-SmConnection cmdlet AIEEAF B5h5 SnapCenter fRS23HIEIZERIE,

Open-smconnection -SMSbaseurl https://snapctr.demo.netapp.com:8146

A B R P B BB R AT
2. {5 Add-SmPolicy cmdlet Bl &0 5K,
IERANSE SR — SQL &192E88 5 FullBackup FUHT &9 5REK :

PS C:\> Add-SmPolicy -PolicyName TESTPolicy
-PluginPolicyType SCSQL -PolicyType Backup
-SglBackupType FullBackup -Verbose

IR FIEEIE— Windows XHRFAFHDIEE S CrashConistent BIFT &5 2RES

PS C:\> Add-SmPolicy -PolicyName FileSystemBackupPolicy
-PluginPolicyType SCW -PolicyType Backup
-ScwBackupType CrashConsistent -Verbose

3. {#F Get-SmResources cmdlet &I ENEE,

HERBPREEEE A LA Microsoft SQL H&HHRIZEIR

C:\PS>PS C:\> Get-SmResources -HostName vise-f6.sddev.mycompany.com
-PluginCode SCSQL

IR BIETEEE ML &I Windows XHRFRIZIR:
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C:\PS>PS C:\> Get-SmResources -HostName vise2-f6.sddev.mycompany.com
-PluginCode SCW
4. {# Add-SmResourceGroup cmdlet [@ SnapCenter FINFTE R,
IR AR EREE N RN FREZ— MY SQL #HEFE&EMD RIRA:
PS C:\> Add-SmResourceGroup —-ResourceGroupName AccountingResource
-Resources @{"Host"="visef6.org.com";

"Type"="SQL Database";"Names"="vise-f6\PayrollDatabase"}
-Policies "BackupPolicy"

RIS 2 FRHEE BYERBE A RV —NFTHY Windows X RAF N FHIRA !

PS C:\> Add-SmResourceGroup —-ResourceGroupName EngineeringResource
-PluginCode SCW -Resources @{"Host"="WIN-VOK20IKIDS5I";
"Type"="Windows Filesystem";"Names"="E:\"}

-Policies "EngineeringBackupPolicy"

5. f£A New-SmBackup cmdlet B ahFHIE DR,

PS C:> New-SmBackup -ResourceGroupName PayrollDataset -Policy
FinancePolicy

6. {8 Get-SmBackupReport cmdlet & & B 1L BTIRES.

HREIER T EEE BRI TR A (R BRI IR S

PS C:\> Get-SmJobSummaryReport -Date '1/27/2016'

BX05 cmdlet EE5FERANSHNERBIER, T@EIETT get-help command_name F3XEY, &, &t
ALIBE " ( SnapCenter Z 4 cmdlet 2E15/) ",

B HIEA T Microsoft SQL Server A9 SnapCenter 1G4 & 10121E

Ea] BB IETEIRTT, BHIASR MM EDIRE. BUESMRIERE, NMREIEBNEDX
7EA1ZE) SnapCenter BRS588, SnapCenter RS 285 LIHZI2EH MEETRIFRFRE
Snapshot Bl7Zs, IIR&EHE:MEI SnapCenter fRSZ 28, NIEMEEALZECEIREE, B
A2ERE IR Snapshot BI7S,

* BEERE -

i

I
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* BEUGHIRFRIZIE, EFLL SnapCenter BEIE RS EWLFAEEMN S HES
* B IREECHEHIBAS ETEIE T B S =B &1
s WIEAFRRE, BT EBUBILRE,

NREWIUERTEUHIRIE, MHRBEWEUE, HEFIHITIIEERE.

* AT LM " IS3E " T e " JED) " BAREBUE S DR
* BRT A SnapCenter EIF2BBR R4, EERILAER PowerShell cmdlet BB E{E.
* NFLEBCERIRIE, * BUBMEL * I FTRBKRS,

* NMRAECIRAGERT * ILAGKNFIERSIIAIERF \ ANEPEERRFEMENER *, WAILE
fER LA B BUEE AL 51 BV HIA & (718 1F.

s HE
PITUA TR EZ—:
M ... Action
I TUmE 1. EEMSMERSD, B> KE > Flk~,
2. wEEHES * BUBEEL *
ETHENE 1. Boh&Mm1ElE. 8F "Active"CETN) B LUE
BEE =12
2. EFIR(E,
3. ERIFMEETIES, B - BUEEL .
. é:é:% *

L2 EEWECE, FERBERERRLRRES. NREBUEMIEEE" EEEVE "R IEEET RS TR,
MIN3Z1T Cancel-SmJob -JobID <int> -Force cmdletbls@Fl{E Lt &Rk,

FHRINTIE P ESE SQL Server FHH 5T [E

EESENWRETRE, EARIAKNUERANEREFEN —REFMHE LNFIEED
MrefZIFEE Ao

* KTFUAES

EHRitEF, ERUEIAATRE R RNFRANFIEENMRE, EUUEEXEEMNRENFARER
, AEEFXLEE N5 E I TR RIF IR,

EA L7t - EERA * MEREEBUTER, URESEOMNREEETEFEER _REFE (RERIANTEFMHERIZE)
ErTR.
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.
5T 7R S TR,
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. E/RMEH SnapMirror FiARTE Z R iFiE EEGNE M ENEE,

BRfERA SnapVault SARTE Z R FE L EHIRIE M EZRHE,

° BRNEMDHREENZREEPRIFRNES.

®

fpan, MREEARBEEIZET 6 &M, NRE 4 1M&E0D, WETHEHHENG6,

BRERFHERES LRARENRGENHHNREEERERIMIES, BHRIMIESRRFEGRSEDIT
B BIERR A RIERIE D

TR

w N

- EEMSMERTR, BE TR, ARMIIRPERBNEECT

FERIFTEF, M RE * TRy RPEERRERSZERE.
MERIFAE S AESAFAFMRE S MEREFRIR.

MR RTERRERENHIERE, BFRIPENEEERE, NREAEE2/R7E Topology TIEA., B * ¥
MER * UEERTRENED.

MRFRZRIF, NEREEZRRN " #6F " TTH.
EERE+R, EEXHEHEN_LEE LATANEOMRERERNRE,
" HER " BN ERENMRERNE S

B B R A BEhFEE U E AR R

1.

2.

3.

7 " EIERIA * ER, BHTEERREETE B 5 R UEEEHATRIFAEL.

SRR AEBURRRE T

MBS, RAEBEERPEMUNTER, 58, EnafBReE.
ORI

MEREFE—T R, ARRE* =EFD o

4. MNRBMERTPE, BMRPEERE, AERE T

{& A8 PowerShell cmdlet If&&E 5

NREEMBIBEFRIPIZEPABEESRD, WA LER Remove-SmBackup cmdlet fflf

XEEED,

1A B HEZYF PowerShell 3718 L1117 PowerShell cmdlet o



BX05 cmdlet EEFERANSHNRERBIER, vBTIE1T get-help command_name X3IREL. &, &
WA IUE#E " ( SnapCenter #{F cmdlet 2&35/) "

TR

1. f$8F Open-SmConnection cmdlet AIEEAF B5h5 SnapCenter fRS23HIEIZERIE,

Open-SmConnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. {#F Remove-SmBackup cmdlet BIFE— PN Z N &

RGNS RN ED 1D BFFH D ED:

Remove-SmBackup -BackupIds 3,4

Remove-SmBackup

Are you sure want to remove the backup(s) .

[Y] Yes [A] Yes to All [N] No [L] No to All [S] Suspend [?] Help
(default is "Y"):

{F3 PowerShell cmdlet 512 L& 4114

eI LAEF Remove-SmBackup cmdlet iE32AR& Snapshot BIZASHI —REFHBIEFRD TR
NREIBRIAFAFN R RHY Snapshot Bl =235 —2kiF & Snapshot BlANR 1% B RILHD
, EAIREFREMEAL cmdlet o

BNE YT PowerShell 3818 LI 1T PowerShell cmdlet o

BX05 cmdlet EE5FERNSHNERBIESR, F@EIETT get-help command_name RIKEL. THE, &t
ALIBE " ( SnapCenter B4 cmdlet 2E5R) "

ez

1. f£/A Open-SmConnection cmdlet AIEEAF /BEI5 SnapCenter fRS28MIERZRIE,

Open-SmConnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. {#H -CleanupSecondaryBackups #0512 — R E% 115K

LR BIREEEARS Snapshot BIZARKI —REHRIF G T
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Remove-SmBackup -CleanupSecondaryBackups

Remove-SmBackup

Are you sure want to remove the backup(s) .

[Y] Yes [A] Yes to All [N] No [L] No to All [S] Suspend [?] Help
(default is "Y"):

A& SQL Server &J&E
WRETER

R LUERA SnapCenter BFEHIBEBM— P RENENTERENENXH RS, ARMELUERE
» MITIER SQL Server #iERE, &I LURRAIBIEATRIRIERE, ARRKERETE
FEARINEIRIAMAH, E1RR SQL Server #IBEZHI, BHTHRITEIUERTES

T IERETR T IR TR I R IR R -

Define a restore strategy. Sas Concepts Guida.
"—-—-_____-—-—'_'_'_._-___-_-_'_'

Restore the resource.

v

Monitor the restore operation,

& o] IS ohal (2 A< fEF PowerShell cmdlet 3117817, IR, WE, WIEMMEIR(E, BX PowerShell
cmdlet BIF4R(E S, 15{FEHH SnapCenter cmdlet FEBYZE 0L " ( SnapCenter X% 4.4 cmdlet ZE455) "

s BEHREZERE
"M ZRIZAEIAR SQL Server #3EE"
"{&F PowerShell cmdlet &= E FR"

"£ Windows 2008 R2 EHITIRRIZ/ER gERIY"

W RESHE R E R

£ MIEAF Microsoft SQL Server B SnapCenter 3E4& {912 /R SQL Server #IEEZ i
, BRI IRAE R ZTE K,

* BIRFEHIERE, BHE SQL Server LA FEH RS B IETEIETTo
&R S RN HITR P SR EER R IR KRR EUEEIR IR IR(F,

* BRI RIMEIXRRR SQL Server #38i51TH SnapCenter 12E, EEIETIZEE T2 IFARSS
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Z8 LIBTTRI AR,
* MRRGBIRETAESEIT, WY MER SQL Server LRIEFER RS IIEE,
* IRBLREUES, BHREAIEHMABRTFERTAMA (Availability Group , AG) EFRINR,

HWEUTRGEFZ—T, ERAG KK

° JIRILIEFEH RBAC AR RE, MEERRIAER AG &7
c NREERLET MM, M RBAC AR ZEIRIER AG &7

c MRERBEXHEEREMEREIFZFHEEN, N SnapCenter BB 25FIEMF TN AN LEAEFBY
SnapCenter s,

s KB REE Microsoft HUEXMER KB2887595 , Microsoft ziFih S 6188 X KB2887595 HIIFA(= B,

"Microsoft Z3F3Z 2887595 : Windows RT 8.1, Windows 8.1 1 Windows Server 2012 R2 B¥iiC & :
2013 F 11 A"

* BB &N R RASEIEE.

* YNRENF Snapshot BIAREFIFNE&SKTE(E, SnapCenter BIERANME NE D ELREM BInER Storage
Virtual Machine (SVM)

EXEERNMABR2EZEFENES, B8N SnapCenter R&EEE,

* ERRBIREZR], SAUSLEFIBERHMREELL,
* NRBIBEKRNA TB , NIRRIRERIgEREERT,
EAIETTL R E, 3§ SnapCenter BR532889 RESTTimeout 2£({E1E 0% 20000000 ZF): set-

SmConfigSettings -Agent -configSettings @ { "RESTTimeout" = "20000000" } . RIBEIREA/I. AL
BEHEIE. FEALUSENRAEI86400000ZF),

INREBAHIEELTEAURSIH#TER, NEERNEFEBBEAERED,

&= SQL Server ¥IEEZ %

&B] LIfEERS SnapCenter iR RZ 1987 SQL Server #iEE, HIEELXRE—NZMETTE
, ASFRBE IR BETIEMIEER SQL Server FHEHIZIIEENEEERE,

* XFIES

* EETLMSE ) SQL Server SIBFEAREISIRE K F—EH EEYEL SQL Server 526,

& ] LAERE SnapCenter $E&19HY SQL Server ZiEERRFNERERZ, UWEARASBEBWAE IR,

* SnapCenter A]LUAR Windows SEEFHRVEUIRE, MIHHE SQL Server SEEFLAR.

* NRERFIREHR A ERENIE (REHARMRME) (1N, MERRNTRELERE) , NBRERE
122 sQL Server £, FARENBINEREF

* AP SQL Server RIRRALIARIEIEER, TiEERBIERE.
* BRER RS IIEETREE AR,
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* A BRI ER LT 1A ENSMCoreServiceHost.exelfit & XA BIFIE X WindowsScriptsDirectoryZ $8i# 1T

EXo
MRFBE., EJUFERUBREHENBISMcorelRS. BINEFERRIALZ LR,
AILUGEEAPI: API /4.7/configsettings M Swagger B "5 5R{E

ERILUMERAGET APIE REZEANE. FZHEISEAPL,

* ERASTEENASHFRBERS BREN. UTMEENATIRERESNTR.
7
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1. EEMSMERT, BE*FR*, AEMFIRPEZBNRES.
2. ERROIEF, M *E * FIRAERE ~ SEE 5 BIRA *
3. MFIRAEFEIEES R RE,

LB R B aFh BTmE.
4. NEERIAMEF, MFEERFREE - &H

MEhEEEe, Asms 9 BEi

Primary Backupi(s)

v " n
I'!..]l;hup'um 1= Ernel Fhde
TRV =mprQ1 91865001 OG5 20T 7-01. 55060403 mR0TIS5ETAM D

6. ERFEEIES, EFUTERZ—!

JEIN Description
BHREFEEREI S BEHNE—EN NRBREIEETRFIITEDRIFE— SQL ARSS

25, IFEERIED,

AR R A AL R B MR B T & D I — AR
ARV SQL BRESES, BRI,

EEENG, RHBIEERT (AIE) , EFSLf)
HEEEIRER 2o

& RE AR RELT
©) SRS O

SNR " RESEE " THARET * KFHEEFELRE
BRI ED, BBRNKEEER.



JZET
fERILA MR X i R R

/. ERESERERES, EEUTERZ—!
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FhiE BS&E D

‘eI ASER, B

& LEHEA

EAEEXHEEER

8. 1£ "Pre Ops" TIEY, HITUTHE:

a. TERRENETIE S, EFEU TRz —!

Description

MRBFHIEETREIPITEDRIE—EHNEAE
FHHFBIEA SQL Server , IFIEIZELLIET,

MBENMEXHRE LNEFERIEEX . EF
ENR, RHBIEERM (Aik) , EERLOIHIE
ERRERIZo

Description

B

YRR * FRE BEED * EREMIERIENE, MUEE
TREEDRERFIAERANEEED,

R Ed HEED MMﬁﬁﬂﬁﬂrﬁﬁ,%
BERRESH BTEREEE, BEREGEER
HARYE M BE N L.

R STERME C LEEESASTNATE
TR ERHE R B HAF BT 8],

BT 8] IR RIRERF E R RTEHEE B HAFNAT R 2
Flﬂiﬁﬁgﬂauﬂ- Eo

NFREFET * PREREER *, *BIREED *
EE * E*%/:EEHHZ%T] * #E.EIL,\{_L%:E/:EXLL%
, IR ﬁmQEXEuﬁi*,”F? EBE
(VA=

C) A AMABIEERAFFEEX BE
BHRo

PR ER RSB &R R IR * LURIRRFIR R,
* kR RE SQL HiEEERIRE * MERBIEEARBENEEHFILE,
CER  ERRZAEIREFESATED ¢, UEERRBREFGZAEIBESAS.

rl
.H.

L ERE  NRESEEEH KRN,

NEBLHER * , LMEESSAEEHRMESHIEERIECE,
b. 8 BEEMITER (L Z FIEITAYRNEMIZ,
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I, EETLUEITHIASRER SNMP AN, BEMAITER, 2%0FSR(E
() FREMFIHELEWARETNOSRHBRLS, BEMSscrpts_pathti.

0. ERMEEINET, HITUTHER:

a. ERRTEREEFESIERERSE S, EFU TRz —:
* IRENEERRFIBEQDENED, 15EE * #F, EFAURTERAEMESES .

HEIIMTH, BEERKERNESEHIEFRTERES. FLIBRENZE, EXEAERE
fthESEE.

. gﬁ *AEHEE, BERTEREMESHE Y, UEHIEFEATRE, MARRKRERINS

ZJo
AILIRREMESASE. EMERIEEZR, BLEERTE,

LR QIEER, TRTRRAMESHSE *, UEBIEELTRIEER.
IEEBRRUERIRRZIIESS, ERHUENREREEEAXMAF, UERILUERMEMRR.

MRBHETHHEEREDN, WSXRELESHE. NRESATERIBIERY, Na]UERFR#EY
B, SQL Server X FAEE,

8. HEEPITERIFALEEIEITH TR,
FIN, MERILUETHIASRES SNMP Jal, EEHTER, 2i%E5SRIE
() FREWARELEHARETEOSRHBNNT, BENSscrpts_pathtiX,

1. BB IERY * BFERA BRI * THISIRF, ERBREBFHATSR,
B THETE & A AFAUL A A BB F BB stk LUK B8 F iR £

- BERE, ARBE TM o
- R * batE > Rl TUE R R AR,

2
3
EREZERE*
"{& /A PowerShell cmdlet iR REFITRE &FR"

"M ZRIZAEIRIR SQL Server HEE"

MR IFEIRR SQL Server #iEE

BRI UM ZRFER S L2 LUN (RDM, iSCSI B FCP) IRRE#H{7EY SQL Server
HiEE, ERMER—TZHERERE, AIRAEHRENBSITEMIT _RFERS LR
1ETE SQL Server &N EHIZIsEBUREF,
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BTN ESE Snapshot BIAA M EEZERAE HIE —REFHERST.
* R Tif{R SnapCenter BRZS28FEM N REBIEIREI —REMER T,
* RRESIE ENARD FEREERNERIEFHITTHA. UTEENABT —LakFEESNTFE.
*BE
1. FEMSMERD, B RE*, AEMTIERDIER * EHBTF SQL Server* B SnapCenter 1,
2. EHROIEH, M * ME * THIYIFRAIEE * $UBE * o * ZR4A
3. EERHURE S R,

B B SR B B B IR AB R U

4. EEERIARIP, MREERR (RESEFMHE) FEE &9

5.
MElERERS G, REes 9,

6. FUENET, EFEATEREEHZRN BT,
. ERERES, BEERE, ARRE T .

INRF IR RE EMEE R ZHEMERRER, NNATEEEHMSENINIE, UHARRNISEEEREYE
LRABET

XA Rt HEEERE

Bl LUAREHEXREER TR (Availability Group , AG) #iEE. MR ZAEIERE
5 AG FHEHBERRY, Ea] U EHRER ZREIGEE,
TBEENRE

* BRABABRRN L AG BIRECIEED

* SnapCenter AR 28MIGEH EV MM LEEFH SnapCenter kR4S,

* XFUES

* EARREX EEHIREE TR SUR1E,

* SR METRMATRIBR T BIAEIRRE, NI ERITEMEEZRE, WREIRE, BFEERERRK,

* £ SQL P AMAEIERE £iT1T reseed 1&1F8Y, RN1EIZP]AMAIHIEENRIASIERE itk AEEM. W
REEHERRERERLZBSED, WERERRERRY, HFRRGEEEDMERER
"database name" EPE'J$&EU§HETE, /£T%MI1ZK*HEVE’]E|M\§1ﬁio

* R

1. EEMSHMEED, B85 BR*, ZAEMNYIRFPERE * ERATF SQL Server* #Y SnapCenter fiff,
2. EHRRTIEH, M+ E * FIRAERE * BIBE *

3. MBIRHIERZR AG HUERE.

4. BEHECEN,

S. B * I5HE * > * Rl * DURITIRIE#HE,
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{&F3 PowerShell cmdlet xR &R

ERFRENEIEETS SnapCenter lkSS258VERRE, FIHEHHMLEENERUK
ERE

RNMBE EEYF PowerShell 3718 LI 1T PowerShell cmdlet .
L

1. f£/A Open-SmConnection cmdlet AIEEAF /BEIS SnapCenter fRZ28MIEZRIE,

Open-smconnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146/

2. {#F Get-SmBackup #1 Get-SmBackupReport cmdlet =G X EXRM— MRS N EHHIE R,

I REEREXFERRAENHNER:

C:\PS>PS C:\> Get-SmBackup

BackupId BackupName
BackupTime BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32
AM Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17
AM

IRAISBRTHEX 2015 F 1 B 29 HE 2015 % 2 A 3 HEGRIFHAES:
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SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName
VerificationStatus

SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName
VerificationStatus

PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime
"2/3/2015"

113

2032

2/2/2015 6:57:03 AM
2/2/2015 6:57:11 AM
00:00:07.3060000
2/2/2015 6:57:23 AM
Completed

Clone

34

Vault

18

Clone SCSPR0019366001 02-02-2015 06.57.08

NotVerified

114

2183

2/2/2015 1:02:41 PM
2/2/2015 1:02:38 PM
-00:00:03.2300000
2/2/2015 1:02:53 PM
Completed

Clone

34

Vault

18

Clone SCSPR0O019366001 02-02-2015 13.02.45

NotVerified

1. {#F8 Restore-SmBackup cmdlet M &5 TR IR,
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Restore-SmBackup -PluginCode 'DummyPlugin'

'sccb54.sccore.test.com\DummyPlugin\NTP\DB1'

-Confirm:S$false
output:
Name

Restore

'scch54.sccore.test.com\DummyPlugin\NTP\DB1"

Id

StartTime
EndTime
IsCancellable
IsRestartable
IsCompleted
IsVisible
IsScheduled
PercentageCompleted
Description
Status

Owner

Error
Priority
Tasks
ParentJobID
EventId
JobTypeId
ApisJobKey
ObjectId
PluginCode
PluginName

BXA5 cmdlet AEEANSHLHERBNER,

2368
10/4/2016 11:22:02 PM

False
False
False
True
False
0

Queued

None
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NONE
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Define a clone strategy. ﬂj
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lifecycle.
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Monitor the clone operation.
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If required, split the clone.
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C:\PS>PS C:\> Get-SmBackup

BackupId BackupName BackupTime BackupType
1 Payroll Dataset vise-f6 08... 8/4/2015 Full Backup
11:02:32 AM

2 Payroll Dataset vise-f6 08... 8/4/2015
11:23:17 AM

WRFIETEXEERRA, HERMXEKRBIES:

PS C:\> Get-SmResourceGroup -ListResources -ListPolicies

Description

CreationTime : 8/4/2015 3:44:05 PM
ModificationTime : 8/4/2015 3:44:05 PM
EnableEmail : False

EmailSMTPServer

EmailFrom

EmailTo

EmailSubject

EnableSysLog : False
ProtectionGroupType : Backup

EnableAsupOnFailure : False

Policies : {FinancePolicy}

HostResourceMaping : {}

Configuration : SMCoreContracts.SmCloneConfiguration
LastBackupStatus

VerificationServer

EmailBody

FEmailNotificationPreference : Never
VerificationServerInfo : SMCoreContracts.SmVerificationServerInfo
SchedulerSQLInstance

CustomText

CustomSnapshotFormat

SearchResources : False
ByPassCredential : False
IsCustomSnapshot

MaintenanceStatus : Production
PluginProtectionGroupTypes : {SMSQL}
Name : Payrolldataset

Type : Group

Id : 1



Host

UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

ClonelLevel : O
ApplySnapvaultUpdate : False
ApplyRetention : False
RetentionCount : 0
RetentionDays : O
ApplySnapMirrorUpdate : False
SnapVaultLabel
MirrorVaultUpdateRetryCount : 7
AppPolicies : {}

Description : FinancePolicy
PreScriptPath
PreScriptArguments
PostScriptPath
PostScriptArguments
ScriptTimeOut : 60000
DateModified : 8/4/2015 3:43:30 PM
DateCreated : 8/4/2015 3:43:30 PM
Schedule : SMCoreContracts.SmSchedule
PolicyType : Backup
PluginPolicyType : SMSQL

Name : FinancePolicy

Type

Id : 1

Host

UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

Clonelevel : O
clab-al3-13.sddev.lab.netapp.com
DatabaseGUID

SQLInstance : clab-al3-13
DbStatus : AutoClosed

DbAccess : eUndefined
IsSystemDb : False
IsSimpleRecoveryMode : False
IsSelectable : True
SqlDbFileGroups : {}
SglDbLogFiles : {}
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AppFileStorageGroups : {}
LogDirectory

AgName

Version

VolumeGroupIndex : -1
IsSecondary : False

Name : TEST

Type : SQL Database

Id : clab-al3-13\TEST

Host : clab-al3-13.sddev.mycompany.com
UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

3. {#F3 New-SmClone cmdlet MM & 19 B ThTa &2 1E,
LU RANEERFRE BEMNSERNCIETE:

PS C:\> New-SmClone

-BackupName payroll dataset vise-f3 08-05-2015 15.28.28.9774
-Resources @{"Host"="vise-f3.sddev.mycompany.com";
"Type"="SQL Database";"Names"="vise-f3\SQLExpress\payroll"}
-CloneToInstance vise-f3\sglexpress -AutoAssignMountPoint
-Suffix clonefrombackup

-LogRestoreType All -Policy clonefromprimary ondemand

PS C:> New-SmBackup -ResourceGroupName PayrollDataset -Policy
FinancePolicy

LU TFREPEHIEER Microsoft SQL Server SLEIEIE— N afE:

PS C:\> New-SmClone

-BackupName "BackupDS1l NY-VM-SC-SQL 12-08-2015 09.00.24.8367"
-Resources @{"host"="ny-vm-sc-sqgl";"Type"="SQL Database";
"Names"="ny-vm-sc-sgl\AdventureWorks2012 data"}
-AppPluginCode SMSQL -CloneTolInstance "ny-vm-sc-sqgl"

-Suffix CLPOSH -AssignMountPointUnderPath "C:\SCMounts"

4. {$F Get-SmCloneReport cmdlet & T EE BRES

R RIEEEL ID B5efEiRE:



PS C:\> Get-SmCloneReport -JobId 186

SmCloneId : 1

SmJobId : 186

StartDateTime : 8/3/2015 2:43:02 PM

EndDateTime : 8/3/2015 2:44:08 PM

Duration : 00:01:06.6760000

Status : Completed

ProtectionGroupName : Draper

SmProtectionGroupId : 4

PolicyName : OnDemand Clone

SmPolicyId : 4

BackupPolicyName : OnDemand Full Log

SmBackupPolicyId : 1

CloneHostName : SCSPR0054212005.mycompany.com

CloneHostId : 4

CloneName : Draper clone 08-03-2015 14.43.53

SourceResources : {Don, Betty, Bobby, Sally}

ClonedResources : {Don DRAPER, Betty DRAPER, Bobby DRAPER,
Sally DRAPER}

BXA5 cmdlet E5ERANSHNEIRBIER, 7@ILIETT get-help command_name F3REY, THE, &t
ALIBE " ( SnapCenter B4 cmdlet BE35R/) "

MITreEE e HA

fiEF3 SnapCenter , ERILIMNEZIRAEIEELIERIE, ERIURITIRERRE, BAILIT
YRRV IRENEE e [218(F. MREMTESD, WA LERREFLZNARER,
IR TR E EURE.

#d SnapCenter , &R RITES ARS8 LEISBEITS 1 e E12(F,

 BEEHIRE *
s BRI HIEESLGIN, BHEARESSRRFETERECRET R,

* ERRERMIERBERKSG (FC) B, BHRARIHREE, BEHRRHEHE, HERRIEN FCINETFE
— SQL FIF4H,

* MRFREIRBESEAGEGMUTRBFLEZS (csv) L, WmEMEBIEERALT csv Lo
() MFEBEFH (VMDBRDM) , SEBMREE SRS MR,
* XTFUES >

* A ER R ER L F1EH ENSMCoreServiceHost.exefit & S AR BIFIE X WindowsScriptsDirectoryZ (i 1T
EXo
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MRFBE. A UFERUBREHENBISMcoreiRS. BINEFERARINLZ LR,
AILUEIZAPI: APl /4.7/configsettings MSwagger & & 5A{E
SR LUERGET APIERERNE. FZRIZEAPL,

* REEMEARESINELNAZSHRFREBEAFS BRAN. UMEENET JREFEESHNFR.
EL

1. EEMSMERT, BE*FBR*, AEMIIRPEZABNES.
2. ERFRDIEF, M * LE * FIRAEE ~ HEE 3 BIRA *

3. ERHIRASERE, ARBE * mEESER

4. IEETES, HITUTERE:

MFUHFE ... TR ...

SefEfEIL R AR EEA T EITESCe L BRFLNEE
an A HAIEAL 2o

TfEARSS 28 RN R E e FER E o

SefESLA ERBRHIEE IR, Ltk SQL S

DI TFEE R 5efERR S5 28

RS BWANEWMMEI=ERIEENGES, URAEERR
P2, ATFeIR=ERFARNSD SQL SLFIERLIM
BAM—REIERFERR. Fi0, MRERFAES
KB SQL LB "inst1” " BYIREIEE " dB1 ",
FH "dB1" F=EAN inst1" ", NsEfEHIEERT
7 " dbl clone"o " _clone " @R ENXHY
WIRRS:, RANBIEEE=EEIE—LF, WNRRE
"dB1" " FefEZE SQL £ "inst2” ", MTefEEHE
FEEBFREILURSFA "dB1 " (B&AENE) , ER
ZEEE= e R EAhSEA,

R TESDEERRNBEMNDREEH R ERZERRE TEDDEEHREREEHR. B8
WEFERRE NEIDEEERR, ErILURMHE
EER. EHRBEZERPOE, EEFRIER
ZHl, BHHRERAT, MRERPEFELIERE
» MTERITERIRFRE, ZREEBL TR

=
I1CNO

o EMENHT, EEECIRCENEFHELE,
6. EHIATIEF, DHMANEREREZAHZEEITHRAESEMENBREZENSH,

Ban, ERILOEITHIASRE R SNMP &R, BitfiTER, KXEEFEE.



() FRENARELEMARETLOARHRRHET, BEMSscripts_pathii%,

BINHIZSEBET /9 60 7D,

7 FERITTE S, BT TREZ—:
" NRBUEITRECRL, EERE ¥ IZENETT Y.

* INRBHEFIEIRIFAVINR, ZETRIMEENAE], FERFNREER, THRIBZIHRRSE LRIt

WEIRR RS R EMRrE, Bk - BEIT

8. IEEAITIEAY * BB FERFENEL * FHIFIRA, ERELXEFHENTR.

EIRTHETE R 1 AFUL A N BB F BB AR sthit LUK B F R £, AR EMIINFTIT R IR RIS, 15

R * MEANIELLARE * o

@ T EBFHEE, EXMEEH GUI 5% PowerShell 5% set-SmtpServer $§E SMTP

AR5 ER1F4E R

FF EMS , iEEN "EE EMS HUENE"
1. EEWE, ARRTE *TR S
ENER * aiF * > * Rl * TTE %It R T,

T SQL BUEE e fE1R 1

f&u] LUERE TUE 51% SnapCenter Fef&12{ERYHE
HE IREMN TR E S EEnEER,

* KTFUAESS
FEWRR 2 REFILRE L, HERRIFIRES:

[EfE# T
B IN5ERK
* x XK

Bk, BEHRESHHETHINEEMEERE
* D BHMN
* o BEUH
TR
1. EEMSMERS, BE 8T
2. EEENES, BE Rl
3. &R TIEA, FITUTHE:
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